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YBaxaeMbli nonb3oBaTenb!

Cnacubo 3a To, 4TO BbiOpanu Haw npogykT. Mbl Hageemcsl, YTO 3TOT LOKYMEHT NOMOXET BaM B paboTe M OTBETUT Ha
GOSbLUMHCTBO BO3HUKAOLLMX BOMPOCOB.

BHumaHue! lMpaBa Ha aTOT AokymeHT sBnstoTca cobctBeHHocTbio 3AO «Jlabopatopusa Kacnepckoro» v 3awmiieHbl
3akoHodaTenscTBoM Poccuiickoin Pepepaunm o6 aBTOPCKOM MNpaBe U MeXAyHapoAHbIMK [oroBopaMu. 3a He3akoHHOe
KOMUpPOBaHWe W pacnpocTpaHeHWe [AOKYMeHTa W ero OTAEnbHbIX YacTell HapywuTenb HeceT rpax4aHCKyto,
aAMUHUCTPATUBHYHO UIM YTONMOBHYIO OTBETCTBEHHOCTbL B COOTBETCTBUM C 3aKOoHoAATENbCTBOM Poccuiickoin denepaumu.

KonupoeaHue B nto6oii hopme, pacnpocTpaHeHue, B TOM Yucre B nepeBoae, Mobbix MaTepranoB BO3MOXHbI TOMbKO C
nucbMeHHoro paspelueHns 3A0 «JlaGopaTopust Kacnepckoroy.

[okyMeHT n cBsAi3aHHble C HUM rpadmyeckme M3obpaxeHnss MOryT ObiTb MCMONb30BaHbl TOMbKO B MHGOPMAaLMOHHBIX,
HEKOMMEPYECKMX UMW FINYHBIX LIEMSIX.

[okymeHT mMoxeT ObiTb n3aMeHeH 6e3 npeaBapuTenbHOro yBegomreHus. NocneaHio Bepeuio JOKYMEHTa Bbl MOXETe
HanTK Ha cawnTe «JlabopaTopum Kacnepckoro» no agpecy http://www.kaspersky.ru/docs.

3a copepxaHue, KayecTBO, aKTyaslbHOCTb W [JOCTOBEPHOCTb WCMONb3yeMbIX B [OKYMEHTE MaTepuarioB, mpaBa Ha
KoTopble NMpuHagnexaT ApyrMM npaBoobnafatensaM, a Takke 3a BO3MOXHbIV yliep6, CBA3aHHbIM C UCMOMNb30BaHWEM
aTux matepmanos, 3A0 «JlaGopaTopusi Kacnepckoro» 0TBETCTBEHHOCTU He HeceT.

B atom OOKYMEHTEe MUCNOSb3YKTCA 3apermMCTpupoBaHHble TOBApPHbIEe 3HAakM U 3Hakn O6CJ'Iy)Kl4BaHVIF|, KOTOpPbIEe ABNAKOTCA
COBCTBEHHOCTLIO COOTBETCTBYHOLLNX npaBoo6nap,aTene|7|.

Oarta pegakumun gokymeHta: 09.03.2010

© 3A0 «JlabopaTtopusa Kacnepckoroy», 1997-2010
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BBEAEHMUE

Mporpamma AHTMBUpYC Kacnepckoro 5.5 ana Proxy Server npegHasHayeHa AN aHTUBMPYCHOW 3alwiuTbl Tpaduka
npokcu-cepeepa, nogaepxmsatoiero npotokon ICAP (Internet Content Adaptation Protocol).

Mporpamma nossonseT:

. BbINOJIHATb aHTUBUPYCHYHO NPOBEPKY 00BbEKTOB, nepeagaBaeMblX Yepes3 NPOoKCU-cepBep;

AHnTrBMpYC Kacnepckoro He npoBepsieT AaHHble, NnepeaaBaemble no npotokony HTTPS.

e eunTb OGHapyXeHHble 3apaxeHHble OObLEKTbl W, E€CNM JEeYEHWE HEBO3MOXHO, 3anpelatb [JOCTynm K
3apaxeHHOMY OBbEKTY;

e  1CMOMb30BaTh rPYMNMoBble HACTPOMKN ANSA onpeaeneHns pasnuyHbiX napameTpoB uUnbTpaunmn, NpUMeHIeMbIX
B 3aBMCMMOCTM OT afpeca 3anpalumBatowero oGbekT nonb3oeatens u agpeca (URL) o6bekTa;

e  BECTM CTaTUCTUKy paboThl, BKIOYatoLLyto B cebs MOMUMO NpoYero MHpopMaLmio 0 BbINMOSIHEHUW 1 pe3ynbTaTax
aHTUBMPYCHOI NPOBEPKM, oLUMGKax B paboTe AHTUBMPYca Kacnepckoro u npeaynpexaeHusx;

e  yBEOOMNSATb aAMUHUCTPaTopa 06 06HapyXeHUM BpeJoHOCHbIX MPorpamm;

e OOHOBMATL aHTUBMPYCHble Gasbl; pecypcoM Ans O06HOBNeHuss Ga3 SABNATCA cepBepa OGHOBMEHWIA
TNaGopatopumn Kacnepckoro. Takke eCTb BO3MOXHOCTb HAaCTpouTb AHTUBMPYC Kacnepckoro Ha oGHoBneHve 6a3
13 NoKanbHON ApPeKTopuK;

AHTUBMPYCHbIE 6a3bl UCMONb3YTCSA ANt OGHaAPYXKEHWS U NEeYeHUs 3apaxkeHHbIX 06bekToB. Ha ocHoBe 3anucei,
cofepXallMxcsl B HUX, Kakabli OOBEKT BO BpeMsi MPOBEPKU aHanuM3upyeTcsl Ha MpUCYTCTBUE BUPYCOB:
cofepxxaHue obbekTa CpaBHUBAETCS C KOLLOM, XapaKTepHbIM s TOro U UHOTO BUpYyCa.

CnenyeT NMOMHUTb, YTO KaXXAbl AeHb MOSBMSOTCA HOBble BUPYCbl U MO3TOMY HEOOXOAMMO MOAAEPKMBATHL
aHTMBMPYCHble 06asbl B akTyanbHOM CcOCTOsiHUM. OBGHOBNEHUs Ansi aHTMBUMPYCHbIX 6a3 nybnukytoTcs Ha
cepBepax 06HoBeHU Jlabopatopun Kacnepckoro kaxabii 4ac.

B 3TOM PA3[ENE

B 1100 T2 0 =T o 1 OO 5
AnnapaTHble Y MPOrPAMMHBIE TPEBOBAHMS K CUCTEME ........veeiuteeruteeaieeauteeasteeateeesseeebeeesaeeessbeesaseesabessaseesabeeanbeesnbeesseesnnes 6
Mony4veHre nHdopMaunm 06 AHTUBUPYCE KACTIEPCKOTO .......eiiiitiieiiiiit ettt ee et ei ettt et e et e e e e s et e e e b e s nnes 7

YTO HOBOIo

B Tekywen Bepcun AHTUBMpYCa Kacnepckoro umetotcst cneayolime HOBOBBEAEHMS:
e [loGaBneHa nogaepxka 64-6UTHbIX ONepPaLMOHHbIX CUCTEM.
e [lobaeneHa nogaepxka Squid Bepcum 3.0 1 Bbille.

e Jlo6asneHa nogaepxka Cisco Content Engine n Blue Coat ProxySG (cm. cTp. 15).
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e PacwupeHbl BO3MOXHOCTM pasnuMyHOW HacTpoviku AHTMBUpyca Kacnepckoro ans rpynn nonb3oBaTenen. B
YacTHOCTM, Tenepb AMNs rpynn MOXHO 3agaBaTb 3Ha4YeHWs napameTpoB (CM. cTp. 35), onpegdensowmx Habop
6a3 AHTuBMpYca Kacnepckoro n makcumarnbsHOe BpeMS MPOBEPKU.

e [lobaBneHa nopaepxka BO3MOXHOCTM preview (cM. cTp. 44) npotokona ICAP. Wcnonb3oBaHue preview
Nno3BonsieT YMeHbWWUTb OObEeM [aHHbIX, MepefaBaeMbiXx MO CETW, U YCKOpUTb Mpouecc unbTpaumm
npoBepsieMblX 06 bEKTOB.

e [lo6aBneHa BO3MOXHOCTb NPOCMOTPA NOAPOGHONM MHGOPMaLIMK O NIULEH3UK MO TpaduKy (CM. cTp. 25).

e Yny4weHa npom3BognTensHocTb AHTMBMpYCca Kacnepckoro.

ANNAPATHbLIE U NPOrPAMMHBIE TPEBOBAHMUA K
CUCTEME

[ns pa6oTbl AHTMBUPYca Kacnepckoro Heo6xoanMo COOTBETCTBIE CUCTEMbI CriedyowWwyM annapatHbIM U NPorpaMMHbIM
TpeboBaHUsIM:

e  MwuHumanbHble annapaTtHble TpeboBaHus:
e npoueccop Intel Pentium® 133 MI'y unwu Bbiwe;
e 64 MB onepaTvBHOM NamATK;
e 50 MbB Ha >ecTKoM ancke Ans ycTaHoBKM AHTUBMpYca Kacnepckoro;

e 200 MB Ha xeCTKOM Ancke Ansi XpaHeHWs BpeMeHHbIX annos.

[aHHas koHUrypaums paccyMTaHa Ha oGCNyXuBaHUE HE MEHee OEeCATU KIMEHTOB M obecneymBaeT CKOPOCTb
He MeHee [ABajLaTh 3anpocoB B MUHYTY Npu cpeaHeM pa3mepe 3anpoca 15KBb.

e PekomeHayeMmble annapaTHble TpeboBaHus:

e  [Ons npokcu-cepBepa, obcnyxueatowero 3anpockl 50 knMeHToB, co cpegHen 3arpyskon 900 3anpocoB B
MUWHYTY 1 Tpacukom B cyTkn — 250 MbB:

e npoueccop Intel Pentium® 11 300 MI'y;
e 128 MB onepaTuBHOW NamATH;
e 512 MB Ha XeCTKOM AM1CKe AN XpaHEeHNst BpEMEHHbIX ¢hannos;

e [nA npokcu-cepsepa, obcnyxusatowero 3anpockl 250 knMeHToB, co cpeaHen 3arpy3skon 1300 3anpocoB B
MUHYTY 1 Tpadunkom B cyTkn — 1 I'B:

e npoueccop Intel Pentium® 4;
e 512 MB onepaTuBHOW NamATy;
e 1B Ha XeCcTkOM aucke Ansi XpaHEHUS BPEMEHHbIX (hannos.
e [IporpammHble TpeboBaHUSA:
e ansa 32-6uTHOM NnaTtgopMbl 04HA U3 CNEAYIOLMX ONePaLMOHHbIX CUCTEM:

o Red Hat Enterprise Linux 5.4 server;
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e Fedora 12;
e  SUSE Linux Enterprise Server 10 SP3;
e  SUSE Linux Enterprise Server 11;
e 0penSUSE Linux 11.2;
e  Debian GNU/Linux 5.0.3;
e Mandriva Corporate Server 5;
e Ubuntu 8.04.2 Server Edition;
e Ubuntu 9.10 Server Edition;
e FreeBSD 6.4, 7.2;
e Ansi 64-6uTHOM NNaTdopMbl OAHA M3 CrEAYOLMX ONepPaLMOHHbIX CUCTEM:!
o Red Hat Enterprise Linux 5.4 server;
e Fedora 12;
e  SUSE Linux Enterprise Server 10 SP3;
e  SUSE Linux Enterprise Server 11;
e 0openSUSE Linux 11.2;
e Ubuntu 8.04.2 Server Edition;
e Ubuntu 9.10 Server Edition;
e FreeBSD6.4,7.2.
e [pokcu-cepep Squid 3.0 unu Beiwe ¢ nogaepxkon ICAP-npoTokona.
e Bubnuoteka Glibc Bepcuu 2.2.x nnu Beiwe (4Ns AgucTpmbyTreos Linux).

e UWHTepnpeTaTop sA3blka Perl Bepcun 5.0 unu Beiwe http://www.perl.org

e YCTaHOBMEHHble NakeTbl Ansa komnunsauumu nporpamm (gcc, binutils, glibc-devel, make, Id), a Takxe
YCTaHOBINEHHbBIN UCXOOHBIN KOO SApa OnepauMoHHOW CUCTEMbI — AN KOMNUMAUUM Moaynen AHTUMBMpYca
Kacnepckoro.

MONyYEHUE MH®OPMALIMUM OB AHTUBUPYCE
KACNEPCKOIoO

«NaGopaTopuss Kacnepckoro» npeaocTaBnsieT pasfuyHble UCTOYHUKM WHpopMaumn o6 AHTMBUpyce Kacnepckoro.
BbiGepute HanGonee yaobHbIii Ans cebs B 3aBUCUMOCTH OT BaXKHOCTU U CPOYHOCTM BOMpoca.

Bbl MoxeTe 06paTUTbCA K MCTOMHMKaM ANs CaMOCTOSITENbHOro nmovcka unv B JenapTameHT npogax. Ecnu Bbl yxe
npuobpenun AHTMBMpPYC Kacnepckoro, obpatutecb B Cnyxby TexHudeckon nopgepxku. Ecnm Bonpoc He Tpebyet
CPOYHOro OTBETa, ero MOXHO 0bcyauTb co cneuunanuctamu «JlabopaTtopum Kacnepckoro» v apyrumm nonb3oBaTtensmu
Ha Hawem dopyme.
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MCTOUYHUKN NHOOPMALIMM ONA CAMOCTOATEJNIbHOIO MOUCKA

B Baluem pacnopsikeHur HaxoasTcs CrieaytoLimMe UCTOYHMKM MHdbopMaLumn o6 AHTUBKMpYce Kacnepckoro:
e [OKyMeHTauus;

e manual pages.

JokymeHTauusa
PykoBoACTBO agMMHUCTPaTOpa COAEPXKUT CneayoLLyo MHpopmauuio:
e 0 HasHa4yeHuu AHTMBMpPYCca Kacnepckoro;

e 0 TpeboBaHMAX K annapaTHOMY W MpOrpaMmmHOMYy obecneyeHuto Ans yctaHoBkM M paboTel AHTMBMPYCa
Kacnepckoro;

e 06 ycTtaHoBke AHTMBMpYca Kacnepckoro;
e 006 ynpaBneHnm AHTUBMPYCOM KacnepcKoro ¢ NoMoLLbH0 KOMaHLHOM CTPOKW.

O10T gokymeHT B dhopmate PDF BxogsT B KomnnekT noctaBku AHTMBUpyca Kacnepckoro. Takke Bbl MOXeTe
3arpyaunTtb ero co ctpaHuubl AHTUBUpYca Kacnepckoro Ha caiite «Jlabopatopumn Kacnepckoroy.

Manual pages

Ons nonyyeHusa nHdopmauun o6 AHTMBMpYyce Kacnepckoro Bbl MoxeTe npocMaTpuaTb cannbl manual pages,
KoTopble nocne YCTaHOBKM AHTVBMpYCa Kacnepckoro HaxogaTcst B OVpekTopun
/opt/kaspersky/kav4proxy/share/man/.

OBPALLEHME B [1IENAPTAMEHT NPOAAX

Ha Bce Bonpockl, CBA3aHHble C BbIGOpOM, MpuobpeTeHMeM AHTMBUpyca Kacnepckoro wnu MpOANEHWI0 Cpoka ero
UCMONb30BaHWsA, BaM OTBETAT COTPYAHMKM [lenapTameHTa npoaax B HaleM LieHTpanbHOM odgurce B Mockse Mo ogHOMY
U3 criedyroLmx TenedoHoB:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00
OGCJ'Iy)KMBaHVIe OCyLleCcTBnAeTCA Ha pyCCKOM U aHIMMINCKOM A3blKax.

Bbl moxeTe Takxke 3ajaTb BONPOC COTpyOHUKaM ,D,enapTameHTa npogax no SJ'IeKTpOHHOI7I no4rte, oTnpasnB NUCbMO MO
agpecy sales@kaspersky.com.

OBPALLEHME B CNy)>XBY TEXHUYECKOM NOANEPXXKU

Ecnu Bbl yxke npuobpenun AHTUBKMPYC Kacnepckoro, WMHGOpMaLMio 0 HEM MOXHO MOMy4YnTb Yy cneumanuctoB Cryxobl
TEXHUYECKON NOAOEPKKM MO TeniedoHy Unu Yepes MHTEPHET.

Mpexae Yem 06patuTbes B CrnyxOy TEXHWYECKOW NOAAEPXKKMU, NOXanyncTa, 03HAaKOMbTECH C MpaBuUlaMn ee OKasaHusi
(http://support.kaspersky.ru/support/rules).

OneKTPOHHbIN 3anpoc B Cnyx0y TexHU4YeCckon noanepiKKu

Bbl moxeTe 3apatb Bonpoc cneunanuctam Cnyxbbl TEXHMYECKOW NoadepXku, 3anonHue Beb-cdopmy cuctemsbl
obpaboTku knmeHTckmx 3anpocoB (http://support.kaspersky.ru/helpdesk.html).




BBEOEHME

3anpoc MOXHO OTNPaBUTb Ha PYCCKOM, aHIIIMNCKOM, HEMELIKOM, (ppaHLy3CKOM UIM UCMAHCKOM S3blKax.

YT06bI OTNPaBUTb 3MEKTPOHHEIA 3anpoc, BaM HYXHO yKkasaTb B HEM HOMep KITMeHTa, NOoyYeHHbIN Npu pernctpauum
Ha Be6-caiiTe Cnyx0bl TeXHUYECKOW NoAaepXKU, U Naponb.

Ecnun Bbl elle He ABNseTech 3aperMcTpupoBaHHbIM Nonb3oBaTtenem nporpamm «Jlabopatopun Kacnepckoro», Bbl
MOXeTe 3anonHuTb perncTpaumnoHHyto dopmy (https://support.kaspersky.com/ru/personalcabinet/registration/form/).
Mpu peructpauun ykaxxute nms darina kniova.

Bbl nonyuute oTBeT Ha cBOW 3anpoc oT crneumanucta Cnyxbbl TEXHUYECKOW NoaaepXkn B cBoeM lepcoHarnbHOM
kabuHeTe (https://support.kaspersky.com/ru/PersonalCabinet) n no anekTpoHHOMY agpecy, KOTOpbI Bbl ykasanu B
3anpoce.

B Be6-d30pme 3anpoca Kak MOXHO no,u,p06Hee onnwnTe BO3HUKLLYHO np06nemy. B obs3aTenbHbIX Ans 3anofiHeHus
nonax ykaxute:

e Twun 3anpoca. Buibepute Temy, Haumbonee TOYHO COOTBETCTBYHOLLYIO XapakTepy BO3HUKLIEW MNpOGrembl,
Hanpumep, «MNpobnema yctaHoBKM / yaaneHnust npoaykta» unm «MNpobnema noucka / yoaneHns BUPycoB».

o HasBaHue n Homep Bepcun AHTUBMpYca Kacnepckoro.
e TekcT 3anpoca. lNogpo6HO onuLIMTEe BO3HKKLLYIO Mpobnemy.

¢ Howmep knueHTa ¥ naponb. BBegute HoMep KNMeHTa M Naporib, KOTOPbLIE Bbl NOMYYUNM NPU perucTpaumnm Ha
BebG-canTe Cnyx0bl TEXHNYECKOW NOAAEPKKU.

e OneKkTpPOHHbIN appec. Mo atomy agpecy cneumanucTel CnyxObl TEXHNYECKON NOSOEPXKKM NEPELLSIOT OTBET Ha
BaLL 3anpoc.

TexHM4YecKasa noaaepxkka no tenegoHy

Ecnn Bo3HMKNa HeoTnoxHas npobnema, Bbl BCerga MOXeTe MO3BOHWUTL B CnyxBy TEXHUYECKOW NOAAEPXKM B BalleM
ropoge. O6pawasce Kk coTpygHukam  pycckosidbidHon  (http://support.kaspersky.ru/support/support local) unn
nHTepHaumoHanbHon (http://support.kaspersky.ru/support/international) TexHuW4eckol nogaepXKW, MoXanynucTa, He
3abyabTe npepocTtaBuTb MM MHopmaumio 06 AHTuBUpyce Kacnepckoro (http://support.kaspersky.ru/support/details),
YTOOLI HaLWW creunanucTbl MO NOMOYL BaM Kak MOXHO GbicTpee.

OBCY)>XOAEHME NPOrPAMM «JIABOPATOPUU KACMEPCKOIO» HA
BEB-®OPYME

Ecnu Balww Bonpoc He TpebyeT CpoYHOro oTBeTa, ero MoXHo o6cyanTs co cneumanuctamu «flabopatopun Kacnepckoro»
W opyrmu nonb3oBaTtensmMm Ha Hawwem dhopyme no agpecy http://forum.kaspersky.com.

Ha dopyme Bbl MOXeTe npocmaTpuBaTtb OMyGrUKOBaHHbIE TEMbl, OCTaBMSATb CBOM KOMMEHTapWW, CO3[aBaTb HOBblE
TeMbl, NOMb30BaTbLCS MOUCKOM.




AJNIrOPUTM PABOTbI U TUINMNYHBLIE
CXEMbI PA3BEPTbBIBAHMA NMPOIrPAMMDBI

WHdopMauus, codepallasicds B [aHHOW rnaBe HeoGxoauma AN KOPPEKTHOro MOHMMaHust paboTbl AHTMBMpYCa
Kacnepckoro, ero HaCTPOMKM U MHTErpaLmMn B CTPYKTYPY CYLLECTBYIOLLEH CETH.

B 3TOM PA3[ENE
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AnroputTm PABOTbl AHTUBUPYCA KACNEPCKOI'O

AHTMBMpYC Kacnepckoro He nMpoBepsieT AaHHble, NnepeAaBaemble no npotokony HTTPS.

AHTuBUPYC Kacnepckoro BeinonHset nposepky HTTP-Tpacduka B AByx pexumax paboTbl npokcu-cepsepa: REQMOD un
RESPMOD.

B pexvme RESPMOD BbinonHsieTcs npoBepka OOBLEKTOB, 3anpoOLLEHHbIX MONb3oBaTenemM 4vepe3 npokcu-cepsep. B
pexume REQMOD npoBepke nogsepratotcss obbekTbl, nepegaBaeMble OT MONb3oBaTens 4yepes npokcu-cepsep. B
KayecTBe npumepa ucnosnb3oBaHusa pexvma REQMOD MOXHO NpuMBECTU OTNpPaBKy MOYTOBbIX COOOLLEHMI NPY NOMOLLM
Beb-nHTepdelrica noyToBoro cepeepa. BnoxeHHble B noyToBoe cooblieHne obbekTbl, NnepegaBaemMble Mofib3oBaTenemM
Ha NoYTOBLIN cepBep, NpoBepsTca AHTUBUPYcOoM Kacnepckoro.

AHTUBUPYCHasA npoBepka nHTepHeT-Tpaduka B pexume RESPMOD BhinonHaeTcs nporpamMmon cornacHo cregyowemy
anroputmy (cm. puc. 1):

1. TNonb3oBaTenb 3anpawmBaeT 06bEKT No npotokony HTTP yepes npokcu.

2. Ecnu 3anpawvBaemMbli 0GBEKT COOEPXWUTCS B Kelle MPOKCWM, TO OH BO3BpallaeTcs nornb3oBaTento. Ecnu
Tpebyemblli OGBLEKT B Kelle He HaiifeH, TO Mpokcy obpallaeTcs K yaarneHHOMY cepBepy WM ckauuBaeT
3anpaluvMBaemMblil OGHEKT.

3. MWcnonb3ys ICAP-npoToKorn, NpPOKCM nepedaeT MofyyeHHbIi ob6bekTt AHTMBMpYcy Kacnepckoro pans
aHTMBMPYCHOW NPOBEPKMU.

4. AHTUBMpYC Kacnepckoro npoBepsieT, COOTBETCTBYIOT N napameTpbl 3anpoca (IP-agpec nonb3oBatens, URL
3anpawmBaemMoro o6bekTa) kKakon-nmbdo n3 rpynn (CMm. cTp. 34), U ecnu Takasa rpynna HargeHa, TO BbINOSHSeT
NPOBEPKY 1 Npu HeobxoaumocT 06paboTKy Mony4eHHoro obbekTa, B COOTBETCTBUM C 3aAaHHbIMW AN rpynnbl
npasunamun. Ecnu 3anpoc He COOTBETCTBYET HU OOHOW M3 rpynn, TO B Ka4ecTBe MapaMeTpoB aHTUBMPYCHON
NpoBepKM 1 06paboTkn NCMONb3YTCA NapaMeTpbl, 3aaHHble B rpynne no yMONYaHuio.

5. Mo pesynbTatam aHTUBUPYCHOW NPOBEPKM OOBLEKTY MNpPUCBaMBaETCsi CTaTyCc, B COOTBETCTBMM C KOTOPbIM
paspeluaeTcs Unu 3anpellaeTcs AOCTyn nonb3oBaTtenei kK gaHHOMY obbekTy. 3anpeT unu paspelueHue Ha
4ocTyn kK o6bekTam ¢ onpeaeneHHbIM CTaTyCoM 3afaeTcs napameTpamu rpynnbl 06paboTkm (cMm. cTp. 34).
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6. Ecnu pocTtyn k o6bekTy paspelleH, To AHTUBMPYC Kacnepckoro paspeluaeT NMpPOKCHM KelMpoBaHUe [aHHOro
obbekTa ¥ nependadvy ero nonb3oBatento. Ecnv gocTyn Kk o6bekTy 3anpelyeH, To AHTMBUMpYC Kacnepckoro
3anpeLuaeT NPOKCK KeluMpoBaHWe daHHOro obbekTa M nepedadvy ero nonb3oBaTtento. BmecTo 3anpolueHHoro
06beKTa Nosb3oBaTesnto OTNPaBseTcs yBeAOMITEHVE O 3anpeTe AoCTyna K OOBbeKTy.

3anpoc ofbaKTa no JanpawvBasmeii 00LET
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PucyHok 1. AHmusupycHasi npogepka mpaguka 8 pexxume RESPMOD

AHTUBMPYCHas npoBepka MHTepHeT-Tpadmka B pexrme REQMOD BbinonHAeTCA NpUnoXeHnem corfnacHo creayolemy
anroputmy (cm. puc. 2):

1. TMonb3oBaTenb oTnpasnseT 06bekT no npotokony HTTP yepes npokcu.

2. Wcnonbsys ICAP-npoTokon, npokcu nepegaeT nonyveHHbn oObekT AHTuBMpycy Kacnepckoro pans
aHTVBMPYCHOW NPOBEPKMU.

3. AHTuBMpYc Kacnepckoro npoBepsieT, COOTBETCTBYIOT NU MapameTpbl 3anpoca Kakoi-nmbo u3 rpynn (cwm.
cTp. 34), ¥ ecnu Takas rpynna HangeHa, TO BbINOMHAET MPOBEPKY M Npu HeobxoaMmocTh o6paGoTKy
nony4yeHHoro o6bekTa, B COOTBETCTBUM C 3aAaHHLIMU ANs rpynnbl Npaeunamu. Ecnu 3anpoc He cooTBeTCTBYET
HM OfHOW W3 Tpynn, TO B KayecTBe MNapaMeTpoB aHTMBUPYCHOW MPOBEPKM M 0BpaboTkM WCNosb3yloTcs
napameTpsbl, 3a4aHHble B rpynne no yMonyaHuio.

4. Tlo pesynbTatam aHTUBUPYCHOW MPOBEPKM OOBLEKTY NpucBavMBaeTCsi CTaTyCc, B COOTBETCTBUM C KOTOPbIM
paspeluaeTca unu 3anpeluaeTcs nepegada AaHHoro obbekTa. 3anpeTt unu paspelueHve Ha nepegady obbekTa
C onpeaeneHHbIM CTaTycoM 3aaeTcsa napameTpamu rpynnbl 06paboTku (cMm. cTp. 34).
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5. Ecnn nepepmaya paspelleHa, TO MPOKCU-CEPBEP BLIMOMHAET rMepedadvy o0ObekTa, OTNpPaBSIEHHOro
nonb3oeatenemM. Ecnu nepefaya 3anpelyeHa, To NPOKCK He BLIMONHSET nepeaady o6bekTa, a Nonb3oBaTento
BbICbINTaeTcs yBeOMIeHMe O 3anpeTe nepeaaydu.
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PucyHok 2. AHmusupycHasi nposepka mpacguka 8 pexume REQMOD

Anroputm osPABOTKU ICAP-3ANPOCOB

Mpu B3aumogencTeum ¢ npokcu-cepeepoMm AHTMBUPYC Kacnepckoro BeicTynaet B ponu ICAP-cepBepa. OCHOBHOM
npouecc ICAP-cepBepa ynpaBnsieT JO4epHUMU NPOoLECCaMu, KOTOPbIE BLIMOMHSIOT creayrolime yHKLUN:

e npuem n obpaboTka 3anpocos co cTtopoHbl ICAP-knueHTa (npokcu-cepeepa);

e  B3aMMOAENCTBME C aHTUBMPYCHbIM SIAPOM: OTMNpaBka 3anpoCOB Ha MPOBEPKY W MornydyeHue pe3ynbTaToB
NpOBEPKY;

e  cBOp CTATUCTUYECKUX AaHHbIX O MPOBEPKE;
e rnepedaya faHHbIX OT aHTUBMPYCHOro siapa ICAP-KMeHTy.

[nga kaxgoro AoYepHero nmpolecca 3anyckaeTcd HECKONbKO aHTMBUMPYCHBIX SAep, KOTOpble 3arpyXxaltTcs B OTAENbHbIX
npoueccax. MakcumanbHoOe KONM4YecTBO aHTUBUPYCHBIX SiAep, KOTOPOEe MOXET UCMONb30BaTh OAMH AOYEPHUI MpoLiecc,
3apaeTcsa napametpoM MaxEnginesPerChild.
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Mpun 3anycke nporpammbl ocHoBHOW npouecc ICAP-cepBepa 3anyckaeT oanH AoYepHUI npouecc. ocne 3anycka u oo
nepexeaTta 3anpoca JOYEPHUI NPOLECC HAaXOOUTCA B COCTOSIHUM OXMOAHWS.

Mpun noctynneHun coeaunHeHust ot ICAP-knneHTa AoYepHUiA NpoLece nepexesaTtbiBaeT 3TO CoeaVHEHVE U NepexoauT B
paboyee cocTosiHMe. B ganbHelwem Bce 3anpochl, NpUXoaslime B pamkax 3Toro coeaunHeHusi, 6yayt obpabaTtbiBaTbes
3TUM AoudepHuM npoueccoM. Korga gouepHuit npouecc 3akaHuyvBaeT oGpaboTKy BCEX 3anpocoB, OH MNEepPexoauT B
COCTOSIHME OXMOaHWS.

Ecnu Bce Ao4epHuMe npouecchbl HaxogAaTca B pa6oqu COCTOAHUN N UX KONMNYECTBO He MNnpeBblllaeT 3Ha4YeHne napameTpa
MaxChildren, ocHoBHol npouecc ICAP-cepBepa 3anyckaeT elle 0auH AoYepHUI NpoLecc.

[ouepHuii npouecc obpabaTbiBaeT 3anpockl A0 TeX NOP, Noka YMCNo obpaboTaHHbIX 3anpPOCOB HE AOCTUTHET 3HAYEHNS
napametpa MaxReqsPerChild. NMocne atoro npouecc npekpawaeT npuem HoBbix coeauHeHwu oT |ICAP-knueHTa,
3akaHuMBaeT 06paboTKy BCex TEKYLLUMX 3anpoCcoB, U 3aBepLuaeTcs.

Opyrum BapnaHTOM 3aBepLueHusi paboTbl Npouecca SBNSAETCS ero NPUHyAUTENbHOE 3aBEPLUEHNE OCHOBHBLIM MPOLIECCOM.
OTO NpoOUCXOANT, ECININ KONNYECTBO A0YEPHMX NPOLIECCOB, HAXOAALMXCA B COCTOSHUN OXUOAHUS, NPEBbLILLAET 3HAYEHNE
napameTpa IdleChildren. MNpu aTom B nepByto o4epeab 3aBepLuaoT paboTy npouecchl, 06paboTaBlLne MaKCMManbHOe
KONM4eCcTBO 3anpocoB.

TUNUYHBLIE CXEMbl PA3BEPTbIBAHUA MPOrPAMMbI

[JaHHbIi pa3gen cogepXkuT onvucaHne AByX OCHOBHBLIX CXEM pa3BepThiBaHust AHTUBUpYca Kacnepckoro:
e  yCTaHOBKa Ha OAMH CEPBEP C NPOKCH;
e  yCTaHOBKa Ha BblAENEHHbIV CepBep.

O6wmre pekoMeHOauuu, OnucaHHble B AaHHbIX MpuMepax, MO3BONAT BaM HacTpouTb AHTMBMpyca Kacnepckoro B
COOTBETCTBUM CO CTPYKTYPOW Ballen CeTu.

YCTAHOBKA HA O[iUH CEPBEP C NPOKCM

[anee B 3TOM OOKyMeHTe, paccmaTpuBas paboTy AHTMBUpyca Kacnepckoro m ero HacTpowiky, Mbl Oyaem onucbiBaTb
WMEHHO TakoW BapuaHT paboTkl — Ha OOHOM cepBepe C npokcu!

YcTaHoBKa Ha OOWMH cepBep C MPOKCKU Mno3sonseT fobuTbca Bornee BbICOKOW CKOpoCcTM 06paboTkum ob6bekToB, 3a cyeT
TOro, YTO Nepefada AaHHbIX MeXay Npokcyn u AHTMBMPYCcOM Kacnepckoro BbINOMHSAETCA nokanbHo, a He no ceTu. [laHHas
cxemMa pasBepTbiBaHWs 3MEKTUBHA MNPW  HEBbLICOKOW 3arpyXeHHOCTW npokcu-cepsepa. Ecnu  npokcu-cepsep
ucnonb3yetcsa Ans obcnyxuBaHus OOMbLIOrO 4YMcna 3anpocoB MoNb3oBaTernen, pekoMeHOyeTcs YycTaHaBnvMBaTb
nporpammy Ha OTAenbHbIn cepBep (CM. CTp. 14), Tak Kak aHTMBMpYCHas nposBepka W obpaboTka sBNSlOTCA
pecypcoeMKumMu npoueaypaMmim u MoryT Tem camblM OTpuUaTenbHO NOBNMATL Ha O6LLyl0 NPOM3BOAUTENBHOCTL MPOKCU-
cepsepa.

Mpwn ycTaHoBKe NporpaMmmMbl aBTOMaTUYECKN BbINOSIHAETCS CrieaytoLasa HacTpomka:

1.  AHTMBUMpYC Kacnepckoro HacTpavBaeTCcs Ha aBTOMaTUYECKUIA 3anyck Npu 3arpyske OnepaumoHHON CUCTEMbI U
OXmaaHue 3anpocoB CO CTOPOHbI NPOKCK Ha nNopT 1344 ong Bcex ceTeBbIX MHTEPKENCOB cepBepa.

2. B cekumio ICAP OPTIONS koHurypaumMoHHOro canna npokcu, ykasaHHOro Mpu MHCTanmsauumM nporpamMmmbl,
BHOCSITCS CrieqytoLume CTPOKM:

icap_enable on
icap _send client ip on
icap_service is_kav_resp respmod precache 0 \

icap://localhost:1344/av/respmod
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icap service is_kav_req regmod precache 0 \
icap://localhost:1344/av/reqgmod

icap class ic_kav is_kav req is kav resp
icap_access ic_kav allow all

onpegensiloline, YTo BCe 3anpolleHHble 00bekTbl OyayT nepedaHbl AHTuBMpYCYy Kacnepckoro Ha nmopt 1344
NoKanbHOro nHTepdenca.

YCTAHOBKA HA BbIAENIEHHbIA CEPBEP

YcTaHoBKa nporpaMMbl Ha BblAEMNEHHbIN cepBep PEKOMEHOYETCS NPU BLICOKOW 3arpy>XeHHOCTM NPOKCK-cepBepa, a Takke
npu ncnons3osBaHun AHTuBMpyca Kacnepckoro ans o6paboTku Tpaduka HECKOMbKMX MPOKCU-CEPBEPOB.

Tak Kak npy peanusauun [aHHON CXeMbl pa3BepTbiBaHWUS aBTOMaTMYECKasl HacTpoKka nporpaMMbl U NMPOKCK-cepBepa
HEBO3MOXHa, BbINOMHUTE PYYHYIO HACTPOMKY.

HACTPOMUKA PABOTbI CO SQUID-MPOKCHU

WHTerpauma AHTuBMpyca Kacnepckoro ¢ BblgeneHHbIM Squid-npokcu cepBepoM MNPOM3BOAUTCS MO criegylollemy
anroputmy:

1. Tlocne ycraHoBkum AHTMBMpYyca Kacnepckoro 3aganTte ¢ nomouwblo napametpa ListenAddress cekuuu
[icapserver.network] KoHGUrypauuoHHoro cpamna kav4proxy.conf IP-agpec ceTeBoro wuHTepdpenca wu
nopt, Ha koTopoM AHTuBMpYC Kacnepckoro OygeT oxmaaTb 3anpocbl Ha aHTUBMPYCHYKO MPOBEPKY

3anpalumBaemMbix 06bEKTOB OT npokcu-cepsepa. Mo ymonyanuio AHTuBMpyc Kacnepckoro oxwuagaeTt 3anpoc rno
agpecy localhost:1344.

Mepen nameHeHvem 3HaveHus napametpa ListenAddress octaHoBuTe cnyx0y AHTMBUpyca Kacnepckoro c
MOMOLLbIO CrieaytoLLelt komaHabl:

ans Linux:

# /etc/init.d/kavédproxy stop (mns Linux)

ons FreeBSD:

# /usr/local/etc/rc.d/kavédproxy stop

UTtobbl 3anycTutb cryx0y AHTUBMpYca Kacnepckoro, BOCMONb3ynTech crneaytoLlen KomaHaom:
ans Linux:

# /etc/init.d/kavidproxy start

ons FreeBSD:

# /usr/local/etc/rc.d/kavidproxy start

2. BHecute cnegyoLime N3MeHeHUs B KOHUIypaLMOHHbIN cbann NpoKcu:
e ana Squid 3.0:

a. B cekumio ACCESS CONTROLS pgobaBbTe cneaytoLLyto CTPOKY:
acl acl kav_ GET method GET

b. B cekuuio ICAP OPTIONS pgobaBbTe crieqytoLime CTPOKU:
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icap_enable on

icap_send client ip on

icap_service is_kav_resp respmod precache 0 \
icap://<ip_address>:<port>/av/respmod

icap service is_kav_req regmod precache 0 \
icap://<ip_address>:<port>/av/regmod

icap class ic kav resp is_ kav resp

icap class ic_kav _req is kav_reqg

icap access ic_kav _req allow all l!acl kav GET

icap_access ic_kav _resp allow all

e ans Squid 3.1:
icap_enable on
icap send client ip on
icap service is _kav _resp respmod precache 0 \
icap://<ip_address>:<port>/av/respmod
icap_service is_kav_req regmod precache 0 \
icap://<ip_address>:<port>/av/regmod
adaptation access is_kav_req allow all

adaptation access is_kav resp allow all

roe <ip address> — |P-agpec cepsepa, Ha KOTOPOM ycTaHoBneH AHTUBMPYC Kacnepckoro; <port> — nopr,
Ha koTopoM AHTUBMPYC Kacnepckoro oxuaaeT 3anpochl HAa aHTUBUPYCHYH NPOBEPKY OT NPOKCU-CepBepa.

3. [lepesanycTute Npokcu.

HACTPOMKA PABOTbI C APYT'MMU NPOKCU-CEPBEPAMM

Mogpo6GHas nHopmaumsa o HacTpoike paboTel Blue Coat ProxySG ¢ AHTuBMpycom Kacnepckoro MoxeT ObiTb HanaeHa
B pasgene ICAP pgokymeHTaumm Blue Coat ProxySG Configuration and Management Guide.

MoppobHas mHdopmaumsa o HacTpovike paboTel Cisco Content Engine c AHTmBuMpycom Kacnepckoro moxeTt ObiTb
HanpeHa B pasgene ICAP pgokymeHtaumm Cisco ACNS Software Command Reference, Release 5.3 Chapter 2: Cisco
ACNS Software Commands. JaHHas 4oKyMeHTauus 4OCTynHa no agpecy:

http://www.cisco.com/en/US/docs/app_ntwk_services/waas/acns/v53/command/reference/6812ref.html.



http://www.cisco.com/en/US/docs/app_ntwk_services/waas/acns/v53/command/reference/6812ref.html

YCTAHOBKA NMPOIrPAMMBI

Mpexae Yem NpUCTYNUTb K ycTaHoBKe AHTMBUpPYca Kacnepckoro, Mbl pekoMeHayeM BaM:

1. Yb6eguTbcs, 4YTO cucTemMa COOTBETCTBYeT annapaTtHblM W MporpaMMmHbIM TpeboBaHUsiM ANsi  YCTaHOBKM
AHTMBUMpYCa Kacnepckoro (cm. cTp. 6).

2. Bontu B cuctemy c npaBamu nonb3oBaTtens root.

B 3TOM PA3[OENE
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YCTAHOBKA HA CEPBEP Nop YNPABNEHMEM LINUX

AHTUBMpPYc Kacnepckoro ansi cepsepoB nop yrpaBneHUeM onepaumoHHOM cucTembl Linux pacnpocTpaHsieTcst B ABYX
dopmarax:

e .rpm — ansa cuctem, nogaepxusarowmx RPM Package Manager;
e .deb — ansa aucTpnbyTNBOB, NOAOEPKMBAIOLMNX CUCTEMY YyNpaBneHus naketamu dpkg.
®»  Umobbl ycmaHosums AHmusupyc Kacrnepckozo u3s rpm-rnakema, ebinofiHume credyowyto KomaHoy:

# rpm -1 kavédproxy-<Bepcusa nuctpubyrmsa>.i386.rpm

I

Ymobsl ycmaHosums AHmugupyc Kacrnepckozao u3 deb-nakema, 8birnosiHume criedyrouyto KomaHoy:
# dpkg -1 kavédproxy-<Bepcusa nucTpubyTmea>.deb

®»  Ymobbl ycmaHosums AHmusupyc Kacnepckoeo u3 deb-nakema Ha 64-6UmHyro ornepayuoHHY cucmemy,
8blironiHume cnedyruyto KomaHoy:

# dpkg -i --force-architecture kavidproxy-<Bepcusa nouctpubyTuBa>.deb

B npouecce wuHcTannsauuuM notpebyeTca ykaszaTb AOMOMNHUTENbHbIE cBefdeHus (CM. cTp. 17), HeoGxoaumble AN
NOAOKMIOYEHNS K UHTEPHETY, 3arpy3ku 6a3 U HAaCTPOMKM B3aUMOAENCTBUS C MPOKCU-CEPBEPOM.

YCTAHOBKA HA CEPBEP nop YNPABJIEHMEM FREEBSD

[Ona cepBepoB, paboTawlwmx MNOA4 YynNpaBrieHWeM onepaunoHHon cucteMbl FreeBSD, agnctpubytme AHTMBUpYCa
Kacnepckoro nocrasnsietcs B tgz-nakete.




YCTAHOBKA NPOrPAMMBI

®»  Ymobbl ycmaHosumb AHmMusupyc Kacnepckozo u3 tgz-nakema, 8bInosiHUmMe cnedyroulyto KoOMaHoy:
# pkg add kavéproxy-<eepcmsa mmcTpmbyTmsa>.tgz

B npouecce uvHcTannsumm notpebyeTcs ykasaTb JAonorHuTenbHble cBegeHust (cMm. cTp. 17), Heobxogumble Ansi
NOAKIMYEHNS K UHTEPHETY, 3arpy3ku 6a3 1 HacTPOWnKM B3aMMOLENCTBUS C NPOKCU-CEPBEPOM.

NMPOLIECC YCTAHOBKMU

AnNropuTMbl, ONMcaHHble B 9TOM pasaerie, NpeanonaratoT YTo Ha cepBepe YKe YCTAaHOBIEH MPOKCU-cepeep

Squid 3.0 unu Bblwwe.

YcrtaHoBka AHTMBMpYyca Kacnepckoro npousBoguTtcs B ABa dTana. [lepBbii 3aTan BbINOMHSAETCA B aBTOMaTUYECKOM
pexume nocre BbINONMHEHUS KOMaHZ, OMUCaHHbIX B pasfenax YcTaHOBKa Ha cepBep noA ynpaeneHuem Linux (Ha
cTp. 16) n YctaHoBka Ha cepBep nop ynpasrneHvem FreeBSD (Ha cTp. 16), n BkntovaeT B cebs cnegytowime waru:

1. CosgaHve rpynnbl klusers n nonb3osatens kluser, ¢ npaBamu koTopbix OydeT 3amyckaTbcsd U pabotaTb
AnTuBMpyc Kacnepckoro.

2. YcraHoBka hannos AUCTpMBYTMBA Ha KOMMLIOTEP.

3. Peructpauumsa cepsucoB, Heobxoanmblix Ansa paboTel AHTUBMPYCa Kacnepckoro.

NMOCTUHCTANNALMOHHAA HACTPOUKA

BTopbiM 3Tanom yctaHoBku AHTMBMpPYca Kacnepckoro siBnsieTcs NMOCTUHCTannsILMOHHAsi HAcTpoWKa, BKM4awwas B
cebs HaCTpPOMKy MporpaMmbl U HACTPOMKY MPOKCU-cepBepa. [nsi 3anycka HAaCTPOMKM UCMONb3ynTe CKpUnT postinstall.pl,
pacnonoXeHHbIn B anpektopun /opt/kaspersky/kav4proxy/lib/bin/setup. MNocne 3anycka ckpunTta Bam bygoeT npeanoxeHo
BbINONHUTL CreayrLme 4encTBUS:

1. YkasaTb NyTb K hanny krtovya.

2. HactpouTb napaMeTpbl NPOKCU-CepBEPA, UCMONb3YEMOro AS1s MOAKIIYEHUS K UHTEPHETY, B hopmaTte
http://<IP-ampec npokcu_ceppepa>:<mopT>
nnn
http://<MMHinonBBOBaTenH>:<Haponb>@<IP—anpecinpoxcmicepBepa>:<nopT>,
B 3aBMCMMOCTM OT TOrIO, Tpe6yeT NU  OaHHbIN NPOKCKU-cepBep ayTEHTI/Id)MKaLI,MM. ,ElaHHoe 3Ha4vyeHune

MCMonb3yeTcs KOMMoHeHTOM o6HoBneHuns (keepup2date) ans nopkmoyeHuss Kk cepsepam Jlabopatopun
Kacnepckoro u ckaumBaHusi obHoBneHun 6as.

Ecnu Bbl He ucrnonb3yeTe MPOKCU-CepBep AMS MOAKMIOYEHUs K MHTEepPHeTy, TO 3afdaiTe 3HayeHue no aAns
JaHHOro napametpa.

3. CkonupoBaTtb 0o6HoBrneHusi 6a3 ¢ cepepoB JlabopaTtopumn Kacnepckoro. YkaxuTe 3HayeHue yes unu no, B
3aBUCMMOCTU OT TOrO, XOTUTE N Bbl BbINOMHUTL OBHOBNEHME celvac. MNocne KonMpoBaHWs OBHOBNEHUS! Bam
OyOeT npensiokeHo HacTpouTb aBTOMatTudeckoe o6HoBReHne 6a3. [Mo ymonuyaHuo aBToOMaTUYecKoe
06HOBNEHWE ByaeT BbINOMHATLCA KaXabli Yac.

4. Hactpoutb paboty ¢ Webmin.

5. BbinonHutb wuHTerpaumio AHTMBUpPYca Kacnepckoro C MPOKCU-CEPBEPOM. YKaxuTe OOHO W3 CneaylLumx
3HAYEeHUN:

e 1) No integration. B aTom cnyyae uHterpaumst He BbINOMHAETCS.
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e 2) Configure to work with remote proxy. B atom cnyyae Bam OyneT npeanoxeHo BBECTUM agpec
yAaneHHoro Npokcu-cepeepa B hopmaTte <momeHoe uwMsa|IP-ampec>:<mnopT> Unu cancel ans oTMeHsbl
nHTerpaumn. Mo ymonyaxuio npegnaraetcs agpec 0.0.0.0:1344 (nony4yaTb M OTNPaBNATbL AaHHblE C NopTa
1344 Bcex ceTeBbIX aganTepoB).

e 3) Configure Squid manually. B atom cnyyae Bam 6yaeT npeanoxeHo BbIMONHWUTL MHTErpaLmio BPYYHYH.
YKaxute nonHbii NyTb K KOHUrypaumoHHomy danny Squid, a 3aTeMm — nyTb K UCMONHsemomy danny
Squid. Mocne aToro noaTBEepAUTE HEOOXOAMMOCTE MHTErpauMmn ¢ BbiIOPaHHLIM MPOKCU-CEPBEPOM, BBEAS
yes. YTobbl 0TKasaTbCcsa OT MHTerpauuv, BBeauTe no.

e 4) Squid (<nyTb K KOHcpurypaunmoHHomy dcpanny squid.conf>). B atom cnyvae ckpunT HaCTpOMKu
AHTUBMpPYCca Kacnepckoro BbINOMHAET UHTErpaLnio aBTOMaTUYECKU.

Ecnu Bbl 0TKasanucb OT MHTErpauuyM C MPOKCU-CEPBEPOM Ha STOM 3Tane, B AanbHENLEM Bbl MOXETe
3anycTuTb CKpUNT aBToMaTnyeckon nHTerpauum /opt/kaspersky/kav4proxy/lib/bin/setup/proxy_setup.pl.

Mo 3aBeplleHnM npoueaypbl NepBoHaYanbHOW HACTPOWKM Ha cepBepe Mog yrnpasneHnem Linux BbINOMHAETCA 3anyck
cnyx6bl  AHTMBMpyca Kacnepckoro. B panbHenwem 3anyck cnyxObl NpoucxoguT aBToOMaTWM4yecku, npu crapTe
OonepaLmoHHON CUCTEMBI.

Ha cepBepe noa ynpaeneHnem FreeBSD HeoGxoomMmo 3anyctutb cnyx0Oy AHTMBUpyca Kacnepckoro v HacTpouTb ee
aBTOMaTUYECKMI 3anyCK BPYYHY!HO.

B Umobkl 3arnycmums cryx6y AHmusupyca Kacrepckozo u ekmo4ume ee asmomamudeckull 3anyck Ha FreeBSD,
8binonHume cnedyrouwue delicmeus:

1. [obaBbTe B kOH(pUrypaLmMoHHbIn daiin /etc/rc.conf cTpoky kavdproxy enable=«YES».

2. BbinonHuTe cneayoLlyo KoMaHay:

/usr/local/etc/rc.d/kavidproxy.sh start




CXEMA PACNONOXEHUA ®AUNOB AHTUBUPYCA
KACNEPCKOIO

B panbHeliwem B kKayecTBe NpuUmMepoB Mbl Byaem paccMaTpuBaTb Ha3BaHUS KOMMOHEHTOB, NPUHATLIX NPU YyCTaHOBKE Ha
cepBep noa ynpasrneHneM onepaumoHHon cuctemsl Linux!

Mocne yctaHoBkn AHTUBMpPYCa Kacnepckoro Ha cepsep nopg ynpasneHueM onepaumoHHON cucTeMbl Linux, npu ycnosmm
MCMOMb30BaHNA WMHCTaNNAUMOHHBIX MyTel Mo ymonyaHuio, dannsl guctpubytvea OyayT pacnonoXeHbl Crneaylowmm
obpasom:

/etc/opt/kaspersky/kav4proxy.conf — KOHMUIypauMOHHBIA ddain, cogepxaliuin napameTpbl paboTbl AHTMBMpYCa
Kacnepckoro;

/opt/kaspersky/kav4proxy/bin/ — pupekTopus, cogepxalwias wucrnonHsemble daninbl KOMMOHEHTOB AHTMBMpYCa
Kacnepckoro:

kav4proxy-keepup2date — ytunuta o6HoBneHus 6a3 AHTmBMpyca Kacnepckoro;
kav4proxy-licensemanager — yTunuTa ynpaeneHus pannamm Kroyen.

/opt/kaspersky/kav4proxy/lib/bin/avbasestest — yTunuta NpoBEpPKM KOPPEKTHOCTW 3arpyXeHHbix 6a3s; ucnonb3yercs
KoMnoHeHTOM keepup2date.

/etc/init.d/kav4proxy — ckpunT ons ynpaeneHusi AHTMBMpycom Kacnepckoro.

/opt/kaspersky/kav4proxy/lib/bin/setup/ — OupekTopus, coaepxallas CKpPUMTHI, nucnonb3yemble ans
NMOCTUHCTaNNALMOHHOW HACTPOWKN 1 yaaneHwus AHTuempyca Kacnepckoro:

postinstall.pl — ckpynT NOCTUHCTaNNALMOHHON HacTponkm AHTUBMPYca Kacnepckoro.

uninstall.pl — ckpunT yaaneHns AHTuBMpyca Kacnepckoro.

keepupZ2date.sh — ckpynT HaCTPONKM KOMMNOHeHTa keepup2date;

proxy_setup.pl — CKpuNT HAaCTPOIKM NpoKcu-cepBepa Squid Ha paboTy ¢ AHTMBMpPYcom Kacnepckoro.

/opt/kaspersky/kav4proxy/sbin/kav4proxy-kavicapserver — ucnomnHsiembli ¢ann OCHOBHOrO Moaynsi AHTMBMpYca
Kacnepckoro.

/opt/kaspersky/kav4proxy/share/contrib/kav4proxy.wbm — mogynb nHterpauumn ¢ Webmin.

/opt/kaspersky/kav4proxy/share/doc/— OVPEKTOPUS XPaHEHUA TNULUEH3MM U  JOKYMEHTauum no UuHTerpauum
AHTUBUPYCa Kacnepckoro:

LICENSE — nnueH31MoHHOoe cornalleHue;
README-SQUID.txt — nHcTpyKumsa no nHterpauumn AHTuempyca Kacnepckoro co Squid-npokeu.

/opt/kaspersky/kav4proxy/share/man/ — pupexktopus man-gannos.

[nsa nogknioveHnss cnpaBoYHoM cucTeMbl AHTMBMPYca Kacnepckoro (manual pages) noa onepauyoHHONW CUCTEMOMN
Linux Bocnonb3ynTech cnegyoLlen KoMaHaon:

# export MANPATH=«SMANPATH:/opt/kaspersky/kavidproxy/share/man/ :».

/opt/kaspersky/kav4proxy/share/notify/ — pupektopusa xpaHeHus WabnoHOB yBEAOMMEHUNA.
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/opt/kaspersky/kav4proxy/share/examples/—  OUPEKTOPUS  XpaHEHWst MNPMMEPOB  HACTPOVkM  AHTMBMpYCa
Kacnepckoro:

kav4proxy-default.conf — koHUrypaunoHHI darin AHTMBMpPYca Kacnepckoro ¢ napaMeTpamu no ymMonyaHuio;
notify.sh — ckpunT yBegomneHus agMmHucTpaTopa.
/var/log/kaspersky/kav4proxy/ — oupekTopusa xpaHeHus dannos xxypHana AHTuBmupyca Kacnepckoro.

Mocne yctaHoBkn AHTMBMpYyca Kacnepckoro Ha cepsep nog ynpasneHvem onepaumoHHon cuctembl FreeBSD, npu
YCINOBUM WCMONb30BaHUSA WHCTaNMAUMOHHBLIX NyTEN MO ymomnyaHuo, dannel auctpubytusa OyayT pacnonoxeHbl
cneayowmm obpasom:

/usr/local/etc/kaspersky/kav4proxy.conf — KOHOUIYpaLMOHHbBIV dhaiin, coaepxalluin napaMmeTpbl paboTsl AHTUBMUPYCa
Kacnepckoro;

/usr/local/bin/ — pnpekTopus, cogepxallas ucnosnHsiemble daninsl KoMnoHeHToB AHTHMBMpPYca Kacnepckoro:
kav4proxy-keepup2date — ytunuta o6HOBNeHust 6as;
kav4proxy-licensemanager — yTunuTa ynpasneHus gannamm Krnoyen.

/usr/local/libexec/kaspersky/kav4proxy/avbasestest — yTunuta npoOBEpPKM KOPPEKTHOCTM  3arpyXkeHHbIx 6a3s;
ucnonb3yeTcs KOMNOHeHToM keepup2date.

/usr/local/etc/rc.d/kav4proxy — ckpynT Ansa ynpasneHus AHTuBupycom Kacnepckoro.

/usr/local/libexec/kaspersky/kav4proxy/setup/— OUPEKTOpUS, coAepXallas  CKpWUMTbl, WUCMONb3yemble  Angd
MOCTUHCTaNMSALMOHHON HAacTPOWKK 1 yaaneHust AHTUBUpYyca Kacnepckoro:

postinstall.pl — ckpynT NOCTUHCTaANNALMOHHOW HacTponku AHTUBMPYca Kacnepckoro.

uninstall.pl — ckpunT yoaneHua AHTuBMpyca Kacnepckoro.

keepup2date.sh — cKpUNT HAaCTPOWMKK KOMNOHEHTa keepup2date;

proxy_setup.pl — ckpunT HacCTPoOWKkKn nNpokcu-cepeepa Squid Ha paboTty ¢ AHTUBMPYcom Kacnepckoro.
/usr/local/sbin/kav4proxy-kavicapserver — ucnonHsiemoln pann ocHoBHoro moayns AHTuBUpyca Kacnepckoro.
/usr/local/share/kav4proxy/contrib/kav4proxy.wbm — moaynb nHterpaumu ¢ Webmin.

/usr/local/share/doc/kav4proxy/ — QNPEKTOPUSA XpaHEHUSA NULEH3UA 1 OOKyMEeHTauuu no uHTerpauun AHTMBMpYCa
Kacnepckoro:

LICENSE — nuueH3noHHoe cornatleHue;

README-SQUID.txt — nHCTpyKuma no nHTerpauun AHtTuBmMpyca Kacnepckoro co Squid-npokcu.

/usr/local/man/ — pupekTtopusi man-cainos.

[na nogkntoyeHnss cnpaBovHon cuctembl AHTUBMpPYCa Kacnepckoro (manual pages) nog onepalyoHHON CUCTEMON
FreeBSD Bocnonb3yitechb cregytoLlern KomaHaom:

# setenv MANPATH /usr/local/man.

/usr/local/share/kav4proxy/notify/ — AMpekTopusi XxpaHeHus1 LabrnoHOB yBeOMMEHNIA.
/usr/local/share/examples/kav4proxy/ — BNPEKTOPUSA XpaHEHUs NPMMEPOB Ha-CTPonku AHTMBMPYca Kacnepckoro:

kav4proxy-default.conf — koHUrypaunoHHbIn an AHTMBMPYca Kacnepckoro ¢ napaMeTpamm no yMonyaHuio;
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notify.sh — ckpunT yBegomneHus agMmmHmucTpaTopa.

/var/log/kaspersky/kav4proxy/ — oupekTopusi xpaHeHus annoB xypHana AHTuBupyca Kacnepckoro.




PABOTA C AHTUBUPYCOM KACINEPCKOIO

[aHHasi rmaBa CoAepXuUT onvcaHue peLleHuii TUMOBbIX 3a4ad, BO3HMKaoWmMx npn paboTte ¢ AHTUBMpycom Kacnepckoro,
Takux Kak OOHOBMeHVe nporpaMmbl, yrnpasreHve nuueHsusmn, obecrneyeHne aHTMBUpycHomn sawmtel HTTP-Tpaduka,
HacTpoWKa pasnu4yHbIX MapaMeTpoB aHTMBMPYCHOW NPOBEPKM AN rpynn nonb3osatenen. OnvcaHHbIe B pa3gene 3agayv
packpbiBalOT OCHOBHblE BO3MOXHOCTM AHTMBMpYca Kacnepckoro, KOHKpeTHas peanu3aunsa KOHurypauum nporpammbl
3aBUCUT OT OCOBEHHOCTEN OpraHu3aLuy BaLlen CeTU U UCNOMb3yeMOon NoNMTMKM 6e3onacHoOCTy.
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OBHOBJIEHME BA3

Mpn obpaboTke 0O6BEKTOB, 3anpaluMBaeMbIX KIMEHTaMU Yepe3 Npokcu-cepeep, AHTMBUPYC Kacnepckoro mcnonb3yer
6a3bl.

Basbl aHTUBMpPYCa NPUMEHSIOTCA A5 MOMUCKa N NTeYeHUs 3apaKeHHbIX 06BHEKTOB U cogepxat onmcaHne Bcex N3BeCTHbIX
Ha HaACTOALLMIA MOMEHT BUpycoB n cnoco6oB neyeHus NnopaXeHHbIX MU 0OBHEKTOB.

[ns obHoBneHusa 6a3 B coctaB AHTMBMpYca Kacnepckoro BXoAMT KOMMOHEHT keepup2date. ICTOYHMKOM OGHOBRNEHUI
SIBNAOTCSI cepBepa o6HoBneHuin JlTabopaTopun Kacnepckoro, Takue, kak:

http://downloads1.kaspersky-labs.com/

http://downloads2.kaspersky-labs.com/

ftp://downloads1.kaspersky-labs.com/

n gpyrue.

Cnncok agpecoB, C KOTOPbIX MOXHO KOMMpOBaTb OOHOBMEHWS, onpeaeneH B daiine updcfg.xml, BKMHOYEHHOM B
ancTpubyTue AHTUBMpYCca Kacnepckoro.

Mpw nogknoYeHUn Yepes NpoKcu-cepsep KOMMNOHEHT keepup2date nogaepxmeaeT Basic-ayTeHTudmkaumio.

B npouecce obHoBneHns KoMmnoHeHT keepup2date obpallaetcs K cnucky, BbIoMpaeT agpec v NbiTaeTcst CKONMPOoBaTh C
cepBepa aHTuBMpycHble 6a3bl. Ecnu nonyuntb obHOBNeHus ¢ BbIOpaHHOroO agpeca HEBO3MOXHO, TO AHTUBUPYC
Kacnepckoro obpaliaetcsa no cneayowemy agpecy 1 BHOBb NbITaeTca 0OHOBUTL 6asbl.

O6HoBneHus 6as aHTUBMpYCa NyBnUKyOTCA Ha cepBepax oGHoBNeHMI JNlaGopaTopun Kacnepckoro kaxablii yac.

Mocne nogknoyeHWss K cepBepy OGHOBIEHWA KOMMOHEHT keepup2date onpegensieT, Ona kKakux 6as [AOCTYMHbI
0BHOBMNEHUS 1 CKauyMBaeT UX.
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HacTtosTenbHO pekoMeHayeTcsl HacTPOUTbL KOMMNOHEHT keepup2date Ha obHoBneHre 6a3 kaxapin yac!

Mocne ycnelwHoro 06HOBRNEHUS BBINMOMHAETCA KOMaHAa, ykasaHHas B kauyecTBe 3HadeHus napametpa PostUpdateCmd
cekunn [updater.options] KOHUrypaumoHHoro cpanna. o ymonyaHuio 9Ta kOMaHZa 3anycTuT aBTOMaTuMYecKyto
nepesarpysky 6a3 aHTuBupyca. HekoppekTHoe nsmMeHeHne JaHHOro napameTpa MOXET NPUBECTU K TOMY, YTO NporpaMma
nnbo He BygeT ncnonb3oBaTb 0OHOBMEHHbIE 6a3skl, NGO OyaeT paboTaTb HEKOPPEKTHO.

Bce napameTtpbl komnoHeHTa keepup2date crpynnupoBaHbl B cekuusx [updater. *] KOHUrypaunmoHHoro danna.

Ecnn cTpykTypa Ballei nokanbHOW CeTM [OCTaTOYHO CrOXHasi M Bbl MCMONb3yeTe HECKONbKO CepBepoB C
YCTaHOBMNEHHbIM Ha HUX AHTUBUPYCOM Kacnepckoro, Mbl peKOMeHAyeM Kaxablil Yac ckaymBaTb OOHOBIEHMS C CEepBEPOB
06HOBNEHU, pasmellaTb X B HEKOTOPOW CETEBOW AMPEKTOPWUW, a AN foKanbHbIX CEPBEPOB HacTpPOMTb KOMMpoBaHue
6a3 13 aTor gupekTopum (Cm. CTp. 24).

3apgava 0OGHOBNEHUs MoxeT ObiTb 3anylleHa aBTOMaTU4YecKu Mpu NOMOLUM Mporpammbl cron (CM. CTp. 23) unu xe

BPYYHYIO M3 KOMaHAHOWM CTpokM (cM. cTp. 24). [ns 3anycka keepup2date HeobGxoomMMmbl npaBa nonb3oBaTens root wunm
kluser.

ABTOMATUYECKOE OBEHOBINEHME BA3

Bbl MOXeTe cnnaHupoBaTb perynspHoe aBToMaTuyeckoe obHoBneHue 6a3 aHTMBUpYCa Npv NOMOLUM CepBuca cron.
HacTpoika cron MoXeT ObITb OCYLLECTBIIEHA KaK BPYYHYIO, TaK U MpyU NOMOLLUM CreuuanbHOro ckpunta keepup2date.sh,
pacnonoxeHHoro B aupektopun /opt/kaspersky/kav4proxy/lib/bin/setup/.

®  Ymobsl ycmaHosumb cron-3adady exe4yacHo20 06HO8MeHUsT aHmuU8UPYCHbIX 6a3, 8binoTHUMe criedyruyro
KomaHOy:

# /opt/kaspersky/kavdproxy/lib/bin/setup/keepup2date.sh —install

®»  Umobk! ydanume cron-3adady exedacHo20 06HOBMEHUS] aHMUBUPYCHbIX 6a3, 8bIMOIHUME crnedyowyo KomaHoy:
# /opt/kaspersky/kavidproxy/lib/bin/setup/keepup2date.sh -uninstall
MNpumep: BpyyHyto 3agaTb aBToMaTuyeckoe obHoBneHne 6a3 Kaxabli Yac. B cuctemHom xypHane dukcnpoBatb
TONbKO OLWMOKKM, BO3HMKalOWMe npu pabote koMnoHeHTa. Bectn oblmi xxypHan no Bcem 3anyckam 3ajadun, Ha
KOHCOSb HMKaKoW MHGOpMaLMmn He BbIBOAUTD.

»  [Ins peanusayuu rnocmaeneHHol 3adayu ebinosiHume crnedyouue delicmeusi:

1. B koHdurypaumoHHom cparnne AHTMBUpPYca Kacnepckoro 3aganTe COOTBETCTBYHOLUME 3HaYeHUs And
napameTpoB:

[updater.report]
Append=true
ReportLevel=1

2. Ortpepaktvpynte dann, 3apjalowmi npasuna paboTel npouecca cron (crontab -e), a umeHHo: Ans
nonb3oBatens root unu kluser fo6aBbTEe HaNpMMep CrneayoLLy CTPOKY:

23 * * * * /opt/kaspersky/kaviproxy/bin/kaviproxy-keepup2date -gq

YKkasaHHasi HacTpolika BpeMeHM 3anycka cron-3agayv (Kaxkayto ABafuaTb TPeTbi MUHYTY vaca) sIBNsieTcs NpYMepHON.
PekomeHayeTcst 3agatb COOGCTBEHHbIE HACTPOWKU BPEMEHM 3arycka, YTO MO3BONUT m3bexaTb Mneperpysku cepBepoB
OOHOBIEHUI.
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PA30BOE OGHOBJIEHME BA3

B nto6o momeHT BpeMeHU Bbl MOXeTe 3anyCTuUTb obHoBneHue 6as nporpamMmbl U3 KOMaHOHOW CTPOKW.

Mpumep: 3anycTuTb OOHOBNEHWE aHTMBUPYCHbIX 6a3, coxpaHuB pesynbTaTbl paboThl B davine keepup2date.log, B
avpektopuu /var/log/kaspersky/kav4proxy/.

[na peanusaummn NocTaBneHHOW 3agayuv BOWAWUTE B CUCTEMY C NMpaBaMu Mofb3oBaTens root (Mnu nboro gpyroro,
MMEIOLLLEro NpaBa NpUBUNErMPOBaHHOIO Nosb3oBaTerNst) U B KOMaHAHON CTPOKe BBeOuTe:

# /opt/kaspersky/kavdproxy/bin/kavdproxy-keepup2date -1 \
/var/log/kaspersky/kavdproxy/keepup2date.log

Ecnn Bam HeobxoamMmo o6HOBMTL 6a3bl Ha HECKONbKMX cepBepax, yaobHee BMECTO MHOroKpaTHOro nonyyeHusi 6as
Yepes UHTEPHET Nony4nTb 6asbl ¢ cepBepoB OOHOBMNEHNIN OAMH pa3, COXPaHWUTb UX B CETEBOW AMpeKTopun (cM. cTp. 24),
3aTeM CMOHTMPOBAaTb 3Ty ANPEKTOPMIO B DainoBON CUCTEME KaXKOO0ro M3 CEPBEPOB, HA KOTOPbLIX YCTaHOBMNEH AHTMBUPYC

Kacnepckoro. Tenepb OOCTaTOYHO 3anyCTUTb CKPUNT OGHOBMEHWs, yKasaB NpedBapuTENlsHO B KAauyeCTBE MCTOYHMKA
OBHOBMNEHUI I CMOHTUPOBAHHYH AVUPEKTOPUIO.

Mpumep: 3anycTntb 0GHOBNEHNE aHTUBMPYCHbIX 6a3 13 nokaneHown anpektopun /home/kavuser/bases/. Pesynbrathl
paboTkl BbiBECTM B dhavin /fmp/updatesreport.log.

[nsa peanusaunmn NocTaBneHHOW 3agayuv BOWAWUTE B CUCTEMY C NMpaBaMu Mofb3oBaTens root (Mnu nboro gpyroro,
MMEIOLLIEro NpaBa NpUBUNErMPOBAHHOIO NoSb30BaTENs) U BbINOMHWTE crneayllme 4eNcTBuUs:

1. CMOHTUpYNTE CeTeBYID [OUPEKTOPUIO, COAepXallylo OOHOBMEHUSI aHTUBMPYCHbIX 6a3, B rokanbHyo
avpekrtopuio /home/kavuser/bases/.

2. B KOomMaHOHOW CTpOKe BBEAUTE:
# /opt/kaspersky/kavdproxy/bin/kavdproxy-keepup2date -1 \

/tmp/updatesreport.log —-g /home/kavuser/bases

Takke Bce NogobHbIe 3a4a4m Bbl MOXETE pPeLLUTb YAaneHHo, C MOMOLLLI0 Moayns nporpammel Webmin.

CO30AHME CETEBOM OUPEKTOPUM ANA XPAHEHUA U
KONMUPOBAHUA BA3

Onsa Toro, 4tobbl 06HOBNEHUs1 6a3 M3 ceTeBON AMPEKTOPUWM ANS FOKanbHbIX CEPBEPOB NPOXOAWUNN KOPPEKTHO, BaMm
HeobXxoOMMO co3gaTb B 3TOW AMPEKTopuu harmnoByH CTPYKTYPY, aHanorMyHyl CTPYyKType cepBepoB OOHOBMEHWI
Jlabopatopun Kacnepckoro. OctaHOBMMCS Ha JaHHOW 3afadve nogpobHee.

MNpuMep: co3naTb CETEBYIO AMPEKTOPUIO, OTKyAa NoKarnbHblE CEPBEPBI CETU ByayT OGHOBNATL aHTMBUPYCHbIE Gasbl.

[nsa peanusaummn NocTaBneHHOW 3agayv BOWAWUTE B CUCTEMY C NMpaBaMu Mofb3oBaTens root (unu nboro gpyroro,
MMEIOLLIEro NpaBa NpUBUNErMPOBAHHOIO NoSb30BaTeNs) U BbINOMHWTE crneaylLwme 4eNcTBuUS:

1. Cospanite nokanbHyl0 OUPEKTOPUIO M NPeaocTaBbTe AOCTYMN Ha 3anncb B 3Ty OMPEKTOPUIO MOfb30BaTeNto
kluser.

2. 3anyctute komnoHeHT keepup2date cnegytomm obpasom:
# /opt/kaspersky/kavidproxy/bin/kavdproxy-keepup2date -x <rdir>,

roe <rdir> — NOSHbIN nyTb K co3aaHHom ONPEKTOPUN.




PABOTA ¢ AHTUBUPYCOM KACNEPCKOTIO

3. TlpenocTtaBbTe Ans NoKasibHbIX KOMMBIOTEPOB CETEBOV AOCTYN Ha YTEHUE AaHHOW AUPEKTOPUM.

YNPABNEHME NIMLLEH3UAMMU

BosmoxHOCTb ncnonb3osaHusa AHTMBMpPYca Kacnepckoro onpepenseTcsa Hanuuvem davina kniova. Pavin knda BxoguTt
B KOMMNIEKT MOCTaBkv M aeT BaM MpaBO MCnonb3oBaTb AHTMBUPYC Kacnepckoro co AHA npuobpeTeHns U ycTaHOBKM
hbanna knroya.

[MpoBepka Hann4ms yCTaHOBJ'IEHHOVI NNLEH3NN BbINOSTHAETCS NPOrpaMmon Npu Kaxaom 3anycke 1 nepesarpyske 6as.

Ecnu chann knova He ycTaHOBMNEH Mnu npomsoLuna owmnbka npu 3arpyske nHdopmaumm o6 1Mcnonb3yemon NUueH3NN,
AHTUBMPYC Kacnepckoro nepexoaut B pexum paboTtbl 6€3 nuueH3mn. B gaHHOM pexume He BbINOMHSETCS aHTUBUPYCHast
npoBepka oObLEKTOB, NepefaBaeMbIX Yepes NPOKCU-CEPBEP, U HA BCeMU 0OBbEKTaMU BbIMOSHAETCS OEUCTBUE, 3a4aHHOe
napameTtpom LicenseErrorAction.

Mo oKOHYaHUM CPOKa AEVNCTBUA NMULIEH3UN (YHKLUMOHANBHOCTL NPOrPaMMbl COXPaHAETCA 3a UCKITHOYEHNEM BO3MOXHOCTM
06HOBNEHUs 6a3. Bbl Mo-NpeXXHEMY MOXeTe BbINOMHATL aHTUBUPYCHYIO NPOBEPKY U 06paboTKy 06BbEeKTOB, HO UCMONb3Ys
6asbl, akTyanbHble Ha [aTy OKOHYaHusi nuueHsun. CrepgoBaTenbHO, Bbl He OyaeTe 3allyulieHbl OT HOBbIX BMPYCOB,
NOSIBMBLUMXCS NOCEe OKOHYaHWUSA AeACTBUS NNLEH3UN.

YT106bl M3bexaTb 3apaXeHWsl HOBbIMW BMPYCaMu, Mbl PEKOMEHAYEeM BaM MPOANUTb JIMLIEH3NIO Ha WUCMOMb3oBaHue
AHTMBMpYca Kacnepckoro.

dann knioya daeT BaM NpaBo Ha Wcnonb3oBaHMe AHTMBMpYca Kacnepckoro M coaepXuT BCl Heobxoaumyio
WHbopMaLUIo, CBA3AHHYIO C NULIEH3NEN, KOTOPYIO Bbl MPMOGPENnn, Takylo Kak: TUM NULEH3UN, JaTa OKOHYaHUs Cpoka ee
OEeNCTBUSA, MHOPMaLMIO O ANCTPMOBLIOTOPax U T.A4.

[MoMuMMO npaB Ha Ucnonb3oBaHWe NporpamMMbl B TEYEHWE CPOoKa AEUCTBUSA NULEH3UN Bbl an06peTaeTe cnepywuine
BO3MOXHOCTWU:

e  KPYrMOCYTOYHYI TEXHUYECKYIO NOAAEPXKKY;
e  exeyacHoe O0OHOBneHue 6as;
e  CBOEBpPEMEHHOE MH(OPMMPOBaHME O HOBbLIX BUPYCaX.

MoaTomy kpariHe BaXHO BOBpPEMs MpoasieBaTb NMLEH3NI0 Ha ucnonb3oBaHue AHTuBMpyca Kacnepckoro. CyuiecTtByeT
Takke BO3MOXHOCTb YCTAHOBWUTb PE3EPBHbLIA KoY, KOTOpbIA AHTUBMPYC Kacnepckoro HavHeT wucnonb3oBaTtb MO
NCTEYEHNN CpoKa OENCTBUSA akTMBHOIO harna Kntova.

MPOCMOTP UH®OPMALIUM O JIMLIEH3UU

MpocmatpmBaTh uHGpOpMaumio 06 yCTaHOBMNEHHbIX davnax Kn4yewh Bbl MOXeTe B OT4yeTe O paboTe KOMMOHeHTa
kavicapserver. Npu ctapTe kavicapserver 3arpyxaeT WUH(oOpMaLmio O Kryax U BbIBOAUT ee B oTyeT. danin otyeTta
kavicapserver.log pacnonoxeH B gupektopwum /var/log/kaspersky/kav4proxy/.

Bonee nonHas uHdopmauus o0 cocTosiHUKM PannoB Kr4veh MoxXeT ObiTb MonydYyeHa MpU MOMOLUM CrieumanbHOro
KOMMOHeHTa licensemanager, Bxoasuiero B coctaB AHTuBuMpyca Kacnepckoro.

Bca vHdopmauma o cannax knoder MoxeT ObiTb BbiBEAEHa Ha KOHCOMb CepBepa WM MPOCMOTPEHa yOaneHHO C
noboro KOMNbOTEPA CETH C NOMOLLLI0 MOAYNSA nporpammbl Webmin.

®»  Ymobbi npocmompems UHghopMmayuro 060 8cex ycmaHo8eHHbIX ¢halinax Kroydel, 8binoHUMme credyoulyro
KomaHOy:

# /opt/kaspersky/kavidproxy/bin/kavidproxy-licensemanager -s

Ha koHconb cepBepa OyaeT BbiBeaeHa MHdopmauus nogobHoro poaa:
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Kaspersky license manager for Linux. Version 5.5.53/RELEASE #9
Copyright (C) Kaspersky Lab, 1997-2007.

Portions Copyright (C) Lan Crypto

License info:

Product name: Kaspersky Anti-Virus for xSP International Edition. 250-499 Mb of
traffic per day 1 year NFR Traffic Licence: Anti-Virus for Proxy Server

Expiration date: 25-12-2010, expires in 365 days

Active key info:

Key file: 070C2FBl.key
Install date: 25-12-2009
Product name: Kaspersky Anti-Virus for xSP International Edition. 250-499 Mb of

traffic per day 1 year NFR Traffic Licence: Anti-Virus for Proxy Server
Creation date: 03-11-2009

Expiration date: 03-11-2011

Serial: 0F92-0004AA-070C2FB1
Type: Commercial

Count: 250

Lifespan: 365

Objs: 3:250

®»  Umobbl npocmompems UHhopMayuro o ¢halinie Krroya, 8binosHUme crnedyroulyo KoMaHoy:
# /opt/kaspersky/kaviproxy/bin/kavidproxy-licensemanager -k 070C2FBl.key,
roe 070C2FB1 . key — umsa danna kro4a.

Ha koHconb cepBepa OyaeT BbiBeAeHa MHopMaLuus nogobHoro poaa:
Kaspersky license manager for Linux. Version 5.5.53/RELEASE #9
Copyright (C) Kaspersky Lab, 1997-2007.
Portions Copyright (C) Lan Crypto

Product name: Kaspersky Anti-Virus for xSP International Edition. 250-499 Mb of
traffic per day 1 year NFR Traffic Licence: Anti-Virus for Proxy Server

Creation date: 03-11-2009
Expiration date: 03-11-2011

Serial: 0F92-0004AA-070C2FB1
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Type: Commercial
Count: 250
Lifespan: 365

Objs: 3:250

B

YmobbI npocmompems MoOpPO6HY0 UHEOPMAaYU O COCMOSIHUU TUUEH3UU, 88edume 8 KOMaHOHOU CMpOKe:
# /opt/kaspersky/kavidproxy/bin/kavdproxy-licensemanager -i

Ha koHconb cepBepa OygeT BbiBedeHa WHdOpMauusa, 3aBucswas OT Tuna nuueHsuu. Hanpumep, B cnyyae
MCMOb30BaHMSA NNLIEH3NPOBaHNS MO TpaduKy:

Kaspersky license manager for Linux. Version 5.5.53/RELEASE #9
Copyright (C) Kaspersky Lab, 1997-2007.

Portions Copyright (C) Lan Crypto

Licensed traffic units: 250 (MB)
Traffic units used: 0 (MB)

Traffic units left: 250 (MB)

NMPOANEHME JIMLIEH3UM

MpoaneHve nuUeEH3WM Ha Wcronb3oBaHue AHTMBMpyca Kacnepckoro faeT Bam MpaBO Ha BOCCTAHOBIIEHME MOIHOW
¢yHKUMOHanbHoCTM AHTuBMpYyca Kacnepckoro. Bo3oGHOBNseTcs nepuon OelCcTBUS [OMONHUTENbHbIX YCnyr (Cm.
cTp. 25).

CpoKk [encTBms NWUEH3MU 3aBUCUT OT Tuna MULEH3UPOBaHWs, KOTOPbIM Bbl Bblbpanu, npuobpeTtas AHTMBUPYC
Kacnepckoro, a Takke OT NpoayKTa, B cOCTaBe KOTOporo Bbl npnobpenu AHTuBmpyc Kacnepckoro.

®»  Umobbl npodnume IUYEH3UI0 Ha Ucronb308aHue AHmusupyca Kacnepckozo, ebinonHume 00HO U3 credyowux
delicmeuli:

e CBAXMTECb C KOMMaHWEeW, Yy KOTOpoW Bbl Kynunm AHTMBUpPYC Kacnepckoro, n npoanvTte mMUEH3N0 Ha
ncnons3oBaHue AHTuBMpyca Kacnepckoro.

e MpoanuTe nuueH3uo HenocpeacTtBeHHo B Jlabopatopum Kacnepckoro, HanucaB B Otgen npogax
(sales@kaspersky.com) unu 3anofnHUB COOTBETCTBYIOLLYIO (POpMYy Ha Hawem cavite (www.kaspersky.ru) B
pasgerne ANeKTPOHHbIA Mara3umH — lMpoanutb nuueHsuto. Mo dakTy onnatel Bam GyaeT oTnpasneH dann
KrtoY4a no aneKTPOHHON NoyTe, agpec KOTopon Obin yka3aH BaMu B dhopme 3akasa.

PerynapHo Jlabopatopusi Kacnepckoro npoBoAuT akuuu, NO3BOMSOWME NpoAaneBaTh MULEH3UW Ha MCMNONb3oBaHue
HaLMX NPOAYKTOB CO 3HauuTeNbHbIMU ckuakamu. CneauTe 3a akumsamuy Ha cante Jlabopatopum Kacnepckoro B pasgene
MpoaykTbl — AKLUM 1 CNeLnpenioxXeHuns.

®»  Umobbl ycmaHosumes HO8bIl ¢halisl Kriroya, 8bInofiHUMe credyowyto KomaHoy:
# /opt/kaspersky/kavidproxy/bin/kavidproxy-licensemanager -a 00053E3D.key,
roe 00053E3D. key — M4 hbarna Knoya.

B cnyyae ycneLuHow ycTaHOBKY haiina Krtoya Ha KOHCOMb cepBepa OyaeT BbiBeeHa criefytollas HopMaums:
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Kaspersky license manager. Version 5.5.3/RELEASE
Copyright (C) Kaspersky Lab. 1997-2009.

Key file 00053E3D.key is successfully registered
[Nocne atoro pekomeHayem Bam 0bHOBUTL 6a3bl.

Ecnu Bbl XOTUTE YCTaHOBUTL HOBbLIV (haln KoY 40 UCTEYEHNSI CpoKa AeNCTBUS TeKyLlero, Bbl MoxeTe fo6aBuTb ero B
KayecTBe pe3epBHOro. Pe3epBHbIN haln KMoy HaYMHaEeT CBOK paboTy nocrne MCTEYEeHWUst Cpoka AEUCTBUS akTUBHOIO
danna kntova. Cpok AeCTBUA pe3epBHOro gaina Krnoya HauMHaeT OTCUMTbIBATbCS C MOMEHTA ero aktueaumm. MoxHo
YCTaHOBWTb TONbKO OAMH Pe3epBHbIV (haln Kroya.

Ecnu Bbl ycTaHoBMNM ABa cbaina Knoya (aKkTVBHBIA U pe3epBHbIid), TO NMpU 3anpoce MHGopMauuM O NULEH3MU Ha
KOHCOmb cepBepa OyaeT BbIBOANTLCA MHGOpMaLUs Kak 06 akTUBHOM, Tak U O pe3epBHOM hainax Kroyen.

YOANEHUE ®AUNA KITIOYA

[y

& UYmobbl ydanums akmueHbIl ghallsn Kirva, 8 KOMaHOHOU cmpoke egedume:
# /opt/kaspersky/kavidproxy/bin/kavdproxy-licensemanager —-da
B cny4yae ycnelHoro yganeHus Ha KOHComnb cepBepa GyaeT BbiBegeHa crieaytolasi uHpopmMaums:
Kaspersky license manager. Version 5.5.3/RELEASE
Copyright (C) Kaspersky Lab. 1997-2009.
Active key was successfully removed
®»  Ymobbl yOanume dononHUmenbHbIl ¢halin Koda, 8 KoOMaHOHOU cmpoke egedume:
# /opt/kaspersky/kavidproxy/bin/kavdproxy-licensemanager —-dr
Ha koHconb cepBepa GyaeT BbiBegeHa crieaytolias UHpopmMaums:
Kaspersky license manager. Version 5.5.3/RELEASE
Copyright (C) Kaspersky Lab. 1997-2009.

Additional key was successfully removed

MCnNoNb30BAHME YNPABNAIOWENO CKPUMIMTA

Ynpaensowmin cKpunt kav4proxy, pacnonoXeHHbli B gupektopun /etc/init.d/, npumeHsieTca gns 3anycka, OCTaHoBa U
BbIMONHEHUs1 nepesarpy3kn AHTMBMpyca Kacnepckoro. [aHHbIi CKpUNT WCMOMb3yeT criedylowmne KIioYn KomaHOgHOW
CTPOKMU:

e start — 3anyctute AHTMBUPYC Kacnepckoro. Ecnu nporpamma yxxe 3anylieHa, BbinonHeHue ckpunta kav4proxy
ocTaHaenuBaeTcs. Ecnu nporpamMma He 3anyuieHa, BbINOMHSETCA MpoBepKa KOHUrypaumoHHoro daiina u
3anyck AHTuBMpyca Kacnepckoro. Kog Bo3spata 0 coobliaet 06 ycnelwHom crapTe.

e stop— ocraHoBuTb AHTUBMPYC Kacnepckoro. [lepen OCTaHOBKOM BbIMOMHSAETCA MpoBepKa, 3anyLieHo
npunoxeHue nnu Het (no 1D npouecca). Ecnun nporpamma 3anyuleHa, BoinonHseTca curHan SIGTERM. Ecnv no
ncteveHun 30 cekyHn nporpamma He OygeT ocTaHoBreHa, BbinonHsetca curHan SIGKILL. Pesynbtatom
YCMELLHOro BbIMOMHEHNs ABNAeTca Ko Bo3spara 0.

e restart — BbINONHUTL OCTAHOB M 3anyck AHTUBMpPYca Kacnepckoro B COOTBETCTBUM C Krtodamu stop u start.
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e reload — BbINONHWUTL Nepesarpysky KoHdurypauum m 6a3 AHTuBMpyca Kacnepckoro nocpeAcTBOM cuUrHana
SIGHUP.

e reload_avbase — BbINonHUTL TONBKO Nepesarpysky 6a3 1 NPOBEPUTL KOPPEKTHOCTb (haiina Kioya;

e stats — BLIMONHWUTL 3aNMCb MOKa3aHUA CHETYMKOB CTATUCTUKM (CM. CTp. 40) B dhann, a TaKke nepeknovnTb
3anuncb oT4eTa B HOBbLIN chann (cm. cTp. 41).

OBECNEYEHUVUE AHTUBUPYCHOM 3AlLUNTLI HTTP-
TPAOUKA

AHnTMBMpYC Kacnepckoro He npoBepsieT AaHHble, NnepeaaBaemble no npotokony HTTPS.

MNpuMep: HacTpouTb aHTMBUPYCHYO NpoBepky HTTP-Tpadmka Npokcu-cepBepa, YCTaHOBIEHHOMO Ha OAWH cepBep C
AHTUBMPYCcOM Kacnepckoro, cornacHo criegytolmm TpeGoBaHmsam:

(] Mcnonb3oBaThb 00Lne napamMeTpbl aHTI/IBI/IpyCHOVI npoBepPKn Ona BCex 3anpoCcoB:
L] BKINMIOYUTb PEXUM NieYeHUNA 3apaxKeHHbIX 0OBHEKTOB;

° OTKIMOYNUTb PEXMUM NPOBEPKU NOYTOBLIX 6a3;

(] BKITIOYUTb PEXXMUMbl MPOBEPKN YNAaKOBAHHbLIX N apPXUBHbIX 0OBHEKTOB;

e  3anpeTuTb AOCTYM K 3apaKeHHbIM, MOA03PUTENbHBIM U MOBPEXAEHHbIM OObEekTaMm, a Takke obObekTam,
cofepkallmm Kof, NMOXOXWIM Ha KoL U3BECTHOTO BUPYCa;

e ucnonb3oBaTb pexum partial npy 06paboTke 3anpocoB NPOKCU-CEPBEPA;
e  OTKIHOYUTb AHTUBUPYCHYIO NPOBEPKY OOBLEKTOB, 3anpallunBaemblix ¢ BeG-cepBepa www.example.com;

e COXpaHSiTb  CTaTUCTMYecKue  [daHHble O  pe3ynbTaTtax  aHTMBUPYCHOW  MpoBepkM B chaunn
Ivar/log/kaspersky/kav4proxy/statistic.

®»  Ymobbl peanuzosame rnocmassieHHyto 3adady, 8binonHume credyrouwue delicmeusi:

1. YcraHoBute AHTMBMpPYC Kacnepckoro Ha OAMH cepBep C MNpokcu-cepsepom (cM. cTp. 13) M BbINOAHUTE
NOCTUHCTanNMAUMOHHYIO HAaCTPONKY (cm. cTp. 17).

2. 3apanTe cnepylowme 3HavYeHWs napameTpoB KoHdurypaumoHHoro dawvna kav4proxy.conf (3HaveHus
napameTpoB, He yKa3aHHbIX B NpuMepe, ocTaBbTe 6€3 n3aMeHeHus):

[icapserver.filter]

ExcludeURL="www\ .example\.com\/.*

[icapserver.engine.options]
ScanPacked=true
ScanArchives=true
ScanMailBases=false

ScanMailPlain=false
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Cure=true

[icapserver.actions]
InfectedAction=deny
SuspiciousAction=deny
WarningAction=deny
ErrorAction=skip
ProtectedAction=skip

CorruptedAction=skip

[icapserver.protocol]

AnswerMode=partial

[icapserver.statistics]
AVStatisticsFile=/var/log/kaspersky/kavdproxy/statistic
3. MMepesanycTute AHTUBMPYC KacnepcKoro, BbIMOMHMB CrieyoLLyo KoMaHay:

# /etc/init.d/kavidproxy restart

HACTPOUKA NAPAMETPOB AHTUBUPYCHOM NPOBEPKMU
AnA reynn noJsib30BATENEN

Mpumep, NpvBedeHHbIE B npedbigyweM pasgene (cM. cTp. 29), npeanonaraeT HacTPoOWKy OGLWMX MapaMeTpoB
aHTMBUPYCHOW 06paboTkM Ans BCexX 3anpocoB, MPOM3BOAUMbIX MONb3OBaTENsMM Yepe3 MpPOKCU-cepBep. AHTUMBUPYC
Kacnepckoro nossonsieT 1cnonb3oBath rpynnbl AN HACTPOWKM pasfnyHbIX NapamMeTpoB aHTUBMPYCHOW MPOBEPKM AN
OTAEnbHbIX Nonb3oBaTtenen.

Mpumep: HacTpouTb MpOrpamMmy Ha BbINOfIHEHWE aHTMBUPYCHOM npoBepku HTTP-Tpadumka cornacHo cnegytowmm
TpeboBaHUsAM:

e [OnA rpynnbl  managers, Bkoyawwen B ceba KomnbloTepbl, wucrnonb3yowwme IP-agpeca noacetu
192.168.1.0/255.255.255.0, 3agatb cnepyrowme napaMmeTpbl aHTUBUPYCHOW NPOBEPKU:

e  OTKMHOYUTb PEXMMbI MPOBEPKM YNAKOBAHHbIX U apXUBHbLIX (DaNoB, a Takke NOYTOBbIX 6a3;
e  BKIIOYUTb PEXUM NEeYEHUs 3apaxeHHbIX OObEKTOB;
e  paspeLunTb AOCTYN TONbKO K HE3aPaXXEHHBIM U BblNleYeHHbIM OGbEKTaM.

e ana rpynnbl  sales, Bknovawwen B ceba KomnbioTepbl, wucnonb3ywwue |IP-agpeca noacetu
192.168.2.0/255.255.255.0, 3apatb cnegyrolime napaMmeTpbl aHTUBUPYCHOW NPOBEPKU:

e  BbINOMHATH NPOBEPKY BCEX OOBHEKTOB;
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. BKIMHOYNTb PEXNUM NeYHeHNA 3apaXeHHbIX 06bEKTOB;

e  3aMNpeTuTb AOCTYN K 3apaKeHHbIM, NMOA03PUTENBHEIM U MOBPEXAEHHBIM 00beKTaM, a Takke oGbekTam,
cofepalLLumM Ko, NOXOXWIM Ha Kof U3BECTHOrO BUpyca.

e [nd BCEX OCTanbHbIX NONb3oBaTenen 3aaaTb creayolme napa-MeTpbl aHTUBMPYCHOWN NPOBEPKU:
e  OTKIIOYUTb PEXUM NMPOBEPKM NOYTOBbIX 6a3;
e  OTKIIIOYUTb PEXUM NEYEHUS 3apaXEHHbLIX OGHEKTOB;

e paspewuTb JOCTYN TOMbKO K OObekTam, NOMyYMBLUMM MO pe3ynbTatam npoBepku cratyc OK (cm.
cTp. 36).

®  Umobbl peanu3osams nocmassneHHyto 3adauvy, ebinonHume credyrouwue delicmeusi:

1. CospainTe B KOH(urypaumoHHoMm danne kav4proxy.conf criefyloliue cekuuun, copepxalume napameTtpbl
aHTMBMPYCHOM NPOBEPKM NS rpynnbl managers:

[icapserver.groups:managers]
Priority=1
ClientIP=192.168.1.0/255.255.255.0

URL=.*

[icapserver.engine.options:managers]
ScanPacked=false

ScanArchives=false
ScanMailBases=false
ScanMailPlain=false

Cure=true

[icapserver.actions:managers]
InfectedAction=deny
SuspiciousAction=deny
WarningAction=deny
ErrorAction=deny
ProtectedAction=deny
CorruptedAction=deny

2. Cospgante B KOHGwurypaumoHHoMm channe kav4proxy.conf cregywowme cekuuu, cogepXxawue napameTpbl
aHTUBMPYCHOW NPOBEPKN ANg rpynnbl sales:

[icapserver.groups:sales]
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Priority=2
ClientIP=192.168.2.0/255.255.255.0

URL=.*

[icapserver.engine.options:sales]
ScanPacked=true
ScanArchives=true
ScanMailBases=true
ScanMailPlain=true

Cure=true

[icapserver.actions:sales]
InfectedAction=deny
SuspiciousAction=deny
WarningAction=deny
ErrorAction=skip
ProtectedAction=skip
CorruptedAction=deny

3. 3apanTe cnepyolime 3Ha4YeHNs NapaMeTpoB A1 FPYMMbl MO YMONYaHWUIo:
[icapserver.engine.options]
ScanPacked=true
ScanArchives=true
ScanMailBases=false
ScanMailPlain=false

Cure=false

[icapserver.actions]
InfectedAction=deny
SuspiciousAction=deny
WarningAction=deny
ErrorAction=deny

ProtectedAction=deny
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CorruptedAction=deny
4, I'IepeaanycwlTe AHTMBVIpyca KacnepCKoro, BbIMNOJIHMB CreaylLulylo KoMmaHay:

# /etc/init.d/kavédproxy restart




AONOJNIHUTENBbHAA HACTPOMUKA
AHTUBUPYCA KACINEPCKOIO

B maHHOM paspgene nogpobHO OcBelleHa HacTpolika OCHOBHBLIX MapameTpoB AHTuBUpyca Kacnepckoro. B otnuuve ot
HeoGXoaMMbIX HaCTPOEeK, BbIMOMHAEMbIX B MPOLECCE YCTaHOBKM W MOCTMHCTANISILMOHHOW HACTpPOWiKkM, Ge3 KOTOopbIX
ucnonb3oBaHne AHTMBUpYca Kacnepckoro HeBO3MOXHO, AOMOMHMUTENIbHAs HAaCTPOMKa OCYLLECTBASATCA MO YCMOTPEHMIO
agMuHucTpatopa. OHa HanpaBneHa Ha pacluvMpeHve BO3MOXHOCTel AHTMBUMpyca Kacnepckoro v ero agantauuio
COornacHo nonuTuke 6esonacHOCTY Ballen KoMMnaHum.
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CO30AHME reynn

Wcnonb3oBaHue rpynn Mo3BosiieT afAMUHUCTPaToOpy OMNpefenuTb pasnuyHble NapameTpbl aHTUBMPYCHOM 06paGoTku
00bEKTOB, 3anpalvBaemMblXx WM MNepedaBaeMblX 4Yepes MNPOKCU-CepBep, AN pasfMuHbIX rpynn nonb3oBaTtenen.
MpuHaanexHoCcTb 3anpoca K ToW Uin UHoW rpynne onpegenseTcs IP-agpecoM KIMEHTCKOro KOMMbloTepa, 3anpocuBLIEro
06beKT Yepes npokeu-cepsep, U URL 3anpalunsaemoro o6bekTa.

Y6eauTecb, YTo B KOHGuUrypaumoHHoM darine Squid napameTpy icap_send_client_ip npucBoeHo 3HauyeHne on. 370
3HaveHue ykasbiBaeT, 4To Squid BeinonHseT nepenavy |IP-apeca knueHTta AHTuBMpYCy Kacnepckoro.

Ecnu napameTpbl 3amnpoca He nognagatoT nof obracTe OeNCTBUS HWU OAHOWM M3 rpynn, To AHTUBMpYC Kacnepckoro
BbINOSIHAET 06paboTKy 06beKTa cornacHo npaeunaM, 3afaHHbIM B rpynne no yMosiyaHuio.

MapamMeTpbl Kaxgow u3 rpynn pacrnonoXeHbl B CNeAyLIMX NATU CeKuUsiX KOHUrypaumoHHoro dawvna AHTuBUpyca
Kacnepckoro:

. [icapserver.groups:<uMa Tpynmnsr>] — COOEPXUT NapaMeTpbl, 3agatolme obnactb gencraus rpynnel (IP-
appeca knueHToB, URL 06beKTOB) 1 ee NpUopuTET;

e [icapserver.filter:<wms rpynmer>] — COAEPXUT NpaBuna unbTpaumm ansa rpynnsl <Ums rpynnsi>;
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. [icapserver.engine.options:<mMsa rpynmner>] — COOAEPXUT MapamMeTpbl aHTUBUPYCHOW MpPOBEPKU,
cormnacHo KoTopbiM obpabaTbiBaloTcst 06beKThI, MonagaroLme B obnacts AENCTBUS TPynnbl;

° [icapserver.actions:<mmsa rpynne>] — COAEPXUT NapameTpbl, OnNpeaensowme aencTeusa AHTMBMpYCca
Kacnepckoro Hag obbekTamy B 3aBUCMMOCTM OT cCTaTtyca, NMPUCBOEHHOr0 MM B MPOLECCE aHTUBUPYCHOWM
NpOBEPKMU;

. [icapserver.notify:<mumms rpynne>] — COAEPKUT MapamMeTpbl OMOBELLEHUS agMuMHUCTpatopa o

336HOKVIpOBaHHbIX ob6bekTax (B OTHOLLUEHUN KOTOPbIX ObINO BLINOMHEHO AENCTBUNE deny).

I'Iapameprl rpynnbl, VICI']OJ'IbSyeMOVI AHTVIBVIpyCOM KacnepCKoro no yMon4yaHuto, pacnofioXeHbl B CeKUunax
[icapserver.groups], [icapserver.filter], [icapserver.options], [icapserver.actions] 7]
[icapserver.notify].

Mpy co3gaHMM HOBOW rpynnbl HET HeobGXoAMMOCTM onpenensTb Bce ee napameTpbl. [pu OTCYTCTBUM HEKOTOPbIX
napameTpoB (MNU Cekuuin) NpUNoXeHne ByaeT NCnosb30BaTh 3HAYEHUS MO YMOSYAHWIO.

Mpumep: co3patb rpynny managers Ans 3agaHus npasun ob6paboTku 3anpaluMBaeMbiX OOBHEKTOB OT KIMEHTCKMX
KOMMbIOTEPOB, ucnonb3yowmx noacetb 192.168.10.0/255.255.255.0. [1ns gaHHoW rpynnbl 3anpeLaTtb AOCTYN KO BCeM
obbekTam, KpOMe He3apaXXeHHbIX, BbINIEYEHHbIX M 3alUMLLEHHbIX naponem. 3agatb NpUopuTET AaHHOW rpynnbl — 2.
[1ns Bcex ocTanbHbIX MAapaMeTpOB MCMOMb30BaTh 3HAYEHNS MO YMOMNYaHMIO.

[na peanu3auuv noctaBneHHOW 3adayn BOMAMTE B CUCTEMY C MpaBamMu monb3oBaTens root (unu mwboro apyroro,
MMeloLLero nmpaea NPUBUIIErMPOBAHHOIO MOMb30BaTerNs) M Co3janTe Ccrneayllye CeKuum B KOH(UrypauMoHHOM
davine kav4proxy.conf:

[icapserver.groups:managers]
Priority=2
ClientIP=192.168.10.0/255.255.255.0

URL=.*

[icapserver.engine.options:managers]

Cure=true

[icapserver.actions:managers]
ErrorAction=deny

ProtectedAction=skip

NMAPAMETPbI AHTUBUPYCHOM NPOBEPKMU

[MapameTpbl aHTMBUPYCHOrO S4pa, PacnosioXeHHble B CeKUuMU [icapserver.engine.options:<umsa rTpynne>],
3a4aloT cneayoumne pexnmMmbl NPOBEPKN U NeYeHUd 3anpallinBaemMblX 06bEeKTOB Ans COOTBETCTBy}OLIJ,eVI rpynnbl:

e ScanPacked=truelfalse — BkntoyaeT / oTKMIO4aET PEXUM NPOBEPKM YNaKOBaHHbLIX annos. [pn OTKMOYEHUN
[AaHHOTO pexumMa Bce ynakoBaHHble 06bEeKTbl CHATAKTCSH HE3apaXKEHHBIMU.

e ScanArchives=true|false — BkntoyaeT / OTKMIOYAET PEXNM NPOBEPKM OGBLEKTOB B apxuBax. pu OTKMOYeHUN
[aHHOTO PEX1Ma BCE apXMBHble (Dansibl CYUNTAIOTCA HE3APaAKEHHBIMU.
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¢ ScanMailBases=true|false — BknioyaeT / OTKNOYAET peXrMM MPOBEPKU NOYTOBLIX 6a3 (3anpalumBaembix Unm
nepenaBaemblX Yepes npokcu-cepsep). Mpu OTKNIOYEHUM [aHHOTO pexuMa Bce Mo4ToBble 6asbl cuuTaloTcs
HesapaxeHHbIMU.

e ScanMailPlain=true|false — BkntoyaeT / OTKMOYAET PeXMM MPOBEPKM MOYTOBLIX 6a3 B dropmate plain text
(3anpawwmBaemMblx UnNyM nepegaBaeMbix 4epe3 Mpokcu-cepsep). lNpu OTKMYEHUM [AHHOIO pexuma Bce
noytoBble 6a3bl B BuAe plain text cuntaroTcst HesapaKeHHbIMU.

e UseHeuristic=true|false — Bkno4yaeT / OTKMYAET pPEXMM WCMONBL3OBAHUS MNPU AHTUBMPYCHOW MpPOBEpPKE
3BPUCTMYECKOrO aHanm3artopa.

o  Cure=true|false — BkntoyaeT / OTKMNIOYAET PEXUM NEeYEHUS 3apaKeHHbIX 06beKToB. [pn oTkNYEeHUN pexnma
neyeHust NnporpaMmMa He BbINOJSTHAET NOMbITOK BbINEYNTb 3apaXKeHHbI OOBEKT.

e UseAVbasesSet=standard|extended — Habop aHT1BMPYCHBIX 6a3, ncnonb3yembli AHTUBUPYCoM Kacnepckoro.
Habop extended nomumo 3anucen, cogepxawmxca B Habope standard, copgepxuT Takke curHatypbl
MOTEHUManbHO OMnacHbIX NPOrpaMM, TakUX Kak: peknamHble nporpaMMbl, NPOrpamMMbl  yAaneHHoro
aAMVHUCTPMPOBAHKSA W MPOoM.

¢ MaxScanTime — MakcumarnbHoe BpeMmsi npoBepkn obbekTa. Ecnu 3a ykasaHHoe Bpemsi npoBepka He
3aBeplUeHa, oGbeKTy npuceamBaeTcs ctatyc OK.

BbLIBOP AEACTBUM HAQ NPOBEPEHHBLIMU OB LEKTAMM

Henicteue, npumeHsemoe AHTUBMPYcoMm Kacnepckoro B OTHOLLEHUW MPOBEPEHHOro obbekTa, onpeaenseTcs CTaTycoM,
NMPUCBOEHHLIM eMy B pe3yfibTaTe aHTUBMPYCHOW NPOBEPKM.

AHTMBMpYC Kacnepckoro ncnonb3yeT criegytowmne craTychbl:

e  OK - 06beKT ycrnelHo npoLlen NpoBEPKY U HE 3apakeH.

e INFECTED - 06beKT MHpMUMPOBaH U He MOXeET ObITb BbifleyYeH, MO0 NevyeHne He NPOBOANIOCS.

e CURED - 06bekT 6611 MHPMLUMPOBAH W YCMELLHO BbINIEYEH.

e  WARNING - 06beKT cogepxuT Kof, NOXOXMI Ha KOA, U3BECTHOro BUpYca.

e  SUSPICIOUS — 06bekT nogo3peBaeTcsi Ha 3apaXKeHne HEN3BECTHLIM BUPYCOM.

e PROTECTED — 06bekT 3aluyMLLeH Napornem 1 Nno3aToMy He MOXeT ObiTb NPOBEPEH.

e CORRUPTED - 06beKT noBpexaeH.

¢ ERROR - npoBepka o6bekTa 3aBepLUMiach OLLNOKON.
[ns onpepeneHus OencTBusi, BbiNonHsemoro AHTUBMPYcoM Kacnepckoro B OTHOLLEHMU OBBLEKTOB C OnpeneneHHbIM
CTaTycoM, CryxaT napameTpbl, pacnonoXeHHble B CeKUuMn [icapserver.actions] (4NA rpynnbl N0 YMONYaHWIO) n

[icapserver.actions:<ums rpymnmer>] (AN rPYNM, CO3AAHHLIX aOMUHUCTPATOPOM):

o InfectedAction — fgelictBue Hag 3apaxeHHbIM OOBLEKTOM, KOTOPbIN HE MOXET ObiTb BbIIEYEH, UNu fnevyeHune
KOTOPOro He MPOBOAMIIOCH.

e SuspiciousAction — geiicTBne Hag 06LEKTOM, KOTOPLIN NOAO3PEBAETCS HA 3apaXXeHNE HEU3BECTHBLIM BUPYCOM.
e WarningAction — gencteme Hag 00bEKTOM, cogepKallum KO, MOXOXWUA Ha KOA M3BECTHOro BMpYycCa.
e ErrorAction — gericteue Hag ob6bekTom, nonyymslumm ctatyc ERROR.

e ProtectedAction — gelictBue Hag 06bEKTOM, 3aLLUMLLEHHBIM NapPoSeM.
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e  CorruptedAction — gelicteue Hag noBpexaeHHbIM 06 bEeKTOM.
e CuredAction — gencrtsue Haa BbINeYeHHbIM OO BEKTOM.
B kayecTBe 3HaYeHUN NepevncreHHbIX MapaMeTpoB, MOryT ObiTb UCMOMb30BaHbl CreayoLne 3Ha4YeHNs:
e skip — paspewnTtb nepegavy obbekTa.
e deny — 3anpeTuTb Nepegady oobeKTa, 3aMeHNB ero Ha COOTBETCTBYIOLLUIA (halin yBEAOMIIEHUS.

Ecnu B oTHoLeHUn obbekTa ncnonb3yetcs genctene deny, To B 3aBUCUMOCTM OT cTaTyca ob6bekTa, oH byaet 3ameHeH
OAHWNM 13 cneayoLmx WabnoHHbIX hannos:

e object_infected — wabnoH, cogepxawmnn yseagomreHme o6 oGHapy>XeHUM 3apaxxeHHOro oobekTa.

e object_suspicious — wabnoH, cogepxawun ysegomneHme o6 obHapyxeHun obbekta, Nogo3peBaeMoro Ha
3apakeHWe HEVU3BECTHbLIM BUPYCOM.

e object_warning — wabnoH, cogepxawuin ysegomrieHne o6 oBHapyxeHuM obObekTa, coaepxKallero Kop,
MOXOXMiA Ha Kof, U3BECTHOro BUpYca.

e object_protected — WwabnoH, cogepxalLuii ysegomMreHre o6 oGHapyXeHU 3aLLmMLEeHHOro naposiemM obbekTa.

e object_error — wabnoH, copepxawwuin ysedomneHne o6 oOHapykeHuM OoOBbeKTa, MNpoBepka KOTOPOro
3aBepLuMnach OLINGKON.

e object_corrupted — wabnoH, cogepxawuin yegomneHne o6 oGHapyXeH1n NoBpeXaeHHOro oobekTa.

e object_cured — wabnoH, cogepxalmnii yBegomneHne o6 obHapyxeHun oGbekTa, KOTOpblM Bbin 3apaxeH u
YCMELLUHO BbIfIEYeH.

Y agMuHMCTpaTopa eCTb BO3MOXHOCTb M3MEHATb TEKCT AaHHbIX LWaGnoHOB Mo CBOEMY YCMOTPEHWO, B TOM 4ucre
nobaensasa cneymanbHble Makpochl (CM. cTp. 55).

Mpumep: 3agaTh 4Nd rpynnbl Mo YMONYaHWIO criegyolive OeACTBMSA Hag NpoBepseMbiMy 06bekTamu:
e  paspelwuTb Nepegadvy obvekToB, nony4ymsumnx ctatyc CURED n PROTECTED;
(] 3anpeTuTb nepegavy BCcex oCtalnbHbIX.
PeweHne: ona peanunsaunn nocTaBneHHoOn 3agayvn BonguTe B cucrtemy C npaBamMmu nonb3oBartend root (VIJ'IVI n6oro
Opyroro, MMeroLlero npaea MpUBUIETMPOBAHHOrO Mofb3oBaTens) U 3aganTe criegylolme 3HavyeHus napameTpoB
CeKUMN [icapserver.actions]:
[icapserver.actions]
CuredAction=skip
ProtectedAction=skip
InfectedAction=deny
SuspiciousAction=deny
WarningAction=deny
ErrorAction=deny

CorruptedAction=deny
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YBEAOMNEHME AOMMHUCTPATOPA

Kaxgein pas, korga k obbekTy, nepegaBaeMoMy uepe3 MpoKCKU cepsep, npuMeHsieTcs dencteue deny, AHTUBMpPYC
Kacnepckoro BbINOMHSAET 3amyck cneunanbHoro ckpunta. [pMmep Takoro CckpunTa HaxoguTcs Mo agpecy:
/opt/kaspersky/kav4proxy/share/examples/notify.sh. [Ona 3agaHus CTPOKM 3anycka CKpUMTa CIYXUT napameTp
NotifyScript, pacnonoxeHHbln B cekuMu [icapserver.notify:<umsa rpynner>] KOH(uUrypauuoHHoro danna
AHTuBMpyca Kacnepckoro.

Hanee npmBoaAUTCA NpumMep co3aaHuAa CKpunta yBegoMIieHna n HaCTpOI;IKa nporpamMmmbl On4a 3anycka ckpunTta.

Ucnonb3dys a3bik SHELL, agMuHucTpaTop MOXeT co3aaTb COOCTBEHHbIE CKPUNTLI, KOTOPbIe OYAYT BbINOMHATLCS KaXabIv
pas, Korga no pesynbTaTtaM NpoBepkn nepedada obbekTa Yepes nNpokcu-cepsep byaeT 3abnokmposaHa. [Mpu aTom Ans
KaXxgon u3 cosgaHHbIX agMUHWCTPATOPOM rpynn MOXeT OblTb onpefenieH COBCTBEHHbIN CKPUMT yBEAOMIEeHWs (CM.
cTp. 34).

® UYmobbl Hacmpoumb rpogpamMMmy Ha omrpasky yeedomMeHuUs 0 3abrIoKupo8aHHbIX 0bbekmax Ha rno4ymosbll adpec
admin@test.local, ebinonHume cnedyrowue delicmeusi:

1. Cosparite ncnonHsembli CKpUNT-hann cneayoLwero CoaepXXaHus:
#!/bin/sh

recipients='admin@test.local'

action=%ACTION%

verdict=%VERDICT%

sendmail -t -i<<EQOT
From: Kaspersky Anti-Virus For Linux Proxy Server <root@S$SHOSTNAME>
To: S$recipients

Subject: $verdict object requested

Action applied: S$action
Verdict: $verdict
Requested URL: $%URL%

Client IP: %CLIENT ADDR%

Found:
Infected: SVIRUS LIST%
Cured: %CURED_LIST%
Suspicious: %SUSP_LIST%

Warnings: SWARN LISTS%
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This message generated by $PRODUCTS at $DATES on SHOSTNAME

EOT

Mpu cosgaHuM ckpunTa AOMycKaeTcs MCMOMb30BaHME creumanbHbIX MakpocoB (CM. cTp. 55), Takux Kak
%URL%, %CLIENT_ADDR% v gpyrux, Ans ykasaHus 4OMOSHUTENbHbIX CBEAEHUN.

2. CoxpaHuTe ckpunT-chainn n yéeanTtech, YTo OH MOXET GbiTb BbiNoONHeH nonb3osaTenem kluser.

3. YkaxuTe CTPOKy 3arnycka ckpunTa B kayecTBe 3HayeHusi napameTpa NotifyScript. Hanpumep, ecnn ckpunt 6bin
coxpaHeH B dawvine /usr/local/bin/notify.sh, n ero 3anyck AOMKeH BbIMNONHATLCA NpU BNOKMPOBaHNM OOBLEKTOB,
obpabaTbiBaeMbIXx MO NpaBunaMm rpynnbl MO yMOnuYaHuioo, 3adanTe cregyollee 3HayeHWe napameTpa
NotifyScript B cekuun [icapserver.notify]:

[icapserver.notify]

NotifyScript=/usr/local/bin/notify.sh

OncTpnbyTnB nporpamMmbl  COAEPXWUT Habop LWabnoHOB YBEAOMMEHWN, KOTopble MOryT ObiTb WMCNOMb30BaHbl NpU
co3faHun ckpunToB., B aupektopun /opt/kaspersky/kav4proxy/share/notify.

PEXXUMbI PABOTbI NPOrPAMMbBI

B 3aBMCMMOCTM OT COCTOSIHUSI nuueH3un u 6a3 AHTuBMpYc Kacnepckoro MoxeT paboTaTb B OQHOM U3 CriefytoLimx
PEXUMOB:

e OCHOBHOIN peXuMM — MONHOYHKLUMOHANbHBIN pexuM paboTbl AHTMBMpYca Kacnepckoro. B aTom pexume
nporpamMa BbINOMHAET aHTUBMPYCHYIO MNPOBEpKy Tpaduka MpoKCU-CepBepa W, €eCcnv 3afaHo, IeveHve
3apaxeHHbIX OO BEKTOB.

e Be3 OGHOBMEHUSI — PEXMM, UCMOSb3yeMbli AHTUBMPYCOM Kacnepckoro mocrie UCTeYeHUst cpoka AencTBust
ucrnonb3yemoi nuueHsun. B aTom pexume AHTMBMpYC Kacnepckoro BbIMOSHAET aHTUBUPYCHYIO MPOBEpPKY
Tpadvka MpPOKCU-CepBepa W, €Cnu 3adaHo, JleYeHWe 3apaxeHHbIX OGBLEKTOB C MCMofb3oBaHueM 6a3s,
aKTyarbHbIX Ha 4ATy OKOHYaHUS NULEH3NUN.

o bBe3 nuueH3nmn — pexunm, ncnonbsyemoii AHTUBMPYcoM Kacnepckoro B TOM Crnyyae, ecriv He yCTaHOBIEeH dhann
Krnoya mnu npowusoLuna owmbka npu 3arpyske nHdopmaumm o6 ncnonb3yemon nuueHsun. B atom pexume He
BbINOMHSAETCA aHTMBMpYCHasi MNpoBepka Tpadmka MpOKCU-cepBepa, a KO BCEM O0ObeKTam MnpUMeEHSsIETCS
nencteue, onpegeneHHoe napametpom LicenseErrorAction.

e bBe3 aHTMBMpPCHBbIX 6a3 — pexuMm, ucnomnb3yembld AHTMBMPYcOM Kacnepckoro B TOM crny4vae, €cnv He
ycTaHoBneHbl 6asbl unu npomsowwna owwubka npu 3arpyske 6a3. B 3ToM pexume He BbINOMHSETCS
aHTMBMpYCHasi npoBepka Tpaduka MpoKcu-cepBepa, a Ko BCeEM OObeKkTam MpUMeHsieTcs AelcTBue,
onpegeneHHoe napametpom BasesErrorAction.

PEXUMbI PABOTbI C MPOKCU-CEPBEPOM no ICAP-
NMPOTOKONY

Pexum pabotbl AHTUBMpPYca Kacnepckoro ¢ npokcu-cepBepom onpepenserca napametpom AnswerMode B cekuum
[icapserver.protocol] KOHMUrypauuoHHOro damna kav4proxy.conf, KOTOpbIi MOXET MNpuUHMMaTbL cnegyowne
3HaYeHUs:

e partial — B gaHHOM pexume AHTMBUpPYC Kacnepckoro ¢ nepuoaMyHOCTbIO, OMpeaenseMo napameTpom
MaxSendDelayTime, BbINONHSIET OTNpaBKy NPOKCU-CEPBEPY YacTew npoBepsiMoro obbekta Anst fanbHeunLen
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nepedayn ux nonb3osaTtento. MocneaHss YacTb 06bekTa nepefaeTcs Nonb3oBaTeslo Wb NOCcne 3aBepLUIeHUs
aHTUBMPYCHOI NPOBEPKN OGBEKTA, U TONMBKO €CNU COrMacHo MoSly4YeHHOMY CTaTyCy K OGBEKTY HE MpUMeEHsieTcs
devictee deny. Ecnu k o6bekTy npumeHsieTcs geinctBue deny, TO B AaHHOM pexuMe MoJfib3oBaTentio He
BbICbINaeTcs WabnoHHbIN gaiin (cM. cTp. 36), a NPOCTo paspbiBaeTcs coeanHeHMe.

OnucaHHbIV pexuM yaobeH npu ckaumBaHun chaiinoB GonblIOro pasmepa, Tak Kak npu 3ToM ronb3oBaTernb
HauMHaeT nonyyaTb OOBEKT elle A0 3aBepLUeHUs aHTMBUPYCHOW MPOBEPKM, MHaye MNomnb3oBaTenb MOXeT
pasopBaTb coenHEeHVe He JOXAaBLUMCh OTBETa.

e complete — B atom pexume AHTUBUPYC Kacnepckoro Bo3BpallaeT o6beKT NpPoKCU-CepBEPY ANSA AarnbHenen
nepefayn ero nonb3oBaTento NUb MOCre TOro Kak OH OydeT MOMHOCTBbIO 3arpykeH M MPOBEpPEeH U ecnu
cornacHo mnoryyYeHHOMy cTaTycy K OObekTy He npumeHsietcsa feiicteue deny. Ecnv no pesynbtatam
aHTUBMPYCHOW MNpOBEPKM K OOBbEKTy npumMmeHsieTcs AdelcTtBue deny, TO BMECTO 3anpolleHHOro obbekTa
nosnb3oBaTeNio BO3BpaLLAeTCs WabnoHHbIN hann (cm. cTp. 36).

Mpu ncnonb3oBaHuM pexmma complete cnegyet yuntbiBaTh, YTO MOCne Lienyka no obbekty B Gpay3sepe,
nonb3oBaTento He OyaeT BbIBEAEHO OKHO C NPeasioKeHNEM COXpaHUTb OOBLEKT UM OTMEHUTL 3arpysky [0 Tex
nop, noka o6bEeKT He ByaeT NOMHOCTLIO 3arpyxeH NPoKCU-cepBepoM U npoBepeH AHTUBMpPYcoM Kacnepckoro.
OTMeHUTb 3arpysky Nosib3oBaTerb MOXET, NULLL 3aKpbIB OKHO Opay3epa 1 pasopBaB TEM CaMbiM COEAVHEHUE.

BEOAEHUE CTATUCTUKM PABOTbI NMPOrPAMMbI

AHTMBMPYC Kacnepckoro npegocTaBnseT agMMHUCTPATopy ABa BUAA CTaTUCTUYECKON MHpopmMaumu:
e  CcTaTWUCTWKA MO pe3ynbTaTtam aHTUBUPYCHOWN NPOBEPKN N 06paboTku;
e 06wasa ctatuctuka pabotbl AHTMBMPYCa Kacnepckoro.

[lna 3anucu cTaTMCTUMKM aHTMBMPYCHON 0B6paboTkm MOXeT ObiTb MCNOMb30BaH Kak MoKamnbHbIA hann, Tak U ceTeBoun
cokeT. [ina Toro 4To6bl HAacTpouTb AHTUBMPYC Kacnepckoro Ha 3anucb CTAaTUCTMKM B NOKambHbIN dann, ykaxute nyTb K
AaHHOMy dhanny B KadyecTBe 3HadeHus napametpa AVStatisticsFile. [Ins 3agaHua ceteBoro cokeTta CrnyxuT napameTtp
AVStatisticsAddress.

Kaxgas cTpoka B co3faHHOM (paiine cTaTUCTukM ByaeT cogepxaTb MHopmaumio 06 o4HOM MPOBEPEHHOM O6bekTe B
cneaytoliem dopmare:

<LEN><tab><RESULT><tab><METHOD><tab><ICAP CLIENT IP><tab>
<HTTP_ USER NAME><tab><HTTP USER IP><tab><URL>, rge <tab> - cumBon Ta6yn9|u|/|v|.

3HayeHunsa Kagoro n3 napaMeTpoB NPUBEAEHDLI B Tabnuue Huxe.

Tabnuya 1. lNapamempbl cmamucmuku

CVMBONIMYECKOE UMS 3HAYEHMUE
<LEN> OnuHa 3anpoca, B 6anTax.
<RESULT> PesynbTaT aHTMBMPYCHOW NPOBEPKM 0OBbEKTa.
<METHOD> Pexum obpabotku ICAP-3anpoca (RESPMOD unu

REQMOD).
<ICAP_CLIENT_IP> IP-apgpec ICAP-knneHTa, 3anpocuBLLETO OOBHEKT.
<HTTP_USER_NAME> Mms HTTP-nonb3oBaTens, 3anpocuBLLErO OOBHEKT.
<HTTP_USER_IP> IP-agpec HTTP-nonb3oBaTens, 3anpocuBLLErO OOBHEKT.
<URL> URL 3anpolueHHoro obbekTa.
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Ecnv no kakmm-nmbo npuumHam BbiBoA oT4yeTa 06 06paboTaHHOM 06bekTe HEBO3MOXEH, MHGopMauns 06 obbekTe He
dukcmpyeTcs.

MomMUMO CTaTUCTUKM aHTUBMPYCHOW MNpoBepkn AHTMBUPYC Kacnepckoro Takke WCnonb3yeT creuunarnbHble CYETHMKW,
npefocTaBnslowmne craTucTudeckylo uMHdopmauuio no pabote AHTuBMpyca Kacnepckoro. [Ons BbiBoga 3HadeHWi
cyeTymkoB B (pann cnyxuT napameTp CounterStatisticsFile koHdurypauvoHHoro canna nporpammel. B ykasaHHOM
arine 6yayT rKCUpoBaTLCS MOKA3aHUSI CHETHMKOB, OMMCaHHbIX B Tabnuue Huxe.

Tabnuya 2. Cuemyuku pabombi AHmusupyca Kacrnepckozo
CYETUYMK OMUCAHUE
Total_requests OO0uwee konn4ecTBO 06paboTaHHbIX 3aNpPOCOB Ha
NpOBEPKY.
Infected_requests KonuuyecTtBo 3anpocos, 06paboTka KOTOpbIX BbisiBUNa

MHPULMPOBAHHbIE UMK NOAO03PUTENbHbIE OGBLEKTLI, a
Takke 06BbEKTbI, CoaepKaLme K4, MOXOXMiA Ha Kog
M3BECTHOro BUpYca.

Protected_requests KonnyecTtBo 3anpocos, 06paboTka KOTOPbIX BbiBUNA
3aLUMLLEHHbIE OOBEKTBI.

Error_requests KonnyecTtBo 3anpocoB, 06paboTka 06BbEKTOB KOTOPbIX
3aBepLunnach oLM6KoN.

Proccessed_traffic ObLwwee konmyecTBo 0bpaboTaHHOro Tpadmka, BKMoYas
cnyxebHbin (B8 MB).

Clean_traffic OO0Lwee konNM4ecTBO He3apaxeHHoro Tpaduka (B MB).

Infected_traffic OO0Lwee konuyecTBo 3apaxkeHHoro Tpaduka (B MB).

Traffic_per_min CpeaHee konunyectso MB B MUHYTY.

Request_per_min CpeaHee konum4yectBo obpaboTaHHbIx ICAP-3anpocoB B
MUHYTY.

Engine_errors KonnyecTtBo ownboK, BO3HUKLLMX Npu paboTte
aHTUBMPYCHOTO sapa.

Total_connections KonnyecTtBo akTnBHbIX coeamHeHun ¢ ICAP cepsepom.

Total_processes O6LLiee KONMYECTBO 3aMyLLEHHbIX NPOoLLEeccoB 06paboTku

3anpocoB nosib3oBaTesnien.

Idle_processes KonuuyecTtBo npoueccoB 06paboTku 3anpocos,
HaxXoOALMXCS B COCTOSIHUMN OXUOAHUS.

NMAPAMETPbl ®OPMUPOBAHMUA OTUYETA

Pesynbtathl paboTel AHTMBMpPYCa Kacnepckoro chmKeupyoTca B OTYeTEe, KOTOPbIM BbIBOAUTCH B nor-chann AHTuBMpyca
Kacnepckoro B TekctoBom chopmate (napameTp ReportFileName cekunn [icapserver.report]) NMbo B CUCTEMHbIN
XypHan (syslog). Ecnu 3HauenHmem napameTtpa ReportFileName saBnsetca nycrtas crtpoka (ReportFileName=),
nHgpopmauumsa o pabote AHTuBMpYca Kacnepckoro He dmkcupyeTcs.

O6beM BbIBOAMMOW MHpOpPMaLMU Bbl MOXETE OTKOPPEKTUPOBATb MyTEM M3MEHEHWS YPOBHS AeTanu3auun oTyeTa
(napameTp ReportLevel B cekumn [icapserver.report]).

YpoBeHb feTanusauuu npeacraendet cobor uucro, onpefenstoulee cTeneHb KOHKpeTusaunum nHdopmaumm o pa60Te
KOMMNOHEHTOB B oT4yeTe. Kaxabin I'IOCJ'Ie,D,yPOLLI,VIVI YPOBEHb BKIO4YaeT B cebs WMHopmaLuio npeabigyulero 1 HeKOTopyro
AONONTHUTENDBHYIO.

Bo3moxHble YPOBHU AeTannsauunm ot4yeTa nepe4vncneHbol B Ta6n|/|u,e HUXe.
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Tabnuuya 3. YpoeHu demanusayuu omyema
YPOBEH | HA3BAHME BYKBEHHOE 3HAYEHME
b YPOBHSA OBO3HAUYEHME
YPOBHS
0 Fatal Errors F MHdopmaumsa TomnbKo 0 KpUTUYECKUX oLLInMbKax (owmbkax,

KOTOpble NPMBOAAT K 3aBepLUEHN0 paboTbl NporpaMmel 3-3a
HEBO3MOXHOCTM BbINOMHEHNS KaknX-Nnbo AeiCTBUNA).
Hanpvmep, KOMNOHEHT 3apaxeH unv npomsoLuna ownbka npu
WHMLManm3aumu, 3arpyske 6a3 u ainos Knoyen.

1 Errors E WHopmaLumsa o npounx owmbkax, B TOM YUCne u He
NPUBOAALLMX K 3aBEPLLEHUIO PabOoTbl KOMMOHEHTOB; HaNpUMep,
MHpopmauusa 06 owmbke NpoBepkn obbekTa.

2 Warning W YBegomneHust o cobbiTUsAX, B pe3ynbTaTe KOTOPbIX MOXET
NPOU30NTK 3aBepLLEHNE paboTkl Nporpammel (MHpopmaLmsa 06
McTeYeHUn cpoka AencTBus dparna knoya, 06 oTcyTCcTBMU
cBoboaHOro MecTta Ha gucke).

3 Info, Notice BaxxHble coobLLeHnsa MHOPMaLIMOHHOIo XapakTepa; Hanpumep,
WHdOPMaUWsi O TOM, 3anyLLEeH JM KOMMOHEHT, NyTb K
KOHGUrypaumoHHomy charny, o6ractb NpoBepku, MHpopMaLums
0 6asax, o dhannax KnoYewn, pesynbTupytoLlasi ctTaTucTvka.

4 Activity A CoobLeHus o npoBepke hannos B COOTBETCTBUN C YPOBHEM
JeTtanusaumm otyeTa.

9 Debug D Bce coobLeHns oTnagoyHoro xapakrepa.

WHbopmauusi 0 Kputudeckux owmbkax B paboTe KOMNOHEHTa BbIBOAUTCS BCEraa, BHE 3aBUCMMOCTU OT YCTAaHOBIIEHHOMO
YpOBHSA AeTanusaumu. OnNTuManbHbIM YPOBHEM SIBMSIETCS YPOBEHb 4, KOTOPbLIN 3a4aH Mo YMONYaHuio.

CoobLueHna NHPOPMaLMOHHOTO XapakTepa MOXHO pas3faennTb Ha crieayoLwme BUabl:
e coobLeHus], CBA3aHHbIE C aHTUBUPYCHOW NPOBEPKOW;
e coobLeHus], cBA3aHHble C (PYHKLMOHMPOBaAHWEM NPOrpaMMbl.

Hanpumep, npu 3anvcu B OT4eT MHopMauun o pesynbTaTax aHTUBMPYCHOW NMPOBEpPKM obbekTa ByaeT ncrnonb3oBaH
cneayowmn popmart:

<DD-MM-YY HH:MM:SS> <REPORT LEVEL> <METHOD> <ICAP CLIENT IP> <HTTP_USER NAME>
<HTTP_USER IP> <URL> <RESULT>

3HayeHus kaxgoro U3 napaMmeTpoB NpvBedeHbl B Tabnuue 4.

Tabnuya 4. lMapamempsi 3anucu 8 omyeme
CVMBOJIMYECKOE UMS 3HAYEHMUE
<DD-MM-YY HH:MM:SS> [aTa n Bpemsa cosgaHua 3anucu B oopmate, 3afaHHOM
napameTtpamu DateFormat n TimeFormat.
<REPORT_LEVEL> BykBeHHOe 0003Ha4YeHme ypoBHs AeTanusauum otyeTa.
<METHOD> Pexum obpaboTkm ICAP-3anpoca (RESPMOD unu
REQMOD).
<ICAP_CLIENT_IP> IP-agpec ICAP-knueHTa, 3anpocuBLLEro OOBEKT.
<HTTP_USER_NAME> Wmst HTTP-nonb3oBaTens, 3anpoCcyBLLErO OOBHEKT.
<HTTP_USER_IP> IP-agpec HTTP-nonb3oBaTens, 3anpoCcMBLLErO OOBHEKT.

<URL> URL 3anpolueHHoro obbekra.
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CMMBOJIMYECKOE UMSA 3HAYEHME

<RESULT> PesynbTaT aHTUBMPYCHOW NpoBepKkn obbekTa.

CO30AHME ®AUNOB AAMMNA AN OBHAPYXXEHMA
OLWLUBOK

[ina Toro, 4To6bl akcnepThl JlabopaTopun Kacnepckoro nomornu BaM Kak MOXHO OGbiCTpee BbIACHUTb NpuyMHy cbos B
pabote AHTuBMpyca Kacnepckoro, mm noHagobutca dpann gamna namsatu. Pamnel gamna namatn (MHadve — dannbl
aApa) co3fatTcs BO BPEMS aBapuUMHOIO 3aseplueHns paboTbl nporpammbl. Co3gaHue dannos gamna no yMOm4aHuio
OTKIIOYEHO.

[Ona BknoveHnss cosganns gpannoB gamna 3agante nyTb /var/log/kaspersky/kav4proxy/core/ B kayecTBe 3HayeHMs
napameTpa CorePath B cekuun [icapserver.path] koHcurypauymoHHoro danna AHTuBmMpyca Kacnepckoro.

YpooctoBepbTeCb, 4YTO pasfden, Ha KOTOpoM pasMelleHa aupektopusa /var/log/kaspersky/kav4proxy/core/ wmeet
[ocTaTo4yHO cBOOOAHOro MecTa Ans coxpaHeHust haiyioB gamna.

[nsa cuctem Ha 6a3e FreeBSD Takke Heo6x04MMO BHECTU U3MEHEHMS B napameTpbl sgpa cuctemsl. [1ns aToro BBeAnNTE
cnenyoLyo KomaHay ¢ nosfiHoOMoO4MsaMU norb3oBartens root:

# sysctl -w kern.sugid coredump=1

Mocne aToro B crnyvyae aBapuHOrO 3aBepLleHWst paboTbl Mporpammbl Aamn namsaTu GygeT co3daH B AMPEKTOpun
/var/log/kaspersky/kav4proxy/core/.

[nsa cuctem Ha 6a3e FreeBSD cnefyeT OTKAOYMTL co3gaHme ¢hannoB gamna nocrie Ux UCnonb3oBaHUs U OTMEHUTb BCe
BHECEHHbIE UBMEHEHMSA B 94p€e CUCTEMbI. [N 3TOro BbINOSIHUTE crnenyroulyo KomaHay:

# sysctl -w kern.sugid coredump=0

HACTPOUKM OANSA NPUEMA UHTEPHET-PAOUOCTAHLIUA

AHTUBUpPYCHasA nposepka Tpadumka, CO3AaHHOrO WMHTEPHET-PaAUOCTaHUMAMWU MOXET npepbiBaTb MOTOK AaHHbLIX WUx
paboTy npokcu-cepeepa. OTO YCNOXHAET NPOCMyLIMBAHME Paavo Yepe3 UHTepHeT. [ns pelweHus AaHHoW npobnembl
peKkoMeHAyeTCs UCKIMIOYMTb Takon Tpaduk 13 npoeepkn ¢ nomoLubio napametpa ExcludeMimeType:

[icapserver.filter]

ExcludeMimeType="audio/mpeg$
ExcludeMimeType="application/vnd.ms.wms-hdr.asfvl$
ExcludeMimeType="application/x-mms-framed$

MpvBeOeHHbIE Bbille HACTPOWKM MO3BOMSOT WCKMYUTL M3 MPOBEPKM MOTOKM AaHHbIXx B ¢dopmatax MPEG, ASF u
Microsoft Windows Media.

OoOnTMnN3ALUA PABOTbl AHTUBUPYCA KACNEPCKOIO

Pa60Ty AHTI/IBI/IpyCEl Kacnepckoro MOXHO ONTMMU3MPOBaTb C LENbio YMEHbLUEHUA BpeMeHN OoTBeTa MNoJfib3oBaTesno u
CHWXXEeHUA Harpy3kn Ha CeTb. OCHOBHbIMUY NPUYNHaAMUN CHUXEHUA 6bICTpO,D,el7ICTBVIF| ABNAKOTCA:
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e nepeckinka 6onbluoro o6beMa AaHHbIX Mexay Npokcu-cepeepom u AHTMBUPYcoM Kacnepckoro;
e  MpOBEpKa BCEX TUMOB OGBLEKTOB.

Onsa cHwkeHWs1 Harpy3ku Ha ceTb AHTMBMpYC Kacnepckoro noaaepxuBaeT Bo3moxHocTe otBeTa 204 No Content (cwm.
cTp. 44).

[nsa npepgoTBpaLleHnst NPOBEPKU HEKOTOPbIX TUMNOB 06 bEKTOB MOXHO HACTPOUTL UCKIIOYEHUS (CM. CTp. 44).

CHWMXEHME HAIrPY3KU HA CETb

B xoge pabotbl AHTMBMpYca Kacnepckoro BO3MOXHbI CUTyauuu, koraa obbekT, nepefdaHHbll C MpOKCU-cepBepa, He
TpebyeT mMoaudukaumu (Hanpumep, o6bEKT HesapaxeH). Ecnu paGoTta AHTUBMpYca Kacnepckoro ¢ npokcu-cepBepom
opraHu3oBaHa B «MOSIHOM» pexume (cM. cTp. 39), To NpoBepeHHbIN 06BbEKT GyaeT nepedaH NPOKCU-CEPBEPY MOMHOCTLIO.

Ecnu xxe AHTuBUpYC Kacnepckoro paboTaeT B «4acTUHHOM» pexume (cM. cTp. 39), a pa3mep 06bekTa 4OCTaTOYHO Mar,
TO NpoBepka 06bekTa MOXET 3aBepLUNTLCS A0 ucTedveHus nepuoga MaxSendDelayTime. B aTom crnydae 06bekT Takke
OyaeTt nepenaH NpoKcu-cepBepy NOMHOCTHLIO.

M3bexaTb HEHY)XHOW Nepechbinku AaHHbIX MOXHO C MOMOLbK mcnonb3oBaHust otBeTta 204 No Content. [na atoro
npuceonte 3HayeHue true napameTtpy Allow204 B cekuuMm [icapserver.protocol] KOHUrypauuvoHHoro canna
AHTUBUpYca Kacnepckoro. Mocne 3Toro, ecrnum OOGbLEKT He Obin M3MEHEH B XOOE€ aHTMBUPYCHOW MPOBEPKM, BMECTO
nornHoro o6bekTa AHTMBMPYC Kacnepckoro otnpasut ctaHaapTHbin otBeT 204 No Content.

HACTPOMKA UCKIMIOYEHUA

OpHum n3 cnocoboB onTumMusauum paboTtbl AHTUBUPYca Kacnepckoro SBnsieTCA HacTpOWKa UCKMYEHUA U3 NMPOBEPKU.
Bo3moxkHa HacTporika Tpex TUMOB UCKMOYEHWIA:

e 0 TUNy 06bEKTA;
e MO agpecy, C KOTOPOro NMOCTYNaeT OObLEKT;
e 0 pa3mepy oGbekTa.

B cnyuyae obpaboTku ncknodeHmst no agpecy obbekTa, AHTMBUPYC Kacnepckoro npoBepsieT agpec, C KOTOPOro nonyyeH
00bekT, Ha cooTBeTcTBME 3HAYeHuto napameTtpa ExcludeURL cekumm [icapserver.filter] KOH(UrypaumoHHOroO
arina nporpammbl. Ecnv cooTBETCTBME YCTaAHOBMEHO, TO aHTMBMPYCHAs MPOBEpKA HEe MNPOW3BOAMTCH, U KITUEHTY
oTtnpaensietcs oteeT 204 No Content.

B cnyyae 06paboTku uckntoveHus no tuny obwekTa, AHTMBMpPYC Kacnepckoro aHanmaunpyeT Tvn (no 3HadeHnto Content-
Type) nonyyeHHoro obwbekta. Ecnn 3HaveHue napameTtpa ExcludeMimeType cekumm [icapserver.filter]
KOHpurypaumoHHoro daiina kav4proxy.conf coBnagaeT co 3HadeHuem nonsi Content-Type o6bekTa, TO aHTUBMpPYCHast
npoBepKka He NPon3BOAMTCH, U KNneHTy oTnpaenseTcs oteeT 204 No Content.

B cnyyae obpaboTku ucknodeHnss no pasmepy obbekta AHTMBMpPYC Kacnepckoro npoBepsieT pasMep obbekta (no
3HavyeHuto nonsa Content-Length HTTP-3aronoeka). Ecnn pasmep ob6bekTa npeBbilaeT 3HavyeHWe napameTpa
MaxReqgLength cekumm [icapserver.filter] KOHGUrypaumoHHOro davina kav4proxy.conf, TO aHTUBMUPYCHasi
npoBepka He NPon3BOAMTCSH, U KNneHTy oTnpasnseTca oteeT 204 No Content.

[na NOmnHOLEHHOro MCnonb3oBaHMs UCKIIOYEHUA HEOOXOAMMO BKMOUUTL NOAOEPXKKY BO3MOXHOCTM preview. [laHHas
BO3MOXHOCTb Mo3BonsieT AHTMBMpPYCYy Kacnepckoro nonyyntb Havano obbekta BMECTO MOSlydeHusi BCEro OObekTa
uenvkoM. Ha ocHoBaHun HTTP-3aronoBkoB, cogepxallmxcs B NepBoi Yactn obbekTa, AHTUBMPYC Kacnepckoro cMoxeT
3(pheKTMBHO BLIMONHUTL unbTpaumio obbekta. B cnyvae, ecnu ob6bekT nonagaeT nofd npasuna unbTpauuu,
AHTMBMpPYC Kacnepckoro octaHaBnMBaeT ganbHelwee nonyyeHve obbekta n nocbinaet oteeT 204 No Content. Takum
o6pa3om JoCTUraeTcsi CyLLeCTBEHHOE YMEHbLUEHUE Tpadmka Mexay Npokcu cepBepoM n AHTMBMpYcom Kacnepckoro —
YTO NO3BONSIET NOBLICUTbL BbICTPOAENCTBUE.

Pasvep nepBon 4yactm obObekta onpegensietcda napametpoMm PreviewSize, koTopbii onpegeneH B cekumu
[icapserver.protocol] KoHdUrypaumoHHoro cpanna kav4proxy.conf. Ona BKOYEHUS BO3MOXHOCTU Preview,




YOANEHME NPOrPAMMbI

HeOOX0AMMO COOTBETCTBYHOLLMM 0Opa3om CKOHGUrypupoBaTtb Mpokcu cepsep. Ona Squid Hanuume pexnma Preview
onpegensieTcsa onuuen icap_preview_enable, koHurypaumnoHHoro cdanna Squid.

YOAJNEHME NMPOIrPAMMBI

Umobbi ydanume AHmusupyc Kacriepckoeo ¢ cepeepa ol yrpaesieHuemM ornepauyuoHHol cucmembi Linux,
8bIrnoniHume o0Ho u3 cnedyroujux deticmaul:

¥

e Ons ypanexust AHTuBmpyca Kacnepckoro, ycTaHOBNEHHOro U3 rpm-nakeTa, B KOMaHAHOW CTPOKe BBeAUTeE:
# rpm -e <umMma_gmcTpubyTUBa>

e ansa yaaneHuns AHTuBMpyca Kacnepckoro, yctaHOBNeHHoro n3 deb-naketa, B KOMaHOHOW CTPOKe BBEAUTE:
# dpkg -r <uMa_ mucTpubyTusa>

Umobeki ydanums AHmusupyc Kacrniepckoeo ¢ cepeepa rod ynpasneHuem onepayuoHHou cucmems! FreeBSD,
8bInoniHUMme credyruyto KomaHoy:

¥

# pkg delete <uma amcTpubyTuBa>

Mpoueaypa yaaneHua AHTMBUpYca Kacrnepckoro BbIMOMHAETCA aBTOMAaTMYeCcKU W BKMYaeT nocrnenoBaTenbHoe
BbIMNOMHEHNE creayloLwmxX AeACTBUIA:

1. YpaneHue cron-3agayn obHOBNEHUsI aAHTUBUPYCHbIX 6a3 un3 crnucka 3agad nonb3osarens kluser.

2. YpaneHve MW3MEHEeHUIN, BHECEHHbIX B KOHMUrypauWoOHHbLIN ann MpoKcu-cepeepa U nepesanyck MnpoKcu-
cepsepa.

3. OctaHoB cepBKCOB NporpaMmel.
4. OrTkaTt permcTpauum aBToMaTM4eCcKoro 3anycka CepBMCcOB NPOrpaMMbl B CUCTEME.
5. YpaneHue BpeMeHHbIX (halrioB Unun AMpeKTopui, Co3aaHHbIX B npouecce pabotel AHTMBMPYCca Kacnepckoro.

6. YpaneHnuwe dannoB nporpaMmmbl: yaanawTca Bce AMpekTopun u dannbl AHTMBMpPYCca Kacnepckoro, Bkodas
6a3bl, ycTaHaBnuBaemble C MakeToM. VIckniovyeHnem SBNSATCA OT4YeThl, KOHMUrypauuoHHble dannbl 1
OVPEKTOPUS PE3EPBHOIO KOMMPOBAaHUS, UX yaarneHne He NpoM3BoANTCS.




NMPOBEPKA KOPPEKTHOCTU HACTPOMKMU
AHTUBUPYCA KACINEPCKOIO

Mocne ycTaHoBKM U HAcTpoVikn AHTUBKpPYca Kacnepckoro Bbl MOXETe NMPOBEepUTb C NMOMOLLbIO TECTOBOTO «BUpYyca» U ero
mMoandUKaLMiA, NPaBUMIbHO NK BbIMOSTHEHa HACTPOiika MapaMeTpoB.

B 3TOM PA3[ENE

TecToBbI «BUPYC» EICAR 1 €70 MOOMMIMKALIMM ... .eeeeieeieeeeiiieeeeeieeeeeeeeeeanteeeeeaneeeeesmneeeeansaeeeaanseeeeamneeeeaanteeesanneeaesnneeean 46

[MpoBepka KOPPEKTHOCTU HACTPOMKN aHTUBUPYCHOMN NPOBEPKN HTTP-TPAMMKA .....oooeiiiiiiiiiiiiaeee e 47

TECTOBbIU «BUPYC» EICAR 1 Ero MOOAU®UKALIUM

TecToBbIV «BUPYC» ObIN cneumanbHO pa3paboTaH opraHnsaumen eicar (The European Institute for Computer Antivirus
Research) ons npoBepku paboTbl aHTUBUPYCHbIX MPOAYKTOB.

TectoBbin «Bupyc» HE ABJITAETCA BUPYCOM un He coaepXuT nporpamMHOro kopga, KOTOpbI MOXET HaBpeauTb
BaLLeMy KOMMbOTEPY, NPy 3TOM BONbLUMHCTBO NPOAYKTOB aHTUBMPYCHbLIX KOMNaHWA-NponssoanTenen naeHTUULUNPYOT
€ro Kak BUpyc.

Hwkorga He I/ICI'IOJ'Ib3yI7ITe B Ka4yeCTBe NpoBepKu pa6OTOCI'IOCO6HOCTI/I aAHTUBUPYCHOIoO NpoAdykKTa HacTodlimne BVIpbeI!

3arpy3utb TECTOBbIN «BUPYC» MO>HO c oduymnansHoro canTa opraHusauum EICAR:
http://www.eicar.org/anti_virus_test file.htm.

Mepen 3arpyskoli HEOOXOOUMO OTKIMOYUTL aHTMBUMPYCHYIO 3aluTy, NockonbKy dann anti virus test file.htm 6ypet
naeHTUULMpoBaH u o6paboTaH NPUOXKEHNEM Kak 3apaKeHHbli 06beKT, nepemeltaemelin no HTTP-npoTokony.

He 3a6yabTe BKMIOYATL aHTUBMPYCHYIO 3aLLUMTY cpa3dy Mocre 3arpy3ku TECTOBOIO «BUpYCay.

MpunoxeHve naeHTuduumpyeT dainn, 3arpy>eHHbli ¢ canta komnaHun EICAR kak 3apaeHHbIi 06bekT, cogepxaluui
HenoABepPXKeHHbIN NeYEHUI0 BUPYC, U BLINOMHSAET AENCTBME, YCTaHOBNEHHOE ANA Takoro oobekTa.

Bbl Takke MoXeTe MCnonb3oBaTh MOAMMUKALMKN CTAaHOAAPTHOIO TECTOBOIO «BMUpyca» AN NpoBepkU paboTbl AHTUBMPYCA
Kacnepckoro. [ns aToro cnegyeTt U3MEHUTb COAEpXKaHUe CTaHA4apTHOro «BuUpycay, A06aBMB K HEMY OAMH U3 NPedUKCOB
(cm. Tabnuuy ganee). [ins co3gaHns moandukaumin TECTOBOMO «BMpyca» MOXET UCMONb30BaTbCs MoOOV TEKCTOBLIA UNN
rmnepTeKCToBbIN peaakTop, Hanpumep, Microsoft BnokHoT, UltraEdit32, n 1. a.

Bbl MOXeTe NpoBepsiTe KOPPEKTHOCTb PabOTbl @HTUBMPYCHOIO MPUMOXEHUS C MOMOLLbIO MOANMULIMPOBAHHOMO «BUpYCa»
EICAR TonbKko npu HanuM4mMm aHTMBMPYCHbIX 0a3, AaTMpoBaHHbIX He paHee 24.10.2003 (kymynaTuBHoe OGHOBReHne —
OkTa6pb, 2003).

B nepBoi rpace npuBedeHbl NpeduKcbl, KoTopble criegyeT Ao6GaBWTb B Hayamno CTPOKM CTaHOapTHOrO TECTOBOTO
«Bupyca». Bo BTopoi rpache nepeuyncrieHbl BCe BO3MOXHble 3Ha4YeHWs cTaTyca, NpUcBanBaeMoro AHTUBMPYCOM
Kacnepckoro oGbekTy no pesynbrataMm NpoBepku. TpeTbsl rpadpa coaepkuT MHopMaumio 06 o6paboTke NPUNOXEHNEM
06BbEKTOB C YyKasaHHbiM cTaTycoMm. O6pallaem Bale BHUMaHWe, 4YTO JdeicTBus Hag obbekTamu onpegensoTcs
3Ha4YeHusIMM NapameTpoB AHTUBMPYca Kacnepckoro.

Mocne pobaBneHusi npedukca K TECTOBOMY «BMPYCY» COXPaHWUTE MOMyYeHHbI ann, Hanpumep, NOA4 WMEHEM:
eicar_dele.com. Jante aHanorm4Hble Ha3BaHUs BCEM MOANMDULMPOBAHHBIM «BUPYCaM.



http://www.eicar.org/anti_virus_test_file.htm

NMPOBEPKA KOPPEKTHOCTU HACTPOUKU AHTUBUPYCA KACNEPCKOro

Tabnuya 5. Moodugukayuu mecmogoeo «8upyca»
MPE®UKC CTATYC OB BLEKTA MH®OPMALIUSI OB OEPABEOTKE OB BEKTA
Mpedmke 3apaxeHHbIN. AHTMBMpYC Kacnepckoro naeHTndmumpyeT AaHHbIi 06 BEKT Kak
OTCYTCTBYET, BUPYC, HENOABEPXKEHHbIN NEYeHuIo.

CTaHZapTHbIN

TECTOBbIN « BUPYC».

OOBbEeKT copepXxut
KOA U3BECTHOIO
Bupyca. llevyeHue

Mpn nonbITKe NneveHus 00bekTa BO3HMKaET OLNOKa; npuMeHaeTca
nencreue, YCTaHOBJ1IEHHOE ANA HENn3Nne4YnmblixX 0OBHEKTOB.

HEBO3MOXHO.

CORR- MoBpexAaeHHbIN. AHTUBUPYC Kacnepckoro nony4un Joctyn K o6bekTy, HO He cMor
NpPOBEPUTL €ro, NOCKONbKY OO BEKT NoBpexaeH (Hanpuvep,
HapyLleHa CTpykTypa 00bekTa, HeBepHbIN chopmat danna).

WARN- Mopo3putenbHbIN. O6beKT NpM3HaH NOA03PUTENBHBIMU C UCMONb30BaAHNEM
3BPUCTMYECKOTO aHanusatopa. Ha MomeHT o6HapyxeHus 6asbl

OO6beKT cogepxut
AHTUBUpYCca Kacnepckoro He coepaT onucaHus npoueaypbl
KOA HEM3BECTHOTO neyvyeHnst faHHOro obbekTa.
Bupyca. JleyeHve
HEBO3MOXHO.
Mopo3putenbHbLIN. AHTUBUPYC Kacnepckoro obHapyxun yactuyHoe coBrnageHue
yyacTka koga obbekTa C y4acTKoM Kofa u3BecTHoro Bupyca. Ha
O6bekT cogepxuTt
. | MOMeHT obHapyxeHuns 6a3bl MPUNOXEHNS He coaepXaT onncaHns
MOAMPMUMPOBAHHEI npoueaypbl Ne4YeHns 4aHHOro oobekTa.
KOf, U3BECTHOIO
Bupyca. lledyeHue
HEBO3MOXHO.

ERRO- Ownbka npoBepkun. | MNpu npoBepke o6bekTa BO3HUKNA ownbka. AHTMBMPYC Kacnepckoro
He CMOT MoNy4nTb AOCTYN K 06 bEKTY: HapyLleHa LenoCcTHOCTb
obbekTa (Hanpumep, HEeT KOHLa MHOrOTOMHOrO apxusa) nmbo
OTCYTCTBYET CBfA3b C HUM (ECNM NPOBEPSAETCA OOBEKT Ha CETEBOM
pecypce).

CURE- 3apaxeHHbIN. OOBEKT COAEPXKUT BUPYC, KOTOPbIA MOXET ObITb BbINEYEH.
AHTUBUPYC Kacnepckoro BbIMOMHAET fievyeHe oobekTa, Nnpu 3ToM

OOBbEeKT copepXut
TeKCT Tena «Bupyca» nameHsietcst Ha CURE.
KOf, U3BECTHOrO
Bupyca. Naneuunm.
DELE- 3apaxeHHbIN. AHTUBUPYC Kacnepckoro naeHTuduumpyeT AaHHbIA OOBEKT Kak

OGbeKT cogepxuT
Kog M3BECTHOro
Bupyca. JleyeHve
HEBO3MOXHO.

BUpYycC, HeﬂO,ElBep)l(eHHbIVI le4eHuto.

ﬂpm nonbITke NevyeHnss oGbekTa BO3HMKAET OLIMOKa; npuMeHsaeTca
newcteue, yCTaHOBJ1IEeHHOE ANA Hensnevynmblx 00OBEKTOB.

NMPOBEPKA KOPPEKTHOCTU HACTPOUKN AHTUBUPYCHOM
NMPOBEPKU HTTP-TPA®UKA

MpuBefeHHas Hwke npoledypa NPOBEpPKM KOPPEKTHOCTU HacTpourku AHTMBMpYyca Kacnepckoro TpeGyeT Hanmuuus

YCTaHOBINEHHON yTUNUTHLI wget.

®»  Umobbl Mposepums, HAaCKO/ILKO KOPPeKkmMHo HacmpoeH AHmusupyc Kacrniepckozo, ebinonHume credyrouwue

delicmeusi:

1. HactponTe napameTpbl aHTUBUPYCHOM NPOBEPKM (CM. CTp. 29).

2. 3apanTte agpec npokcu-cepBepa B

KOH(purypaumoHHom cavine ytunutel wget (/etc/wgetrc

{usr/local/etc/wgetrc (FreeBSD)), Hanpumep:

(Linux),



PYKOBOACTBO AAMMUHUCTPATOPA

http proxy = http://proxy.example.com:3128/

3. TlonbiTantecb  3arpy3auTb  TeCcTOBbIM  «BUPYC» C  oduuymanbHoro canTta  opraHusauum  EICAR:
http://www.eicar.org/anti_virus test file.htm.

B pesynbTarte 3arpyska channa 6ygeT 3anpelleHa 1 Ha KoHconu BygeT otobpaxeHa nogobHas nHgopmaums:
$ wget http://www.eicar.org/download/eicar.com
--2010-01-13 11:38:47-- http://www.eicar.org/download/eicar.com
Connecting to 172.16.0.1:8080... connected.
Proxy request sent, awaiting response... 403 Forbidden

2010-01-13 11:38:47 ERROR 403: Forbidden.



http://www.eicar.org/anti_virus_test_file.htm

KOH®OUI'YPALLMUOHHbIN ®AUN
AHTUBUPYCA KACINEPCKOIO

B aTom pasgene noapoGHO paccMaTtpuBaeTcst KOHMD

UrypaumoHHbln doann kav4proxy.conf, KOTOpbIA UCNONb3yeTcsa Anis

3agaHunsa napameTpoB paboTel AHTUBMPYCca Kacnepckoro no yMonyaHuio cpasy nocre ero yCTaHOBKU Ha cepBep.

Tabnuya 6. lMapamempbl KOHgu2ypayuoHHO20 halina AHmusupyca Kacrnepckozo

MAPAMETP

ONUCAHMUE

Cekums [path] CoAepXuUT NapameTpbl, Onpeaensolme NyTy K BaXHENLWM OUPEKTOpUaM ans paboTbl AHTMBMpYCca

Kacnepckoro.

BasesPath=/var/opt/kaspersky/kav4proxy/bases

MonHbIN NyTb K AMPeKTopun XpaHeHus 6a3 AHTuBUpyca
Kacnepckoro.

LicensePath=/var/opt/kaspersky/kav4proxy/licen
ses

MonHbIN NyTb K AMPEKTOPUM XpaHEHUS hannoB Knoyemn
AHTUBMpYCa Kacnepckoro.

TempPath=/tmp

MonHbIN NyTb K AMPEKTOPUM XPaHEHNS BPEMEHHBIX hainnos
AHTMBMpPYCca Kacnepckoro.

Cekuunsi [options] COAEPXUT NapameTpbl, onpegen
BbINonHseTcs AHTUBMPYC Kacnepckoro.

AOLMe nonb3oBaTtend u rpynny, ¢ npaBamMmm KOTOPbIX

User=kluser

Mmsa nonb3oBartens, ¢ npaBamMu KOTOPOro BbIMOJHAETCS
AHTMBMpPYC Kacnepckoro.

Group=klusers

Nms rpynnbl, ¢ npaBamu KOTOPOK BbINOMHAETCA AHTUBUPYC
Kacnepckoro.

Cekums [locale] BKMHOYaeT napaMeTpbl, onpeaensolime opMaT oTobpakeHUsa AaTbl U BPEMEHU B OTHYETAX U

craTuctuke pabotbl AHTUBUPYCa Kacnepckoro.

DateFormat=%d-%m-%Y

dopmat oTobpaxeHus gatel B oT4eTe 0 pabote AHTMBMPYCa
Kacnepckoro.

TimeFormat=%H:%M:%S

dopmat oTobpaxeHus BpeMeHW B oT4eTe.

Cekums [icapserver.network] COOEPXUT ceTeBble HAaCTPOMkn AHTUBMpPYca Kacnepckoro.

ListenAddress=localhost:1344

IP-agpec v nopT Ha KoTopom AHTUBMPYC Kacnepckoro oxuaaet
3anpockl 0T Npokcu-cepsepa no npotokony ICAP.

lMepen wameHeHnem 3HayeHus napameTtpa ListenAddress
octaHoBuTe cnyxby AHTMBMpyca Kacnepckoro C MOMOLLbO
crneaytoLLen KoMmaHabl:

ansa Linux:

# /etc/init.d/kavédproxy stop (mna Linux)
ans FreeBSD:

# /usr/local/etc/rc.d/kavidproxy stop

Utobbl  3anyctutb  cnyx0Oy  AHTuMBMpyca  Kacnepckoro,
BOCMNOJSIb3yNTECH CreAyoLLen KOMaHO0MN:

ansa Linux:

# /etc/init.d/kavdproxy start




PYKOBOACTBO AAMMUHUCTPATOPA

MAPAMETP OnNMUCAHME

ana FreeBSD:

# /usr/local/etc/rc.d/kavidproxy start

Timeout=0 CeTeBoWi TariM-ayT Ha B3aumoaencTaue no npotokony ICAP.

Cekunsi [icapserver.process] COAEPXUT AeTarnbHble HAaCTPOKM paboThl MpoLeccoB AHTUBUPYCa Kacnepckoro:

MaxChildren=3 MakcrmanbHoe KonnyecTBo 3anyLeHHbIX 40YepHUX
NPOLECCOB, BbINOMHSOLWMX 06paboTKy 3anpoCcoB Mo NPOTOKONY
ICAP.

IdleChildren=1 MakcumanbHoe KONM4ecTBO 3anyLleHHbIX JOYEPHUX

MPOLECCOB, HAaXOASALUMXCS B COCTOSIHUM OXUAaHUs 3anpoca no
npotokony ICAP.

MaxReqgsPerChild=0 MakcumanbHoe KONMYecTBO 3anpoCcoB Ha NPOBEPKY OOBHEKTOB,
KOTopoe MoxeT 0b6paboTaTb go4vepHuUii npouecc. MNocne
006paboTku yKazaHHOro YMcna 3anpocoB AOYEPHUIA NpoLecC
3aBepLuaeT cBok paboty n AHTUBMpYC Kacnepckoro 3anyckaet
HOBbIV AOYEPHUI NpoLieCC.

MaxEnginesPerChild=10 MakcrmanbHoe KonnyecTBo MoAynern NPoBepPKHU,
OOHOBPEMEHHO MCMOSIb3yEMbIX JOHYEPHUMY NpoLeccaMmu Ans
aHTMBMPYCHOW NPOBEPKN OOBHEKTOB.

Bonbluee konM4ecTBO MoAayrel NpoBepky NO3BONSET BbiCTpee
BbIMOSHSATL @HTUBMPYCHYIO NPOBEPKY 0O BLEKTOB, HO NMPU 3TOM
OKasblBaeT BNWSIHWE Ha NPOM3BOAMTENBHOCTL CepBepa.
YunTblBaiTe annapaTHble BO3MOXHOCTU cepBepa npu 3agaHum
3HayeHWs JaHHOro napameTpa.

Cekunsa [icapserver.protocol] COAEPXUT HACTPOMKM B3anMoAencTBnst AHTUBMpYca Kacnepckoro ¢ npokcu-
cepBepom no npotokony ICAP.

AnswerMode=partial|complete Pexvm B3anmogencTeust C MpoKcu-cepBepom. 3HaveHne
partial onpenensiet, yto AHTMBMPYC Kacnepckoro paspeluaeT
nepegady KnueHTy YacTeln 3anpoLUeHHoro obbekta o Toro,
Kak OH ByaeT NOMHOCTLIO 3arpy>KeH U3 MHTEPHETA U NPOBEPEH.
3HauveHne complete onpenenseT, 4To AHTUMBUPYC
Kacnepckoro paspeluaeT nepefavy KnveHTy 3anpoLleHHoro
06beKTa, TONbKO NULLIL NOCIEe ero NOMHOW 3arpy3ku un
npoBepkun. 3HavyeHne no ymonyaxuio: partial.

MaxSendDelayTime=10 BpemeHHo nHTepBan (B cekyHaax), onpeaensitoLmin
NepuoaMYHOCTb OTNPABKM KIMEHTY YacTei 3anpoLLEHHOIO
o6bekTa Npy UCMOSb30BaHUN PEXMMa B3aUMOAENCTBUS

partial.

PreviewSize=0 Pa3mep preview-3anpoca. Ecnu 3HauyeHne napameTpa paBHO
0, TO cepBep He pekOMeHAYET OTNPaBMATL EMY preview-
3anpockl.

MaxConnections=5000 MakcrmanbHOe YNCNO COeANHEHWUI, AONYCTMMOE AN AaHHOTO

ICAP-cepBepa. 3Ha4yeHne faHHOro napaMeTpa Bo3BpallaeTcs
KrnneHTy B oTBeT Ha Bbi3oB MeTofa OPTIONS. Ecnu 3HaveHne
napameTpa paBHo 0, To metog OPTIONS He Bo3BpallaeT
MaKkcUmanbHOe YMCro CoeaUHEHWN.

Allow204 Pexnm ncnonb3oBanus oteeta 204 No Content. o
YMOMYaHUIo 3Ha4yeHue napameTpa true.

HTTPClientlplCAPHeader=X-Client-IP Mms ICAP-3aronoBka, cogepxatlero IP-agpec HTTP-knuneHTa.

HTTPUserNamelCAPHeader=X-Client-Username | /ims ICAP-3aronoBka, cogepallero nMmsi nonb3osaTtens
HTTP-knueHTa.




KOHOUTrYPALUOHHBIX AN AHTUBUPYCA KACNEPCKOro

MAPAMETP

OMNUCAHMUE

SendAVScanResult=true|false

Pexwvm oTnpasku nHcopmaummn 06 obHapyxeHHON yrpose.
Ecnu 3HauyeHune napametpa — true, B ICAP-oTBeT fobaBnsieTcst
cneaytowas nigopmaums: X-Virus-ID — nms obHapyxeHHoN
yrposbl, X-Response-Info — pesynstate 06paboTkm 3anpoca
(blocked, filtered nnu passed). 3Ha4eHe NO yMONYaHUIO:
false.

Cekuusi [icapserver.statistics] COAEPXMT NapameTpbl (DOPMMPOBAHUS CTAaTUCTMKK paboTel AHTUBUpPYCa

Kacnepckoro.

CounterStatisticsFile

MyTb K hanny Anga 3anucy 3HaYeHNin CHETYMKOB CTaAaTUCTUKK.

AVStatisticsFile

MyTb K hanny Ansa 3anucyn CTaTUCTUKN aHTUBUPYCHOM
NpOBEPKU.

AVStatisticsAddress

CeTeBoW COKET ANS 3anucy cTaTUCTUKM aHTUBUPYCHOWN
NpOBEPKMU.

Cekuns [icapserver.report] COOEPXUT NapameTpbl hOpMUPOBaHUS oT4eToB AHTMBMPYCca Kacnepckoro.

ReportFileName==/var/log/kaspersky/kav4proxy/
kavicapserver.log

dain gnsa sanucu otyeta o pabote AHTMBUpYca Kacnepckoro.

Buffered=true|false

Pexum 6ycdepunsaumm 3anucu B dann otyeta. Ans
OTKIMoYeHus pexnma yctaHosuTe false B kauecTBe 3Ha4eHus
napameTpa. 3HayeHue no ymonyaxuio: false.

ReportLevel=0|1|2|3|4|9

YPOBeHb netanusaumm otdeta. 3HavyeHume no yMOn4aHuio: 4.

ShowOk=true|false

Pexum cukcmpoBaHms B ot4yeTe MHopmauumn 06 obbekTax, B
KOTOPbIX B pe3ynbTate NPoBepkn He Bbin 0BHapyxeH
BPEAOHOCHBIN KoA. 3Ha4YeHre no ymonyaHumio: true.

Append=true|false

Pexunm cbopMmnpoBaHus otyeTa, Npu KOTopom harnn otyeTa
cosfaeTcs 3aHOBO Npu KaxaoMm 3anycke AHTMBMpYca
Kacnepckoro. Ecnu Bbl xoTUTe 406aBNsTb B CyLLECTBYHOLLMNA
OTYET HOBYHO MHpOpMaLMIO, a He Nepe3anuchbiBaTh ee,
yCTaHOBWTE AN NapameTpa 3HayeHue true. 3HayeHne no
ymon4aHuio: true.

CeKkuusl [icapserver.path] COOEPXUT MapaMeTpbl, 3adatolLme nyTu K cneuuanbHbIM dannam nporpammb.

PidFile=/var/run/kavicapserver.pid

MyTb k PID-cpanny AHTMBMpYca Kacnepckoro.

CorePath

MyTb K AMpeKTOpUnN XpaHeHnsa annos gaMmna namsTu,
KOTOpble CO3alTCA B Cllyyae aBapuiHOro 3aBepLUeHus
paboTel AHTUBMpPYca Kacnepckoro. YTobbl BKMOYMTEL Co3aaHne
¢annos fgamna, 3agavte 3HadeHue
Ivar/log/kaspersky/kav4proxy/core/. [lo ymonyaHuio
3HayeHune napameTpa He 3agaHo (co3gaHve dannos gamna
OTKITIOYEHO).

OnucaHHble Janee Cekumm coepxar napameTpbl aHTMBMPYCHOWM 06paboTKu ANs rpynmbl MO YMOMYaHUo (CM.

cTp. 34).

Cekuusa [icapserver.groups] COAEPXUT NapaMeTpbl FPyMbl MO YMOMYaHUI0.

Priority MpuopuTeT rpynnel. Ecriv napameTpel 3anpoca COOTBETCTBYIOT
HEeCKOMbKMM rpynnam, To o6paboTka BegeTcs no npasunam
rpynnel ¢ 6onee BbICOKMM NPUOPUTETOM. 3Ha4YeHne no
ymonyanuio: 0 (HamMBbICLLWI NPUOPUTET).

ClientIP IP-agpec knueHTa, 3anpocmBLLEro 06LEKT Yepes NPoKCK-

cepBep. O6beKThI, 3aMpoLLeHHble € YkadaHHoro IP-agpeca,
pacnonoxeHHble No agpecy, 3agaHHomy napameTtpom URL,
o6pabaTbiBaloTCs MO NpaBunam AaHHON rpynnbl. 3Ha4yeHne no
YMOMNYaHuio: .*.




PYKOBOACTBO AAMMUHUCTPATOPA

MAPAMETP OnNMUCAHME

URL URL 3anpawuBaemMoro obbekta. O6bekThl ¢ 3agaHHbiM URL,
3a-npolleHHble ¢ IP-agpeca, 3agaHHoro napametpom ClientlP,
ob6pabaTtbiBaloTCS NO NpaBuniam AaHHON rpynnbl. 3Ha4YeHne no
YMOMYaHuio: .*.

Cekuusa [icapserver.filter] COQEPXUT NapaMeTpbl UILTPALMM AN FPYNNbl MO YMONYaHMUIO.

ExcludeMimeType Macka-uckntovenve punstpaumu no MIME-Tuny (go-
NycKaeTCst UCMONb30BaHWE PEryNsAPHbIX BbIPAXKEHWN).
AHTMBMpYC Kacnepckoro He BbINOMHAET aHTUBMPYCHYHO
nposepky oobekToB, MIME-Tvn koTopbix NoanagaeT nog
nencTene 3agaHHON MacKu.

ExcludeURL Macka-uckntouerme punbtpaumm no URL (gonyckaeTcs
MCNONb30BaHUE PErynsapHbIX BblpaXKeHuin). AHTUBUPYC
Kacnepckoro He BbINOMHAET aHTUBUPYCHYIO MPOBEPKY
o6bekToB, URL KoTOpbIX nognagaeT nod AecTBue 3agaHHoM
Macku.

MaxReqLength=0 MakcrmanbHbI pa3mep ckaHnpyeMoro obbekTta, B 6anTax.

Cekuns [icapserver.engine.options] COOEPXUT NapamMeTpbl aHTMBMPYCHON NPOBEPKN ANS rpynnbl No
yMOn4aHuto.

ScanPacked=true|false Pexum nposepkn ynakoBaHHbIX annos. [ns oTKno4eHns
pexuma yctaHoBuTe false B kauecTBe 3HayeHus napameTpa.
3HayeHue no ymonuanuio: true.

ScanArchives=true|false Pexvm npoBepkn 00BHEKTOB B apxmBax. [ns OTKIIOYEHNsI
pexuma yctaHoBuTe false B kayecTBe 3Ha4yeHuNs napameTpa.
3HayeHwue no ymonyanuio: true.

ScanMailBases=true|false Pexum npoBepku novToBbIX 6a3 (3anpalumBaembsix nnm
nepenaBaemblx Yepes Npokcu-cepsep). [ns oTkroYeHus
pexumMa yctaHoBuTe false B kauecTBe 3HaueHUs NnapameTpa.
3HayeHue no ymonyaHuto: true.

ScanMailPlain=true|false Pexvm npoBepkn novtoBbix 6a3 B popmare plain text
(3anpalunBaembix Unu nepegaBaeMbIxX Yepes NPOKCU-CEPBED).
Onsa oTkntoyeHus pexuma yctaHosuTe false B kayectBe
3HayeHus NapameTpa. 3HauyeHue no ymonyaHumio: true.

UseHeuristic=true|false Pexuvm ncnonb3oBaHmsa Npy aHTUBUPYCHOW NpoO-Bepke
3BPUCTMYECKOro aHanm3artopa. [Ana oTKMIoYeHus pexrma
ycraHoBuTe false B kauecTBe 3HaueHust napameTpa. 3HayeHue
no ymonyanuio: true.

Cure=true|false Pexum neyeHunsi 3apaxeHHbIX 06BbEKTOB. [1ns OTKNoYeHUs
pexuma yctaHoBuTe false B kayecTBe 3HaueHus napameTpa.
3HaueHune no ymonyaxuio: false.

UseAVbasesSet=standard|extended Habop aHTuBMpyCcHbIX 633, ncnonb3yembini AHTUBUPYCOM
Kacnepckoro. Habop extended nomumo 3anucei, co-
aepxawmxcsa B Habope standard, cogepxuT Takke curHaTypsbl
noTeHUManbLHO ONacHbIX NPOrpamMMm, Takux Kak: peknamHble
nporpaMmbl, MPOrpaMmel y4aneHHoro agMMHUCTPMPOBaHKSA 1
npod. 3HayeHne no ymonyanuio: standard.

MaxScanTime MakcumansHoe BpeMsi npoBepky obbekTa, B cekyHaax. Ecnu
3a yKasaHHOe BpeMsi MpoBepKa He 3aBeplueHa, 06bekTy
npuceamsaetcs ctatyc OK. 3HaveHune no ymonyanuio: 300.

Cekuua [icapserver.actions]CoOoepXuUT HAaCTPOWKU AENCTBUN HaL MPOBEPEHHbIMI 06 beKTaMu1 AN Fpynrbl Mo
yMOnyaHuio.

CuredAction=skip|deny [Jencrteme Hag BbINe4YeHHbIM 06bEKTOM. 3HayYeHne no
ymonyanuio: skip.




KOHOUTrYPALUOHHBIX AN AHTUBUPYCA KACNEPCKOro

MAPAMETP OnNMUCAHME

InfectedAction=skip|deny [encTtere Hag 3apaxeHHbIM 06bekToM. 3HaueHne no
ymon4yaHuio: deny.

SuspiciousAction=skip|deny OencTtBue Hag nogo3puTenbHbIM 00bLEKTOM. 3HavyeHne no
ymonyaHumio: deny.

WarningAction=skip|deny OeiicTBue Hag o6bEKTOM, coaepXKalLlmM Ko, NMOXOXWIA Ha Kop,
M3BECTHOrO BMpYyca. 3HavyeHne no ymonyaxuio: deny.

ErrorAction=skip|deny OencTtBue Hag o6bEKTOM, MPOBEPKA KOTOPOro 3aBepLunnach ¢
oLmnbkon. 3HayeHre no ymonyanuio: skip.

ProtectedAction=skip|deny OenictBue Hag 06bEKTOM, 3aLUMLLEHHBIM NnaponeM. 3HadeHne
no ymon4auutio: skip.

CorruptedAction=skip|deny [enctere Haa NoBpexaeHHbIM 06bekToM. 3HayeHne no
ymonyanuio: skip.

LicenseErrorAction=skip|deny OenctBue Hag npoeepsieMbiMu 06bekTamu, ecrnv AHTUBUPYCY
Kacnepckoro He yganock 3arpy3vTb MHGOPMaLWIo O
nvueHsun. 3HavyeHre nNo ymonyaxuio: skip.

BasesErrorAction=skip|deny [HencTBune, BbiNonHaeMoe Hag o6bekTamu, ecnv AHTUBMPYCY
Kacnepckoro He yganock 3arpy3vTb 6a3bl. 3Ha4eHue no
ymorn4yaHuio: deny.

Cekuusl [icapserver.notify] COAEPXUT NapameTpbl ONMOBELLEHMS 41K FPYNMbl MO YMOMYaHUI0.

NotifyTemplateDir [dvpekTopusa pacnonoxeHus WabrnoHOB ONOBELLEHNIA.

NotifyScript CkpwunT, ncnonb3yemsii AHTUBMPYcom Kacnepckoro ans
OMOBELLEeHNs agMuHMcTpaTopa.

Cekumsa [updater.path] COAEepPXWUT NapaMeTpbl, onNpeaensowme nyTm K AMPeKTopusiM, Heo6xoaumMbIM Ans paboTbl
ytunutel keepup2date.

BackUpPath MonHbIN NyTb K AMPEKTOPUM XpaHEHWS pe3epBHON konun 6a3
AHnTmBMpyca Kacnepckoro. 3HayeHne no ymonyaHuio:
Ivar/opt/kaspersky/kav4proxy/bases.backup.

AVBasesTestPath MonHbIN NyTb K yTUNUTE NPOBEPKN LLENOCTHOCTM 6a3
AHnTmBMpyca Kacnepckoro. 3HayeHune no ymonyaHuio:
lopt/kaspersky/kav4proxy/lib/bin/avbasestest.

Cekums [updater.options] COAEPXUT MapameTpbl paboTbl kKOMNoHeHTa keepup2date.

KeepSilent=true|false Pexum BbiBOAA Ha KOHCOMb MHbopMauum o paboTte
komnoHeHTa keepup2date. [insa oTknioveHns pexvma
npucBONTE NapameTpy 3HadveHue true. 3HayeHune no
ymonyanuto: false.

ProxyAddress Agpec ncnonb3yemoro Ans coeanHeHns NpPoKcu-cepeepa.
3HaveHve napameTpa 3afaeTcs B BUAE
http://username:password@url:port. B agpece
npoKcu-cepBepa username n/unu password MoryT
oTcyTcTBOBaTh. ECnv agpec He ykasaH, To ero 3HayeHune
BepeTca 13 nepeMeHHON okpyxeHus http_proxy.

UseProxy=true|false Pexunm ncnonb3oBaHusa Npokcu-cepeepa npy COeAMHEHNM C
cepBepoM obHoBneHn «JlabopaTtopun Kacnepckoro». Ecrin
3HayeHue napamertpa false, npokcu-cepsep He UCNonb3yeTcs.
Ecnu 3HayeHune napameTpa true, ncnonb3yeTtcsa agpec NpPoKcu-
cepBepa, onpegeneHHbIn napameTpom ProxyAddress. Ecnn
3HayeHune napameTpa ProxyAddress He onpeaeneHo, byaet
MCMOMNb30BaHO 3Ha4YeHNe NnepemMmeHHoN oKkpyxeHus http_proxy.
Ecnun 3HaueHre nepeMeHHON OKpYXXeHUs He onpeaeneHo,
NPOKCU-CEpPBEP HE UCMONb3yeTCH. 3HaYeHne No YMOYaHuIo:
false.




PYKOBOACTBO AAMMUHUCTPATOPA

MAPAMETP

OMNUCAHMUE

UseUpdateServerUrl=true|false

Pexwvum ncnonb3oBaHusi 06HOBNEHWS ¢ agpeca,
onpepeneHHoro napametpom UpdateServerUrl. 3HayeHne no
ymonyaruio: false.

UseUpdateServerUrlOnly=true|false

Pexum ncnonb3oBaHnsa ans obHoBneHus 6a3 Tonbko agpeca,
ykasaHHoro B HacTpolike Update-ServerUrl. Ecnu onuun
npucBoeHo 3HadveHue false, To B cnyyae Heyaa4yHOM NOMNbITKY
o6HoBneHusi 6a3 ¢ agpeca UpdateServerUrl 6ynet
MCMonb30BaH ApYron aapec U3 cnucka cepBepoB 0OHOBMEHUIA.
3HaueHue no ymonuyaHuio: false.

UpdateServerUri=http://url/ | ftp://url/ |
llocal_path/

AOpec NCTOYHMKa OOHOBNEHWIA.

PostUpdateCmd=/etc/init.d/kav4proxy
reload_avbase

KomaHaa, BbinonHsaemas cpa3sy nocre ycneLwHoro 3aBepLieHuns
06HoBNeHust 6a3. 3HayeHne, ykazaHHOE B KOHUIypaLMOHHOM
daine, BkNoYEeHHOM B nocTaBky AHTUBMpYca Kacnepckoro,
3anycTUT aBTOMaTM4ecKoe nepeynTbiBaHMe AHTUBUPYCOM
Kacnepckoro o6HoBneHHbIX 6a3. 3ameHeHne 3HayeHus aToro
napameTpa He peKoOMeHayeTCs.

RegionSettings=Russia

Koa pervoHa nonb3oBarens; NpuMeHseTca Ansa Boibopa
Hambonee ygobHOro Ans ckaynBaHus 06GHOBNEHUIA
aHTMBUPYCHbIX 6a3 cepBepa obHoBNeHNs «JlabopaTtopun
Kacnepckoro».

ConnectTimeout=30

CeTteBow Taim-ayT ansa o6HoBneHus 6as (B cekyHgax). Ecnn
BO Bpems 3arpy3ku 6a3 B Te4eHne ykasaHHOro NpoMexyTka
BPEMEHM aHHble OT cepBepa He NpuXoasnT, NPon3BOANTCS
BbIOOP ApYyroro cepsepa M3 cnucka cepsepoB OOHOBMIEHWIA
«JTabopaTopum Kacnepckoroy.

PassiveFtp=true|false

Pexuvm ncnonb3oBaHusa ons coegnHeHus passive FTP.
3HadeHune no ymonuaxuio: false.

Cekumus [updater.report] COQEPXUT NapaMeTpbl

dopmupoBaHusa otyeTa o pabote komnoHeHTa keepup2date.

Append=true|false

Pexnm nobaeneHnsi HoBbIx coobLieHun B dhann otyeTa. [Anga
OTKITIOYEHMS pexnmMa NpucBonTe napameTpy 3HadveHuve false.
3HayeHuve No ymonyaHuio: true.

ReportFileName

Wms darina otyeTa, B KOTOPOM (PUKCUPYIOTCH pesynbTaTbl
paboTbl KOMMOHEHTA.

ReportLevel=0|1|2|3|4|9

YPOBeHb netanusaumm otdeta. 3HavyeHune no yMOn4aHuio: 4.




MAKPOCHI

AHTMBMPYC Kacnepckoro no3sosfsieT MCNonb3oBaThb CrieumanbHble Makpochbl B LWAGMOHHbIX bannax, oTnpaBnsembiX
nonb3oBaTento BMeCTO OObEeKTOB, OOCTYNM K KOTOPbIM Obin 3anpelieH (cMm. cTp. 36), a Takke B TeKCTe ckpunta
yBegomnenus (napameTtp NotifyScript). OnvucaHvne AaHHbIX MAakpOCOB CM. B Tabnuue Huxe.

Tabnuua 7. Makpocsi

CuHTakcuc makpoca OnucaHune

%VIRUS_LIST% Cnucok BMpYCOB, KOTOPbIMU 3apaXKeH OOBbEKT.

%WARN_LIST% Cnncok 06bekToB, cogepXkallnx Kof, NOX0XMi Ha kop,
M3BECTHOrO BUpYca.

%SUSP_LIST% Cnucok o6bekToB, NOA03PEBAEMbIX HA 3apaxeHune
HEN3BECTHbLIM BMPYCOM.

%CURED_LIST% Cnuncok BbINIeYEHHbIX BUPYCOB.

%CLIENT_ADDR% IP-agpec koMmnbloTEpa Nonb30BaTens, 3anpocuBLLEro
06bekKT.

%URL% URL 3anpoLueHHoro obbekTa.

%ACTION% BbinonHeHHoe Hag 06beKTOM AENCTBUE.

%VERDICT% Cratyc obbekTa.

%PRODUCT% OnwncaHne npopykra.

%DATE% Bpemsi cosgaHuns coobLueHms.




KOAbl BO3BPATA KOMIMNOHEHTA
KAVICAPSERVER

30 Kputnueckasi cuctemHasi oumbka.

65 | Owwubka 3arpysku kOHpUrypaunoHHoro danna (chawn He HakaeH).

66 | Owwnbka B KOH(pUrypaunoHHom dharine unu napameTpax KOMaHOHOW CTPOKU.

70 VicnonHsiembin hain KOMNOHEHTa NOBPEXAEH.

0 Mpu 3anycke owWNBOK He BbISIBNEHO.




KNOYu KOMAHOHOU CTPOKM
KOMIMOHEHTA LICENSEMANAGER

Tabnuuya 8.

onuuv nomoLwm

-h

BbIBECTU Ha KOHCOb CnpaBOYHYHO MHdopMaLMIo 0
KIto4ax KOMaHAHOW CTPOKK, NoaaepKMBaemMbIxX
KOMMNOHEHTOM, 1 3aBepLInNTb pa60Ty KOMMOHEHTA.

OnuMU PAEOTbI C ®AUNTAMU KNIOYEN

-S

BbIBECTU Ha KOHCOMb MHGOPMaLMO 060 BCeX
YCTaHOBIEHHbIX hannax Knoyemn

-c(C) <nyTb_k_dpaviny>

Vcnonb3oBaTtb anbTepHaTUBHbIN KOH(UIypaLunoHHbIN
dann <nyTb_K_channy>.

BbiBeCTU Ha KOHCOMb MHPOPMALMIO O COCTOSHUK
NMLEH3MPyeMoro napameTpa.

-k <nyTb_K_dpanny>

BbiBecTu Ha kOHCOMb MHpopmaLmio 06 YCTaHOBMEHHOM
cbanne knoya.

-a <nyTb_K_dpanny>

YcTaHoBuUTL dhann krova.

-d <a|r>

YaanuTb akTUBHbIV / [ONOMHUTENBHbIM dann Kro4a.

Krto4u komaHOHOU cmpoKu KoMmnoHeHma licensemanager




KOAbl BO3BPATA KOMIMNOHEHTA
LICENSEMANAGER

0 KoMnoHeHT ycneluHo 3aBepLumn cBoto paboTy.

30 Kputnyeckas cuctemHasi owmoka.

64 Ownbka NUuUeH3MpoBaHUs.

65 | Owwnbka 3arpy3ku KoHUrypauuoHHoro davina (dann He HakaeH).

66 | Owwnbka B KOHMrypauMoHHOM haiine nnu napameTpax KOMaHAHOW CTPOKK.

70 McnonHsembln darin KOMNOHEHTa NOBPEXAEH.




KNOYu KOMAHOHOU CTPOKM
KOMIMOHEHTA KEEPUP2DATE

Tabnuuya 9.

onuuv nomoLwm

-h BbIBECTU Ha KOHCOMb CNPaBOYHYIO MHOPMaLMIO O
KInoYax KOMaHAHOW CTPOKM, MOAAEPKUBAEMbIX
KOMMOHEHTOM, 1 3aBepLUMTL PaboTy KOMMOHEHTA.

-V BbIBECTU Ha KOHCOMb BEPCUIO MPOrpaMmbl 1 3aBEPLLUTL
paboTy KOMMOHEHTA.

-S BbiBECTU CNMCOK CepBepOB OOHOBIEHUI C MHAOPMaLMen

00 1X pernoHax.

Onuuv OBHOBJIEHUSA

-C <nyTb_K_cpanny>

Vcnonb3oBaTb anbTepHaTUBHbIA KOH(UIypaLNOHHbIN
dann <nyTb_K_danny>.

-U <OMpeKTopusi>

Konuposatb o6HoBReHne AHTuBMpYca Kacnepckoro B
rioKanbHyo AVPEKTOpuIo <AnpekTopus>. B ykazaHHON
AVPEKTOpUN CO3faeTcs CTPYKTypa, CXOAHas co
CTPYKTYpOW cepBepa OOHOBMEHWS, YTO NO3BONSET
riokanbHbIM KOMMNbOTEPaAM NPON3BOANTL OOHOBMEHME 13
OaHHOWN OUpeKTopuMn.

-X <gupekTopus>

KonupoBaTb 06HOBNEHUs Anst BCEX NMPOAYKTOB
JlaGopatopumn Kacnepckoro B JIoKasnbHY0 AVPEKTOpUIO
<OvpeKTopus>. B ykasaHHON AMPEKTOpUM cosdaeTcs
CTPYKTYpa, CXOAHasi Co CTPYKTYpOI cepBepa
0BHOBMEHUS, YTO NO3BOSAET NOKamNbHLIM KOMMbOTepam
Npon3BoanTbL OBHOBMEHWE U3 AAaHHOW OUPEKTOPUN.

-b <nyTb>

Mpn o6HOBNEHNN co3haBaTh KON aHTUBUPYCHbIX 6a3,
AN KOTOPbIX HanaeHbl 0GHOBMNEHNS, B AUPEKTOPUIO
<nyTb>.

-t <nytb>

Wcnonb3oBaTb AMPEKTOPUIO <NyTb> ANS XpaHeHWs
BPEMEHHbIX bannos.

OTtmeHa nocnegHero obHoeneHns. ObHoBNeHHbIe Oa3bl
3aMeHSTCA NpeablayLLen Bepcren.

«

OTKMOYMTE BIMOSTHEHNE KOMaHAbl, 3aaHHOW
napameTtpom PostUpdateCmd.

-d <nyTb_k_dpanny>

Wcnonb3oBatsb pid-cann.

-g <url> Mcnonb3oBath Ans 06HOBNEHUS cepBep C yKasdaHHbIM
URL.

-q OTkntoyeHve BeiBOAa MHGopmMaumm o paboTe
KOMMOHEHTA.

-e OT1obpaxaTb MHPOPMaLMIO TOMBKO O KPUTUYECKMX

oLunbKax.

Onuuu ®OPMUPOBAHUA OTUYETA

-I <nyTb_k_cpanny>

dukcmpoBaTb pesynbTaTtbl paboTbl KOMNOHEHTa B danne
<nyTb_K_cpanny>.

Krnroyu komaHOHOU cmpoku KoMrnoHeHma keepup2date




KOAbl BO3BPATA KOMIMNOHEHTA
KEEPUP2DATE

0 O6HoBneHus 6a3 He TpebyeTcs.

1 O6HoBneHne 6a3 BbIMNONTHEHO YCMELLHO.

10 BosHukna kpuTnyeckasi owmbka, npouecc oOHOBMEHNS NpepbiBaeTcs.

12 OLwmbkKa Npu BbINOHEHUM OTKaTa K UCMOMb30BaHMIO NPEXHUX aHTUBUPYCHbIX 6a3. OTkaT npepBaH.

30 He ynanocsk 3anyctutb komaHgy PostUpdateCmd nocne o6HoBneHus 6as.

60 JInueH3noHHasa nHopmaums oTCyTCTBYET MO0 He HaMAEeHO HM OAHOrO channa Krya no nyTy,
yKaszaHHOMY B KOHUrypaLmMoHHoM danrne.

75 HeBO3MOXHO 3arpy3nTb KOHUIypaLMOHHbIV darn NMbo KOHUrypaunoHHbIN dain coaepKuT OLNMGKK.

128+kon | KomnoHeHT 3aBepLunn paboTy, Nony4MB CUrHanm ¢ COOTBETCTBYHOLUMM KOLOM.

curHana




3A0 «JIABOPATOPUA KACINEPCKOI'O»

«JlabopaTopusa Kacnepckoro» 6blna ocHoBaHa B 1997 rogy. CerogHs aTo camblii M3BeCTHbI B Poccun paspaboTumk
LUMPOKOro CreKTpa NporpamMmMHbIX NPOAYKTOB Ansi obecneyeHus nHpopMauMoHHON 6e30nacHOCTU: CUCTEM 3almUTbl OT
BMPYCOB, HEXenaTenbHOW NoYThbl (CNama) N Xakepckux aTtak.

«JlabopaTopusa Kacnepckoro» — mexgyHapogHasi komnaHus. LleHTpanbHbii oduc Haxogutcs B Poccun, OTKpbITHI
nokanbHble oducbl B Benukobputanuu, ®paHumun, FepmanHum, AnoHum, B cTpaHax benuniokca, Kutae, [Monblue,
PymbiHnm n CLWA (KanngopHus). Bo ®PpaHumMmM OTKpbITO HOBOE OTAENeHWe KommnaHum — EBponenckuin UeHTp
aHTMBUPYCHbIX UccreaoBaHuin. Hawa napTHepckas ceTb 06beanHsaeT 6onee 500 komnaHui No BCEMY MUPY.

«Nabopatopusa Kacnepckoro» cerogHsi — 910 6onee ThiCAYM BbICOKOKBANUMULMPOBAHHbBIX CMeLnanncToB, AecAaTb U3
KOTOpbIX uMetloT aunnombl MBA, wecTHaguaTe — CTeneHn kaHOAuOaToB Hayk. Bepgywime BupycHble aHanuTuky
«JlabopaTtopun Kacnepckoro» SIBRSIOTCA 4neHaMmu NpecTwkHon opranu3aumm Computer Anti-virus Researcher's
Organization (CARO).

MaBHaa LEHHOCTb KOMMaHUN — YHUKAlbHbIE 3HAHWS W OMbIT, HAKOMMEHHbIE ee COTPyAHUKaMU B TeyeHue Gornee yem
YyeTblpHaZLATU JIeT HenpepbiBHOM GopbObl ¢ BUpycamu. Bnarogapsi NOCTOSHHOMY aHanu3y BUPYCHOW akTUBHOCTM Mbl
yMeeM npegyragbiBaTb TEHOEHUMW pasBUTUS BPEAOHOCHbIX MporpaMm U 3abnaroBpeMeHHo obecneynBaem
nonb3oBaTtenen HageXHOM 3alUMTOW OT HOBbIX BWAOB aTak. OTO MNPeMMYyLLeCTBO — OCHOBAa MNPOAYKTOB M YChyr
«NaGopaTopun Kacnepckoro». Mbl Bcerga Ha Lwar Brnepeay KOHKYPEHTOB W MpeaocTaBfisieM HallvM  3akas3yvkam
HaunyyLLyto 3alnTy.

Fogbl ynopHoi paboTbl MO3BONMUAM KOMMaHWM CTaTb NUAEpPOM B pa3paboTke TEXHOMorui 3awmTbl OT BMPYCOB.
«labopatopus Kacnepckoro» nepsov paspabotana MHOrMe COBPEeMEHHble CTaHA4apTbl AHTMBMPYCHbIX NPOrpaMm.
OCHOBHOII NPOAyKT komnaHum, AnTusupyc Kacnepckoro®, obecneumsaet HageXHyHo 3alluTy BCEX OOBEKTOB BUPYCHbIX
aTak: pabounx ctaHuuiA, annoBbIX CEPBEPOB, MOYTOBLIX CUCTEM, CETEBbIX SKPAHOB U UHTEPHET-LUMIO30B, KapMaHHbIX
KOMMNblOTEPOB. YA0OHbIE cpeacTBa ynpaBreHns AaloT Nonb3oBaTensM BO3MOXHOCTb MakCUMMarnbHO aBTOMaTu3MpoBaTh
AHTMBMPYCHYIO 3alUMTy KOMMbLIOTEPOB M KOpnopaTuBHbIX ceTer. MHorne MmpoBble paspaboTyMKM UCMOMb3YIT B CBOUX
npoagykTax nporpamMmmHoe sapo AHTuBUpyca Kacnepckoro, Hanpumep, Takue kak: Nokia ICG (CLUA), Aladdin (U3paunb),
Sybari (CLWA), G Data (F'epmanus), Deerfield (CLLA), Alt-N (CLLUA), Microworld (MHaus), BorderWare (Kanaga).

KnueHnTbl «Jlabopatopumn Kacnepckoro» obecneunBatoTcs LUMPOKUM CMEKTPOM AOMOSNHUTENbBHBLIX YCMYr, rapaHTUPYHOLLMX
GecnepebonHyo paboTy NpoAyKTOB UM TOYHOE COOTBETCTBME MtoObIM cneunduyeckum 6GusHec-TpeGoBaHusIM. Mbl
NPOeKTUpPYeM, BHEOPSIEM W COMNPOBOXAAEM KOPMOpaTUBHbIE aHTUBUPYCHble Kommrekcbl. Hawwu 6asbl 06HoBnstoTCS
Kaxabln yac. Mbl o6ecneunBaemM HalMx NONb30BaTENEN TEXHUYECKON NOAAEPKKON HA HECKOSTbKUX S3bIKaX.

Ecnu y Bac BO3HWKHYT Kakue-nnGo BOMpOChl, Bbl MOXETE 06paTUTLCS K HALLUM AUCTPUOBLIOTOPaM UM HEMOCPEACTBEHHO
B 3A0 «JlabopaTopusi Kacnepckoro». Bam Bceraa 6yayT npefocTaBnieHbl NogpoGHble KOHCYMbTauuy No TenedoHy unm
3MEKTPOHHOW NnoyTe. Ha Bce Baluy BONPOCH! Bbl NOSyYMTE MOSHbIE U UCYepnblBatoLwe OTBETbI.

Beb6-canT «Jlabopatopuun Kacnepckoro»: http://www.kaspersky.ru
BupycHaga aHuuknonegus: http://www.viruslist.ru
AHTUBUPYCHas nabopaTopus: newvirus@kaspersky.com

(TonbKo Ansi oTNpaBKkM NOA03pUTESIbHBIX OGHLEKTOB B
apXMBUPOBAHHOM BUAE)

http://support.kaspersky.ru/virlab/helpdesk.html

(Ans 3anpocoB BUPYCHbIM aHanuTukam)
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ﬂpm co3gaHunn AHTVIBVIpyca KacnepCKoro ncnosnb3oBasncsa Koa CTOPOHHUX npomsao,qmenelh.
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BUBJIMOTEKA BOOST 1.34.1

Mporpamma vcnonb3yeT 6ubnuoteky Boost 1.34.1.
Boost 1.34.1
Copyright (C) 1998-2003, Beman Dawes, David Abrahams

Copyright (C) 2004-2007, Rene Rivera

Boost Software License - Version 1.0 - August 17th, 2003

Permission is hereby granted, free of charge, to any person or organization obtaining a copy of the software and
accompanying documentation covered by this license (the «Software») to use, reproduce, display, distribute, execute,
and transmit the Software, and to prepare derivative works of the Software, and to permit third-parties to whom the
Software is furnished to do so, all subject to the following:

The copyright notices in the Software and this entire statement, including the above license grant, this restriction and the
following disclaimer, must be included in all copies of the Software, in whole or in part, and all derivative works of the
Software, unless such copies or derivative works are solely in the form of machine-executable object code generated by
a source language processor.

THE SOFTWARE IS PROVIDED «AS IS», WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, TITLE AND NON-INFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR ANYONE
DISTRIBUTING THE SOFTWARE BE LIABLE FOR ANY DAMAGES OR OTHER LIABILITY, WHETHER IN

CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS IN THE SOFTWARE.

BUBNMNOTEKA EXPAT 1.95.8

Mporpamma ucnonb3yet 6nbnuoteky EXPAT 1.95.8.
EXPAT 1.95.8
Copyright (C) 1998, 1999, 2000, Thai Open Source Software Center Ltd and Clark Cooper

Copyright (C) 2001, 2002, 2003, Expat maintainers
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Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the «Software»), to deal in the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to
whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED «AS IS», WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

BUBNMVNOTEKA LIBSTDC++ 3.3.2

Mporpamma ucnonb3yet 6nbnuoteky LIBSTDC++ 3.3.2.
LIBSTDC++ 3.3.2

Copyright (C) 1997, 1998, 1999, 2000, 2001, 2002, 2003, Free Software Foundation, Inc

As a special exception, you may use this file as part of a free software library without restriction. Specifically, if other files
instantiate templates or use macros or inline functions from this file, or you compile this file and link it with other files to
produce an executable, this file does not by itself cause the resulting executable to be covered by the GNU General
Public License. This exception does not however invalidate any other reasons why the executable file might be covered
by the GNU General Public License.

BUBNUOTEKA (NMB3U) «ArABa-C»

[na npoBepku 3MNeKTPOHHOW LUMGPOBON MNOAMNWCU UCMONb3yeTcs nporpaMmHas 6ubnuoTteka 3awmTbl MHGOPMaLUM
(MB3W) «AraBa-C», paspabotaHHas OO0 «P-Anbday.
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