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Kaspersky
È
 Mail Gateway 5.6 (ʜʘʣʝʝ ʪʘʢʞʝ Kaspersky Mail Gateway, ʧʨʠʣʦ-

ʞʝʥʠʝ) ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ SMTP-ʪʨʘʬʠʢʘ ʩ ʮʝʣʴʶ ʟʘʱʠʪʳ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʦʪ ʚʠʨʫʩʦʚ ʠ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʧʦʯʪʦʚʳʭ 
ʩʦʦʙʱʝʥʠʡ ï ʩʧʘʤʘ. ʇʨʠʣʦʞʝʥʠʝ ʷʚʣʷʝʪʩʷ ʧʦʣʥʦʮʝʥʥʳʤ ʧʦʯʪʦʚʳʤ ʤʘʨ-
ʰʨʫʪʠʟʘʪʦʨʦʤ (ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʥʪʝʨʥʝʪ-ʩʪʘʥʜʘʨʪʘʤʠ IETF RFC), ʨʘʙʦ-
ʪʘʶʱʠʤ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Linux ʠʣʠ FreeBSD. 

ʇʨʠʣʦʞʝʥʠʝ ʧʦʟʚʦʣʷʝʪ: 

 ʧʨʦʠʟʚʦʜʠʪʴ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʚʢʣʶʯʘʷ 
ʚʣʦʞʝʥʥʳʝ ʦʙʲʝʢʪʳ ʠ ʪʝʣʘ ʩʦʦʙʱʝʥʠʡ; 

 ʚʳʷʚʣʷʪʴ ʟʘʨʘʞʝʥʥʳʝ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʠ ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ 
ʚʣʦʞʝʥʥʳʝ ʬʘʡʣʳ ʠ ʪʝʣʘ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ; 

 ʚʳʧʦʣʥʷʪʴ ʘʥʪʠʚʠʨʫʩʥʫʶ ʦʙʨʘʙʦʪʢʫ (ʚ ʪ. ʯ. ʣʝʯʝʥʠʝ) ʟʘʨʘʞʝʥʥʳʭ 
ʦʙʲʝʢʪʦʚ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦ-
ʚʝʨʢʠ; 

 ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʬʠʣʴʪʨʘʮʠʶ ʧʦʪʦʢʘ ʧʦʯʪʦʚʳʭ ʩʦ-
ʦʙʱʝʥʠʡ ʧʦ ʠʤʝʥʘʤ ʠ MIME-ʪʠʧʘʤ ʚʣʦʞʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʧʨʠʤʝʥʷʪʴ 
ʢ ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʤ ʦʙʲʝʢʪʘʤ ʦʪʜʝʣʴʥʳʝ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ; 

 ʧʨʦʚʝʨʷʪʴ ʢʘʞʜʦʝ ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ, ʚʢʣʶʯʘʷ ʚʣʦʞʝʥʥʳʝ ʦʙʲ-
ʝʢʪʳ, ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʚ ʥʝʤ ʧʨʠʟʥʘʢʦʚ, ʭʘʨʘʢʪʝʨʥʳʭ ʜʣʷ ʩʧʘʤʘ; 

 ʧʨʦʚʝʨʷʪʴ ʚ ʧʨʦʮʝʩʩʝ ʘʥʘʣʠʟʘ ʥʘ ʩʦʜʝʨʞʘʥʠʝ ʩʧʘʤʘ ʘʜʨʝʩʘ ʦʪʧʨʘ-
ʚʠʪʝʣʷ ʠ ʧʦʣʫʯʘʪʝʣʷ (envelope), ʨʘʟʤʝʨ ʧʠʩʴʤʘ, ʘ ʪʘʢʞʝ ʨʘʟʣʠʯʥʳʝ 
ʟʘʛʦʣʦʚʢʠ ʧʠʩʴʤʘ (ʚʢʣʶʯʘʷ ʟʘʛʦʣʦʚʢʠ From ʠ To); 

 ʦʩʫʱʝʩʪʚʣʷʪʴ ʩʣʝʜʫʶʱʠʝ ʧʨʦʚʝʨʢʠ ʚ ʧʨʦʮʝʩʩʝ ʘʥʘʣʠʟʘ ʧʠʩʴʤʘ ʥʘ 
ʩʦʜʝʨʞʘʥʠʝ ʩʧʘʤʘ: 

 ʥʘʣʠʯʠʝ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʚ ʪʦʤ ʠʣʠ ʠʥʦʤ DNS-based real 
time black hole list (DNSBL); 
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DNSBL (DNS based black hole list) ï ʙʘʟʘ ʜʘʥʥʳʭ  
IP-ʘʜʨʝʩʦʚ ʧʦʯʪʦʚʳʭ ʩʝʨʚʝʨʦʚ, ʩ ʢʦʪʦʨʳʭ ʚʝʜʝʪʩʷ ʥʝʢʦʥʪʨʦʣʠ-
ʨʫʝʤʘʷ ʨʘʩʩʳʣʢʘ. ʊʘʢʠʝ ʧʦʯʪʦʚʳʝ ʩʝʨʚʝʨʘ ʧʨʠʥʠʤʘʶʪ ʧʦʯʪʫ ʦʪ 
ʢʦʛʦ ʫʛʦʜʥʦ ʠ ʦʪʧʨʘʚʣʷʶʪ ʝʝ ʜʘʣʝʝ ʢʦʤʫ ʫʛʦʜʥʦ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
DNSBL ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʨʝʱʘʪʴ ʧʨʠʝʤ ʧʦʯ-
ʪʳ ʩ ʧʦʜʦʙʥʳʭ ʩʝʨʚʝʨʦʚ. ʇʦʣʠʪʠʢʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʩʧʠʩʢʦʚ ʨʘʟ-
ʣʠʯʘʝʪʩʷ ʫ ʨʘʟʣʠʯʥʳʭ ʩʝʨʚʠʩʦʚ. ɺʥʠʤʘʪʝʣʴʥʦ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ 
ʧʦʣʠʪʠʢʦʡ ʩʝʨʚʠʩʘ, ʧʨʝʞʜʝ ʯʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʩʧʠʩʢʠ ʜʣʷ 
ʬʠʣʴʪʨʘʮʠʠ ʧʦʯʪʳ. 

 ʥʘʣʠʯʠʝ DNS-ʟʘʧʠʩʠ ʦ ʩʝʨʚʝʨʝ-ʦʪʧʨʘʚʠʪʝʣʝ (reverse DNS 
lookup); 

 ʧʨʦʚʝʨʢʘ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʧʠʩʢʫ ʨʘʟ-
ʨʝʰʝʥʥʳʭ ʘʜʨʝʩʦʚ ʜʣʷ ʜʦʤʝʥʘ ʩ ʧʦʤʦʱʴʶ ʪʝʭʥʦʣʦʛʠʠ Sender 
Policy Framework (SPF); 

 ʧʨʦʚʝʨʢʘ ʩ ʧʦʤʦʱʴʶ ʩʝʨʚʠʩʘ Spam URI Realtime Blocklists 
(SURBL) ʘʜʨʝʩʦʚ ʠ ʩʩʳʣʦʢ ʥʘ ʩʘʡʪʳ, ʧʨʠʩʫʪʩʪʚʫʶʱʠʭ ʚ ʪʝʢʩʪʝ 
ʧʠʩʴʤʘ. 

 ʧʨʦʚʦʜʠʪʴ ʧʨʠ ʧʨʦʚʝʨʢʝ ʥʘ ʩʧʘʤ ʧʨʦʚʝʨʢʫ ʛʨʘʬʠʯʝʩʢʠʭ ʚʣʦʞʝʥʠʡ, 
ʩʨʘʚʥʠʚʘʷ ʠʭ ʩ ʩʠʛʥʘʪʫʨʘʤʠ ʠʟʚʝʩʪʥʳʭ ʩʧʘʤ-ʩʦʦʙʱʝʥʠʡ; ʨʝʟʫʣʴʪʘ-
ʪʳ ʵʪʦʛʦ ʩʨʘʚʥʝʥʠʷ ʪʘʢʞʝ ʫʯʠʪʳʚʘʶʪʩʷ ʧʨʠ ʧʨʠʥʷʪʠʠ ʨʝʰʝʥʠʷ ʦ 
ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ ʧʠʩʴʤʘ ʢ ʩʧʘʤʫ; 

 ʚʝʩʪʠ ʘʨʭʠʚʳ ʚʩʝʭ ʧʨʠʥʷʪʳʭ ʠ / ʠʣʠ ʦʪʧʨʘʚʣʝʥʥʳʭ ʧʨʠʣʦʞʝʥʠʝʤ 
ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʝʩʣʠ ʵʪʦʛʦ ʪʨʝʙʫʶʪ ʧʨʘʚʠʣʘ ʚʥʫʪʨʝʥʥʝʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ; 

 ʚʚʦʜʠʪʴ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘ SMTP-cʦʝʜʠʥʝʥʠʷ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʨʦʪʠʚʦ-
ʩʪʦʷʪʴ ʭʘʢʝʨʩʢʠʤ ʘʪʘʢʘʤ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʠʣʦʞʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ 
ʦʪʢʨʳʪʦʛʦ ʧʦʯʪʦʚʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʜʣʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʭ 
ʨʘʩʩʳʣʦʢ; 

 ʦʛʨʘʥʠʯʠʚʘʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʩʝʨʚʝʨ ʧʨʠ ʧʦʤʦʱʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʥʘ-
ʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʘʨʘʤʝʪʨʦʚ SMTP-ʧʨʦʪʦʢʦʣʘ; 

 ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ çʙʝʣʳʝè ʠ çʯʝʨʥʳʝè ʩʧʠʩʢʠ ʘʜʨʝʩʘʪʦʚ, ʧʨʠʤʝʥʷʝ-
ʤʳʝ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ; 

 ʫʚʝʜʦʤʣʷʪʴ ʦʪʧʨʘʚʠʪʝʣʝʡ, ʧʦʣʫʯʘʪʝʣʝʡ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʠ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʚʳʣʝʯʝʥʥʳʭ ʩʦʦʙʱʝʥʠʷʭ, ʩʦʦʙʱʝʥʠʷʭ, ʩʦʜʝʨ-
ʞʘʱʠʭ ʟʘʨʘʞʝʥʥʳʝ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʠʣʠ ʟʘʱʠʱʝʥʥʳʝ ʦʙʲʝʢʪʳ, ʘ 
ʪʘʢʞʝ ʦ ʚʦʟʥʠʢʰʠʭ ʚ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ ʦʰʠʙʢʘʭ; 
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 ʧʦʤʝʱʘʪʴ ʚ ʢʘʨʘʥʪʠʥʥʳʡ ʢʘʪʘʣʦʛ ʩʦʦʙʱʝʥʠʷ, ʦʧʦʟʥʘʥʥʳʝ ʢʘʢ ʩʧʘʤ, 
ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ, ʬʦʨʤʘʣʴʥʳʝ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʝ (blacklisted) 
ʩʦʦʙʱʝʥʠʷ, ʘ ʪʘʢʞʝ ʩʦʦʙʱʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʝ ʟʘʨʘʞʝʥʥʳʝ ʠ ʧʦʜʦʟ-
ʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ; 

 ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ Kaspersky Mail Gateway ʠ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. 
ʈʝʩʫʨʩʦʤ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʷʚʣʷʶʪʩʷ ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ çʃʘ-
ʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʊʘʢʞʝ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʩʪʨʦʠʪʴ ʧʨʠ-
ʣʦʞʝʥʠʝ ʥʘ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠʟ ʣʦʢʘʣʴʥʦʛʦ ʢʘʪʘʣʦʛʘ; 

ɹʘʟʳ Kaspersky Mail Gateway ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʣʝ-
ʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. ʅʘ ʦʩʥʦʚʝ ʟʘʧʠʩʝʡ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ 
ʥʠʭ, ʢʘʞʜʳʡ ʦʙʲʝʢʪ ʚʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʘʥʘʣʠʟʠʨʫʝʪʩʷ ʥʘ ʧʨʠʩʫʪʩʪ-
ʚʠʝ ʚʠʨʫʩʦʚ: ʩʦʜʝʨʞʘʥʠʝ ʦʙʲʝʢʪʘ ʩʨʘʚʥʠʚʘʝʪʩʷ ʩ ʢʦʜʦʤ, ʭʘʨʘʢʪʝʨ-
ʥʳʤ ʜʣʷ ʪʦʛʦ ʠʣʠ ʠʥʦʛʦ ʚʠʨʫʩʘ. 

ɺʥʠʤʘʥʠʝ! 

ʉʣʝʜʫʝʪ ʧʦʤʥʠʪʴ, ʯʪʦ ʢʘʞʜʳʡ ʜʝʥʴ ʧʦʷʚʣʷʶʪʩʷ ʥʦʚʳʝ ʚʠʨʫʩʳ ʠ 
ʧʦʵʪʦʤʫ ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʜʝʨʞʠʚʘʪʴ ʙʘʟʳ ʚ ʘʢʪʫʘʣʴʥʦʤ ʩʦʩʪʦʷʥʠʠ. 
ʆʙʥʦʚʣʝʥʠʷ ʜʣʷ ʙʘʟ ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʦʙʥʦʚʣʝʥʠʡ çʃʘ-
ʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʢʘʞʜʳʡ ʯʘʩ. 

ɹʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʠ ʘʥʘʣʠʟʝ ʩʦʜʝʨʞʘʥʠʷ 
ʧʠʩʴʤʘ (ʚʢʣʶʯʘʷ ʟʘʛʦʣʦʚʦʢ Subject ʠ ʜʨʫʛʠʝ ʟʘʛʦʣʦʚʢʠ) ʠ ʬʘʡʣʦʚ 
ʚʣʦʞʝʥʠʡ. ʇʨʠ ʵʪʦʤ ʧʨʠʤʝʥʷʶʪʩʷ ʣʠʥʛʚʠʩʪʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ, ʦʩ-
ʥʦʚʘʥʥʳʝ ʥʘ ʩʨʘʚʥʝʥʠʠ ʩ ʧʠʩʴʤʘʤʠ-ʦʙʨʘʟʮʘʤʠ ʠ ʥʘ ʧʦʠʩʢʝ ʭʘʨʘʢ-
ʪʝʨʥʳʭ ʪʝʨʤʠʥʦʚ (ʩʣʦʚ ʠ ʩʣʦʚʦʩʦʯʝʪʘʥʠʡ). 

ɺʥʠʤʘʥʠʝ! 

ʃʠʥʛʚʠʩʪʠʯʝʩʢʘʷ ʣʘʙʦʨʘʪʦʨʠʷ ʧʦʩʪʦʷʥʥʦ ʚʝʜʝʪ ʨʘʙʦʪʫ ʧʦ ʩʦʚʝʨ-
ʰʝʥʩʪʚʦʚʘʥʠʶ ʠ ʧʦʧʦʣʥʝʥʠʶ ʣʠʥʛʚʠʩʪʠʯʝʩʢʠʭ ʜʘʥʥʳʭ, ʠʩʧʦʣʴ-
ʟʫʝʤʳʭ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʩʧʘʤʘ. ɼʣʷ ʵʬʬʝʢʪʠʚʥʦʡ ʙʦʨʴʙʳ ʩʦ 
ʩʧʘʤʦʤ ʥʝʦʙʭʦʜʠʤʦ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘ-
ʤʘ. ʆʙʥʦʚʣʝʥʠʷ ʜʣʷ ʙʘʟ ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʦʙʥʦʚʣʝʥʠʡ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʢʘʞʜʳʝ ʪʨʠ ʤʠʥʫʪ.r 

ɼʣʷ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ 
ʩʧʘʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʧʝʮʠʘʣʴʥʳʡ ʢʦʤʧʦʥʝʥʪ ʦʙʥʦʚʣʝʥʠʷ kee-
pup2date (ʩʤ. ʧ. 5.1 ʥʘ ʩʪʨ. 52). 

 ʧʨʦʠʟʚʦʜʠʪʴ ʥʘʩʪʨʦʡʢʫ ʠ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Mail Gateway ʢʘʢ ʣʦ-
ʢʘʣʴʥʦ (ʩʪʘʥʜʘʨʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʩ ʧʦʤʦ-
ʱʴʶ ʧʘʨʘʤʝʪʨʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʩʠʛʥʘʣʦʚ ʠ ʤʦʜʠʬʠʢʘʮʠʝʡ ʢʦʥ-
ʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ), ʪʘʢ ʠ ʫʜʘʣʝʥʥʦ ʯʝʨʝʟ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ Webmin; 
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 ʧʨʦʠʟʚʦʜʠʪʴ ʤʦʥʠʪʦʨʠʥʛ ʩʦʩʪʦʷʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʠ ʬʠʣʴʪ-
ʨʘʮʠʠ ʩʧʘʤʘ, ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʞʫʨʥʘʣ ʠ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝ-
ʥʠʷ, ʢʘʢ ʣʦʢʘʣʴʥʦ ʪʘʢ ʠ ʫʜʘʣʝʥʥʦ ʩ ʧʦʤʦʱʴʶ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ ʧʨʦ-
ʛʨʘʤʤʳ Webmin; 

 ʧʦʣʫʯʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ ʧʨʠ-
ʣʦʞʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʥʘ ʦʪ-
ʧʨʘʚʢʫ SNMP-ʣʦʚʫʰʝʢ ʧʨʠ ʥʘʩʪʫʧʣʝʥʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʦʙʳʪʠʡ. 

1.1.  Ƀɞɚ əɚɎɚɏɚ Ɏ Kaspersky  Mail  
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ɺ Kaspersky Mail Gateway ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʠʣʦʞʝʥʠʝʤ Kaspersky Mail Ga-
teway ʚʝʨʩʠʠ 5.5 ʜʦʙʘʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ: 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʢʦʪʦʨʳʡ ʦʙʣʘʜʘʝʪ ʩʣʝ-
ʜʫʶʱʠʤʠ ʩʚʦʡʩʪʚʘʤʠ: 

 ʧʦʚʳʰʝʥʥʘʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʠ ʩʪʘʙʠʣʴʥʦʩʪʴ ʨʘʙʦʪʳ; 

 ʥʠʟʢʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʦʙʲʝʤʫ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ; 

 ʥʠʟʢʠʡ ʫʨʦʚʝʥʴ ʪʨʘʬʠʢʘ, ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ (ʦʙ-
ʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Mail Gateway). 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʥʳʭ ʤʝʪʦʜʦʚ ʬʠʣʴʪʨʘʮʠʠ, ʘ 
ʠʤʝʥʥʦ: 

 ʘʣʛʦʨʠʪʤʳ ʨʘʟʙʦʨʘ HTML-ʦʙʲʝʢʪʦʚ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ (ʫʚʝ-
ʣʠʯʠʚʘʝʪ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʙʦʨʴʙʳ ʩ ʨʘʟʣʠʯʥʳʤʠ ʪʨʶʢʘʤʠ ʩʧʘ-
ʤʝʨʦʚ, ʥʘʧʨʘʚʣʝʥʥʳʤʠ ʥʘ ʦʙʭʦʜ ʩʠʩʪʝʤ ʬʠʣʴʪʨʘʮʠʠ); 

 ʩʠʩʪʝʤʘ ʘʥʘʣʠʟʘ ʟʘʛʦʣʦʚʢʦʚ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ; 

 ʩʠʩʪʝʤʘ ʘʥʘʣʠʟʘ ʛʨʘʬʠʯʝʩʢʠʭ ʚʣʦʞʝʥʠʡ (GSG); 

 ʩʝʨʚʠʩʳ Sender Policy Framework (SPF) ʠ Spam URL Realtime 
Blocklists (SURBL); 

 ʩʦʙʩʪʚʝʥʥʳʡ ʩʝʨʚʠʩ Urgent Detection System (UDS), ʧʦʟʚʦʣʷʶ-
ʠɦʡ ʧʦʣʫʯʘʪʴ ʜʘʥʥʳʝ ʦ ʥʝʢʦʪʦʨʳʭ ʚʠʜʘʭ ʩʧʘʤ-ʨʘʩʩʳʣʦʢ ʚ ʨʝ-
ʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʦʪʜʝʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʜʣʷ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: ʜʣʷ 
ʢʘʞʜʦʡ ʛʨʫʧʧʳ ʠʤʝʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʥʝʟʘʚʠʩʠʤʦ ʚʢʣʶ-
ʯʠʪʴ / ʦʪʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʧʨʝʜʝʣʝʥʥʳʭ ʤʝʪʦʜʦʚ ʧʨʦʚʝʨʢʠ, 
ʘ ʪʘʢʞʝ ʦʧʨʝʜʝʣʠʪʴ ʜʝʡʩʪʚʠʷ, ʚʳʧʦʣʥʷʝʤʳʝ ʥʘʜ ʩʦʦʙʱʝʥʠʷʤʠ. 
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 ʇʦʣʫʯʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʪʘʪʠʩʪʠʢʠ ʨʘʙʦʪʳ 
ʧʨʠʣʦʞʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP; ʥʘʩʪʨʦʡʢʘ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʦʪʧʨʘʚ-
ʢʫ SNMP-ʣʦʚʫʰʝʢ ʧʨʠ ʥʘʩʪʫʧʣʝʥʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʦʙʳʪʠʡ. 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʝʨʝʨʘʙʦʪʘʥʥʦʛʦ ʤʝʭʘʥʠʟʤʘ ʧʨʠʝʤʘ ʚʭʦʜʷʱʠʭ ʩʦ-
ʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʤʝʥʴʰʝ ʨʝʩʫʨʩʦʚ ʠ ʧʦʟʚʦʣʷʝʪ ʦʜʥʦ-
ʚʨʝʤʝʥʥʦ ʧʨʠʥʠʤʘʪʴ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʠʩʝʤ. 

1.2.  ȻɚɗɔɞɔɖɌ ɗɔɢɑəɓɔɜɚɎɌəɔɫ 

ʇʦʣʠʪʠʢʘ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ Kaspersky Mail Gateway 5.6 ʧʨʝʜʧʦʣʘʛʘʝʪ ʩʠʩʪʝ-
ʤʫ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʜʫʢʪʘ ʧʦ ʩʣʝʜʫʶʱʠʤ ʢʨʠʪʝʨʠʷʤ:  

 ʢʦʣʠʯʝʩʪʚʫ ʟʘʠɦʱʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

 ʦʙʲʝʤʫ ʦʙʨʘʙʘʪʳʚʘʝʤʦʛʦ ʩʫʪʦʯʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ 
(Mɹ / ʩʫʪʢʠ). 

ʂʘʞʜʳʡ ʪʠʧ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʧʦ ʚʨʝʤʝʥʠ (ʢʘʢ ʧʨʘʚʠ-
ʣʦ, ʵʪʦ ʦʜʠʥ-ʜʚʘ ʛʦʜʘ ʩʦ ʜʥʷ ʧʨʠʦʙʨʝʪʝʥʠʷ ʧʨʦʜʫʢʪʘ). 

ɺʳ ʤʦʞʝʪʝ ʧʨʠʦʙʨʝʩʪʠ ʣʠʮʝʥʟʠʶ ʧʦ ʢʘʢʦʤʫ-ʣʠʙʦ ʦʜʥʦʤʫ ʪʠʧʫ ʦʛʨʘʥʠʯʝʥʠʷ 
(ʥʘʧʨʠʤʝʨ, ʧʦ ʩʫʪʦʯʥʦʤʫ ʦʙʲʝʤʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ). 

ʇʦʤʠʤʦ ʵʪʦʛʦ ʫ ʚʘʩ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠ ʧʨʠʦʙʨʝʪʝʥʠʠ ʧʨʦʜʫʢʪʘ ʦʧʨʝʜʝ-
ʣʠʪʴ, ʙʫʜʝʪ ʣʠ Kaspersky Mail Gateway ʚʳʧʦʣʥʷʪʴ ʪʦʣʴʢʦ ʘʥʪʠʚʠʨʫʩʥʫʶ 
ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʠʣʠ ʪʘʢʞʝ ʠ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ. 

ʉʫʱʝʩʪʚʫʶʪ ʥʝʢʦʪʦʨʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʠʩʭʦʜʷ ʠʟ ʪʠʧʘ 
ʧʨʠʦʙʨʝʪʝʥʥʦʡ ʣʠʮʝʥʟʠʠ ʥʘ ʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ. ʊʘʢ, ʧʨʠ ʦʛʨʘʥʠʯʝʥʠʠ ʧʦ 
ʢʦʣʠʯʝʩʪʚʫ ʟʘʱʠʱʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʬʦʨʤʠʨʦʚʘʪʴ 
ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ (ʜʦʤʝʥʦʚ), ʥʘ ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʘʥʪʠʚʠʨʫʩ-
ʥʘʷ ʟʘʱʠʪʘ ʠ ʬʠʣʴʪʨʘʮʠʷ ʩʧʘʤʘ. ɺ ʩʣʫʯʘʝ ʜʦʩʪʠʞʝʥʠʷ ʢʨʠʪʠʯʝʩʢʦʛʦ ʦʙʲʝ-
ʤʘ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʠʣʠ ʠʩʯʝʨʧʘʥʠʷ ʣʠʤʠʪʘ ʟʘʱʠʱʘʝʤʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʙʫʜʝʪ ʦʪʧʨʘʚʣʝʥʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʫʚʝʜʦʤʣʝʥʠʝ. 

1.3.   ȬɛɛɌɜɌɞəɧɑ ɔ ɛɜɚɏɜɌɘɘəɧɑ 

ɞɜɑɍɚɎɌəɔɫ ɖ ɝɔɝɞɑɘɑ  

ɼʣʷ ʨʘʙʦʪʳ Kaspersky Mail Gateway 5.6 ʥʝʦʙʭʦʜʠʤʦ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʠʩʪʝʤʳ 
ʩʣʝʜʫʶʱʠʤ ʪʨʝʙʦʚʘʥʠʷʤ: 
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 ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ: 

 ʇʨʦʮʝʩʩʦʨ ʢʣʘʩʩʘ Intel Pentium (ʨʝʢʦʤʝʥʜʫʝʪʩʷ Pentium III ʠʣʠ 
Pentium IV). 

 ʆʙʲʝʤ ʩʚʦʙʦʜʥʦʡ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʥʝ ʤʝʥʝʝ 256 ʄɹ. 

 ʉʚʦʙʦʜʥʦʝ ʤʝʩʪʦ ʥʘ ʜʠʩʢʝ ʥʝ ʤʝʥʝʝ 100 Mɹ ï ʜʣʷ ʫʩʪʘʥʦʚʢʠ 
ʧʨʠʣʦʞʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ! 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʪʨʝʙʫʝʤʳʡ ʨʘʟʤʝʨ ʩʚʦʙʦʜʥʦʛʦ ʜʠʩʢʦ-
ʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʥʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʙʲʝʤ ʨʘʙʦʯʝʡ ʦʯʝʨʝʜʠ 
ʧʨʠʣʦʞʝʥʠʷ, ʢʘʨʘʥʪʠʥʥʦʛʦ ʢʘʪʘʣʦʛʘ ʠ ʘʨʭʠʚʦʚ ʚʭʦʜʷʱʝʡ ʠ ʠʩ-
ʭʦʜʷʱʝʡ ʧʦʯʪʳ. ɽʩʣʠ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘ-
ʮʠʠ ʧʨʝʜʧʦʣʘʛʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ ʘʨʭʠʚʦʚ, ʚʘʤ ʥʝʦʙʭʦ-
ʜʠʤʦ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʧʨʦʠʥʜʝʢʩʠʨʦʚʘʪʴ ʦʙʲʝʤ ʪʨʝʙʫʝʤʦʛʦ ʩʚʦ-
ʙʦʜʥʦʛʦ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. 

 ʉʚʦʙʦʜʥʦʝ ʤʝʩʪʦ ʚ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ /tmp ï ʥʝ ʤʝʥʝʝ 500 Mɹ. 

 ʇʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ: 

 ʜʣʷ 32-ʙʠʪʥʦʡ ʧʣʘʪʬʦʨʤʳ ʦʜʥʘ ʠʟ ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ 
ʩʠʩʪʝʤ: 

o Red Hat Enterprise Linux Server 5. 

o Fedora 7. 

o SUSE Linux Enterprise Server 10. 

o OpenSUSE Linux 10.3. 

o Debian GNU/Linux 4 r1. 

o Mandriva 2007. 

o Ubuntu 7.10 Server Edition. 

o FreeBSD 5.5, 6.2. 

 ʜʣʷ 64-ʙʠʪʥʦʡ ʧʣʘʪʬʦʨʤʳ ʦʜʥʘ ʠʟ ʩʣʝʜʫʶʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ 
ʩʠʩʪʝʤ: 

o Red Hat Enterprise Linux Server 5. 

o Fedora 7. 

o SUSE Linux Enterprise Server 10. 

o OpenSUSE Linux 10.3. 
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 ʀʥʪʝʨʧʨʝʪʘʪʦʨ ʷʟʳʢʘ Perl ʚʝʨʩʠʠ 5.0 ʠʣʠ ʚʳʰʝ (www.perl.org), 
ʫʪʠʣʠʪʘ which ï ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠ,̫ ʫʪʠʣʠʪʘ bzip2 ï ʜʣʷ 
ʨʘʩʧʘʢʦʚʢʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. 

 ʇʨʦʛʨʘʤʤʘ Webmin (www.webmin.com) ʚʝʨʩʠʠ 1.070 ʠʣʠ ʚʳʰʝ, 
ʝʩʣʠ ʧʣʘʥʠʨʫʝʪʩʷ ʫʜʘʣʝʥʥʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ. 

1.4.  ȶɚɘɛɗɑɖɞ ɛɚɝɞɌɎɖɔ 

Kaspersky Mail Gateway ʚʳ ʤʦʞʝʪʝ ʧʨʠʦʙʨʝʩʪʠ ʫ ʥʘʰʠʭ ʜʠʩʪʨʠʙʴʶʪʦʨʦʚ, ʘ 
ʪʘʢʞʝ ʚ ʦʜʥʦʤ ʠʟ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʦʚ (ʥʘʧʨʠʤʝʨ, www.kaspersky.ru, ʨʘʟʜʝʣ 
ʕʣʝʢʪʨʦʥʥʳʡ ʤʘʛʘʟʠʥ). 

ʇʨʠ ʧʦʢʫʧʢʝ Kaspersky Mail Gateway ʚ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʝ ʚʳ ʢʦʧʠʨʫʝʪʝ 
ʧʨʦʜʫʢʪ ʩ ʚʝʙ-ʩʘʡʪʘ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè, ʚ ʜʠʩʪʨʠʙʫʪʠʚ ʢʦʪʦʨʦʛʦ 
ʧʦʤʠʤʦ ʩʘʤʦʛʦ ʧʨʦʜʫʢʪʘ ʚʢʣʶʯʝʥʦ ʪʘʢʞʝ ʜʘʥʥʦʝ ʈʫʢʦʚʦʜʩʪʚʦ. ʂʣʶʯ ʙʫʜʝʪ 
ʚʘʤ ʦʪʧʨʘʚʣʝʥ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʧʦ ʬʘʢʪʫ ʦʧʣʘʪʳ. 

1.4.1.  ȷɔɢɑəɓɔɚəəɚɑ ɝɚɏɗɌɤɑəɔɑ 

ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ï ʵʪʦ ʶʨʠʜʠʯʝʩʢʦʝ ʩʦʛʣʘʰʝʥʠʝ ʤʝʞʜʫ ʚʘʤʠ ʠ 
ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè, ʚ ʢʦʪʦʨʦʤ ʫʢʘʟʘʥʦ, ʥʘ ʢʘʢʠʭ ʫʩʣʦʚʠʷʭ ʚʳ 
ʤʦʞʝʪʝ ʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʠʦʙʨʝʪʝʥʥʳʤ ʚʘʤʠ ʧʨʦʛʨʘʤʤʥʳʤ ʧʨʦʜʫʢʪʦʤ.  

1.4.2.  ȼɑɏɔɝɞɜɌɢɔɚəəɌɫ ɖɌɜɞɚɣɖɌ 

ʇʦʞʘʣʫʡʩʪʘ, ʟʘʧʦʣʥʠʪʝ ʨʝʛʠʩʪʨʘʮʠʦʥʥʫ  ʁʢʘʨʪʦʯʢʫ, ʧʦ ʚʦʟʤʦʞʥʦʩʪʠ ʥʘʠʙʦ-
ʣʝʝ ʧʦʣʥʦ ʫʢʘʟʘʚ ʩʚʦʠ ʢʦʦʨʜʠʥʘʪʳ: ʬʘʤʠʣʠʶ, ʠʤʷ, ʦʪʯʝʩʪʚʦ (ʧʦʣʥʦʩʪʴʶ), 
ʪʝʣʝʬʦʥ, ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ (ʝʩʣʠ ʦʥʘ ʝʩʪʴ), ʠ ʦʪʧʨʘʚʴʪʝ ʝʝ ʜʠʩʪ-
ʨʠʙʴʶʪʦʨʫ, ʫ ʢʦʪʦʨʦʛʦ ʚʳ ʧʨʠʦʙʨʝʣʠ ʧʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ. 

ɽʩʣʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʫ ʚʘʩ ʠʟʤʝʥʠʪʩʷ ʧʦʯʪʦʚʳʡ/ʵʣʝʢʪʨʦʥʥʳʡ ʘʜʨʝʩ ʠʣʠ ʪʝ-
ʣʝʬʦʥ, ʧʦʞʘʣʫʡʩʪʘ, ʩʦʦʙʱʠʪʝ ʦʙ ʵʪʦʤ ʜʠʩʪʨʠʙʴʶʪʦʨʫ, ʢʦʪʦʨʦʤʫ ʚʳ ʦʪʧʨʘ-
ʚʠʣʠ ʨʝʛʠʩʪʨʘʮʠʦʥʥʫʶ ʢʘʨʪʦʯʢʫ. 

ʈʝʛʠʩʪʨʘʮʠʦʥʥʘʷ ʢʘʨʪʦʯʢʘ ʷʚʣʷʝʪʩʷ ʜʦʢʫʤʝʥʪʦʤ, ʥʘ ʦʩʥʦʚʘʥʠʠ ʢʦʪʦʨʦʛʦ ʚʳ 
ʧʨʠʦʙʨʝʪʘʝʪʝ ʩʪʘʪʫʩ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘʰʝʡ ʢʦʤʧʘʥʠʠ. 
ʕʪʦ ʜʘʝʪ ʚʘʤ ʧʨʘʚʦ ʥʘ ʪʝʭʥʠʯʝʩʢʫʶ ʧʦʜʜʝʨʞʢʫ ʚ ʪʝʯʝʥʠʝ ʩʨʦʢʘ ʧʦʜʧʠʩʢʠ. 
ʂʨʦʤʝ ʪʦʛʦ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʧʦʜʧʠʩʘʚʰʠʤʩʷ ʥʘ ʨʘʩ-
ʩʳʣʢʫ ʥʦʚʦʩʪʝʡ ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè, ʚʳʩʳʣʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ 
ʦ ʚʳʭʦʜʝ ʥʦʚʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ. 

http://www.perl.org/
http://www.webmin.com/
http://www.kaspersky.ru/
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1.5.  ȽɑɜɎɔɝ ɐɗɫ 

ɓɌɜɑɏɔɝɞɜɔɜɚɎɌəəɧɡ 

ɛɚɗɨɓɚɎɌɞɑɗɑɕ 

ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʧʨʝʜʣʘʛʘʝʪ ʩʚʦʠʤ ʣʝʛʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝ-
ʣʷʤ ʙʦʣʴʰʦʡ ʢʦʤʧʣʝʢʩ ʫʩʣʫʛ, ʧʦʟʚʦʣʷʶʱʠʭ ʫʚʝʣʠʯʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠʩ-
ʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Mail Gateway. 

ʇʦʩʣʝ ʧʨʠʦʙʨʝʪʝʥʠʷ ʢʣʶʯʘ ʚʳ ʩʪʘʥʦʚʠʪʝʩʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘ-
ʪʝʣʝʤ ʧʨʦʛʨʘʤʤʳ ʠ ʚ ʪʝʯʝʥʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ ʧʦʣʫʯʘʝʪʝ ʩʣʝʜʫʶʱʠʝ 
ʫʩʣʫʛʠ: 

 ʝʞʝʯʘʩʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʥʦʚʳʭ 
ʚʝʨʩʠʡ ʜʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ; 

 ʢʦʥʩʫʣʴʪʘʮʠʠ ʧʦ ʚʦʧʨʦʩʘʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʫʩʪʘʥʦʚʢʦʡ, ʥʘʩʪʨʦʡʢʦʡ ʠ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʜʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ, ʦʢʘʟʳʚʘʝʤʳʝ ʧʦ 
ʪʝʣʝʬʦʥʫ ʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ; 

 ʦʧʦʚʝʱʝʥʠʝ ʦ ʚʳʭʦʜʝ ʥʦʚʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ ʃʘʙʦʨʘʪʦʨʠʠ 
ʂʘʩʧʝʨʩʢʦʛʦ ʠ ʦ ʥʦʚʳʭ ʚʠʨʫʩʘʭ, ʧʦʷʚʣʷʶʱʠʭʩʷ ʚ ʤʠʨʝ (ʜʘʥʥʘʷ ʫʩ-
ʣʫʛʘ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʧʦʜʧʠʩʘʚʰʠʤʩʷ ʥʘ ʨʘʩʩʳʣʢʫ 
ʥʦʚʦʩʪʝʡ ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʥʘ ʚʝʙ-ʩʘʡʪʝ ʉʣʫʞ-
ʙ  rʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ (http://support.kaspersky.ru/subscribe/). 

ʇʨʠʤʝʯʘʥʠʝ 

ʂʦʥʩʫʣʴʪʘʮʠʠ ʧʦ ʚʦʧʨʦʩʘʤ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʧʝʨʘʮʠʦʥ-
ʥʳʭ ʩʠʩʪʝʤ ʠ ʧʨʠʣʦʞʝʥʠʡ ʩʪʦʨʦʥʥʝʛʦ ʧʨʦʠʟʚʦʜʠʪʝʣʷ, ʘ ʪʘʢʞʝ ʨʘʙʦʪʳ ʨʘʟ-
ʣʠʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʥʝ ʧʨʦʚʦʜʷʪʩʷ. 
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ȯȷȬȮȬ 2. ȽȺȽȾȬȮ ȴ 

ȾȴȻȴɃȹɇȱ ȽɁȱȸɇ 

ȼȬȳȮȱȼȾɇȮȬȹȴɋ 

ȻȼȴȷȺȲȱȹȴɋ 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʢʦʨʨʝʢʪʥʦ ʥʘʩʪʨʦʠʪʴ ʠ ʵʬʬʝʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠʣʦʞʝ-
ʥʠʝ, ʚʘʞʥʦ ʟʥʘʪʴ ʝʛʦ ʩʦʩʪʘʚ ʠ ʚʥʫʪʨʝʥʥʠʝ ʘʣʛʦʨʠʪʤʳ ʨʘʙʦʪʳ. ʕʪʦ ʪʘʢʞʝ 
ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʤʢʘʭ ʫʞʝ ʩʬʦʨʤʠʨʦ-
ʚʘʥʥʦʡ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʦʨʛʘʥʠʟʘʮʠʠ. ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʙʫʜʫʪ ʧʦʜʨʦʙʥʦ 
ʨʘʩʩʤʦʪʨʝʥʳ ʩʦʩʪʘʚ ʧʨʠʣʦʞʝʥʠʷ, ʝʛʦ ʘʨʭʠʪʝʢʪʫʨʘ, ʤʝʭʘʥʠʟʤ ʨʘʙʦʪʳ, ʘ ʪʘʢ-
ʞʝ ʪʠʧʠʯʥʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ. 

2.1.  ȬɜɡɔɞɑɖɞɟɜɌ ɔ ɝɚɝɞɌɎ 

ɛɜɔɗɚɒɑəɔɫ 

ʇʨʝʞʜʝ ʯʝʤ ʧʨʠʩʪʫʧʠʪʴ ʢ ʠʟʫʯʝʥʠʶ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʧʨʠʣʦ-
ʞʝʥʠʷ, ʨʘʩʩʤʦʪʨʠʤ ʝʛʦ ʚʥʫʪʨʝʥʥʶʶ ʘʨʭʠʪʝʢʪʫʨʫ. 

Kaspersky Mail Gateway ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʦʣʥʦʮʝʥʥʳʡ ʧʦʯʪʦʚʳʡ ʘʛʝʥʪ 
(MTA ï Mail Transfer Agent), ʩʧʦʩʦʙʥʳʡ ʧʨʠʥʠʤʘʪʴ ʧʦʪʦʢ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝ-
ʥʠʡ ʠ ʚʳʧʦʣʥʷʪʴ ʝʛʦ ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʦʩʫʱʝʩʪʚʣʷʷ ʧʨʠ ʵʪʦʤ ʬʠʣʴʪʨʘʮʠʶ 
ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʡ. 

Kaspersky Mail Gateway ʨʝʘʣʠʟʫʝʪ ʥʘʙʦʨ ʢʦʤʘʥʜ SMTP-ʧʨʦʪʦʢʦʣʘ (RFC 
2821), ʬʦʨʤʘʪ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ (RFC 2822), MIME-ʬʦʨʤʘʪ (RFC 2045-
2049, 2231, 2646) ʠ ʥʘʙʦʨ ʪʨʝʙʦʚʘʥʠʡ ʢ ʧʦʯʪʦʚʦʤʫ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ (RFC 
1123). ʇʨʠʣʦʞʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʨʝʢʦʤʝʥʜʘʮʠʷʤ RFC 2505 ʧʦ ʙʦʨʴʙʝ ʩʦ 
ʩʧʘʤʦʤ, ʚ ʯʘʩʪʥʦʩʪʠ ʠʩʧʦʣʴʟʫʝʪ ʧʨʘʚʠʣʘ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ SMTP-ʢʣʠʝʥʪʦʚ 
ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ ʦʪʢʨʳʪʦʛʦ 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ (open relay). ʊʘʢʞʝ Kaspersky Mail Gateway ʧʦʜʜʝʨʞʠʚʘʝʪ 
ʩʣʝʜʫʶʱʠʝ ʨʘʩʰʠʨʝʥʠʷ SMTP-ʧʨʦʪʦʢʦʣʘ: 

 Pipelining ï ʜʣʷ ʫʩʢʦʨʝʥʠʷ ʨʘʙʦʪʳ ʩ ʩʝʨʚʝʨʘʤʠ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʤʠ 
ʵʪʦʪ ʨʝʞʠʤ ʨʘʙʦʪʳ (RFC 2920). 

 8-bit MIME Transport ï ʜʣʷ ʨʘʙʦʪʳ ʩ ʥʘʮʠʦʥʘʣʴʥʳʤʠ ʢʦʜʠʨʦʚʢʘʤʠ 
(RFC 1652). 
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 Enhanced Error Codes ï ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʠʘʛ-
ʥʦʩʪʠʢʠ ʧʨʦʪʦʢʦʣʘ (RFC 2034). 

 DSN (Delivery Status Notifications) ï ʜʣʷ ʫʤʝʥʴʰʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʢʘ-
ʥʘʣ ʠ ʙʦʣʝʝ ʪʦʯʥʦʡ ʜʠʘʛʥʦʩʪʠʢʠ (RFC 1891, 3461-3464). 

 SMTP Message Size ï ʜʣʷ ʫʚʝʣʠʯʝʥʠʷ ʩʢʦʨʦʩʪʠ ʧʝʨʝʜʘʯʠ ʠ ʦʛʨʘʥʠ-
ʯʝʥʠʷ ʥʘʛʨʫʟʢʠ (RFC 1870). 

ʇʨʠʤʝʯʘʥʠʝ 

ʊʝʢʩʪʳ ʫʧʦʤʷʥʫʪʳʭ ʜʦʢʫʤʝʥʪʦʚ RFC ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʠʥʪʝʨʥʝʪʝ ʧʦ ʘʜʨʝʩʫ 
http://www.ietf.org. 

ʇʨʠʣʦʞʝʥʠʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

 mailgw ï ʦʩʥʦʚʥʦʡ ʢʦʤʧʦʥʝʥʪ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʡ ʩʦʙʦʡ 
ʧʦʣʥʦʮʝʥʥʳʡ ʧʦʯʪʦʚʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʩʦ ʚʩʪʨʦʝʥʥʦʡ ʘʥʪʠʚʠʨʫʩ-
ʥʦʡ ʟʘʱʠʪʦʡ ʠ ʬʠʣʴʪʨʘʮʠʝʡ ʩʧʘʤʘ; 

 licensemanager ï ʢʦʤʧʦʥʝʥʪ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʨʘʙʦʪʳ ʩ ʢʣʶ-
ʯʘʤʠ (ʫʩʪʘʥʦʚʢʠ, ʫʜʘʣʝʥʠʷ, ʧʨʦʩʤʦʪʨʘ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘ-
ʮʠʠ); 

 keepup2date ï ʢʦʤʧʦʥʝʥʪ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kas-
persky Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʧʫʪʝʤ ʠʭ ʩʢʘʯʠʚʘʥʠʷ ʩ 
ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʠʣʠ ʠʟ ʣʦʢʘʣʴ-
ʥʦʛʦ ʢʘʪʘʣʦʛʘ; 

 webmin-ʤʦʜʫʣʴ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 
ʧʨʠ ʧʦʤʦʱʠ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ (ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʦʧʮʠʦʥʘʣʴʥʦ). ʂʦʤ-
ʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʠ ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ 
Kaspersky Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʧʨʦʩʤʘʪʨʠʚʘʪʴ 
ʩʪʘʪʠʩʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʟʘʜʘʚʘʪʴ ʜʝʡʩʪʚʠʷ ʥʘʜ ʦʙʲʝʢʪʘʤʠ ʚ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʭ ʩʪʘʪʫʩʘ, ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʨʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ 
ʧʨʠʣʦʞʝʥʠʷ. 

ʆʩʥʦʚʥʦʡ ʢʦʤʧʦʥʝʥʪ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʠʩ.1) ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ ʩʦʩʪʦʠʪ ʠʟ 
ʩʣʝʜʫʶʱʠʭ ʤʦʜʫʣʝʡ: 

 Receiver ï ʤʦʜʫʣʴ ʧʨʠʝʤʘ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ. 

 Sender ï ʤʦʜʫʣʴ ʜʣʷ ʨʘʩʩʳʣʢʠ ʩʦʦʙʱʝʥʠʡ, ʧʨʦʰʝʜʰʠʭ ʘʥʪʠʚʠʨʫʩ-
ʥʫʶ ʦʙʨʘʙʦʪʢʫ ʠ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ. 

 ʄʦʜʫʣʴ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ (AS-ʤʦʜʫʣʴ) ï ʤʦʜʫʣʴ, ʦʩʫʱʝʩʪʚʣʷʶ-
ʱʠʡ ʘʥʘʣʠʟ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʠʭ ʢʣʘʩʩʠʬʠʢʘʮʠʶ ʠ ʦʙʨʘʙʦʪʢʫ. 

 AV-ʤʦʜʫʣʴ ï ʘʥʪʠʚʠʨʫʩʥʦʝ ʷʜʨʦ. 



ʉʦʩʪʘʚ ʠ ʪʠʧʠʯʥʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 19 

 ʄʦʜʫʣʴ ʧʨʦʚʝʨʢʠ ï ʤʦʜʫʣʴ, ʨʝʘʣʠʟʫʶʱʠʡ ʩʦʚʤʝʩʪʥʦ ʩ ʤʦʜʫʣʝʤ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ AV-ʤʦʜʫʣʝʤ ʦʙʨʘʙʦʪʢʫ ʩʦʦʙʱʝʥʠʡ, ʚʢʣʶʯʘʷ 
ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ. 

 

ʈʠʩʫʥʦʢ 1. ʆʙʱʘʷ ʩʪʨʫʢʪʫʨʘ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Mail Gateway 

2.2.  ȽɡɑɘɌ ɜɌɍɚɞɧ ɛɜɔɗɚɒɑəɔɫ 

ʇʨʝʜʫʩʤʦʪʨʝʥ ʩʣʝʜʫʶʱʠʡ ʘʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʨʠʩ. 2): 

1. ʇʦʯʪʦʚʳʡ ʪʨʘʬʠʢ ʧʦʩʪʫʧʘʝʪ ʧʦʯʪʦʚʦʤʫ ʘʛʝʥʪʫ ʧʦ SMTP-ʧʨʦʪʦʢʦʣʫ. 
ʇʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘ ʧʝʨʝʜʘʝʪ ʚʩʶ ʧʦʩʪʫʧʠʚʰʫʶ ʧʦʯʪʫ ʤʦʜʫʣʶ Re-
ceiver. 

 

ʈʠʩʫʥʦʢ 2. ʈʘʙʦʯʘʷ ʦʯʝʨʝʜʴ Kaspersky Mail Gateway 

2. ʄʦʜʫʣʴ Receiver ʧʨʦʠʟʚʦʜʠʪ ʧʝʨʚʠʯʥʫʶ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʷ ʧʦ 
ʩʣʝʜʫʶɦ ʠʤ ʢʨʠʪʝʨʠʷʤ: 

 ʥʘʣʠʯʠʝ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʚ ʤʘʩʢʘʭ ʟʘʧʨʝʪʘ ʠ / ʠʣʠ ʨʘʟ-
ʨʝʰʝʥʠʷ; 

 ʩʦʦʪʚʝʪʩʪʚʠʝ ʦʛʨʘʥʠʯʝʥʠʷʤ ʜʦʩʪʫʧʘ, ʟʘʜʘʥʥʳʤ ʜʣʷ SMTP-
ʩʦʝʜʠʥʝʥʠʡ (ʩʤ. ʧ. 5.5.2 ʥʘ ʩʪʨ. 78); 

 ʩʦʦʪʚʝʪʩʪʚʠʝ ʨʘʟʤʝʨʘ ʧʠʩʴʤʘ (ʘ ʪʘʢʞʝ ʦʙʱʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʧʠ-
ʩʝʤ ʚ ʩʝʩʩʠʠ) ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʧʨʠʣʦʞʝʥʠʷ ʦʛʨʘ-
ʥʠʯʝʥʠʷʤ; 
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 ʩʦʦʪʚʝʪʩʪʚʠʝ ʯʠʩʣʘ ʦʪʢʨʳʪʳʭ ʩʝʩʩʠʡ (ʢʘʢ ʦʙʱʝʛʦ ʢʦʣʠʯʝʩʪʚʘ, 
ʪʘʢ ʠ ʩ ʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ) ʟʘʜʘʥʥʦʤʫ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʧʨʠʣʦʞʝʥʠʷ. 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʩʦʦʙʱʝʥʠʝ ʫʜʦʚʣʝʪʚʦʨʷʝʪ ʪʨʝʙʦʚʘʥʠʷʤ ʧʝʨʚʠʯʥʦʡ 
ʧʨʦʚʝʨʢʠ, ʦʥʦ ʧʦʤʝʱʘʝʪʩʷ ʚ ʨʘʙʦʯʫʶ ʦʯʝʨʝʜʴ ʦʙʲʝʢʪʦʚ, ʦʙʨʘʙʘ-
ʪʳʚʘʝʤʳʭ ʤʦʜʫʣʝʤ ʧʨʦʚʝʨʢʠ. 

ɽʩʣʠ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʚʝʜʝʥʠʝ ʘʨʭʠʚʘ ʚʩʝʛʦ ʦʙʲʝʤʘ ʚʭʦʜʷʱʝʛʦ 
ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ, ʪʦ ʢʦʧʠʷ ʩʦʦʙʱʝʥʠʷ, ʧʦʤʝʱʝʥʥʦʛʦ ʚ ʨʘʙʦʯʫʶ 
ʦʯʝʨʝʜʴ ʦʙʲʝʢʪʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʤʦʜʫʣʝʤ ʧʨʦʚʝʨʢʠ, ʙʫʜʝʪ ʘʚ-
ʪʦʤʘʪʠʯʝʩʢʠ ʩʦʭʨʘʥʷʪʴʩʷ ʚ ʘʨʭʠʚʝ ʧʨʠʥʷʪʳʭ ʩʦʦʙʱʝʥʠʡ. 

ʊʘʢʞʝ ʩʢʨʳʪʫʶ ʢʦʧʠʶ ʢʘʞʜʦʛʦ ʧʨʠʥʷʪʦʛʦ ʧʠʩʴʤʘ ʤʦʞʥʦ ʦʪʧʨʘʚʠʪʴ 
ʥʘ ʟʘʜʘʥʥʳʡ ʩʧʠʩʦʢ ʧʦʯʪʦʚʳʭ ʘʜʨʝʩʘʪʦʚ ʜʦ ʤʦʤʝʥʪʘ ʧʨʦʚʝʨʢʠ ʩʘ-
ʤʦʛʦ ʧʨʠʥʷʪʦʛʦ ʧʠʩʴʤʘ. 

3. ʄʦʜʫʣʴ ʧʨʦʚʝʨʢʠ ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ ʠʟ ʨʘʙʦʯʝʡ ʦʯʝʨʝʜʠ ʠ ʧʝʨʝ-
ʜʘʝʪ ʝʛʦ ʜʣʷ ʧʨʦʚʝʨʢʠ ʤʦʜʫʣʶ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ.  

ɺ ʩʦʩʪʘʚ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʚʭʦʜʷʪ: 

 ʤʘʩʪʝʨ-ʧʨʦʮʝʩʩ ʬʠʣʴʪʨʘʮʠʠ ʠ ʬʠʣʴʪʨʫʶʱʠʝ ʧʨʦʮʝʩʩʳ, ʦʩʫ-
ʱʝʩʪʚʣʷʶʱʠʝ ʧʨʦʚʝʨʢʫ ʧʠʩʝʤ; 

 ʜʝʤʦʥ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ, ʧʨʦʚʝʨʷʶʱʠʡ ʥʘʣʠʯʠʝ ʬʘʡʣʘ ʜʝʡʩʪ-
ʚʫʶʱʝʛʦ ʢʣʶʯʘ, ʘ ʪʘʢʞʝ ʧʨʦʚʝʨʷʶʱʠʡ cʦʙʣʶʜʝʥʠʝ ʦʛʨʘʥʠʯʝ-
ʥʠʡ, ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʨʠʦʙʨʝʪʝʥʥʳʤ ʢʣʶʯʦʤ; 

 ʜʝʤʦʥ ʦʙʨʘʙʦʪʢʠ SPF-ʟʘʧʨʦʩʦʚ; 

 ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʧʨʦʛʨʘʤʤʳ ʠ ʩʢʨʠʧʪʳ, ʚʢʣʶʯʘʷ ʩʢʨʠʧʪ, ʢʦʪʦ-
ʨʳʡ ʧʨʦʠʟʚʦʜʠʪ ʢʦʤʧʠʣʷʮʠ ʁʙʘʟ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. 

ʆʩʥʦʚʥʳʤ ʢʦʤʧʦʥʝʥʪʦʤ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʷʚʣʷʝʪʩʷ ʤʘʩʪʝʨ-
ʧʨʦʮʝʩʩ ʬʠʣʴʪʨʘʮʠʠ (mailgw-process-server), ʚʳʧʦʣʥʷʶʱʠʡ ʩʣʝ-
ʜʫʶʱʠʝ ʬʫʥʢʮʠʠ: 

 ʦʪʩʣʝʞʠʚʘʥʠʝ ʟʘʧʨʦʩʦʚ ʥʘ ʩʦʝʜʠʥʝʥʠʝ ʩ ʬʠʣʴʪʨʫʶʱʠʤ ʧʨʦ-
ʮʝʩʩʦʤ, ʧʦʩʪʫʧʘʶʱʠʭ ʦʪ ʤʦʜʫʣʷ ʧʨʦʚʝʨʢʠ ʧʨʠʣʦʞʝʥʠʷ; 

 ʟʘʧʫʩʢ ʥʦʚʳʭ ʬʠʣʴʪʨʫʶʱʠʭ ʧʨʦʮʝʩʩʦʚ ʧʨʠ ʦʪʩʫʪʩʪʚʠʠ ʩʚʦʙʦʜ-
ʥʳʭ; 

 ʢʦʥʪʨʦʣʴ ʩʪʘʪʫʩʘ ʟʘʧʫʱʝʥʥʳʭ ʬʠʣʴʪʨʫʶʱʠʭ ʧʨʦʮʝʩʩʦʚ; 

 ʟʘʚʝʨʰʝʥʠʝ ʜʦʯʝʨʥʠʭ ʧʨʦʮʝʩʩʦʚ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʩʦʦʪʚʝʪʩʪ-
ʚʫʶʱʝʛʦ ʩʠʛʥʘʣʘ. 

ʌʠʣʴʪʨʫʶʱʠʡ ʧʨʦʮʝʩʩ (ap-mailfilter) ʧʨʠ ʟʘʧʫʩʢʝ ʧʦʣʫʯʘʝʪ ʟʘʛʦʣʦʚ-
ʢʠ ʠ ʪʝʣʦ ʧʠʩʴʤʘ, ʚʳʧʦʣʥʷʝʪ ʠʭ ʘʥʘʣʠʟ ʠ ʚʦʟʚʨʘʱʘʝʪ ʧʦʣʫʯʝʥʥʳʝ 
ʨʝʟʫʣʴʪʘʪʳ. 
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ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʧʨʦʚʝʨʢʫ ʦʪʧʨʘʚʠʪʝʣʷ ʧʠʩʴʤʘ ʥʘ ʩʦ-
ʦʪʚʝʪʩʪʚʠʝ ʧʦʣʠʪʠʢʝ SPF, ʬʠʣʴʪʨʫʶʱʠʡ ʧʨʦʮʝʩʩ ʧʝʨʝʜʘʝʪ ʟʘʧʨʦʩ 
SPF-ʜʝʤʦʥʫ (mailgw-spfd), ʢʦʪʦʨʳʡ ʚʳʧʦʣʥʷʝʪ ʥʝʦʙʭʦʜʠʤʳʝ ʟʘʧʨʦ-
ʩʳ ʢ DNS-ʩʝʨʚʝʨʫ ʠ ʚʦʟʚʨʘʱʘʝʪ ʬʠʣʴʪʨʫʶʱʝʤʫ ʧʨʦʮʝʩʩʫ ʨʝʟʫʣʴ-
ʪʘʪʳ ʧʨʦʚʝʨʢʠ. 

ɸʥʘʣʠʟ ʧʠʩʴʤʘ ʠ ʧʨʠʤʝʥʝʥʠʝ ʢ ʥʝʤʫ ʧʨʘʚʠʣ, ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʘʨʘ-
ʤʝʪʨʘʤʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʧʨʦʠʟʚʦʜʠʪʩʷ ʪʦʣʴʢʦ ʧʨʠ ʥʘ-
ʣʠʯʠʠ ʜʝʡʩʪʚʫʶʱʝʛʦ ʢʣʶʯʘ. 

ɺʩʝ ʧʨʦʚʝʨʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʣʠʮʝʥʟʠʨʦʚʘʥʠʝʤ, ʦʩʫʱʝʩʪʚʣʷʶʪʩʷ ʤʦ-
ʜʫʣʝʤ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ (kas-license) ʧʦ ʟʘʧʨʦʩʫ ʦʪ ʬʠʣʴʪʨʫʶʱʝʛʦ 
ʧʨʦʮʝʩʩʘ. 

ɿʘʢʦʥʯʠʚ ʦʙʨʘʙʦʪʢʫ ʧʠʩʴʤʘ, ʬʠʣʴʪʨʫʶʱʠʡ ʧʨʦʮʝʩʩ ʥʝ ʧʨʝʢʨʘʱʘʝʪ 
ʨʘʙʦʪʫ, ʘ ʞʜʝʪ ʧʦʩʪʫʧʣʝʥʠʷ ʥʦʚʦʛʦ ʟʘʧʨʦʩʘ. ɺʳʧʦʣʥʝʥʠʝ ʬʠʣʴʪ-
ʨʫʶʱʝʛʦ ʧʨʦʮʝʩʩʘ ʟʘʚʝʨʰʘʝʪʩʷ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʥ ʦʙʨʘʙʦʪʘʣ ʤʘʢ-
ʩʠʤʘʣʴʥʦʝ ʜʣʷ ʦʜʥʦʛʦ ʧʨʦʮʝʩʩʘ ʢʦʣʠʯʝʩʪʚʦ ʧʠʩʝʤ (ʦʙʳʯʥʦ 300) 
ʠʣʠ ʜʦʣʛʦʝ ʚʨʝʤʷ ʥʘʭʦʜʠʪʩʷ ʚ ʩʦʩʪʦʷʥʠʠ ʦʞʠʜʘʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʧʠʩʴʤʫ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʩʪʘʪʫʩ ʠ ʧʠʩʴʤʦ ʚʦʟ-
ʚʨʘʱʘʝʪʩʷ ʤʦʜʫʣʶ ʧʨʦʚʝʨʢʠ. ʄʦʜʫʣʴ ʧʨʦʚʝʨʢʠ ʨʘʟʙʠʨʘʝʪ ʧʦʯʪʦ-
ʚʦʝ ʩʦʦʙʱʝʥʠʝ ʥʘ ʦʪʜʝʣʴʥʳʝ ʦʙʲʝʢʪʳ ʠ ʧʝʨʝʜʘʝʪ ʠʭ ʥʘ ʘʥʘʣʠʟ AV-
ʤʦʜʫʣʶ. 

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʧʨʠʦʙʨʝʪʝʥʥʘʷ ʚʘʤʠ ʣʠʮʝʥʟʠʷ ʜʦʧʫʩʢʘʝʪ ʣʠʰʴ ʘʥʪʠʚʠʨʫʩ-
ʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ, ʪʦ ʬʠʣʴʪʨʘʮʠʷ ʩʧʘʤʘ ʥʝ ʚʳ-
ʧʦʣʥʷʝʪʩʷ, ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʩʨʘʟʫ ʧʝʨʝʜʘʶʪʩʷ AV-ʤʦʜʫʣʶ 
ʜʣʷ ʧʨʦʚʝʨʢʠ. ʇʘʨʘʤʝʪʨʳ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʤʦʜʫʣʝʤ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠʛʥʦʨʠʨʫʶʪʩʷ ʧʨʠʣʦʞʝʥʠʝʤ. 

4. AV-ʤʦʜʫʣʴ ʚʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʠ, ʝʩʣʠ ʜʘʥʥʘʷ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ, 
ʣʝʯʝʥʠʝ ʟʘʨʘʞʝʥʥʦʛʦ ʦʙʲʝʢʪʘ. 

5. ʉʦʛʣʘʩʥʦ ʩʪʘʪʫʩʫ (ʩʤ. ʧ. 4.2 ʥʘ ʩʪʨ. 40), ʧʨʠʩʚʦʝʥʥʦʤʫ ʦʙʲʝʢʪʫ ʠʣʠ 
ʩʦʦʙʱʝʥʠʶ ʚ ʨʝʟʫʣʴʪʘʪʝ ʝʛʦ ʦʙʨʘʙʦʪʢʠ ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘ-
ʤʘ ʠ AV-ʤʦʜʫʣʝʤ, ʤʦʜʫʣʴ ʧʨʦʚʝʨʢʠ ʚʳʧʦʣʥʷʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 
ʜʝʡʩʪʚʠʷ ʥʘʜ ʩʦʦʙʱʝʥʠʝʤ (ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʘʚʢʫ ʩʦʦʙʱʝʥʠʷ, ʫʜʘʣʷ-
ʝʪ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ, ʠʟʤʝʥʷʝʪ ʟʘʛʦʣʦʚʢʠ ʩʦʦʙʱʝʥʠʷ, ʧʦʤʝʱʘʝʪ 
ʩʦʦʙʱʝʥʠʝ ʚ ʢʘʨʘʥʪʠʥʥʳʡ ʢʘʪʘʣʦʛ ʠ ʪ.ʜ.). ɺʳʧʦʣʥʷʝʤʳʝ ʜʝʡʩʪʚʠʷ 
ʟʘʜʘʶʪʩʷ ʚ ʬʘʡʣʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ. ʆʙʨʘʙʦʪʘʥʥʦʝ ʩʦ-
ʦʙʱʝʥʠʝ ʧʦʤʝʱʘʝʪʩʷ ʚ ʦʯʝʨʝʜʴ ʛʦʪʦʚʳʭ ʢ ʦʪʧʨʘʚʢʝ ʩʦʦʙʱʝʥʠʡ. 

6. ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʜʝʡʩʪʚʠʷ ʥʘʜ ʩʦʦʙʱʝʥʠʝʤ ʫʢʘʟʘʥʦ ʩʦʭʨʘʥʝʥʠʝ ʚ 
ʢʘʨʘʥʪʠʥʥʦʤ ʢʘʪʘʣʦʛʝ, ʪʦ ʧʦʩʣʝ ʧʨʦʚʝʨʢʠ, ʦʜʥʦʚʨʝʤʝʥʥʦ ʩ ʧʝʨʝ-
ʤʝʱʝʥʠʝʤ ʩʦʦʙʱʝʥʠʷ ʚ ʠʩʭʦʜʷʱʫʶ ʨʘʙʦʯʫʶ ʦʯʝʨʝʜʴ, ʝʛʦ ʢʦʧʠʷ 
ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʢʘʨʘʥʪʠʥʥʦʤ ʢʘʪʘʣʦʛʝ. ʇʨʠʣʦʞʝʥʠʝ ʩʦʟʜʘʝʪ ʦʪʜʝʣʴ-
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ʥʳʡ ʢʘʨʘʥʪʠʥʥʳʡ ʢʘʪʘʣʦʛ ʜʣʷ ʩʦʦʙʱʝʥʠʡ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ 
ʩʧʘʤ ʠʣʠ ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ (ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʧʨʦʚʝʨʢʠ ʥʘ ʩʧʘʤ), ʠ 
ʩʦʦʙʱʝʥʠʡ, ʩʦʜʝʨʞʘʱʠʭ ʟʘʨʘʞʝʥʥʳʝ ʠʣʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ 
(ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʧʨʦʚʝʨʢʠ ʥʘ ʚʠʨʫʩʳ). 

ʇʨʠʤʝʯʘʥʠʝ 

ʉʦʭʨʘʥʝʥʠʝ ʢʦʧʠʠ ʩʦʦʙʱʝʥʠʷ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ ʠʣʠ ʢʘʨʘʥ-
ʪʠʥʝ ʥʝ ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʘʚʢʫ ʦʨʠʛʠʥʘʣʴʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʘʜʨʝʩʘʪʫ. 
ʅʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʜʝʡʩʪʚʠʝ, ʙʣʦʢʠʨʫʶʱʝʝ ʜʦʩ-
ʪʘʚʢʫ ʩʦʦʙʱʝʥʠʷ, ʝʩʣʠ ʚʳ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʩʦʦʙʱʝʥʠʝ ʜʦʩʪʘʚʣʷ-
ʣʦʩʴ ʘʜʨʝʩʘʪʫ. 

7. ʄʦʜʫʣʴ Sender ʠʟʚʣʝʢʘʝʪ ʧʠʩʴʤʦ ʠʟ ʦʯʝʨʝʜʠ ʛʦʪʦʚʳʭ ʢ ʦʪʧʨʘʚʢʝ 
ʩʦʦʙʱʝʥʠʡ ʠ ʧʝʨʝʜʘʝʪ ʝʛʦ ʧʦ SMTP-ʧʨʦʪʦʢʦʣʫ ʩʣʝʜʫʶʱʝʤʫ ʧʦʯʪʦ-
ʚʦʤʫ ʘʛʝʥʪʫ, ʢʦʪʦʨʳʡ ʚʳʧʦʣʥʷʝʪ ʜʦʩʪʘʚʢʫ ʧʦʯʪʦʚʦʛʦ ʧʦʪʦʢʘ ʣʦ-
ʢʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠʣʠ ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʥʘ ʜʨʫ-
ʛʠʝ ʧʦʯʪʦʚʳʝ ʩʝʨʚʝʨʘ. 

8. ɽʩʣʠ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʚʝʜʝʥʠʝ ʘʨʭʠʚʘ ʚʩʝʛʦ ʦʙʲʝʤʘ ʠʩʭʦʜʷʱʝʛʦ 
ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ, ʪʦ ʧʦʩʣʝ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ ʝʛʦ ʢʦʧʠʷ ʘʚʪʦ-
ʤʘʪʠʯʝʩʢʠ ʧʦʤʝʱʘʝʪʩʷ ʚ ʘʨʭʠʚ ʦʪʧʨʘʚʣʝʥʥʳʭ ʩʦʦʙʱʝʥʠʡ 
(ʩʤ. ʨʠʩ. 3). 

 

ʈʠʩʫʥʦʢ 3. ɺʝʜʝʥʠʝ ʘʨʭʠʚʘ ʧʨʠʥʷʪʦʡ / ʦʪʧʨʘʚʣʝʥʥʦʡ ʧʦʯʪʳ 

2.3.  Ⱦɔɛɔɣəɧɑ ɝɡɑɘɧ 

ɜɌɓɎɑɜɞɧɎɌəɔɫ  

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʘʨʭʠʪʝʢʪʫʨʳ ʩʝʪʠ ʚʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʚʘʨʠʘʥʪʳ ʨʘʟ-
ʚʝʨʪʳʚʘʥʠʷ Kaspersky Mail Gateway: 

 ʫʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʜʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʦʡ ʟʦʥʝ (DMZ) (ʙʫʬʝʨ-
ʥʘʷ ʟʦʥʘ ʩʝʪʠ ʤʝʞʜʫ ʚʥʝʰʥʝʡ ʠ ʚʥʫʪʨʝʥʥʝʡ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʴʶ); 



ʉʦʩʪʘʚ ʠ ʪʠʧʠʯʥʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 23 

 ʫʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʚʥʫʪʨʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺ ʢʘʞʜʦʤ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʩʣʫʯʘʝʚ ʚʦʟʤʦʞʥʘ ʫʩʪʘʥʦʚʢʘ: 

 ʥʘ ʦʜʠʥ ʩʝʨʚʝʨ ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʦʡ; 

 ʥʘ ʚʳʜʝʣʝʥʥʳʡ ʩʝʨʚʝʨ. 

ʈʘʩʩʤʦʪʨʠʤ ʚʩʝ ʵʪʠ ʚʘʨʠʘʥʪʳ ʧʦʜʨʦʙʥʝʝ ʠ ʚʳʜʝʣʠʤ ʧʨʝʠʤʫʱʝʩʪʚʘ, ʭʘʨʘʢ-
ʪʝʨʥʳʝ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʥʠʭ. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠʣʦʞʝʥʠʝ, ʷʚʣʷʷʩʴ ʧʦʯʪʦʚʳʤ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ, ʥʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 
ʘʛʝʥʪʘ ʣʦʢʘʣʴʥʦʡ ʜʦʩʪʘʚʢʠ (MDA ï Mail Delivery Agent). ʇʦʵʪʦʤʫ ʧʨʠ ʨʝʘʣʠ-
ʟʘʮʠʠ ʣʶʙʦʡ ʠʟ ʩʭʝʤ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʦʙʷʟʘʪʝʣʴʥʦ ʥʘʣʠʯʠʝ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝ-
ʤʳ (ʩʠʩʪʝʤ), ʦʩʫʱʝʩʪʚʣʷʶʱʝʡ ʜʦʩʪʘʚʢʫ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʣʦʢʘʣʴʥʳʤ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚ ʟʘʱʠʱʘʝʤʳʭ ʜʦʤʝʥʘʭ ʦʨʛʘʥʠʟʘʮʠʠ! 

2.3.1.  ȿɝɞɌəɚɎɖɌ ɛɜɔɗɚɒɑəɔɫ Ɏ 

ɐɑɘɔɗɔɞɌɜɔɓɚɎɌəəɚɕ ɓɚəɑ 

ʆʩʥʦʚʥʳʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʧʦʜʦʙʥʦʡ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʷʚʣʷʝʪʩʷ ʚʳʩʦ-
ʢʘʷ ʩʢʦʨʦʩʪʴ ʨʘʙʦʪʳ ʚʩʝʡ ʩʠʩʪʝʤʳ ʚ ʮʝʣʦʤ ʟʘ ʩʯʝʪ ʤʠʥʠʤʠʟʘʮʠʠ ʢʦʣʠʯʝʩʪ-
ʚʘ ʮʠʢʣʦʚ ʧʝʨʝʜʘʯʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ. ʇʨʠ ʝʝ ʨʝʘʣʠʟʘʮʠʠ ʩʫʱʝʩʪʚʫʶ-
ʱʠʡ ʧʦʯʪʦʚʳʡ ʩʝʨʚʝʨ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʩʦʝʜʠʥʝʥ ʩ ʩʝʪʴʶ ʀʥʪʝʨʥʝʪ, ʯʪʦ 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʩʪʝʧʝʥʴ ʟʘʱʠʪʳ ʜʘʥʥʳʭ. 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʥʘ ʦʜʠʥ ʩʝʨʚʝʨ ʧʨʝʜʫʩʤʦʪ-
ʨʝʥ ʩʣʝʜʫʶʱʠʡ ʘʣʛʦʨʠʪʤ ʠʭ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ: 

1. Kaspersky Mail Gateway ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʥʘ ʧʦʨʪ 25 ʜʣʷ ʧʨʠʝʤʘ ʚʭʦ-
ʜʷʱʝʛʦ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʥʘ ʚʩʝʭ IP-ʘʜʨʝʩʘʭ, ʩʦʧʦʩʪʘʚʣʝʥʥʳʭ ʩ 
MX-ʟʘʧʠʩʷʤʠ ʟʘʱʠʱʘʝʤʦʛʦ ʜʦʤʝʥʘ. 

2. ʇʨʠʣʦʞʝʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ 
ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʧʦʩʣʝ ʯʝʛʦ ʧʝʨʝʜʘʝʪ ʥʘ ʜʨʫʛʦʡ ʧʦʨʪ 
(ʥʘʧʨʠʤʝʨ, 1025) ʦʙʨʘʙʦʪʘʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʝ ʦʨ-
ʛʘʥʠʟʘʮʠʠ. 



24 Kaspersky
È
 Mail Gateway 5.6  

ɺʥʠʤʘʥʠʝ! 

ʅʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʦʛʨʘʥʠʯʝʥʠʷ ʜʣʷ MTA  
(Mail Transfer Agent), ʧʨʠʥʠʤʘʶʱʝʛʦ ʧʦʯʪʫ ʦʪ Kaspersky Mail Ga-
teway ʥʘ ʧʦʨʪ 1025, ʪʘʢ, ʯʪʦʙʳ ʧʨʠʥʠʤʘʪʴ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ 
ʪʦʣʴʢʦ ʦʪ Kaspersky Mail Gateway (ʥʘʧʨʠʤʝʨ, ʥʘʩʪʨʦʠʪʴ ʧʨʠʝʤ 
ʩʦʦʙʱʝʥʠʡ ʪʦʣʴʢʦ ʩ ʠʥʪʝʨʬʝʡʩʘ localhost (127.0.0.1)). ɺ ʧʨʦʪʠʚ-
ʥʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʩʫʱʝʩʪʚʦʚʘʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʦʙʭʦʜʘ ʟʘʱʠʪʳ ʧʫ-
ʪʝʤ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ ʥʘ ʧʦʨʪ 
1025. 

3. ʇʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘ, ʨʘʙʦʪʘʶʱʘʷ ʥʘ ʣʦʢʘʣʴʥʦʤ ʠʥʪʝʨʬʝʡʩʝ, ʦʩʫʱʝ-
ʩʪʚʣʷʝʪ ʣʦʢʘʣʴʥʫʶ ʜʦʩʪʘʚʢʫ ʩʦʦʙʱʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʥʘ ʦʜʠʥ ʩʝʨʚʝʨ ʥʝʦʙʭʦ-
ʜʠʤʦ: 

 ʅʘʩʪʨʦʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʧʨʠʝʤʘ ʧʦʯʪʳ ʥʘ ʧʦʨʪ 25 ʥʘ ʚʩʝʭ ʩʝʪʝ-
ʚʳʭ ʠʥʪʝʨʬʝʡʩʘʭ ʩʝʨʚʝʨʘ. ɼʣʷ ʵʪʦʛʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʚ 
ʩʝʢʮʠʠ [mailgw.network] ʟʘʜʘʡʪʝ ʟʥʘʯʝʥʠʝ: 

ListenOn=0.0.0.0:25  

 ɺ ʪʘʙʣʠʮʝ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʟʘʜʘʪʴ ʧʝʨʝʜʘʯʫ ʚʩʝʭ ʧʨʦʚʝʨʝʥʥʳʭ ʩʦ-
ʦʙʱʝʥʠʡ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʝ ʥʘ ʧʦʨʪ 1025. ɼʣʷ ʵʪʦʛʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠ-
ʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʝʢʮʠʠ [mailgw.forward] ʟʘʜʘʡʪʝ ʟʥʘ-
ʯʝʥʠʝ: 

ForwardRoute =*@company . com [ localhost :1025]  

ʛʜʝ: *@company .com ï ʤʘʩʢʘ ʘʜʨʝʩʦʚ ʧʦʣʫʯʘʪʝʣʝʡ. 

 ʅʘʩʪʨʦʠʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ ʜʣʷ ʧʨʠʝʤʘ ʩʦʦʙʱʝ-
ʥʠʡ ʦʪ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʧʦʨʪ 1025. ʊʝʤ ʩʘʤʳʤ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʧʨʠ-
ʝʤ ʚʭʦʜʷʱʠʭ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʠ ʠʭ ʜʦʩʪʘʚʢʘ ʣʦʢʘʣʴʥʳʤ ʧʦʣʴ-
ʟʦʚʘʪʝʣʷʤ ʚ ʟʘʱʠʱʘʝʤʳʭ ʜʦʤʝʥʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

 ʆʧʨʝʜʝʣʠʪʴ ʧʝʨʝʜʘʯʫ ʚʩʝʭ ʠʩʭʦʜʷʱʠʭ ʩʦʦʙʱʝʥʠʡ, ʧʨʠʥʷʪʳʭ ʧʦʯ-
ʪʦʚʦʡ ʩʠʩʪʝʤʦʡ, ʧʨʠʣʦʞʝʥʠʶ ʥʘ ʧʦʨʪ 25. ʊʝʤ ʩʘʤʳʤ ʦʙʝʩʧʝʯʠʚʘ-
ʝʪʩʷ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ ʠ ʬʠʣʴʪʨʘʮʠʷ ʩʧʘʤʘ ʚ ʠʩʭʦʜʷʱʝʤ 
ʧʦʯʪʦʚʦʤ ʪʨʘʬʠʢʝ ʦʪ ʣʦʢʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

 ɿʘʜʘʪʴ ʩʧʠʩʦʢ ʚʩʝʭ ʣʦʢʘʣʴʥʳʭ ʜʦʤʝʥʦʚ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʢʘʯʝʩʪʚʝ 
ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ ProtectedDomains ʩʝʢʮʠʠ [mailgw.network] 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ (ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ 
ʩʧʝʮʠʘʣʴʥʳʝ ʩʠʤʚʦʣʳ ç*è ʠ ç?è). ʇʦʯʪʘ ʜʣʷ ʥʠʭ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴ-
ʩʷ. 



ʉʦʩʪʘʚ ʠ ʪʠʧʠʯʥʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 25 

ɺʥʠʤʘʥʠʝ! 

ʅʘʩʪʨʦʡʢʘ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʜʘʥʥʦʡ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʨʝʘʣʠʟʫʝʪʩʷ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʚ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ. 

ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʥʘ ʚʳʜʝʣʝʥʥʳʡ ʩʝʨʚʝʨ ʘʥʘʣʦ-
ʛʠʯʝʥ ʘʣʛʦʨʠʪʤʫ ʨʘʙʦʪʳ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʥʘ ʦʜʥʦʤ ʩʝʨʚʝʨʝ ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝ-
ʤʦʡ, ʦʜʥʘʢʦ ʥʘʩʪʨʦʡʢʘ ʜʘʥʥʦʡ ʩʭʝʤʳ ʙʫʜʝʪ ʠʥʦʡ. IP-ʘʜʨʝʩ ʩʝʨʚʝʨʘ, ʥʘ ʢʦ-
ʪʦʨʳʡ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʫʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʜʦʣʞʝʥ ʩʦʜʝʨʞʘʪʴʩʷ ʚ 
MX-ʟʘʧʠʩʷʭ ʟʘʱʠʱʘʝʤʦʛʦ ʜʦʤʝʥʘ. 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʚʳʜʝʣʝʥʥʳʡ ʩʝʨʚʝʨ ʥʝʦʙʭʦʜʠʤʦ: 

 ʅʘʩʪʨʦʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʧʨʠʝʤʘ ʧʦʯʪʳ ʥʘ ʧʦʨʪ 25 ʥʘ ʚʩʝʭ ʩʝʪʝ-
ʚʳʭ ʠʥʪʝʨʬʝʡʩʘʭ ʩʝʨʚʝʨʘ. ɼʣʷ ʵʪʦʛʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ 
ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʝʢʮʠʠ [mailgw.network] ʟʘʜʘʡʪʝ ʟʥʘʯʝʥʠʝ: 

ListenOn=0.0.0.0:25  

 ɺ ʪʘʙʣʠʮʝ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʟʘʜʘʪʴ ʧʝʨʝʜʘʯʫ ʚʩʝʭ ʧʨʦʚʝʨʝʥʥʳʭ ʩʦ-
ʦʙʱʝʥʠʡ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʝ ʥʘ ʧʦʨʪ 25. ɼʣʷ ʵʪʦʛʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʦʤ ʬʘʡʣʝ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʝʢʮʠʠ [mailgw.forward] ʟʘʜʘʡʪʝ ʟʥʘʯʝʥʠʝ: 

ForwardRoute =*@company . com [ host :25]  

ʛʜʝ: *@company . com ï ʤʘʩʢʘ ʘʜʨʝʩʦʚ ʧʦʣʫʯʘʪʝʣʝʡ; 

host ï ʠʤʷ ʩʝʨʚʝʨʘ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʦʨʛʘʥʠʟʘʮʠʠ. 

 ɿʘʜʘʪʴ ʩʧʠʩʦʢ ʚʩʝʭ ʣʦʢʘʣʴʥʳʭ ʜʦʤʝʥʦʚ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʢʘʯʝʩʪʚʝ 
ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ ProtectedDomains ʩʝʢʮʠʠ [mailgw.network] 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ (ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ 
ʩʧʝʮʠʘʣʴʥʳʝ ʩʠʤʚʦʣʳ ç*è ʠ ç?è). ʇʦʯʪʘ ʜʣʷ ʥʠʭ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʩɹʷ. 

ɺʥʠʤʘʥʠʝ! 

ɼʘʥʥʳʡ ʚʘʨʠʘʥʪ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ ʫʜʦʙʥʳʤ, ʦʩʦ-
ʙʝʥʥʦ, ʝʩʣʠ ʫʩʪʘʥʦʚʢʘ Kaspersky Mail Gateway ʧʨʦʠʟʚʦʜʠʪʩʷ ʦʜʥʦʚʨʝʤʝʥʥʦ 
ʩ ʨʘʟʚʝʨʪʳʚʘʥʠʝʤ ʩʝʪʠ ʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʦʨʛʘʥʠʟʘʮʠʠ. 

2.3.2.  ȿɝɞɌəɚɎɖɌ ɛɜɔɗɚɒɑəɔɫ Ɏəɟɞɜɔ 

ɛɚɣɞɚɎɚɕ ɝɔɝɞɑɘɧ 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ ʚʥʫʪʨʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʷʚʣʷ-
ʝʪʩʷ ʪʦ, ʯʪʦ ʥʝʚʦʟʤʦʞʥʦ ʧʦʣʫʯʠʪ ɹʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ ʜʘʥʥʳʝ ʦʙ ʫʩʪʘʥʦʚʣʝʥ-
ʥʦʤ ʥʘ ʩʝʨʚʝʨʝ ʧʨʠʣʦʞʝʥʠʠ ʠ ʝʛʦ ʧʘʨʘʤʝʪʨʘʭ. ʂʨʦʤʝ ʪʦʛʦ, ʧʨʠ ʫʩʪʘʥʦʚʢʝ 
ʧʨʠʣʦʞʝʥʠʷ ʚʥʫʪʨʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʥʘ ʚʳʜʝʣʝʥʥʳʡ ʩʝʨʚʝʨ ʩʫʱʝʩʪʚʫʝʪ 
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ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʥʝʩʢʦʣʴʢʦ ʩʝʨʚʝʨʦʚ, ʧʨʦʠʟʚʦʜʷ-
ʱʠʭ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ.  

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʥʘ ʦʜʠʥ ʩʝʨʚʝʨ ʧʨʝʜʫʩʤʦʪ-
ʨʝʥ ʩʣʝʜʫʶʱʠʡ ʘʣʛʦʨʠʪʤ ʠʭ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ: 

1. ʉʦʟʜʘʶʪʩʷ ʜʚʝ ʢʦʧʠʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ, ʦʜʥʘ ʠʟ ʢʦʪʦʨʳʭ ʫʩʪʘʥʘʚ-
ʣʠʚʘʝʪʩʷ ʥʘ ʧʦʨʪ 25 ʠ ʚʝʜʝʪ ʧʨʠʝʤ ʧʦʯʪʦʚʦʛʦ ʧʦʪʦʢʘ ʥʘ ʚʩʝʭ ʠʥ-
ʪʝʨʬʝʡʩʘʭ. 

2. ʇʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘ ʧʝʨʝʜʘʝʪ ʚʩʶ ʚʭʦʜʷʱʫʶ ʧʦʯʪʫ ʧʦ ʣʦʢʘʣʴʥʦʤʫ 
ʠʥʪʝʨʬʝʡʩʫ ʥʘ ʜʨʫʛʦʡ ʧʦʨʪ (ʥʘʧʨʠʤʝʨ, 1025) ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘ-
ʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʧʨʠʣʦʞʝʥʠʝʤ. 

3. ʇʨʠʣʦʞʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦ-
ʚʝʨʢʫ, ʧʦʩʣʝ ʯʝʛʦ ʧʝʨʝʩʳʣʘʝʪ ʦʙʨʘʙʦʪʘʥʥʳʡ ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ ʚʪʦ-
ʨʦʡ ʢʦʧʠʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ, ʧʨʦʠʟʚʦʜʷʱʝʡ ʧʨʠʝʤ ʧʦʯʪʳ ʥʘ ʧʦʨʪ, 
ʦʪʣʠʯʥʳʡ ʦʪ ʚʳʰʝʫʧʦʤʷʥʫʪʳʭ (ʥʘʧʨʠʤʝʨ, 1026). 

4. ɺʪʦʨʘʷ ʢʦʧʠʷ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʦʩʫʱʝʩʪʚʣʷʝʪ ʜʦʩʪʘʚʢʫ ʧʦʯʪʳ ʣʦ-
ʢʘʣʴʥʳʤ ʘʜʨʝʩʘʪʘʤ. 

ɺʥʠʤʘʥʠʝ! 

ʇʦʜʦʙʥʘʷ ʩʭʝʤʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʨʝʢʦʤʝʥʜʦʚʘʥʘ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦ-
ʨʳʝ ʫʚʝʨʝʥʳ ʚ ʥʘʜʝʞʥʦʩʪʠ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʠʭ ʩʝʨʚʝʨʝ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝ-
ʤʳ. ʋʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʧʦʚʣʠʷʝʪ ʥʘ ʩʪʘʙʠʣʴʥʦʩʪʴ ʨʘʙʦʪʳ ʧʦʯʪʦʚʦʡ 
ʩʠʩʪʝʤʳ. 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʚʳʜʝʣʝʥʥʳʡ ʩʝʨʚʝʨ ʘʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʩʠʩʪʝ-
ʤʳ ʘʥʘʣʦʛʠʯʝʥ ʨʘʩʩʤʦʪʨʝʥʥʦʤʫ ʚʳʰʝ. ʂʨʦʤʝ ʪʦʛʦ, ʜʘʥʥʳʡ ʚʘʨʠʘʥʪ ʜʦʧʫʩ-
ʢʘʝʪ ʟʘʧʫʩʢ ʥʝʩʢʦʣʴʢʠʭ ʢʦʧʠʡ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʨʘʟʥʳʭ ʩʝʨʚʝʨʘʭ. ɺ ʪʘʢʦʤ ʩʣʫ-
ʯʘʝ ʥʘʛʨʫʟʢʘ ʧʦ ʧʨʦʚʝʜʝʥʠʶ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ 
ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʤʦʞʝʪ ʙʳʪʴ ʨʘʚʥʦʤʝʨʥʦ ʨʘʩʧʨʝʜʝʣʝʥʘ ʤʝʞʜʫ ʥʠʤʠ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʘʥʥʦʡ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ: 

ɿʘʜʘʪʴ ʩʧʠʩʦʢ ʚʩʝʭ ʣʦʢʘʣʴʥʳʭ ʜʦʤʝʥʦʚ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘ-
ʤʝʪʨʘ ProtectedDomains ʩʝʢʮʠʠ [mailgw.network] ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ (ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʩʧʝʮʠʘʣʴʥʳʝ 
ʩʠʤʚʦʣʳ ç*è ʠ ç?è). ʇʦʯʪʘ ʜʣʷ ʥʠʭ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ Kaspersky Mail Gateway ʚʦʟʤʦʞʥʦ ʧʦʪʨʝʙʫʝʪʩʷ ʥʘ-
ʩʪʨʦʡʢʘ ʨʘʙʦʪʘʶʱʠʭ ʚʥʫʪʨʠ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦʯʪʦʚʳʭ ʢʣʠʝʥʪʦʚ, ʜʣʷ ʪʦʛʦ ʯʪʦ-
ʙʳ ʚʩʝ ʠʩʭʦʜʷʱʠʝ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʥʘʧʨʘʚʣʷʣʠʩʴ ʧʨʠʣʦʞʝʥʠʶ, ʢʦʪʦ-
ʨʦʝ ʧʦʩʣʝ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʜʦʩʪʘʚʠʪ ʧʦʯʪʫ ʚʦ 
ʚʥʝʰʥʶʶ ʩʝʪʴ. 



ʉʦʩʪʘʚ ʠ ʪʠʧʠʯʥʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ 27 

 

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʫʩʪʘʥʦʚʣʝʥʳ ʤʝʞʩʝʪʝʚʳʝ ʵʢʨʘʥʳ ʠʣʠ ʦʨʛʘʥʠʟʦʚʘʥʳ 
DMZ, ʥʝʦʙʭʦʜʠʤʦ ʦʙʝʩʧʝʯʠʪʴ ʜʦʩʪʫʧ ʧʦʯʪʦʚʳʭ ʢʣʠʝʥʪʦʚ ʠ ʩʝʨʚʝʨʦʚ ʚʥʝʰ-
ʥʝʡ ʠ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʢ ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʧʨʠʣʦʞʝʥʠʶ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ ʩ 
ʥʠʤ ʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ. 



 

ȯȷȬȮȬ 3. ȿȽȾȬȹȺȮȶȬ 

ȻȼȴȷȺȲȱȹȴɋ 

ʇʨʝʞʜʝ ʯʝʤ ʧʨʠʩʪʫʧʠʪʴ ʢ ʫʩʪʘʥʦʚʢʝ Kaspersky Mail Gateway, ʥʝʦʙʭʦʜʠʤʦ: 

 ʋʙʝʜʠʪʴʩʷ, ʯʪʦ ʩʠʩʪʝʤʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʘʧʧʘʨʘʪʥʳʤ ʠ ʧʨʦʛʨʘʤʤʥʳʤ 
ʪʨʝʙʦʚʘʥʠʷʤ (ʩʤ. ʧ. 1.3 ʥʘ ʩʪʨ. 13). 

 ʅʘʩʪʨʦʠʪʴ ʠʥʪʝʨʥʝʪ-ʩʦʝʜʠʥʝʥʠʝ (ʜʠʩʪʨʠʙʫʪʠʚ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʩʦ-
ʜʝʨʞʠʪ ʙʘʟʳ Kaspersky Mail Gateway ʠ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, 
ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʠ ʬʠʣʴʪʨʘ-
ʮʠʠ ʩʧʘʤʘ). 

 ɺʦʡʪʠ ʚ ʩʠʩʪʝʤʫ ʧʦʜ ʧʦʣʴʟʦʚʘʪʝʣʝʤ root ʠʣʠ ʣʶʙʳʤ ʜʨʫʛʠʤ, 
ʠʤʝʶʱʠʤ ʧʨʘʚʘ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

3.1.  ȿɝɞɌəɚɎɖɌ ɛɜɔɗɚɒɑəɔɫ əɌ 

ɝɑɜɎɑɜ ɛɚɐ ɟɛɜɌɎɗɑəɔɑɘ Linux  

ɼʣʷ ʩʝʨʚʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux, 
ʧʨʠʣʦʞʝʥʠʝ Kaspersky Mail Gateway ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʚ ʜʚʫʭ ʚʘʨʠʘʥʪʘʭ 
ʫʩʪʘʥʦʚʢʠ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʜʠʩʪʨʠʙʫʪʠʚʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux. 

ɼʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ Linux Red Hat, Linux SUSE ʠ Linux Mandriva ʧʨʝʜʫʩʤʦʪ-
ʨʝʥʘ ʫʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʠʟ rpm-ʧʘʢʝʪʘ. 

ɼʣʷ ʟʘʧʫʩʢʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Mail Gateway ʠʟ rpm-ʧʘʢʝʪʘ ʚ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# rpm - i  <ʠʤʷ_ʬʘʡʣʘ_ʜʠʩʪʨʠʙʫʪʠʚʘ> 

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʳ ʠʩʧʦʣʴʟʦʚʘʣʠ rpm-ʧʘʢʝʪ, ʧʦʩʣʝ ʢʦʧʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚ 
ʜʠʩʪʨʠʙʫʪʠʚʘ ʥʘ ʩʝʨʚʝʨ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʟʘʧʫʩʪʠʪʴ ʩʢʨʠʧʪ 
postinstall.pl, ʚʳʧʦʣʥʷʶʱʠʡ ʥʘʩʪʨʦʡʢʫ ʧʨʠʣʦʞʝʥʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ. ʉʢʨʠʧʪ 
postinstall.pl ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʢʘʪʘʣʦʛ 
/opt/kaspersky/mailgw/lib/bin/setup/ (ʜʣʷ Linux) ʠ ʚ ʢʘʪʘʣʦʛ  
/usr/local/libexec/kaspersky/mailgw/setup/ (ʜʣʷ FreeBSD). 

ɼʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ Linux Debian ʠ Linux Ubuntu ʫʩʪʘʥʦʚʢʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ 
ʧʦʤʦʱʴʶ deb-ʧʘʢʝʪʘ ʧʨʠʣʦʞʝʥʠʷ. 
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ɼʣʷ ʟʘʧʫʩʢʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Mail Gateway ʠʟ deb-ʧʘʢʝʪʘ ʚ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# dpkg  - i  <ʠʤʷ_ʬʘʡʣʘ_ʜʠʩʪʨʠʙʫʪʠʚʘ> 

ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʢʦʤʘʥʜʳ ʜʘʣʴʥʝʡʰʠʡ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

ɺʥʠʤʘʥʠʝ! 

ʉʫʱʝʩʪʚʫʶʪ ʦʩʦʙʝʥʥʦʩʪʠ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʜʠʩʪʨʠʙʫʪʠʚʘ 
Mandriva. ɺʦʟʤʦʞʥʦ, ʚʘʤ ʧʨʠʜʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʜʝʡʩʪʚʠʷ 
ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʪʘʢʠʭ ʩʠʩʪʝʤʘʭ (ʧʦʜʨʦʙʥʝʝ ʩʤ. 
ʛʣʘʚʫ 9 ʥʘ ʩʪʨ. 116). 

3.2.  ȿɝɞɌəɚɎɖɌ ɛɜɔɗɚɒɑəɔɫ əɌ 

ɝɑɜɎɑɜ ɛɚɐ ɟɛɜɌɎɗɑəɔɑɘ 

FreeBSD  

ɼʣʷ ʩʝʨʚʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 
FreeBSD, ʜʠʩʪʨʠʙʫʪʠʚ Kaspersky Mail Gateway ʧʦʩʪʘʚʣʷʝʪʩʷ ʚ pkg-ʧʘʢʝʪʝ. 

ɼʣʷ ʟʘʧʫʩʢʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Mail Gateway ʠʟ pkg-ʧʘʢʝʪʘ ʚ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# pkg _add <ʠʤʷ_ʧʘʢʝʪʘ> 

ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʢʦʤʘʥʜʳ ʜʘʣʴʥʝʡʰʠʡ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʚʧrʦʣʥʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

3.3.  Ȼɜɚɢɑɝɝ ɟɝɞɌəɚɎɖɔ  

ɺʥʠʤʘʥʠʝ! 

ʇʦ ʨʷʜʫ ʧʨʠʯʠʥ ʫʩʪʘʥʦʚʢʘ ʤʦʞʝʪ ʟʘʚʝʨʰʠʪʴʩʷ ʩ ʦʰʠʙʢʦʡ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ 
ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚʘʰ ʢʦʤʧʴʶʪʝʨ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʘʧʧʘʨʘʪʥʳʤ ʠ ʧʨʦʛʨʘʤʤʥʳʤ 
ʪʨʝʙʦʚʘʥʠʷʤ (ʩʤ. ʧ. 1.3 ʥʘ ʩʪʨ. 13), ʠ ʯʪʦ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʚʳʧʦʣʥʝʥ ʩ ʧʨʘʚʘ-
ʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷ root. 

ʋʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʩʝʨʚʝʨ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ: 
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ʐʘʛ 1.   ʇʦʜʛʦʪʦʚʢʘ ʩʠʩʪʝʤʳ ʢ ʫʩʪʘʥʦʚʢʝ 

ʅʘ ʜʘʥʥʦʤ ʵʪʘʧʝ ʧʨʦʠʩʭʦʜʠʪ ʩʦʟʜʘʥʠʝ ʩʠʩʪʝʤʥʦʡ ʛʨʫʧʧʳ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 
(ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʟʜʘʝʪʩʷ ʛʨʫʧʧʘ klusers ʠ ʧʦʣʴʟʦʚʘʪʝʣʴ kluser). ɺ ʜʘʣʴ-
ʥʝʡʰʝʤ ʧʨʠ ʩʪʘʨʪʝ ʧʨʠʣʦʞʝʥʠʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʤʝʥʥʦ ʵʪʦʛʦ ʧʦʣʴʟʦ-
ʚʘʪʝʣʷ (ʥʝ root). ʕʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʙʝʟʦ-
ʧʘʩʥʦʩʪʠ. 

ʐʘʛ 2.   ʂʦʧʠʨʦʚʘʥʠʝ ʬʘʡʣʦʚ ʚ ʨʘʙʦʯʠʝ ʜʠʨʝʢʪʦʨʠʠ ʥʘ 
ʩʝʨʚʝʨʝ 

ʅʘ ʵʪʦʤ ʵʪʘʧʝ ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ ʢʦʧʠʨʫʶʪʩʷ ʚ ʨʘʙʦʯʠʝ ʜʠʨʝʢʪʦʨʠʠ ʥʘ 
ʩʝʨʚʝʨʝ. ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʢʘʪʘʣʦʛʦʚ, ʚ ʢʦʪʦʨʳʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʫʩʪʘʥʦʚ-
ʢʘ, ʩʤ. ʚ ʧ. B.1 ʥʘ ʩʪʨ. 168. 

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʳ ʠʩʧʦʣʴʟʦʚʘʣʠ rpm-ʧʘʢʝʪ, ʪʦ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʧʦʩʣʝ-
ʜʫʶʱʠʭ ʰʘʛʦʚ ʟʘʧʫʩʪʠʪʝ ʩʢʨʠʧʪ postinstall.pl (ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʧʦ ʫʤʦʣʯʘ-
ʥʠʶ ʚ ʢʘʪʘʣʦʛ /opt/kaspersky/mailgw/lib/bin/setup/ (ʜʣʷ Linux) ʠ ʚ ʢʘʪʘʣʦʛ 
/usr/local/libexec/kaspersky/mailgw/setup/ (ʜʣʷ FreeBSD)). 

ʐʘʛ 3.   ʇʦʩʪʠʥʩʪʘʣʣʷʮʠʦʥʥʘʷ ʥʘʩʪʨʦʡʢʘ 

ʇʦʩʪʠʥʩʪʘʣʣʷʮʠʦʥʥʘʷ ʥʘʩʪʨʦʡʢʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʵʪʘʧʳ: 

 ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʧ. 3.4 ʥʘ ʩʪʨ. 31). 

 ʅʘʩʪʨʦʡʢʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʝʨʚʠʩʘ UDS. 

 ʋʩʪʘʥʦʚʢʘ ʠ ʨʝʛʠʩʪʨʘʮʠʷ ʢʣʶʯʘ. 

ɽʩʣʠ ʢʣʶʯ ʥʘ ʤʦʤʝʥʪ ʫʩʪʘʥʦʚʢʠ ʚʨʝʤʝʥʥʦ ʦʪʩʫʪʩʪʚʫʝʪ (ʥʘʧʨʠʤʝʨ, 
ʧʨʠʣʦʞʝʥʠʝ ʧʨʠʦʙʨʝʪʝʥʦ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ, ʠ ʢʣʶʯ ʝʱʝ ʥʝ ʜʦʩʪʘʚʣʝʥ 
ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ), ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʝʛʦ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʝ-
ʨʝʜ ʥʘʯʘʣʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʧ. 5.6 ʥʘ ʩʪʨ. 79). ʆʙ-
ʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʝʩʣʠ ʢʣʶʯ ʥʝ ʫʩʪʘʥʦʚʣʝʥ, ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ 
Kaspersky Mail Gateway, ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʟʘʧʫʩʢ ʦʩʥʦʚʥʦʛʦ 
ʢʦʤʧʦʥʝʥʪʘ ʧʨʠʣʦʞʝʥʠʷ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ʥʝ ʚʳʧʦʣ-
ʥʷʝʪʩʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʵʪʠ ʜʝʡʩʪʚʠʷ ʩʘʤʦ-
ʩʪʦʷʪʝʣʴʥʦ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʢʣʯʁʘ. 

 ʅʘʩʪʨʦʡʢʘ ʢʦʤʧʦʥʝʥʪʘ keepup2date. 

 ʋʩʪʘʥʦʚʢʘ (ʦʙʥʦʚʣʝʥʠʝ) ʙʘʟ Kaspersky Mail Gateway ʠ ʙʘʟ ʬʠʣʪɹ-
ʨʘʮʠʠ ʩʧʘʤʘ. ʅʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʙʘʟʳ ʧʨʠʣʦʞʝʥʠʷ ʠ ʙʘʟʳ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ. 
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ʇʨʦʮʝʜʫʨʘ ʧʦʠʩʢʘ ʠ ʣʝʯʝʥʠʷ ʚʠʨʫʩʦʚ ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʟʘʧʠʩʷʭ ʙʘʟ 
ʧʨʠʣʦʞʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʭ ʦʧʠʩʘʥʠʝ ʚʩʝʭ ʠʟʚʝʩʪʥʳʭ ʥʘ ʥʘʩʪʦʷʱʠʡ 
ʤʦʤʝʥʪ ʚʠʨʫʩʦʚ ʠ ʩʧʦʩʦʙʦʚ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʠʤʠ ʦʙʲʝʢʪʦʚ. ɹʝʟ 
ʙʘʟ Kaspersky Mail Gateway ʧʨʦʚʝʨʢʘ ʠ ʦʙʨʘʙʦʪʢʘ ʧʦʯʪʦʚʳʭ ʩʦʦʙ-
ʱʝʥʠʡ ʥʝʚʦʟʤʦʞʥʘ! ɹʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʧʨʠʤʝʥʷʶʪʩʷ ʧʨʠ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ (ʘʥʘʣʠʟʝ ʩʦʜʝʨʞʘʥʠʷ ʧʠʩʝʤ ʠ ʬʘʡʣʦʚ ʚʣʦʞʝʥʠʡ 
ʩ ʮʝʣʴʶ ʚʳʷʚʣʝʥʠʷ ʩʦʦʙʱʝʥʠʡ, ʩʦʜʝʨʞʘʱʠʭ ʧʨʠʟʥʘʢʠ ʩʧʘʤʘ). 

 ʋʩʪʘʥʦʚʢʘ Webmin-ʤʦʜʫʣʷ. 

ʄʦʜʫʣʴ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʪʦʣʴʢʦ ʧʨʠ ʫʩʣʦ-
ʚʠʠ, ʯʪʦ ʧʨʦʛʨʘʤʤʘ Webmin ʨʘʩʧʦʣʦʞʝʥʘ ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʢʘʪʘʣʦʛʝ. 
ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʤʦʜʫʣʷ ʙʫʜʫʪ ʜʘʥʳ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʨʝʢʦʤʝʥʜʘ-
ʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʝʛʦ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʩ ʧʨʠʣʦʞʝʥʠʝʤ. 

 ɿʘʧʫʩʢ ʦʩʥʦʚʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʧʨʠʣʦʞʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ! 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ Kaspersky Mail Gateway ʥʝ ʥʘʯʘʣ ʩʚʦʶ ʨʘʙʦʪʫ, ʧʨʦʚʝʨʴʪʝ 
ʧʨʘʚʠʣʴʥʦʩʪʴ ʟʘʜʘʥʥʳʭ ʚʘʤʠ ʚ ʧʨʦʮʝʩʩʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʘʨʘʤʝʪʨʦʚ (ʦʙʨʘ-
ʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʚʳʙʦʨ ʧʦʨʪʘ ʜʣʷ ʧʨʠʝʤʘ ʧʦʪʦʢʘ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ). 
ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ ʦʪʯʝʪʘ ʦ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ. 

ɽʩʣʠ ʚʩʝ ʦʧʠʩʘʥʥʳʝ ʚʳʰʝ ʰʘʛʠ ʚʳʧʦʣʥʝʥʳ ʢʦʨʨʝʢʪʥʦ, ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩ-
ʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʥʘ ʢʦʥʩʦʣʴ ʩʝʨʚʝʨʘ ʙʫʜʝʪ ʚʳʚʝʜʝʥʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ 
ʩʦʦʙʱʝʥʠʝ. 

3.4.  ȹɌɝɞɜɚɕɖɌ ɛɜɔɗɚɒɑəɔɫ 

ʉʨʘʟʫ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʢʦʧʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚ ʜʠʩʪʨʠʙʫʪʠʚʘ ʥʘ ʩʝʨʚʝʨ ʚʳʧʦʣ-
ʥʷʝʪʩʷ ʥʘʩʪʨʦʡʢʘ ʩʠʩʪʝʤʳ. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʤʝʥʝʜʞʝʨʘ ʧʘʢʝʪʘ ʵʪʘʧ ʢʦʥ-
ʬʠʛʫʨʘʮʠʠ ʙʫʜʝʪ ʟʘʧʫʱʝʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʣʠʙʦ (ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʤʝʥʝʜʞʝʨ 
ʧʘʢʝʪʘ ʥʝ ʜʦʧʫʩʢʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʪʝʨʘʢʪʠʚʥʳʭ ʩʢʨʠʧʪʦʚ, ʢʘʢ, ʥʘʧʨʠʤʝʨ, 
rpm) ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʦʪʨʝʙʫʶʪʩʷ ʥʝʢʦʪʦʨʳʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʜʝʡʩʪʚʠʷ. 
ɺʩʝ ʥʘʩʪʨʦʡʢʠ ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʬʘʡʣʝ mailgw.conf, ʫʩʪʘʥʘʚʣʠʚʘʶʱʝʤʩʷ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʚ ʢʘʪʘʣʦʛ  
/etc/opt/kaspersky/ ï ʜʣʷ Linux, /usr/local/etc/kaspersky/ ï ʜʣʷ FreeBSD. 
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ɺʥʠʤʘʥʠʝ! 

ɼʣʷ ʟʘʧʫʩʢʘ ʧʨʦʮʝʩʩʘ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ rpm-ʧʘʢʝʪʘ 
ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ ʜʣʷ Linux: 

# /opt/ kaspersky / mailgw / lib/bin/ setup/postinstall.pl  

ɼʣ ̫FreeBSD: 

# /usr/local/libexec/kaspersky/mailgw/setup/postinstall.pl  

ʇʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ: 

 ɿʘʜʘʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʠʤʝʥʠ ʩʝʨʚʝʨʘ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʠʩʧʦʣʴ-
ʟʦʚʘʥʦ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʢʦʤʘʥʜʘʭ SMTP-
ʧʨʦʪʦʢʦʣʘ, ʧʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ DSN ʠ ʫʚʝʜʦʤʣʝʥʠʡ (ʧʘʨʘʤʝʪʨ 
Hostname ʩʝʢʮʠʠ [mailgw.network] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 
mailgw.conf). ɺ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʟʘʜʘʡʪʝ ʧʦʣ-
ʥʦʝ ʜʦʤʝʥʥʦʝ ʠʤʷ ʩʝʨʚʝʨʘ. 

 ɿʘʜʘʥʠʝ ʠʤʝʥʠ ʜʦʤʝʥʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ: 

 ʬʦʨʤʠʨʦʚʘʥʠʷ ʘʜʨʝʩʘ Postmaster (ʧʘʨʘʤʝʪʨ Postmaster ʩʝʢ-
ʮʠʠ [mailgw.network]); 

 ʦʙʨʘʪʥʦʛʦ ʘʜʨʝʩʘ ʫʚʝʜʦʤʣʝʥʠʡ (ʧʘʨʘʤʝʪʨ NotifyFromAddress 
ʩʝʢʮʠʠ [mailgw.policy]); 

 ʘʜʨʝʩʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ (ʧʘʨʘʤʝʪʨ AdminNotifyAddress ʩʝʢ-
ʮʠʠ [mailgw.policy]); 

 ʨʘʟʨʝʰʝʥʠʷ ʚʭʦʜʷʱʝʡ ʧʦʯʪʳ ʥʘ ʜʘʥʥʳʡ ʜʦʤʝʥ (ʧʘʨʘʤʝʪʨ 
RelayRule ʩʝʢʮʠʠ [mailgw.access]). 

 ʆʧʨʝʜʝʣʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʠ ʧʦʨʪʘ, ʥʘ ʢʦʪʦʨʳʡ ʧʨʦʠʩʭʦʜʠʪ ʧʨʠʝʤ 
ʚʭʦʜʷʱʝʛʦ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ (ʧʘʨʘʤʝʪʨ ListenOn ʩʝʢʮʠʠ 
[mailgw.network]). ɺʚʝʜʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʜʦʣʞʥʦ ʠʤʝʪʴ ʬʦʨʤʘʪ 
<x.ʭ.ʭ.x: z> 

ʛʜʝ: 

x.ʭ.ʭ.x ï IP-ʘʜʨʝʩ; 

z ï ʥʦʤʝʨ ʧʦʨʪʘ. 

 ʀʜʝʥʪʠʬʠʢʘʮʠʶ ʚʦ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ. ʕʪʦ ʟʥʘʯʝʥʠʝ ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʘʚʠʣ ʧʨʦʭʦʞʜʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʦʛʦ ʪʨʘ-
ʬʠʢʘ (ʧʘʨʘʤʝʪʨ RelayRule ʩʝʢʮʠʠ [mailgw.access]), ʚ ʯʘʩʪʥʦʩʪʠ 
ʜʣʷ ʟʘʜʘʥʠʷ ʦʪʜʝʣʴʥʳʭ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ ʧʦʯʪʳ ʚʥʫʪʨʠ ʦʨʛʘʥʠʟʘ-
ʮʠʠ, ʟʘʧʨʝʪʘ ʥʘ ʧʨʠʝʤ ʧʦʯʪʳ ʩ ʦʧʨʝʜʝʣʝʥʥʳʭ ʜʦʤʝʥʦʚ ʠ ʪ. ʜ. ɺʚʝ-

ʜʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʜʦʣʞʥʦ ʠʤʝʪʴ ʬʦʨʤʘʪ <x.ʭ.ʭ.x> ʣʠʙʦ 

<x.ʭ.ʭ.x/ y. y. y . y>, ʣʠʙʦ <x.ʭ.ʭ.x/ y> 
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ʛʜʝ: 

x.ʭ.ʭ.x ï IP-ʘʜʨʝʩ; 

y.y.y.y ʠʣʠ y ï ʤʘʩʢʘ ʧʦʜʩʝʪʠ. 

 ʆʧʨʝʜʝʣʝʥʠʝ (ʝʩʣʠ ʪʨʝʙʫʝʪʩʷ) ʩʝʨʚʝʨʘ, ʥʘ ʢʦʪʦʨʳʡ ʦʪʧʨʘʚʣʷʶʪʩʷ 
ʚʩʝ ʧʨʦʚʝʨʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʝʤ ʩʦʦʙʱʝʥʠʷ (ʧʘʨʘʤʝʪʨ 
ForwardRoute ʩʝʢʮʠʠ [mailgw.forward]). ɺʚʝʜʝʥʥʦʝ ʟʥʘʯʝʥʠʝ 

ʜʦʣʞʥʦ ʠʤʝʪʴ ʬʦʨʤʘʪ <x.ʭ.ʭ.x: z> 

ʛʜʝ: 

x.ʭ.ʭ.x ï IP-ʘʜʨʝʩ; 

z ï ʥʦʤʝʨ ʧʦʨʪʘ. 

 ɿʘʜʘʥʠʝ ʠʤʝʥʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ (ʧʘʨʘʤʝʪʨ ProxyAddress ʩʝʢʮʠʠ 
[updater.options]). ʕʪʦ ʥʝʦʙʭʦʜʠʤʦ, ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ ʧʦʜʢʣʶʯʘʝʪʩʷ 
ʢ ʠʥʪʝʨʥʝʪʫ ʯʝʨʝʟ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ. 

 ʇʦʜʪʚʝʨʞʜʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʫʩʪʘʥʦʚʢʠ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʝʨʚʠ-
ʩʘ UDS. 

ʉʝʨʚʠʩ UDS ʧʦʟʚʦʣʷʝʪ ʦʧʝʨʘʪʠʚʥʦ ʙʣʦʢʠʨʦʚʘʪʴ ʨʘʩʩʳʣʢʠ ʩʧʘʤʘ, 
ʥʝ ʜʦʞʠʜʘʷʩʴ ʟʘʛʨʫʟʢʠ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ Kaspersky Mail Gateway. ʈʝ-
ʢʦʤʝʥʜʫʝʪʩʷ ʦʪʢʣʶʯʘʪʴ ʧʨʦʚʝʨʢʠ ʧʦ UDS ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʛʦ ʤʝʪʦʜʘ ʩʫʱʝʩʪʚʝʥʥʦ ʩʥʠʞʘʝʪ ʧʨʦʠʟʚʦʜʠ-
ʪʝʣʴʥʦʩʪʴ ʩʝʨʚʝʨʘ ʬʠʣʴʪʨʘʮʠʠ ʠʣʠ ʦʪʩʫʪʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʦʙʝʩ-
ʧʝʯʠʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩʝʨʚʝʨʘ ʬʠʣʴʪʨʘʮʠʠ ʩ UDS-ʩʝʨʚʝʨʘʤʠ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʇʦʜʨʦʙʥʝʝ ʦ ʩʝʨʚʠʩʝ UDS cʤ. ʧ. 4.3.4 
ʥʘ ʩʪʨ. 46. 

ɺʥʠʤʘʥʠʝ! 

ɼʣʷ ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʨʘʙʦʪʳ ʩʝʨʚʠʩʘ UDS, ʫʩʪʘʥʦʚʠʪʝ 
ʧʝʨʠʦʜʠʯʝʩʢʠʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʦʧʨʝʜʝʣʝʥʠʷ ʚʨʝʤʝʥʠ ʜʦʩʪʫʧʘ ʢ 
UDS-ʩʝʨʚʝʨʘʤ (ʩʤ. ʧ. 5.2.4 ʥʘ ʩʪʨ. 61). 

 ɺʥʝʩʝʥʠʝ ʠʟʤʝʥʝʥʠʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ 
ʙʦʣʝʝ ʜʝʪʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ AV-ʤʦʜʫʣʷ ʠ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘ-
ʮʠʠ ʩʧʘʤʘ (ʦʧʮʠʦʥʘʣʴʥʦ). 

ʇʨʠ ʫʩʧʝʰʥʦʤ ʟʘʚʝʨʰʝʥʠʠ ʚʩʝʭ ʚʳʰʝʦʧʠʩʘʥʥʳʭ ʜʝʡʩʪʚʠʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʳʡ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʥʘʯʘʣʘ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʧʘ-
ʨʘʤʝʪʨʳ. 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Mail Gateway 5.6 ʚʦʟʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʘʩʪʨʦ-
ʝʢ ʧʘʨʘʤʝʪʨʦʚ, ʩʦʭʨʘʥʝʥʥʳʭ ʦʪ ʧʨʝʜʳʜʫʱʝʡ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʨʘʥʝʝ, ʚʝʨʩʠʠ 
5.5.139. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʚʘʤ ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ: 
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 ʫʢʘʟʘʪʴ ʧʫʪʴ ʢ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤʫ ʬʘʡʣʫ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ; 

 ʧʝʨʝʤʝʩʪʠʪʴ ʠʣʠ ʩʢʦʧʠʨʦʚʘʪʴ ʬʘʡʣʳ ʠʟ ʦʯʝʨʝʜʠ, ʘʨʭʠʚʦʚ ʠ ʢʘʨʘʥ-
ʪʠʥʘ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʧʢʠ ʥʦʚʦʡ ʚʝʨʩʠʠ; 

 ʠʩʧʦʣʴʟʦʚʘʪʴ UDS, ʧʦʩʢʦʣʴʢʫ ʜʘʥʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʷʚʠʣʘʩʴ ʚ 
ʚʝʨʩʠʠ 5.6 (ʩʤ. ʚʳʰʝ). 

ʊʘʢʞʝ ʙʫʜʝʪ ʧʨʦʠʟʚʝʜʝʥʘ ʟʘʛʨʫʟʢʘ ʙʘʟ ʧʨʠʣʦʞʝʥʠʷ. 

ɺ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʡ ʠʣʠ 
ʥʝʞʝʣʘʥʠʷ ʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʧʦʩʪʠʥʩʪʘʣʣʷʮʠʦʥʥʘʷ ʥʘʩʪʨʦʡʢʘ ʙʫʜʝʪ 
ʚʢʣʶʯʘʪʴ ʰʘʛʠ, ʦʧʠʩʘʥʥʳʝ ʚʳʰʝ. 

ɺʥʠʤʘʥʠʝ! 

ʇʦ ʦʢʦʥʯʘʥʠʠ ʫʩʪʘʥʦʚʢʠ ʠ ʥʘʩʪʨʦʡʢʠ ʩʠʩʪʝʤʳ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʚʝʨʠʪʴ 
ʧʨʘʚʠʣʴʥʦʩʪʴ ʦʧʨʝʜʝʣʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʠ ʢʦʨʨʝʢʪʥʦʩʪʴ ʨʘʙʦʪʳ Kaspersky 
Mail Gateway. ʇʦʜʨʦʙʥʝʝ ʦʙ ʵʪʦʤ ʩʤ. ʛʣʘʚʫ 7 ʥʘ ʩʪʨ. 108. 

3.5.   ȿcɞɌəɚɎɖɌ webmin -ɘɚɐɟɗɫ ɐɗɫ 

ɟɛɜɌɎɗɑəɔɫ Kaspersky  Mail  

Gateway  

ʈʘʙʦʪʦʡ Kaspersky Mail Gateway ʤʦʞʥʦ ʪʘʢʞʝ ʫʧʨʘʚʣʷʪʴ ʫʜʘʣʝʥʥʦ ʯʝʨʝʟ 
ʚʝʙ-ʙʨʘʫʟʝʨ, ʠʩʧʦʣʴʟʫʷ ʧʨʦʛʨʘʤʤʫ Webmin. 

Webmin ï ʪɻʦ ʧʨʦʛʨʘʤʤʘ, ʫʧʨʦʱʘʶʱʘʷ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ  
Linux/Unix-ʩʠʩʪʝʤʦʡ. ʇʨʦʛʨʘʤʤʘ ʠʩʧʦʣʴʟʫʝʪ ʤʦʜʫʣʴʥʫʶ ʩʪʨʫʢʪʫʨʫ ʩ ʚʦʟ-
ʤʦʞʥʦʩʪʴʶ ʧʦʜʢʣʶʯʝʥʠʷ ʥʦʚʳʭ ʠ ʨʘʟʨʘʙʦʪʢʠ ʩʦʙʩʪʚʝʥʥʳʭ ʤʦʜʫʣʝʡ. ʇʦʣʫ-
ʯʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʛʨʘʤʤʝ ʠ ʝʝ ʫʩʪʘʥʦʚʢʝ, ʘ ʪʘʢʞʝ 
ʩʢʘʯʘʪʴ ʜʦʢʫʤʝʥʪʘʮʠʶ ʠ ʜʠʩʪʨʠʙʫʪʠʚ Webmin ʤʦʞʥʦ ʥʘ ʦʬʠʮʠʘʣʴʥʦʤ ʩʘʡʪʝ 
ʧʨʦʛʨʘʤʤʳ: www.webmin.com. 

ɺ ʜʠʩʪʨʠʙʫʪʠʚ Kaspersky Mail Gateway ʚʢʣʶʯʝʥ webmin-ʤʦʜʫʣʴ, ʢʦʪʦʨʳʡ 
ʤʦʞʥʦ ʣʠʙʦ ʫʩʪʘʥʦʚʠʪʴ ʚ ʧʨʦʮʝʩʩʝ ʧʦʩʪʠʥʩʪʘʣʣʷʮʠʦʥʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦ-
ʞʝʥʠʷ (ʩʤ. ʧ. 3.3 ʥʘ ʩʪʨ. 29), ʝʩʣʠ ʚ ʩʠʩʪʝʤʝ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ 
Webmin, ʣʠʙʦ ʚ ʣʶʙʦʡ ʜʨʫʛʦʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ 
Webmin. 

ɼʘʣʝʝ ʧʦʜʨʦʙʥʦ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʧʨʦʮʝʩʩ ʧʦʜʢʣʶʯʝʥʠʷ webmin-ʤʦʜʫʣʷ 
ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Mail Gateway. 

ɽʩʣʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Webmin ʙʳʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ, 
ʪʦ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʝ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʩ ʧʦʤʦ-
ʱʴʶ ʙʨʘʫʟʝʨʘ, ʧʦʜʢʣʶʯʠʚʰʠʩʴ ʯʝʨʝʟ ʧʨʦʪʦʢʦʣ HTTP/HTTPS ʥʘ ʧʦʨʪ 10000. 

http://www.webmin.com/
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ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ webmin-ʤʦʜʫʣʴ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Mail 
Gateway ʥʝʦʙʭʦʜʠʤʦ: 

1. ʇʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʯʝʨʝʟ ʚʝʙ-ʙʨʘʫʟʝʨ ʢ ʧʨʦʛʨʘʤʤʝ Webmin ʩ ʧʨʘʚʘʤʠ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʘʥʥʦʡ ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʤʝʥʶ Webmin ʚʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ Webmin Configuration ʠ ʟʘʪʝʤ 
ʨʘʟʜʝʣ Webmin Modules. 

3. ɺ ʨʘʟʜʝʣʝ Install Module ʚʳʙʨʘʪʴ ʧʫʥʢʪ From Local File ʠ ʥʘʞʘʪʴ 

ʥʘ ʢʥʦʧʢʫ  (ʩʤ. ʨʠʩ. 4). 

 

ʈʠʩʫʥʦʢ 4. ʈʘʟʜʝʣ Install Module 

4. ʋʢʘʟʘʪʴ ʧʫʪʴ ʢ webmin-ʤʦʜʫʣʶ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʞʘʪʴ ʆʂ. 

ʇʨʠʤʝʯʘʥʠʝ 

Webmin-ʤʦʜʫʣʴ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʬʘʡʣ mailgw.wbm ʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ 
ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʢʘʪʘʣʦʛ /opt/kaspersky/mailgw/share/contrib/ (ʜʣʷ ʜʠʩʪʨʠʙʫ-
ʪʠʚʦʚ Linux) ʠʣʠ /usr/local/share/mailgw/contrib/ (ʜʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ 
FreeBSD). 

ɺ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʡ ʫʩʪʘʥʦʚʢʠ webmin-ʤʦʜʫʣʷ ʥʘ ʵʢʨʘʥ ʙʫʜʝʪ ʚʳʚʝʜʝʥʦ ʩʦ-
ʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ. 

ɼʦʩʪʫʧ ʢ ʥʘʩʪʨʦʡʢʘʤ Kaspersky Mail Gateway ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ, ʧʝʨʝʡʜʷ ʥʘ 
ʟʘʢʣʘʜʢʫ Others ʠ ʟʘʪʝʤ ʱʝʣʢʥʫʚ ʧʦ ʟʥʘʯʢʫ Kaspersky Mail Gateway 
(cʤ. ʨʠʩ. 5). 
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ʈʠʩʫʥʦʢ 5. ɿʥʘʯʦʢ Kaspersky Mail Gateway ʚ ʟʘʢʣʘʜʢʝ Others



 

ȯȷȬȮȬ 4. ȻȼȴȹɂȴȻɇ ȼȬȭȺȾɇ 

ȻȼȴȷȺȲȱȹȴɋ 

ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʩʦʜʝʨʞʘʪʩʷ ʩʚʝʜʝʥʠʷ, ʧʦʟʚʦʣʷʶʱʠʝ ʪʦʯʥʝʝ ʧʦʥʷʪʴ ʘʣʛʦ-
ʨʠʪʤ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʝʛʦ ʢʦʤʧʦʥʝʥʪʦʚ, ʘ 
ʪʘʢʞʝ ʩʚʝʜʝʥʠʷ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ. 

4.1.  ɀɚɜɘɔɜɚɎɌəɔɑ ɏɜɟɛɛ 

ɌɐɜɑɝɌɞɚɎ 

ɻʨʫʧʧʘ ʘʜʨʝʩʘʪʦʚ ï ʟʘʜʘʥʥʳʝ ʤʥʦʞʝʩʪʚʘ ʘʜʨʝʩʦʚ ʦʪʧʨʘʚʠʪʝʣʝʡ ʠ ʧʦʣʫʯʘ-
ʪʝʣʝʡ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ. ʇʨʠʥʘʜʣʝʞʥʦʩʪʴ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʢ ʢʦʥ-
ʢʨʝʪʥʦʡ ʛʨʫʧʧʝ ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘʣʠʯʠʝʤ ʚ ʵʪʦʡ ʛʨʫʧʧʝ ʢʘʢ ʘʜʨʝʩʘ ʦʪʧʨʘʚʠ-
ʪʝʣʷ (ʠʣʠ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ), ʪʘʢ ʠ ʘʜʨʝʩʘ ʧʦʣʫʯʘʪʝʣʷ ʠʟ ʢʦʤʘʥʜ MAIL 
FROM ʠ RCPT TO. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʜʘʪʴ ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʧʨʘʚʠʣʘ ʦʙʨʘ-
ʙʦʪʢʠ ʢʘʞʜʦʛʦ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʛʨʫʧʧʳ ʘʜʨʝʩʘʪʦʚ. 
ʇʦʵʪʦʤʫ ʢʨʘʡʥʝ ʚʘʞʥʦ ʦʪʥʝʩʪʠ ʘʜʨʝʩʘ ʚ ʥʫʞʥʫʶ ʛʨʫʧʧʫ.  

ʇʨʠ ʦʙʨʘʙʦʪʢʝ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʧʨʦʩʤʘʪʨʠʚʘʝʪʩʷ ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ ʢʘʞ-
ʜʦʡ ʠʟ ʛʨʫʧʧ. ʂʘʢ ʪʦʣʴʢʦ ʚ ʠʩʩʣʝʜʫʝʤʦʡ ʛʨʫʧʧʝ ʦʙʥʘʨʫʞʠʚʘʝʪʩʷ ʢʦʤʙʠʥʘʮʠʷ 
ʘʜʨʝʩʦʚ çʦʪʧʨʘʚʠʪʝʣʴ-ʧʦʣʫʯʘʪʝʣʴè, ʢ ʩʦʦʙʱʝʥʠʶ ʧʨʠʤʝʥʷʶʪʩʷ ʧʨʘʚʠʣʘ 
ʦʙʨʘʙʦʪʢʠ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʘʨʘʤʝʪʨʘʤʠ ʵʪʦʡ ʛʨʫʧʧʳ. 

ʇʨʠʤʝʯʘʥʠʝ 

Kaspersky Mail Gateway ʚʳʧʦʣʥʷʝʪ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦ-
ʚʝʨʢʫ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ, ʟʘʜʘʥʥʳʤʠ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ. ɺʳ ʤʦʞʝʪʝ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʬʘʡʣ ʢʘʢ ʣʦʢʘʣʴʥʦ, 
ʪʘʢ ʠ ʫʜʘʣʝʥʥʦ ʩ ʧʦʤʦʱʴʶ ʤʦʜʫʣʷ ʧʨʦʛʨʘʤʤʳ Webmin. 

ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʝʢʮʠʷ [mailgw.policy], ʥʝʷʚʥʦ 
ʟʘʜʘʶʱʘʷ ʛʨʫʧʧʫ policy, ʦʧʨʝʜʝʣʷʶʱʫʶ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʳʭ ʩʦ-
ʦʙʱʝʥʠʡ ʧʦ ʫʤʦʣʯʘʥʠʶ.  

ɺʥʠʤʘʥʠʝ! 

ɺʩʝ ʧʘʨʘʤʝʪʨʳ, ʟʘʜʘʥʥʳʝ ʚ ʜʘʥʥʦʡ ʩʝʢʮʠʠ, ʘ ʪʘʢʞʝ ʥʘʣʠʯʠʝ ʩʘʤʦʡ ʩʝʢʮʠʠ 
ʷʚʣʷʶʪʩʷ ʦʙʷʟʘʪʝʣʴʥʳʤʠ. 
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ʉʝʢʮʠʷ [mailgw.policy] ʥʝ ʩʦʜʝʨʞʠʪ ʠʤʝʥ ʦʪʧʨʘʚʠʪʝʣʝʡ ʠ ʧʦʣʫʯʘʪʝʣʝʡ. 
ʇʨʘʚʠʣʘ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʚ [mailgw.policy], ʧʨʠʤʝʥʷʶʪʩʷ ʢʦ ʚʩʝʤ ʩʦʦʙʱʝ-
ʥʠʷʤ, ʢʨʦʤʝ ʧʦʧʘʜʘʶʱʠʭ ʚ ʜʨʫʛʠʝ ʛʨʫʧʧʳ, ʷʚʥʦ ʦʧʠʩʘʥʥʳʝ ʚ ʚʠʜʝ ʩʝʢʮʠʡ 
[mailgw.group:ʠʤʷ_ʛʨʫʧʧʳ]. 

ɺʩʝ ʧʘʨʘʤʝʪʨʳ ʚ ʩʝʢʮʠʷʭ [mailgw.group:ʠʤʷ_ʛʨʫʧʧʳ] ʷʚʣʷʶʪʩʷ ʥʝʦʙʷʟʘ-
ʪʝʣʴʥʳʤʠ. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʚ ʪʘʢʦʡ ʩʝʢʮʠʠ ʥʝ ʟʘʜʘʥʦ, ʙʫʜʝʪ ʚʟʷʪʦ 
ʟʥʘʯʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʧʘʨʘʤʝʪʨʘ ʠʟ ʩʝʢʮʠʠ [mailgw.policy]. 

ɽʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʚʢʣʶʯʝʥʥʳʡ ʚ ʩʦʩʪʘʚ ʜʠʩʪʨʠ-
ʙʫʪʠʚʘ ʧʨʠʣʦʞʝʥʠʷ, ʪʦ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʙʫʜʫʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʧʦ ʩʣʝ-
ʜʫʶʱʠʤ ʧʨʘʚʠʣʘʤ (ʟʘʜʘʥʥʳʤ ʚ ʩʝʢʮʠʠ [mailgw.policy]): 

 ʇʨʦʚʝʨʷʪʴ ʚʩʝ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʥʘ ʥʘʣʠʯʠʝ ʧʨʠʟʥʘʢʦʚ ʩʧʘʤʘ. 

 ʇʨʦʚʝʨʷʪʴ ʚʩʝ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʚʠʨʫʩʦʚ. 

 ɼʦʩʪʘʚʣʷʪʴ ʘʜʨʝʩʘʪʘʤ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʝ ʪʦʣʴʢʦ 
ʥʝʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ. 

 ʋʜʘʣʷʪʴ ʠʟ ʩʦʦʙʱʝʥʠʡ ʟʘʨʘʞʝʥʥʳʝ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʠ ʟʘʱʠʱʝʥ-
ʥʳʝ ʧʘʨʦʣʝʤ ʦʙʲʝʢʪʳ, ʘ ʪʘʢʞʝ ʦʙʲʝʢʪʳ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʢʦ-
ʪʦʨʳʭ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ. 

 ʋʚʝʜʦʤʣʷʪʴ ʧʦʣʫʯʘʪʝʣʝʡ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʟʘʨʘʞʝʥʥʳʭ, ʧʦʜʦʟ-
ʨʠʪʝʣʴʥʳʭ, ʟʘʱʠʱʝʥʥʳʭ, ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʭ ʦʙʲʝʢʪʘʭ ʚ ʧʦʯʪʦʚʳʭ 
ʩʦʦʙʱʝʥʠʷʭ, ʘ ʪʘʢʞʝ ʦʙʲʝʢʪʘʭ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʢʦʪʦʨʳʭ 
ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ. ʊʘʢʞʝ ʫʚʝʜʦʤʣʷʪʴ ʧʦʣʫʯʘʪʝʣʝʡ ʠ ʘʜʤʠʥʠʩʪʨʘ-
ʪʦʨʘ ʠ ʩʦʦʙʱʝʥʠʷʭ, ʦʧʦʟʥʘʥʥʳʭ ʢʘʢ ʩʧʘʤ, ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ, ʬʦʨ-
ʤʘʣʴʥʳʝ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʝ (blacklisted) ʩʦʦʙʱʝʥʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʳ policy, ʘ ʪʘʢʞʝ ʩʦʟʜʘʚʘʪʴ ʥʦʚʳʝ 
ʛʨʫʧʧʳ. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʛʨʫʧʧ ʧʦʣʫʯʘʪʝʣʝʡ-
ʦʪʧʨʘʚʠʪʝʣʝʡ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʦʙʨʘʙʘʪʳʚʘʣʠʩʴ ʧʦ ʦʪʜʝʣʴʥʳʤ ʧʨʘʚʠ-
ʣʘʤ, ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ. 

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʛʨʫʧʧʫ ʘʜʨʝʩʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

1. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʩʦʟʜʘʡʪʝ ʩʝʢʮʠʶ 
[mailgw.group:ʠʤʷ_ʛʨʫʧʧʳ]. 

2. ʆʧʨʝʜʝʣʠʪʝ ʘʜʨʝʩʘ (ʤʘʩʢʠ ʘʜʨʝʩʦʚ, IP-ʘʜʨʝʩʘ, ʤʘʩʢʠ IP-ʘʜʨʝʩʦʚ, 
ʠʤʝʥʘ ʭʦʩʪʦʚ, ʤʘʩʢʠ ʠʤʝʥ ʭʦʩʪʦʚ, ʧʦʜʩʝʪʠ) ʦʪʧʨʘʚʠʪʝʣʝʡ ʠ ʘʜʨʝʩʘ 
(ʤʘʩʢʠ ʘʜʨʝʩʦʚ) ʧʦʣʫʯʘʪʝʣʝʡ ʛʨʫʧʧʳ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪ-
ʨʦʚ Senders ʠ Recipients. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʟʘʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʘʜʨʝ-
ʩʦʚ (ʤʘʩʦʢ ʘʜʨʝʩʦʚ), ʥʝʦʙʭʦʜʠʤʦ ʢʘʞʜʫʶ ʥʦʚʫʶ ʟʘʧʠʩʴ ʥʘʯʠʥʘʪʴ ʩ 
ʥʦʚʦʡ ʩʪʨʦʢʠ: 

Senders =user 1@example . com 

Senders =*@internal . local  

mailto:Senders=*@internal.local
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Senders= ip 192.168.0.1  

Senders= ip 192.168.0.0/255.255.0.0  

Senders=host hostname.ru  

Senders=network MyNetwork  

Recipients=*@management.local  

Recipient s=help @helpdesk . local  

ʇʨʠ ʟʘʜʘʥʠʠ ʤʘʩʦʢ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʩʠʤʚʦʣʳ ç*è 
ʠ ç?è. ɽʩʣʠ ʚ ʦʧʠʩʘʥʠʠ ʛʨʫʧʧʳ ʦʪʩʫʪʩʪʚʫʝʪ ʧʘʨʘʤʝʪʨ Recipients 
ʠʣʠ Senders, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʜʘʥʥʦʛʦ ʧʘ-

ʨʘʤʝʪʨʘ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʦʧʨʝʜʝʣʝʥʥʦʝ ʢʘʢ ç*@*è (ʪ.ʝ. ʚʩʝ 
ʘʜʨʝʩʘ). ʆʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʜʘʥ ʭʦʪʷ ʙʳ ʦʜʠʥ ʠʟ ʧʘʨʘ-
ʤʝʪʨʦʚ Senders, Recipients. 

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʚ ʦʧʠʩʘʥʠʠ ʛʨʫʧʧʳ ʦʩʪʘʚʠʪʴ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ Senders 
ʠʣʠ Recipients ʧʫʩʪʳʤ, ʥʘʧʨʠʤʝʨ: 

Senders=  

ʪʦ ʥʠ ʦʜʥʦ ʠʟ ʩʦʦʙʱʝʥʠʡ ʥʝ ʙʫʜʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʧʦ ʧʨʘʚʠʣʘʤ 
ʜʘʥʥʦʡ ʛʨʫʧʧʳ. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣ-
ʯʘʥʠʶ, ʫʜʘʣʠʪʝ (ʠʣʠ ʟʘʢʦʤʤʝʥʪʠʨʫʡʪʝ) ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʘʨʘ-
ʤʝʪʨ ʠʟ ʦʧʠʩʘʥʠʷ ʛʨʫʧʧʳ. 

ɽʩʣʠ ʚʳ ʜʦʙʘʚʠʣʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʜʨʫʛʠʝ ʛʨʫʧʧʳ, ʪʦ ʧʦʩʣʝʜʦʚʘ-
ʪʝʣʴʥʦʩʪʴ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʙʫʜʝʪ ʩʣʝʜʫʶʱʘʷ: 

1. ʇʨʠʣʦʞʝʥʠʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʧʨʦʚʝʨʷʝʪ ʥʘʣʠʯʠʝ ʘʜʨʝʩʦʚ ʩʦʦʙ-
ʱʝʥʠʷ ʚ ʛʨʫʧʧʘʭ, ʩʦʟʜʘʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ. ɽʩʣʠ ʧʘʨʘ ʘʜʨʝʩʦʚ 
ʧʦʣʫʯʘʪʝʣʷ ʠ ʦʪʧʨʘʚʠʪʝʣʷ ʩʦʦʙʱʝʥʠʷ ʚʭʦʜʠʪ ʚ ʢʘʢʫʶ-ʣʠʙʦ ʛʨʫʧʧʫ, 
ʪʦ ʢ ʩʦʦʙʱʝʥʠʶ ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ, ʦʧʨʝʜʝʣʝʥ-
ʥʳʝ ʧʘʨʘʤʝʪʨʘʤʠ ʜʘʥʥʦʡ ʛʨʫʧʧʳ.  

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʧʦʣʫʯʘʪʝʣʷ ʦʙʨʘʙʘʪʳʚʘʝʤʦʛʦ ʩʦʦʙ-
ʱʝʥʠʷ ʧʦʧʘʜʘʶʪ ʚ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ, ʧʨʠʣʦʞʝʥʠʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦ-
ʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʝʨʚʦʡ ʠʟ ʥʠʭ. 

2. ɽʩʣʠ ʘʜʨʝʩʘ ʥʝ ʚʭʦʜʷʪ ʥʠ ʚ ʦʜʥʫ ʠʟ ʛʨʫʧʧ ʘʜʨʝʩʦʚ, ʩʦʟʜʘʥʥʳʭ ʘʜ-
ʤʠʥʠʩʪʨʘʪʦʨʦʤ, ʪʦ ʢ ʩʦʦʙʱʝʥʠʶ ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ ʧʨʘʚʠʣʘ ʦʙʨʘ-
ʙʦʪʢʠ, ʦʧʠʩʘʥʥʳʝ ʚ ʛʨʫʧʧʝ policy. 

mailto:Recipients=help@helpdesk.local
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ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʫ ʩʦʦʙʱʝʥʠʷ ʠʤʝʶʪʩʷ ʥʝʩʢʦʣʴʢʦ ʧʦʣʫʯʘʪʝʣʝʡ, ʧʦʧʘʜʘʶʱʠʭ 
ʚ ʨʘʟʥʳʝ ʛʨʫʧʧʳ, ʙʫʜʫʪ ʩʦʟʜʘʥʳ ʚʠʨʪʫʘʣʴʥʳʝ ʢʦʧʠʠ ʠʩʭʦʜʥʦʛʦ 
ʩʦʦʙʱʝʥʠʷ ʚ ʢʦʣʠʯʝʩʪʚʝ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʯʠʩʣʫ ʪʘʢʠʭ ʛʨʫʧʧ. 
ʂʘʞʜʘʷ ʪʘʢʘʷ ʢʦʧʠʷ ʙʫʜʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʦʪʜʝʣʴʥʦ ʧʦ ʧʨʘʚʠʣʘʤ, 
ʟʘʜʘʥʥʳʤ ʢʦʥʢʨʝʪʥʦʡ ʛʨʫʧʧʦʡ. 

ɻʨʘʬʠʯʝʩʢʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʧʨʠʣʦʞʝʥʠʷ ʩ 

ʧʦʣʫʯʝʥʥʳʤ ʧʦʯʪʦʚʳʤ ʩʦʦʙʱʝʥʠʝʤ ʠʟʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩ. 6. 

 

ʈʠʩʫʥʦʢ 6. ʆʙʨʘʙʦʪʢʘ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ 

4.2.  Ⱥɍɥɔɕ Ɍɗɏɚɜɔɞɘ ɚɍɜɌɍɚɞɖɔ 

ɛɚɣɞɚɎɧɡ ɝɚɚɍɥɑəɔɕ 

ʈʘʩʩʤʦʪʨʠʤ ʘʣʛʦʨʠʪʤ ʦʙʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʝʤ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ. ʇʨʠ 
ʧʦʣʫʯʝʥʠʠ ʩʝʨʚʝʨʦʤ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ: 
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1. ʄʦʜʫʣʴ ʧʨʦʚʝʨʢʠ ʦʧʨʝʜʝʣʷʝʪ ʛʨʫʧʧʫ ʘʜʨʝʩʘʪʦʚ, ʚ ʢʦʪʦʨʫʶ ʧʦʧʘʜʘ-
ʝʪ ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ. 

2. ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ ʜʦʩʪʘʚʣʷʝʪʩʷ ʥʝʩʢʦʣʴʢʠʤ ʧʦʣʫʯʘʪʝʣʷʤ, ʧʨʠʥʘʜ-
ʣʝʞʘʱʠʤ ʢ ʨʘʟʥʳʤ ʛʨʫʧʧʘʤ, ʧʝʨʝʜ ʜʘʣʴʥʝʡʰʝʡ ʦʙʨʘʙʦʪʢʦʡ ʤʦʜʫ-
ʣʝʤ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʦʡ ʩʦʟʜʘʝʪʩʷ ʥʝ-
ʩʢʦʣʴʢʦ ʚʠʨʪʫʘʣʴʥʳʭ ʢʦʧʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʢʦʣʠʯʝʩʪʚʦʤ ʛʨʫʧʧ ʘʜ-
ʨʝʩʘʪʦʚ. ɼʣʷ ʢʘʞʜʦʡ ʢʦʧʠʠ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ 
ʪʦʡ ʛʨʫʧʧʳ, ʢ ʢʦʪʦʨʦʡ ʦʪʥʝʩʝʥ ʘʜʨʝʩ ʧʦʣʫʯʘʪʝʣʷ. 

3. ʇʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ ʧʝʨʝʜʘʝʪʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʤʦʜʫʣʶ ʬʠʣʴʪʨʘ-
ʮʠʠ ʩʧʘʤʘ. 

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʧʨʠʦʙʨʝʪʝʥʥʘʷ ʚʘʤʠ ʣʠʮʝʥʟʠʷ ʜʦʧʫʩʢʘʝʪ ʣʠʰʴ ʘʥʪʠʚʠʨʫʩ-
ʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ, ʪʦ ʬʠʣʴʪʨʘʮʠʷ ʩʧʘʤʘ ʥʝ ʚʳ-
ʧʦʣʥʷʝʪʩʷ, ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʩʨʘʟʫ ʧʝʨʝʜʘʶʪʩʷ AV-ʤʦʜʫʣʶ 
(ʧʝʨʝʭʦʜ ʢ ʐʘʛʫ 4) ʜʣʷ ʧʨʦʚʝʨʢʠ. ʇʘʨʘʤʝʪʨʳ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʩʚʷ-
ʟʘʥʥʳʝ ʩ ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠʛʥʦʨʠʨʫʶʪʩʷ ʧʨʠʣʦʞʝʥʠʝʤ. 

ʇʦʜʨʦʙʥʦ ʨʘʙʦʪʘ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʦʧʠʩʘʥʘ ʚ ʧ. 4.3 ʥʘ 
ʩʪʨ. 42. 

ʇʦʩʣʝ ʦʙʨʘʙʦʪʢʠ ʤʦʜʫʣʴ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʚʦʟʚʨʘʱʘʝʪ ʧʠʩʴʤʦ 
ʤʦʜʫʣʶ ʧʨʦʚʝʨʢʠ. 

ɽʩʣʠ ʧʦʯʪʦʚʦʤʫ ʩʦʦʙʱʝʥʠʶ ʙʳʣ ʧʨʠʩʚʦʝʥ ʩʪʘʪʫʩ Spam, Probable 
Spam, Formal ʠʣʠ Blacklisted ʠ ʧʨʠʣʦʞʝʥʠʝ ʥʘʩʪʨʦʝʥʦ ʥʘ ʙʣʦʢʠ-
ʨʦʚʢʫ ʜʘʥʥʳʭ ʩʦʦʙʱʝʥʠʡ (ʧʘʨʘʤʝʪʨʫ BlockMessage ʧʨʠʩʚʦʝʥʦ 
ʟʥʘʯʝʥʠʝ as/spam, as/probable, as/formal, as/blacklisted), ʪʦ ʘʥʪʠ-
ʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʷ ʚʳʧʦʣʥʷʪʴʩʷ ʥʝ ʙʫʜʝʪ. ɼʘʣʴʥʝʡʰʠʝ 
ʜʝʡʩʪʚʠʷ ʧʨʠʣʦʞʝʥʠʷ ʦʧʠʩʘʥʳ ʚ ʧ. 8. 

4. ɺʩʪʨʦʝʥʥʳʡ ʚ ʤʦʜʫʣʴ ʧʨʦʚʝʨʢʠ ʨʘʟʙʦʨʱʠʢ ʬʦʨʤʘʪʘ ʧʦʯʪʦʚʳʭ ʩʦ-
ʦʙʱʝʥʠʡ (MIME, RFC2822, UUE) ʧʨʦʠʟʚʦʜʠʪ ʨʘʟʙʦʨ ʧʨʦʚʝʨʷʝʤʦʛʦ 
ʩʦʦʙʱʝʥʠʷ ʥʘ ʦʙʲʝʢʪʳ: ʪʝʣʦ ʩʦʦʙʱʝʥʠʷ, ʚʣʦʞʝʥʠʷ ʠ ʧʨʦʯʝʝ. 

5. ɽʩʣʠ ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʠʣʦʞʝʥʠʷ ʟʘʜʘʥʘ ʬʠʣʴʪʨʘʮʠʷ ʦʙʲʝʢʪʦʚ ʧʦ 
ʠʤʝʥʠ ʠ / ʠʣʠ ʧʦ ʪʠʧʫ ʚʣʦʞʝʥʠʷ, ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ 
ʧʨʦʚʝʨʢʘ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʦʙʲʝʢʪ ʫʜʦʚʣʝʪʚʦʨʷʝʪ ʫʩʣʦʚʠʷʤ ʬʠʣʴʪʨʘ-
ʮʠʠ, ʝʤʫ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʩʪʘʪʫʩ Filtered, ʠ ʜʘʣʴʥʝʡʰʘʷ ʘʥʪʠʚʠʨʫʩ-
ʥʘʷ ʧʨʦʚʝʨʢʘ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ. 

6. ʂʘʞʜʳʡ ʠʟ ʧʦʣʫʯʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʦʪʧʨʘʚʣʷʝʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ  
AV-ʤʦʜʫʣʝʤ, ʢʦʪʦʨʦʝ ʘʥʘʣʠʟʠʨʫʝʪ ʧʦʣʫʯʝʥʥʳʡ ʦʙʲʝʢʪ ʠ ʚʦʟʚʨʘʱʘ-
ʝʪ ʝʛʦ ʩʪʘʪʫʩ. 

7. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʦʣʫʯʝʥʥʦʛʦ ʩʪʘʪʫʩʘ ʥʘʜ ʢʘʞʜʳʤ ʦʙʲʝʢʪʦʤ ʩʦ-
ʦʙʱʝʥʠʷ ʧʨʦʠʟʚʦʜʷʪʩʷ ʜʝʡʩʪʚʠʷ, ʟʘʜʘʥʥʳʝ ʧʘʨʘʤʝʪʨʘʤʠ ʩʦʦʪʚʝʪ-
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ʩʪʚʫʶʱʝʡ ʛʨʫʧʧʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠʣʦʞʝʥʠʷ (ʦʩʥʦʚ-
ʥʳʝ ʜʝʡʩʪʚʠʷ AV-ʤʦʜʫʣʷ ï ʩʤ. ʧ. 4.4 ʥʘ ʩʪʨ. 48). 

8. ʇʦʩʣʝ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʚʩʝʭ ʦʙʲʝʢʪʦʚ, ʩʦʩʪʘʚʣʷʶʱʠʭ ʧʠʩʴ-
ʤʦ, ʠ ʧʨʦʚʝʜʝʥʠʷ ʪʨʝʙʫʝʤʳʭ ʜʝʡʩʪʚʠʡ ʥʘʜ ʥʠʤʠ, ʤʦʞʝʪ ʙʳʪʴ ʚʳ-
ʧʦʣʥʝʥʦ ʦʜʥʦ ʠʟ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ ʥʘʜ ʧʠʩʴʤʦʤ ʮʝʣʠʢʦʤ: 

 ʜʦʙʘʚʣʝʥʠʝ ʚ ʟʘʛʦʣʦʚʦʢ ʧʠʩʴʤʘ (Subject) ʤʝʪʢʠ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ 
ʧʨʦʚʝʨʢʠ ʥʘ ʩʧʘʤ (ʩʤ. ʧ. 4.3.5 ʥʘ ʩʪʨ. 47); 

 ʜʦʙʘʚʣʝʥʠʝ ʚ ʟʘʛʦʣʦʚʦʢ ʠʣʠ ʪʝʣʦ ʧʠʩʴʤʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥ-
ʬʦʨʤʘʮʠʦʥʥʳʭ ʧʦʣʝʡ (ʩʤ. ʧ. 6.12 ʥʘ ʩʪʨ. 103); 

 ʙʣʦʢʠʨʦʚʘʥʠʝ ʜʦʩʪʘʚʢʠ ʩʦʦʙʱʝʥʠʡ ʘʜʨʝʩʘʪʘʤ; ʧʨʠʤʝʨ ʨʝʘʣʠ-
ʟʘʮʠʠ ʙʣʦʢʠʨʦʚʘʥʠʷ ʜʦʩʪʘʚʢʠ ʩʦʦʙʱʝʥʠʡ, ʩʦʜʝʨʞʘʱʠʭ ʩʧʘʤ 
ʩʤ. ʧ. 5.2.7 ʥʘ ʩʪʨ. 64, ʩʦʦʙʱʝʥʠʡ ʩʦʜʝʨʞʘʱʠʭ ʟʘʨʘʞʝʥʥʳʝ 
ʦʙʲʝʢʪʳ ʩʤ. ʧ. 5.3.3 ʥʘ ʩʪʨ. 68; 

 ʬʦʨʤʠʨʦʚʘʥʠʝ ʠ ʜʦʩʪʘʚʢʘ ʫʚʝʜʦʤʣʝʥʠʡ ʦʪʧʨʘʚʠʪʝʣʶ, ʘʜʤʠʥʠ-
ʩʪʨʘʪʦʨʫ, ʧʦʣʫʯʘʪʝʣʶ; ʧʨʠʤʝʨ ʨʝʘʣʠʟʘʮʠʠ  
ʩʤ. ʧ. 5.3.4 ʥʘ ʩʪʨ. 69; 

 ʧʦʤʝʱʝʥʠʝ ʩʦʦʙʱʝʥʠʷ ʚ ʢʘʨʘʥʪʠʥʥʳʡ ʢʘʪʘʣʦʛ; ʧʨʠʤʝʨ ʩʦʭʨʘ-
ʥʝʥʠʷ ʚ ʢʘʨʘʥʪʠʥʥʦʤ ʢʘʪʘʣʦʛʝ ʩʦʦʙʱʝʥʠʡ, ʩʦʜʝʨʞʘʱʠʭ ʩʧʘʤ 
ʩʤ. ʧ. 5.2.8 ʥʘ ʩʪʨ. 65, ʩʦʦʙʱʝʥʠʡ ʩʦʜʝʨʞʘʱʠʭ ʟʘʨʘʞʝʥʥʳʝ 
ʦʙʲʝʢʪʳ ʩʤ. ʧ. 5.3.6 ʥʘ ʩʪʨ. 71. 

4.3.  ȼɌɍɚɞɌ ɘɚɐɟɗɫ ɠɔɗɨɞɜɌɢɔɔ 

ɝɛɌɘɌ 

ʌʠʣʴʪʨʘʮʠʷ ʩʧʘʤʘ, ʦʩʫʱʝʩʪʚʣʷʝʤʘʷ ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʚʳʧʦʣ-
ʥʷʝʪʩʷ ʥʘ ʪʨʝʪʴʝʤ ʵʪʘʧʝ ʘʣʛʦʨʠʪʤʘ, ʦʧʠʩʘʥʥʦʛʦ ʚ ʧ. 4.2 ʥʘ ʩʪʨ. 40. ɺ ʜʘʥ-
ʥʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʦʜʠʪʩʷ ʢʨʘʪʢʠʡ ʦʙʟʦʨ ʨʝʘʣʠʟʦʚʘʥʥʳʭ ʚ ʧʨʠʣʦʞʝʥʠʠ ʪʝʭ-
ʥʦʣʦʛʠʡ ʦʙʥʘʨʫʞʝʥʠʷ ʩʧʘʤʘ, ʘ ʠʤʝʥʥʦ: 

 ʘʥʘʣʠʟ ʬʦʨʤʘʣʴʥʳʭ ʧʨʠʟʥʘʢʦʚ (ʩʤ. ʧ. 4.3.1 ʥʘ ʩʪʨ. 43); 

 ʢʦʥʪʝʥʪʥʘʷ ʬʠʣʴʪʨʘʮʠʷ (ʩʤ. ʧ. 4.3.2 ʥʘ ʩʪʨ. 44); 

 ʧʦʚʝʨʢʘ ʩ ʧʦʤʦʱʴʶ ʚʥʝʰʥʠʭ ʩʝʨʚʠʩʦʚ (ʩʤ. ʧ. 4.3.3 ʥʘ ʩʪʨ. 45); 

 ʪʝʭʥʦʣʦʛʠʷ Urgent Detection System (ʩʤ. ʧ. 4.3.4 ʥʘ ʩʪʨ. 46). 

 ʅʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʘʥʘʣʠʟ ʧʠʩʴʤʘ ʚʳʧʦʣʥʷʝʪʩʷ ʩʦʛʣʘʩʥʦ ʩʪʝʧʝʥʠ 
ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ, ʟʘʜʘʥʥʦʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠ-
ʣʦʞʝʥʠʷ (ʧʘʨʘʤʝʪʨ SpamRateLimit ʩʝʢʮʠʠ [mailgw.policy] ʠʣʠ 
[mailgw.group:ʠʤʷ_ʛʨʫʧʧʳ]). 



ʇʨʠʥʮʠʧʳ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ 43 

ʉʫʱʝʩʪʚʫʶʪ ʩʣʝʜʫʶʱʠʝ ʩʪʝʧʝʥʠ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ: 

 Minimum (SpamRateLimit=minimum). 

 Standard (SpamRateLimit=standard). 

 High (SpamRateLimit=high). 

 Maximum (SpamRateLimit=maximum). 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʷ ʦ ʪʦʤ, ʷʚʣʷʝʪʩʷ ʣʠ ʩʦʦʙʱʝʥʠʝ ʩʧʘʤʦʤ, ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘ 
ʦʩʥʦʚʝ ʨʷʜʘ ʧʨʠʟʥʘʢʦʚ, ʚʳʷʚʣʝʥʥʳʭ ʚ ʩʦʦʙʱʝʥʠʠ ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ 
ʩʧʘʤʘ. ʏʝʤ ʚʳʰʝ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʨʘʩʧʦʟʥʘʚʘʥʠʷ, ʪʝʤ ʤʝʥʴʰʝʝ ʢʦʣʠʯʝ-
ʩʪʚʦ ʧʨʠʟʥʘʢʦʚ ʧʨʠʚʦʜʠʪ ʢ ʦʧʨʝʜʝʣʝʥʠʶ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʢʘʢ ʩʧʘʤ-
ʩʦʦʙʱʝʥʠʷ. ʇʨʠ ʩʪʝʧʝʥʷʭ ʩ ʤʝʥʴʰʝʡ ʩʪʨʦʛʦʩʪʴʶ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʪʦʪ ʞʝ ʥʘ-
ʙʦʨ ʧʨʠʟʥʘʢʦʚ ʧʨʠʚʝʜʝʪ ʪʦʣʴʢʦ ʢ ʧʨʠʟʥʘʥʠʶ ʩʦʦʙʱʝʥʠʷ ʧʦʜʦʟʨʠʪʝʣʴʥʳʤ 
(ʩʪʘʪʫʩ Probable Spam) ʠʣʠ ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ ʚʦʦʙʱʝ ʥʝ ʙʫʜʝʪ ʨʘʩʧʦ-
ʟʥʘʥʦ ʢʘʢ ʩʧʘʤ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʨʦʚʝʥʴ ʬʠʣʴʪʨʘʮʠʠ Standard. 

ɹʦʣʝʝ ʚʳʩʦʢʘʷ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʪʦʤ 
ʩʣʫʯʘʝ, ʢʦʛʜʘ ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʦʙʥʘʨʫʞʠʚʘʝʪ ʩʧʘʤ-ʩʦʦʙʱʝʥʠʷ ʠʣʠ ʨʘʩʧʦʟʥʘ-
ʝʪ ʠʭ ʢʘʢ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ (ʩʪʘʪʫʩ Probable Spam). ʆʜʥʘʢʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ 
ʧʦʚʳʰʘʝʪʩʷ ʚʝʨʦʷʪʥʦʩʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ, ʢʦʛʜʘ ʥʦʨ-
ʤʘʣʴʥʦʝ ʩʦʦʙʱʝʥʠʝ ʨʘʩʧʦʟʥʘʝʪʩʷ ʢʘʢ ʩʧʘʤ. 

ɹʦʣʝʝ ʥʠʟʢʘʷ ʩʪʝʧʝʥʴ ʚʝʜʝʪ ʢ ʫʤʝʥʴʰʝʥʠʶ ʚʝʨʦʷʪʥʦʩʪʠ ʚʦʟʥʠʢʥʦʚʝʥʠʷ 
ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ, ʥʦ ʧʨʠ ʵʪʦʤ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʚʝʨʦʷʪʥʦʩʪʴ ʦʙʭʦʜʘ 
ʬʠʣʴʪʨʘ ʩʧʘʤ-ʩʦʦʙʱʝʥʠʷʤʠ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʇʦʤʠʤʦ ʩʪʝʧʝʥʠ ʩʪʨʦʛʦʩʪʠ ʥʘ ʨʝʟʫʣʴʪʘʪ ʬʠʣʴʪʨʘʮʠʠ ʦʢʘʟʳʚʘʶʪ ʚʣʠʷʥʠʝ 
ʪʘʢʞʝ ʠ ʠʩʧʦʣʴʟʫʝʤʳʝ ʤʝʪʦʜʳ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʩʧʘʤʘ. ʇʨʠ ʥʘʣʠʯʠʠ ʩʪʫʯʘʝʚ 
ʣʦʞʥʦʛʦ ʩʨʘʙʘʪʳʚʘʥʠʷ ʩʣʝʜʫʝʪ ʪʘʢʞʝ ʦʙʨʘʪʠʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʤʝʪʦʜʳ, ʠʩ-
ʧʦʣʴʟʫʝʤʳʝ ʧʨʠ ʨʘʩʧʦʟʥʘʚʘʥʠʠ ʩʧʘʤʘ. 

4.3.1.  ȬəɌɗɔɓ ɠɚɜɘɌɗɨəɧɡ ɛɜɔɓəɌɖɚɎ 

ʕʪʦʪ ʤʝʪʦʜ ʠʩʧʦʣʴʟʫʝʪ ʥʘʙʦʨ ʧʨʘʚʠʣ, ʦʩʥʦʚʘʥʥʳʭ ʥʘ ʧʨʦʚʝʨʢʝ ʥʘʣʠʯʠʷ 
ʦʧʨʝʜʝʣʝʥʥʳʭ ʟʘʛʦʣʦʚʢʦʚ ʚ ʧʠʩʴʤʝ ʠ ʩʨʘʚʥʝʥʠʠ ʠʭ ʩ ʥʘʙʦʨʘʤʠ ʟʘʛʦʣʦʚʢʦʚ, 
ʭʘʨʘʢʪʝʨʥʳʭ ʜʣʷ ʩʧʘʤ-ʩʦʦʙʱʝʥʠʡ. ʇʦʤʠʤʦ ʘʥʘʣʠʟʘ ʟʘʛʦʣʦʚʢʦʚ ʧʨʠ ʦʙʥʘ-
ʨʫʞʝʥʠʠ ʩʧʘʤʘ ʫʯʠʪʳʚʘʝʪʩʷ ʩʪʨʫʢʪʫʨʘ ʵʣʝʢʪʨʦʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ, ʝʛʦ ʨʘʟ-
ʤʝʨ, ʥʘʣʠʯʠʝ ʚʣʦʞʝʥʠʡ ʠ ʜʨʫʛʠʝ ʩʭʦʜʥʳʝ ʧʨʠʟʥʘʢʠ.  
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ʄʝʪʦʜ ʪʘʢʞʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʘʣʠʟ ʜʘʥʥʳʭ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʦʪʧʨʘʚʠʪʝʣʝʤ ʚ 
ʧʨʦʮʝʩʩʝ SMTP-ʩʝʩʩʠʠ. ɺ ʯʘʩʪʥʦʩʪʠ ʘʥʘʣʠʟʠʨʫʝʪʩʷ ʩʣʝʜʫʶʱʘʷ ʠʥʬʦʨʤʘʮʠʷ: 

 IP-ʘʜʨʝʩ ʩʝʨʚʝʨʘ, ʩ ʢʦʪʦʨʦʛʦ ʧʦʣʫʯʝʥʦ ʧʠʩʴʤʦ, ʠ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ 
ʝʛʦ ʢ çʯʝʨʥʦʤʫè ʩʧʠʩʢʫ ʦʪʧʨʘʚʠʪʝʣʝʡ; 

 IP-ʘʜʨʝʩ ʧʨʦʤʝʞʫʪʦʯʥʳʭ ʩʝʨʚʝʨʦʚ ʧʝʨʝʩʳʣʢʠ, ʧʦʣʫʯʝʥʥʳʭ ʠʟ ʟʘʛʦ-
ʣʦʚʢʦʚ Received; 

 ʧʦʯʪʦʚʳʝ ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʧʦʣʫʯʘʪʝʣʝʡ, ʧʝʨʝʜʘʥʥʳʝ ʚ ʢʦ-
ʤʘʥʜʘʭ SMTP-ʩʝʩʩʠʠ; 

 ʩʦʦʪʚʝʪʩʪʚʠʝ ʘʜʨʝʩʦʚ, ʧʝʨʝʜʘʥʥʳʭ ʚ SMTP-ʩʝʩʩʠʠ, ʥʘʙʦʨʫ ʘʜʨʝ-
ʩʦʚ, ʫʢʘʟʘʥʥʳʭ ʚ ʟʘʛʦʣʦʚʢʘʭ ʧʠʩʴʤʘ, ʘ ʪʘʢʞʝ ʨʷʜ ʜʨʫʛʠʭ ʧʨʦʚʝʨʦʢ. 

4.3.2.  ȶɚəɞɑəɞəɌɫ ɠɔɗɨɞɜɌɢɔɫ 

ʂʦʥʪʝʥʪʥʘʷ ʬʠʣʴʪʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʣʦʞʝʥʠʝʤ ʧʨʠ ʘʥʘʣʠʟʝ ʩʦʜʝʨʞʠ-
ʤʦʛʦ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ. ʇʨʠ ʵʪʦʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʪʝʭʥʦʣʦʛʠʡ ʠʩʢʫʩʩʪ-
ʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʘʥʘʣʠʟʠʨʫʝʪʩʷ ʩʦʜʝʨʞʘʥʠʝ ʩʘʤʦʛʦ ʧʠʩʴʤʘ (ʚʢʣʶʯʘʷ 
ʟʘʛʦʣʦʚʦʢ Subject), ʘ ʪʘʢʞʝ ʚʣʦʞʝʥʠʡ (ʧʨʠʢʨʝʧʣʝʥʥʳʭ ʬʘʡʣʦʚ) ʚ ʩʣʝʜʫʶ-
ʱʠʭ ʬʦʨʤʘʪʘʭ: 

 ʪʝʢʩʪʦʚʳʡ: plain text (ASCII, ʥʝ multibyte); 

 HTML (2.0, 3.0, 3.2, 4.0, XHTML 1.0). 

ʇʨʠʤʝʯʘʥʠʝ 

ɿʘʜʘʯʘ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦʙʳ ʩʥʠʟʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʥʝʞʝ-
ʣʘʪʝʣʴʥʦʡ ʢʦʨʨʝʩʧʦʥʜʝʥʮʠʠ ʚ ʧʦʯʪʦʚʳʭ ʷʱʠʢʘʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʉʪʦʧʨʦ-
ʮʝʥʪʥʦʝ ʦʙʥʘʨʫʞʝʥʠʝ ʥʝʞʝʣʘʪʝʣʴʥʦʡ ʢʦʨʨʝʩʧʦʥʜʝʥʮʠʠ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʛʘ-
ʨʘʥʪʠʨʦʚʘʥʦ ʚ ʯʘʩʪʥʦʩʪʠ ʠ ʧʦʪʦʤʫ, ʯʪʦ ʩʣʠʰʢʦʤ ʞʝʩʪʢʠʝ ʢʨʠʪʝʨʠʠ ʥʝʠʟ-
ʙʝʞʥʦ ʧʨʠʚʝʣʠ ʙʳ ʢ ʦʪʬʠʣʴʪʨʦʚʳʚʘʥʠʶ ʯʘʩʪʠ ʧʦʣʝʟʥʦʡ ʢʦʨʨʝʩʧʦʥʜʝʥʮʠʠ. 

ɼʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʩʧʘʤ-ʧʠʩʝʤ ʠʩʧʦʣʴʟʫʁ ʪʩʷ ʪʨʠ ʛʨʫʧʧʳ ʤʝʪʦʜʦʚ: 

 ʉʨʘʚʥʝʥʠʝ ʪʝʢʩʪʘ ʩʦʦʙʱʝʥʠʷ ʩ ʩʝʤʘʥʪʠʯʝʩʢʠʤʠ ʦʙʨʘʟʘʤʠ ʨʘʟ-
ʣʠʯʥʳʭ ʢʘʪʝʛʦʨʠʡ (ʥʘ ʦʩʥʦʚʝ ʧʦʠʩʢʘ ʚ ʪʝʣʝ ʧʠʩʴʤʘ ʢʣʶʯʝʚʳʭ ʪʝʨ-
ʤʠʥʦʚ (ʩʣʦʚ ʠ ʩʣʦʚʦʩʦʯʝʪʘʥʠʡ) ʠ ʠʭ ʧʦʩʣʝʜʫʶʱʝʛʦ ʚʝʨʦʷʪʥʦʩʪʥʦʛʦ 
ʘʥʘʣʠʟʘ). ʕʪʦʪ ʤʝʪʦʜ ʦʙʝʩʧʝʯʠʚʘʝʪ ʵʚʨʠʩʪʠʯʝʩʢʠʡ ʧʦʠʩʢ ʭʘʨʘʢʪʝʨ-
ʥʳʭ ʬʨʘʟ ʠ ʦʙʦʨʦʪʦʚ ʚ ʪʝʢʩʪʝ. 

 ʅʝʯʝʪʢʦʝ ʩʨʘʚʥʝʥʠʝ ʘʥʘʣʠʟʠʨʫʝʤʦʛʦ ʩʦʦʙʱʝʥʠʷ ʩ ʥʘʙʦʨʦʤ 
ʩʦʦʙʱʝʥʠʡ-ʦʙʨʘʟʮʦʚ ʧʫʪʝʤ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʠʭ ʩʠʛʥʘʪʫʨ. ʕʪʦʪ ʤʝ-
ʪʦʜ ʧʦʟʚʦʣʷʝʪ ʚʳʷʚʣʷʪʴ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʝ ʩʧʘʤ-ʩʦʦʙʱʝʥʠʷ. 

 ɸʥʘʣʠʟ ʛʨʘʬʠʯʝʩʢʠʭ ʚʣʦʞʝʥʠʡ. 
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ɺʩʝ ʜʘʥʥʳʝ, ʠʩʧʦʣʴʟʫʝʤʳʝ Kaspersky Mail Gateway ʜʣʷ ʢʦʥʪʝʥʪʥʦʡ ʬʠʣʴʪ-
ʨʘʮʠʠ: ʨʫʙʨʠʢʘʪʦʨ (ʠʝʨʘʨʭʠʯʝʩʢʠʡ ʩʧʠʩʦʢ ʢʘʪʝʛʦʨʠʡ), ʦʙʨʘʟʮʳ ʧʠʩʝʤ, ʭʘ-
ʨʘʢʪʝʨʥʳʝ ʪʝʨʤʠʥʳ ʠ ʪ. ʧ. ï ʭʨʘʥʷʪʩʷ ʚ ʙʘʟʘʭ ʧʨʠʣʦʞʝʥʠʷ. 

ʇʨʠʤʝʯʘʥʠʝ 

ɻʨʫʧʧʘ ʩʧʘʤ-ʘʥʘʣʠʪʠʢʦʚ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʚʝʜʝʪ ʧʦʩʪʦʷʥʥʫʶ 
ʨʘʙʦʪʫ ʧʦ ʧʦʧʦʣʥʝʥʠʶ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʶ ʙʘʟ Kaspersky Anti-Spam, ʧʦ-
ʵʪʦʤʫ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʧʝʨʝʩʳʣʘʪʴ ʚ çʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦè ʦʙʨʘʟʮʳ ʩʧʘʤ-
ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʨʘʩʧʦʟʥʘʥʳ Kaspersky Anti-Spam, ʘ ʪʘʢʞʝ ʦʙ-
ʨʘʟʮʳ ʧʠʩʝʤ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʦʰʠʙʦʯʥʦ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʥʳ ʢʘʢ ʩʧʘʤ. ɺʘʰʠ 
ʜʘʥʥʳʝ ʧʦʤʦʛʫʪ ʥʘʤ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʪʴ ʙʘʟʳ Kaspersky Anti-Spam ʠ ʦʧʝʨʘ-
ʪʠʚʥʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʥʦʚʳʝ ʚʠʜʳ ʨʘʩʩʳʣʦʢ ʩʧʘʤʘ. ʇʦʜʨʦʙʥʝʝ ʦ ʧʝʨʝʩʳʣʢʝ 
ʦʙʨʘʟʮʦʚ ʧʠʩʝʤ (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ C ʥʘ ʩʪʨ. 213). 

4.3.3.  ȻɜɚɎɑɜɖɔ ɝ ɛɚɘɚɥɨɪ Ɏəɑɤəɔɡ 

ɝɑɜɎɔɝɚɎ 

ʇʦʤʠʤʦ ʘʥʘʣʠʟʘ ʪʝʢʩʪʘ ʠ ʟʘʛʦʣʦʚʢʦʚ Kaspersky Mail Gateway ʧʦʟʚʦʣʷʝʪ 
ʚʳʧʦʣʥʷʪʴ ʨʷʜ ʩʣʝʜʫʶʱʠʭ ʧʨʦʚʝʨʦʢ ʩ ʧʦʤʦʱʴʶ ʚʥʝʰʥʠʭ ʩʝʪʝʚʳʭ ʩʝʨʚʠ-
ʩʦʚ: 

 ʧʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʧʠʩʴʤʘ ʚ DNS (reverse 
DNS lookup); 

 ʧʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʚ ʦʜʥʦʤ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ 
ʩʝʨʚʠʩʘʭ DNSBL (DNS-based black hole list); 

 ʧʨʦʚʝʨʢʘ ʦʪʧʨʘʚʠʪʝʣʷ ʧʠʩʴʤʘ ʥʘ ʧʨʝʜʤʝʪ ʩʦʦʪʚʝʪʩʪʚʠʷ ʝʛʦ ʘʜʨʝʩʘ 
ʧʦʣʠʪʠʢʝ SPF (Sender Police Framework) ʜʣʷ ʜʦʤʝʥʘ, ʩ ʧʦʯʪʦʚʦʛʦ 
ʩʝʨʚʝʨʘ ʢʦʪʦʨʦʛʦ ʦʪʧʨʘʚʣʝʥʦ ʜʘʥʥʦʝ ʧʠʩʴʤʦ; 

 ʧʨʦʚʝʨʢʘ ʩʩʳʣʦʢ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʧʦʯʪʦʚʦʤ ʩʦʦʙʱʝʥʠʠ, ʥʘ ʥʘʣʠ-
ʯʠʝ ʚ ʙʘʟʝ ʩʧʘʤ-ʘʜʨʝʩʦʚ ʩ ʧʦʤʦʱʴʶ ʩʝʨʚʠʩʘ SURBL (Spam URL 
Realtime Blocklists ï www.surbl.org); 

 ʨʘʩʧʦʟʥʘʚʘʥʠʝ ʵʣʝʢʪʨʦʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʪʝʭʥʦʣʦʛʠʠ 
UDS (Urgent Detection System). 

ɺʩʝ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʚʳʰʝ ʧʨʦʚʝʨʢʠ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ UDS-ʧʨʦʚʝʨʦʢ, ʦʩʥʦ-
ʚʘʥʳ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʪʦʢʦʣʘ DNS ʠ, ʢʘʢ ʧʨʘʚʠʣʦ, ʥʝ ʪʨʝʙʫʶʪ ʜʦʧʦʣ-
ʥʠʪʝʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʩʝʪʠ. 

http://www.surbl.org/
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4.3.4.  Ⱦɑɡəɚɗɚɏɔɫ Urgent Detection 

System  

ʊʝʭʥʦʣʦʛʠʷ Urgent Detection System ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʨʠʛʠʥʘʣʴʥʫʶ ʪʝʭ-
ʥʦʣʦʛʠʶ ʦʙʥʘʨʫʞʝʥʠʷ ʨʘʩʩʳʣʦʢ ʩʧʘʤʘ, ʨʘʟʨʘʙʦʪʘʥʥʫʶ ʠ ʧʦʜʜʝʨʞʠʚʘʝʤʫʶ 
çʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦè. ʇʨʠʥʮʠʧʳ ʜʝʡʩʪʚʠʷ ʜʘʥʥʦʡ ʪʝʭʥʦʣʦʛʠʠ ʩʣʝ-
ʜʫʶʱʠʝ: 

 ʀʟ ʘʥʘʣʠʟʠʨʫʝʤʦʛʦ ʧʠʩʴʤʘ ʚʳʜʝʣʷʝʪʩʷ ʥʘʙʦʨ ʧʨʠʟʥʘʢʦʚ, ʧʨʠ ʧʦʤʦ-
ʱʠ ʢʦʪʦʨʳʭ ʚʳʧʦʣʥʷʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʩʦʦʙʱʝʥʠʷ. ɺ ʥʘʙʦʨ ʧʨʠ-
ʟʥʘʢʦʚ ʤʦʞʝʪ ʙʳʪʴ ʚʢʣʶʯʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʠʟ ʟʘʛʦʣʦʚʢʦʚ, ʬʨʘʛʤʝʥ-
ʪʳ ʪʝʢʩʪʘ ʠ ʜʨʫʛʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʦʙʨʘʙʘʪʳʚʘʝʤʦʤ ʧʠʩʴʤʝ. 

 ʀʩʧʦʣʴʟʫʷ ʧʦʣʫʯʝʥʥʳʝ ʧʨʠʟʥʘʢʠ, ʩʝʨʚʝʨ ʬʠʣʴʪʨʘʮʠʠ ʬʦʨʤʠʨʫʝʪ 
ʢʦʤʧʘʢʪʥʳʡ UDS-ʟʘʧʨʦʩ ʠ ʧʝʨʝʩʳʣʘʝʪ ʝʛʦ ʥʘ ʦʜʠʥ ʠʟ UDS-ʩʝʨʚʝʨʦʚ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. 

ʇʨʠʤʝʯʘʥʠʝ 

ʇʦʩʢʦʣʴʢʫ ʥʘ ʚʥʝʰʥʠʝ ʩʝʨʚʝʨʳ ʥʝ ʧʝʨʝʜʘʝʪʩʷ ʥʠʢʘʢʠʭ ʜʘʥʥʳʭ, ʧʦ-
ʟʚʦʣʷʶʱʠʭ ʚʦʩʩʪʘʥʦʚʠʪʴ ʘʜʨʝʩʘʪʦʚ ʠʣʠ ʪʝʢʩʪ ʦʙʨʘʙʘʪʳʚʘʝʤʦʛʦ 
ʧʠʩʴʤʘ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʛʦ ʤʝʪʦʜʘ ʥʝ ʥʝʩʝʪ ʥʠʢʘʢʦʡ ʫʛʨʦʟʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚʘʰʠʭ ʜʘʥʥʳʭ. 

 ʅʘ UDS-ʩʝʨʚʝʨʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʨʦʚʝʨʢʘ ʧʦʣʫʯʝʥʥʦʛʦ ʟʘʧʨʦʩʘ ʧʦ 
ʙʘʟʝ ʠʟʚʝʩʪʥʳʭ ʩʧʘʤ-ʨʘʩʩʳʣʦʢ. ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʟʘʧʨʦʩ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 
ʦʜʥʦʡ ʠʟ ʠʟʚʝʩʪʥʳʭ ʨʘʩʩʳʣʦʢ, ʥʘ ʩʝʨʚʝʨ ʬʠʣʴʪʨʘʮʠʠ ʦʪʧʨʘʚʣʷʝʪʩʷ 
ʩʦʦʙʱʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʜʘʥʥʦʝ ʧʠʩʴʤʦ ʩ ʙʦʣʴʰʦʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʷʚ-
ʣʷʝʪʩʷ ʩʧʘʤʦʤ. ɼʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʫʯʠʪʳʚʘʝʪʩʷ ʧʨʠ ʧʨʠʩʚʦʝʥʠʠ 
ʩʪʘʪʫʩʘ ʩʦʦʙʱʝʥʠʶ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʊʝʭʥʦʣʦʛʠʷ UDS ʧʦʟʚʦʣʷʝʪ ʬʠʣʴʪʨʦʚʘʪʴ ʠʟʚʝʩʪʥʳʝ  
ʩʧʘʤ-ʨʘʩʩʳʣʢʠ, ʥʝ ʜʦʞʠʜʘʷʩʴ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Mail Ga-
teway. 

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩʝʨʚʝʨʘ ʬʠʣʴʪʨʘʮʠʠ ʩ UDS-ʩʝʨʚʝʨʘʤʠ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩ-
ʧʝʨʩʢʦʛʦè ʚʳʧʦʣʥʷʝʪʩʷ ʧʦ ʧʨʦʢʦʣʫ UDP, ʜʣʷ ʩʚʷʟʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦʨʪ 7060. 
ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ UDS-ʩʝʨʚʝʨ ʬʠʣʴʪʨʘʮʠʠ ʜʦʣʞʝʥ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 
ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠʩʭʦʜʷʱʠʝ ʩʦʝʜʠʥʝʥʠʷ ʥʘ ʜʘʥʥʳʡ ʧʦʨʪ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʜʦʩʪʫʧʥʳʭ UDS-ʩʝʨʚʝʨʘʭ ʩʦʜʝʨʞʠʪʩʷ ʚ ʙʘʟʘʭ Kaspersky Mail 
Gateway. ɺʳʙʦʨ ʢʦʥʢʨʝʪʥʦʛʦ UDS-ʩʝʨʚʝʨʘ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʦ-
ʠʟʚʦʜʠʪʴʩʷ ʘʥʘʣʠʟ ʧʠʩʝʤ, ʧʨʦʠʟʚʦʜʠʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ 
ʚʨʝʤʝʥʠ ʦʪʚʝʪʘ ʜʦʩʪʫʧʥʳʭ UDS-ʩʝʨʚʝʨʦʚ. 
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4.3.5.  ȼɑɓɟɗɨɞɌɞɧ ɜɌɝɛɚɓəɌɎɌəɔɫ ɔ 

ɐɑɕɝɞɎɔɫ əɌɐ ɝɚɚɍɥɑəɔɫɘɔ 

ʈʝʟʫʣʴʪʘʪʦʤ ʘʥʘʣʠʟʘ ʷʚʣʷʝʪʩʷ ʧʨʠʩʚʦʝʥʠʝ ʧʦʯʪʦʚʦʤʫ ʩʦʦʙʱʝʥʠʶ ʦʜʥʦʛʦ 
ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʪʘʪʫʩʦʚ: 

 Spam (ʩʧʘʤ) ï ʧʠʩʴʤʦ ʧʨʠʟʥʘʥʦ ʩʧʘʤʦʤ. 

 Probable Spam (ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ) ï ʧʠʩʴʤʦ ʩ ʙʦʣʴʰʦʡ ʚʝʨʦʷʪʥʦ-
ʩʪʴʶ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʧʘʤ, ʦʜʥʘʢʦ ʦʙʥʘʨʫʞʝʥʥʳʝ ʧʨʠʟʥʘʢʠ 
ʩʧʘʤʘ ʥʝ ʜʘʶʪ ʫʪʚʝʨʞʜʘʪʴ ʵʪʦ ʩ ʜʦʩʪʘʪʦʯʥʦʡ ʫʚʝʨʝʥʥʦʩʪʴʶ. 

 Formal (ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʛʝʥʝʨʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ) ï ʧʠʩʴʤʦ ʷʚ-
ʣʷʝʪʩʷ ʬʦʨʤʘʣʴʥʳʤ ʩʦʦʙʱʝʥʠʝʤ, ʥʘʧʨʠʤʝʨ, ʫʚʝʜʦʤʣʝʥʠʝʤ ʧʦʯʪʦ-
ʚʦʛʦ ʩʝʨʚʝʨʘ ʦ ʜʦʩʪʘʚʢʝ ʠʣʠ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʜʦʩʪʘʚʢʠ ʧʦʯʪʳ, ʠʣʠ ʦ 
ʟʘʨʘʞʝʥʥʦʩʪʠ ʧʠʩʴʤʘ ʚʠʨʫʩʦʤ. ʂ ʜʘʥʥʦʡ ʢʘʪʝʛʦʨʠʠ ʦʪʥʦʩʷʪʩʷ ʩʦ-
ʦʙʱʝʥʠʷ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʨʘʩʩʳʣʘʝʤʳʝ ʧʦʯʪʦʚʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ. 
ʊʘʢʠʝ ʩʦʦʙʱʝʥʠʷ, ʢʘʢ ʧʨʘʚʠʣʦ, ʥʝ ʩʯʠʪʘʶʪʩʷ ʩʧʘʤʦʤ. 

 Blacklisted (ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ) ï ʧʠʩʴʤʦ ʧʦʣʫʯʝʥʦ ʩ ʧʦʯ-
ʪʦʚʦʛʦ ʘʜʨʝʩʘ, ʩʦʜʝʨʞʘʱʝʛʦʩʷ ʚ çʯʝʨʥʦʤè ʩʧʠʩʢʝ ʦʪʧʨʘʚʠʪʝʣʝʡ.  

 Not detected ï ʚ ʧʠʩʴʤʝ ʥʝ ʦʙʥʘʨʫʞʝʥʦ ʧʨʠʟʥʘʢʦʚ ʩʧʘʤʘ, ʜʦʩʪʘ-
ʪʦʯʥʳʭ ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʢʘʢʦʛʦ-ʣʠʙʦ ʩʪʘʪʫʩʘ. ɼʣʷ ʩʦʦʙʱʝʥʠʡ ʩ ʪʘ-
ʢʠʤ ʩʪʘʪʫʩʦʤ, ʜʝʡʩʪʚʠʷ ʥʝ ʟʘʜʘʶʪʩʷ. 

ʉʦʦʙʱʝʥʠʷ, ʧʦʣʫʯʠʚʰʠʝ ʩʪʘʪʫʩ Not detected (ʧʠʩʴʤʦ ʥʝ ʨʘʩʧʦʟʥʘʥʦ ʢʘʢ 
ʩʧʘʤ), ʚʩʝʛʜʘ ʧʝʨʝʩʳʣʘʶʪʩʷ ʫʢʘʟʘʥʥʦʤʫ ʘʜʨʝʩʘʪʫ. ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʧʠʩʴʤʦ 
ʥʝ ʜʦʣʞʥʦ ʪʘʢʞʝ ʩʦʜʝʨʞʘʪʴ ʟʘʨʘʞʝʥʥʳʝ ʠʣʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ, ʯʪʦ 
ʚʳʷʚʣʷʝʪʩʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʧʨʦʜʫʢʪ ʥʝʧʨʝʨʳʚʥʦ ʨʘʟʚʠʚʘʝʪʩʷ ʩ ʮʝʣʴʶ ʫʣʫʯʰʝʥʠʷ 
ʢʘʯʝʩʪʚʘ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʩʧʘʤʘ ʠ ʩʥʠʞʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘ-
ʥʠʡ ʬʠʣʴʪʨʘ, ʧʦʣʥʦʩʪʴʶ ʠʩʢʣʶʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʩʠʪʫʘʮʠʠ, 
ʢʦʛʜʘ ʥʦʨʤʘʣʴʥʳʝ ʩʦʦʙʱʝʥʠʷ ʙʫʜʫʪ ʨʘʩʧʦʟʥʘʥʳ ʢʘʢ ʩʧʘʤ, ʥʝʣʴʟʷ. ɺ ʩʚʷʟʠ ʩ 
ʵʪʠʤ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩ ʦʩʪʦʨʦʞʥʦʩʪʴʶ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʝʡʩʪʚʠʷ ʧʦ ʫʜʘʣʝʥʠʶ 
ʩʦʦʙʱʝʥʠʡ. 

ʂʘʞʜʦʤʫ ʧʦʯʪʦʚʦʤʫ ʩʦʦʙʱʝʥʠʶ ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʩʚʦʝʥ ʣʠʰʴ ʦʜʠʥ ʠʟ ʧʝʨʝ-
ʯʠʩʣʝʥʥʳʭ ʩʪʘʪʫʩʦʚ. ʉʪʘʪʫʩ, ʧʨʠʩʚʦʝʥʥʳʡ ʧʠʩʴʤʫ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ, 
ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʩʧʝʮʠʘʣʴʥʳʡ ʟʘʛʦʣʦʚʦʢ X-SpamTest-Status-Extended. 
ʇʦʜʨʦʙʥʝʝ ʦ ʟʘʛʦʣʦʚʢʘʭ, ʜʦʙʘʚʣʷʝʤʳʭ ʢ ʩʦʦʙʱʝʥʠʶ ʚ ʨʝʟʫʣʴʪʘʪʝ ʬʠʣʴʪ-
ʨʘʮʠʠ, ʩʤ. ʧ. B.18 ʥʘ ʩʪʨ. 204. 
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ʇʦʩʣʝ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʢ ʧʦʯʪʦʚʦʤʫ ʩʦʦʙʱʝʥʠʶ ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʤʝʥʝʥʦ ʦʜʥʦ 
ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

 ʧʦʩʪʘʚʠʪʴ ʪʝʢʩʪʦʚʫʶ ʤʝʪʢʫ ʚ ʧʦʣʝ ʪʝʤʳ (Subject) ʩʦʦʙʱʝʥʠʷ; 

 ʜʦʙʘʚʠʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʟʘʛʦʣʦʚʦʢʠ ʚ ʩʦʦʙʱʝʥʠʝ; 

 ʫʜʘʣʠʪʴ ʩʦʦʙʱʝʥʠʝ. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʩʠʩʪʝʤʳ ʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʦʝ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʜʝʡʩʪ-
ʚʠʡ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʥʘʜ ʩʦʦʙʱʝʥʠʷʤʠ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʩʪʘʪʫʩʦʤ. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠʦʨʠʪʝʪʥʦʡ ʟʘʜʘʯʝʡ ʜʣʷ ʩʠʩʪʝʤʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʨʠ ʥʘʩʪʨʦʡʢʝ 
ʧʨʦʜʫʢʪʘ ʜʦʣʞʥʦ ʙʳʪʴ ʩʦʭʨʘʥʝʥʠʝ ʚʩʝʡ ʧʦʣʝʟʥʦʡ ʢʦʨʨʝʩʧʦʥʜʝʥʮʠʠ, ʧʦ-
ʩʢʦʣʴʢʫ ʧʦʪʝʨʷ ʦʜʥʦʛʦ ʚʘʞʥʦʛʦ ʧʠʩʴʤʘ ʤʦʞʝʪ ʧʨʠʥʝʩʪʠ ʢʦʥʝʯʥʦʤʫ ʧʦʣʴʟʦ-
ʚʘʪʝʣʶ ʟʥʘʯʠʪʝʣʴʥʦ ʙʦʣʴʰʠʡ ʚʨʝʜ, ʯʝʤ ʧʦʣʫʯʝʥʠʝ ʜʝʩʷʪʢʦʚ ʥʝʩʘʥʢʮʠʦʥʠ-
ʨʦʚʘʥʥʳʭ ʧʠʩʝʤ. ɺʦ ʠʟʙʝʞʘʥʠʝ ʧʦʪʝʨʠ ʥʫʞʥʦʡ ʢʦʨʨʝʩʧʦʥʜʝʥʮʠʠ ʨʝʢʦʤʝʥ-
ʜʫʝʪʩʷ ʧʨʠʤʝʥʷʪʴ ʢ ʧʠʩʴʤʘʤ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʤ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʢʦʥ-
ʪʝʥʪʥʦʛʦ ʘʥʘʣʠʟʘ ʢʘʢ ʩʧʘʤ ʠʣʠ ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ, ʪʦʣʴʢʦ ʤʷʛʢʠʝ ʩʧʦʩʦʙʳ 
ʦʙʨʘʙʦʪʢʠ. 

ʂʨʦʤʝ ʜʝʡʩʪʚʠʡ ʧʦ ʧʝʨʝʩʳʣʢʝ ʩʦʦʙʱʝʥʠʷ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʦʧʨʝʜʝ-
ʣʠʪʴ ʜʝʡʩʪʚʠʷ ʧʦ ʤʦʜʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʥʠʷ, ʯʪʦ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʦ ʢʘʢ ʜʣʷ 
ʚʠʟʫʘʣʠʟʘʮʠʠ ʨʝʟʫʣʴʪʘʪʦʚ ʨʘʩʧʦʟʥʘʚʘʥʠʷ, ʪʘʢ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩ ʬʠʣʴʪʨʘ-
ʤʠ ʧʦʯʪʦʚʳʭ ʧʨʦʛʨʘʤʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

 ɼʦʙʘʚʣʝʥʠʝ ʤʝʪʢʠ ʚ ʧʦʣʝ ʪʝʤʳ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

 ɼʦʙʘʚʣʝʥʠʝ ʢ ʩʦʦʙʱʝʥʠʶ ʩʧʝʮʠʘʣʴʥʳʭ ʟʘʛʦʣʦʚʢʦʚ X-SpamTest-*. 
ʕʪʠ ʟʘʛʦʣʦʚʢʠ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ rʚ ʜʘʣʴʥʝʡʰʝʤ ʜʣʷ ʘʚʪʦ-
ʤʘʪʠʯʝʩʢʦʡ ʦʙʨʘʙʦʪʢʠ ʩʦʦʙʱʝʥʠʡ ʧʦʯʪʦʚʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ ʧʦʣʴ-
ʟʦʚʘʪʝʣʝʡ. ʇʦʜʨʦʙʥʝʝ ʦ ʟʘʛʦʣʦʚʢʘʭ, ʜʦʙʘʚʣʷʝʤʳʭ ʢ ʧʦʯʪʦʚʦʤʫ ʩʦ-
ʦʙʱʝʥʠʶ ʚ ʨʝʟʫʣʴʪʘʪʝ ʬʠʣʴʪʨʘʮʠʠ, ʩʤ. ʧ. B.18 ʥʘ ʩʪʨ. 204. 

4.4.  ȼɌɍɚɞɌ ɘɚɐɟɗɫ ɌəɞɔɎɔɜɟɝəɚɕ 

ɛɜɚɎɑɜɖɔ 

AV-ʤʦʜʫʣʴ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʦʙʲʝʢʪʦʚ, ʩʦʩʪʘʚʣʷʶʱʠʭ ʧʠʩʴʤʦ, ʥʘ 
ʧʨʠʩʫʪʩʪʚʠʝ ʚʠʨʫʩʦʚ. 

ɺ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ ʠ ʣʝʯʝʥʠʷ ʦʙʥʘʨʫʞʝʥʥʳʭ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ AV-
ʤʦʜʫʣʴ ʠʩʧʦʣʴʟʫʝʪ ʙʘʟʳ Kaspersky Mail Gateway, ʩʦʜʝʨʞʘʱʠʝ ʦʧʠʩʘʥʠʝ 
ʠʟʚʝʩʪʥʳʭ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʚʠʨʫʩʦʚ ʠ ʩʧʦʩʦʙʦʚ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʠʤʠ 
ʦʙʲʝʢʪʦʚ. 
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ɺʥʠʤʘʥʠʝ! 

ɼʣʷ ʵʬʬʝʢʪʠʚʥʦʡ ʙʦʨʴʙʳ ʩ ʥʦʚʳʤʠ ʚʠʜʘʤʠ ʚʠʨʫʩʦʚ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʚʦ-
ʜʠʪʴ ʨʝʛʫʣʷʨʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kaspersky Mail Gateway. ʆʙʥʦʚʣʝʥʠʷ ʙʘʟ 
ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʢʘʞʜʳʡ 
ʯʘʩ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ AV-ʤʦʜʫʣʴ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʝʪ ʪʦʣʴʢʦ ʘʥʪʠʚʠʨʫʩʥʫʶ 
ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ, ʙʝʟ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʨʝʞʠʤʘ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʩʚʦ-
ʠʪʴ ʧʘʨʘʤʝʪʨʫ AVCure ʩʝʢʮʠʠ [mailgw.policy] (ʩʝʢʮʠʠ [mailgw.group: 
ʠʤʷ_ʛʨʫʧʧʳ]) ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ ʟʥʘʯʝʥʠʝ true. ɺ 
ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʛʦ ʣʝʯʝʥʠʷ ʧʨʦʚʝʨʝʥʥʦʤʫ ʟʘʨʘʞʝʥʥʦʤʫ ʦʙʲʝʢʪʫ ʧʨʠʩʚʘʠʚʘ-
ʝʪʩʷ ʩʪʘʪʫʩ Disinfected. 

ɺ ʧʨʦʮʝʩʩʝ ʧʨʦʚʝʨʢʠ ʦʙʲʝʢʪʫ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʪʘʪʫʩʦʚ: 

 Clean ï ʦʙʲʝʢʪ ʥʝ ʟʘʨʘʞʝʥ. 

 Infected ï ʦʙʲʝʢʪ ʟʘʨʘʞʝʥ, ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʚʳʣʝʯʝʥ ʠʣʠ ʣʝʯʝʥʠʝ 
ʦʙʲʝʢʪʘ ʥʝ ʧʨʦʚʦʜʠʣʦʩʴ. 

 Disinfected ï ʦʙʲʝʢʪ ʙʳʣ ʟʘʨʘʞʝʥ ʠ ʫʩʧʝʰʥʦ ʚʳʣʝʯʝʥ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʉʪʘʪʫʩ Disinfected ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʩʚʦʝʥ ʦʙʲʝʢʪʫ, ʪʦʣʴʢʦ ʝʩʣʠ 
ʚʢʣʶʯʝʥ ʨʝʞʠʤ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

 Suspicious ï ʦʙʲʝʢʪ ʧʦʜʦʟʨʝʚʘʝʪʩʷ ʥʘ ʟʘʨʘʞʝʥʠʝ ʥʝʠʟʚʝʩʪʥʳʤ ʚʠ-
ʨʫʩʦʤ ʠʣʠ ʥʦʚʦʡ ʤʦʜʠʬʠʢʘʮʠʝʡ ʠʟʚʝʩʪʥʦʛʦ ʚʠʨʫʩʘ. 

 Protected ï ʦʙʲʝʢʪ ʧʨʦʚʝʨʠʪʴ ʥʝʚʦʟʤʦʞʥʦ ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʦʥ ʟʘʱʠ-
ʱʝʥ ʧʘʨʦʣʝʤ (ʯʘʩʪʳʡ ʩʣʫʯʘʡ ï ʘʨʭʠʚ). 

 Error ï ʧʨʠ ʧʨʦʚʝʨʢʝ ʦʙʲʝʢʪʘ ʧʨʦʠʟʦʣhʘ ʦʰʠʙʢʘ. 

 Not_checked ï ʦʙʲʝʢʪ ʥʝ ʙʳʣ ʧʨʦʚʝʨʝʥ, ʪʘʢ ʢʘʢ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦ-
ʚʝʨʢʘ ʦʪʢʣʶʯʝʥʘ. 

ɼʝʡʩʪʚʠʷ, ʚʳʧʦʣʥʷʝʤʳʝ AV-ʤʦʜʫʣʝʤ ʥʘʜ ʦʙʲʝʢʪʦʤ, ʧʨʦʰʝʜʰʠʤ ʧʨʦʚʝʨʢʫ, 
ʟʘʜʘʶʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ 
ʧʨʠʣʦʞʝʥʠʷ (ActionInfected, ActionSuspicious ʠ ʪ.ʜ.). ɼʣʷ ʢʘʞʜʦʛʦ ʩʪʘʪʫʩʘ 
ʧʨʝʜʫʩʤʦʪʨʝʥ ʩʚʦʡ ʧʘʨʘʤʝʪʨ. ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʚʠʜʳ ʜʝʡʩʪʚʠʡ: 

 cure ï ʟʘʤʝʥʠʪʴ ʚ ʩʦʦʙʱʝʥʠʠ ʟʘʨʘʞʝʥʥʳʡ ʦʙʲʝʢʪ ʚʳʣʝʯʝʥʥʳʤ; 
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ɺʥʠʤʘʥʠʝ! 

ɼʘʥʥʦʝ ʜʝʡʩʪʚʠʝ ʤʦʞʥʦ ʟʘʜʘʚʘʪʴ ʪʦʣʴʢʦ ʜʣʷ ʦʙʲʝʢʪʦʚ ʩʦ ʩʪʘʪʫʩʦʤ 
Disinfected (ʧʘʨʘʤʝʪʨ ActionDisinfected). 

 pass ï ʧʨʦʧʫʩʪʠʪʴ ʦʙʲʝʢʪ ʙʝʟ ʠʟʤʝʥʝʥʠʡ, ʥʠʢʘʢʠʭ ʜʝʡʩʪʚʠʡ ʥʘʜ 
ʦʙʲʝʢʪʦʤ ʥʝ ʧʨʦʠʟʚʦʜʠʪʴ; 

 remove ï ʫʜʘʣʠʪʴ ʦʙʲʝʢʪ ʠʟ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ; 

 placeholder ï ʟʘʤʝʥʠʪʴ ʦʙʲʝʢʪ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʩʦʦʙʱʝʥʠʝʤ, 
ʩʬʦʨʤʠʨʦʚʘʥʥʳʤ ʧʦ ʰʘʙʣʦʥʫ. 



 

ȯȷȬȮȬ 5. ȺȭȱȽȻȱɃȱȹȴȱ 

ȬȹȾȴȮȴȼȿȽȹȺȵ ȳȬɅȴȾɇ 

ȴ ɀȴȷɈȾȼȬɂȴȴ ȽȻȬȸȬ 

ʇʦʩʨʝʜʩʪʚʦʤ Kaspersky Mail Gateway ʚʳ ʤʦʞʝʪʝ ʦʨʛʘʥʠʟʦʚʘʪʴ ʬʠʣʴʪʨʘʮʠʶ 
ʩʧʘʤʘ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʪʦʢʘ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʚʘʰʝʡ ʦʨʛʘʥʠ-
ʟʘʮʠʠ. 

ʉʠʩʪʝʤʘ ʟʘʱʠʪʳ ʦʪ ʚʠʨʫʩʦʚ ʠ ʩʧʘʤʘ ʩʪʨʦʠʪʩʷ ʥʘ ʚʳʧʦʣʥʝʥʠʠ ʟʘʜʘʯ, ʚ ʢʦʪʦ-
ʨʳʭ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ. 

ɿʘʜʘʯʠ, ʨʝʘʣʠʟʫʝʤʳʝ ʧʦʩʨʝʜʩʪʚʦʤ Kaspersky Mail Gateway, ʤʦʞʥʦ ʨʘʟʜʝ-
ʣʠʪʴ ʥʘ ʪʨʠ ʦʩʥʦʚʥʳʝ ʛʨʫʧʧʳ: 

1. ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʙʘʟ Kaspersky Mail Gateway, 
ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʧʦʠʩʢʘ ʚʠʨʫʩʦʚ ʠ ʣʝʯʝʥʠʷ 
ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

2. ʌʠʣʴʪʨʘʮʠʷ ʩʧʘʤʘ. 

3. ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ. 

ʂʘʞʜʘʷ ʛʨʫʧʧʘ ʚʢʣʶʯʘʝʪ ʙʦʣʝʝ ʯʘʩʪʥʳʝ ʟʘʜʘʯʠ. ɺ ʵʪʦʡ ʛʣʘʚʝ ʤʳ ʧʦʜʨʦʙʥʦ 
ʨʘʩʩʤʦʪʨʠʤ ʥʘʠʙʦʣʝʝ ʭʘʨʘʢʪʝʨʥʳʝ ʠʟ ʥʠʭ, ʢʦʪʦʨʳʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ 
ʢʦʤʙʠʥʠʨʦʚʘʪʴ ʠ ʫʩʣʦʞʥʷʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʦʪʨʝʙʥʦʩʪʷʤʠ ʢʦʥʢʨʝʪʥʦʡ 
ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ ʨʝʘʣʠʟʘʮʠʠ ʦʧʠʩʘʥʥʳʭ ʜʘʣʝʝ ʟʘʜʘʯ ʪʨʝʙʫʝʪʩʷ ʚʥʝʩʝʥʠʝ ʠʟʤʝʥʝʥʠʡ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʠʟʤʝʥʝʥʠʷ, ʚʥʝʩʝʥ-
ʥʳʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ, ʚʩʪʫʧʠʣʠ ʚ ʩʠʣʫ, ʥʝʦʙʭʦʜʠʤʦ 
ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʧʨʠʣʦʞʝʥʠʝ. 

ɺ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʦʧʠʩʘʥʳ ʥʘʩʪʨʦʡʢʘ ʠ ʟʘʧʫʩʢ ʟʘʜʘʯ ʣʦʢʘʣʴʥʦ ʠʟ ʢʦ-
ʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ɿʘʧʫʩʢ ʟʘʜʘʯ ʠ ʨʘʙʦʪʘ ʩ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʠʣʦʞʝʥʠʷ ʫʜʘ-
ʣʝʥʥʦ ʯʝʨʝʟ ʤʦʜʫʣʴ ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʧʨʦʛʨʘʤ-
ʤʳ Webmin ʚ ʧʨʠʤʝʨʘʭ ʥʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ. 

ɺʥʠʤʘʥʠʝ! 

ɺʦ ʚʩʝʭ ʧʨʠʚʝʜʝʥʥʳʭ ʥʠʞʝ ʟʘʜʘʯʘʭ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ, ʯʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ 
ʚʳʧʦʣʥʠʣ ʧʦʩʪʠʥʩʪʘʣʣʷʮʠʦʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʠ ʧʨʠʣʦʞʝʥʠʝ ʬʫʥʢʮʠʦʥʠʨʫʝʪ 
ʢʦʨʨʝʢʪʥʦ. 
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5.1.  ȺɍəɚɎɗɑəɔɑ ɍɌɓ Kaspersky  

Mail  Gateway  ɔ ɍɌɓ 

ɠɔɗɨɞɜɌɢɔɔ ɝɛɌɘɌ 

ʇʨʠ ʦʙʨʘʙʦʪʢʝ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ Kaspersky Mail Gateway ʠʩʧʦʣʴʟʫʝʪ ʙʘʟʳ 
Kaspersky Mail Gateway ʠ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. 

ɹʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʧʨʠʤʝʥʷʪʁʩʷ ʧʨʠ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ (ʘʥʘʣʠʟʝ ʩʦ-
ʜʝʨʞʘʥʠʷ ʧʠʩʴʤʘ ʠ ʬʘʡʣʦʚ ʚʣʦʞʝʥʠʡ ʩ ʮʝʣʴʶ ʚʳʷʚʣʝʥʠʷ ʩʦʦʙʱʝʥʠʡ, ʩʦ-
ʜʝʨʞʘʱʠʭ ʩʧʘʤ). 

ɹʘʟʳ Kaspersky Mail Gateway ʧʨʠʤʝʥʷʶʪʩʷ ʜʣʷ ʧʦʠʩʢʘ ʠ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥ-
ʥʳʭ ʦʙʲʝʢʪʦʚ ʠ ʩʦʜʝʨʞʘʪ ʦʧʠʩʘʥʠʝ ʚʩʝʭ ʠʟʚʝʩʪʥʳʭ ʥʘ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ 
ʚʠʨʫʩʦʚ ʠ ʩʧʦʩʦʙʦʚ ʣʝʯʝʥʠʷ ʧʦʨʘʞʝʥʥʳʭ ʠʤʠ ʦʙʲʝʢʪʦʚ. 

ɼʣʷ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʚ ʩʦʩʪʘʚ Kaspersky Mail Gateway ʚʭʦʜʠʪ ʢʦʤʧʦʥʝʥʪ 
keepup2date. ʀʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʷʚʣʷʶʪʩʷ ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ çʃʘ-
ʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʅʘʧʨʠʤʝʨ, ʪʘʢʠʝ ʢʘʢ: 

http://downloads1.kaspersky-labs.com/ 

http://downloads2.kaspersky-labs.com/ 

ftp://downloads1.kaspersky-labs.com/ ʠ ʜʨʫʛʠʝ. 

ʉʧʠʩʦʢ ʘʜʨʝʩʦʚ, ʩ ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʢʦʧʠʨʦʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ, ʦʧʨʝʜʝʣʝʥ ʚ 
ʬʘʡʣʝ updcfg.xml, ʚʢʣʶʯʝʥʥʦʤ ʚ ʜʠʩʪʨʠʙʫʪʠʚ ʧʨʠʣʦʞʝʥʠʷ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʯʝʨʝʟ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʢʦʤʧʦʥʝʥʪ keepup2date ʧʦʜʜʝʨʞʠ-
ʚʘʝʪ Basic-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ. 

ɺ ʧʨʦʮʝʩʩʝ ʦʙʥʦʚʣʝʥʠʷ ʢʦʤʧʦʥʝʥʪ keepup2date ʦʙʨʘʱʘʝʪʩʷ ʢ ʩʧʠʩʢʫ, ʚʳʙʠ-
ʨʘʝʪ ʘʜʨʝʩ ʠ ʧʳʪʘʝʪʩʷ ʩʢʦʧʠʨʦʚʘʪʴ ʩ ʩʝʨʚʝʨʘ ʙʘʟʳ Kaspersky Mail Gateway 
ʠ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. ɽʩʣʠ ʧʦʣʫʯʠʪʴ ʦʙʥʦʚʣʝʥʠʷ ʩ ʚʳʙʨʘʥʥʦʛʦ ʘʜʨʝʩʘ 
ʥʝʚʦʟʤʦʞʥʦ, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʦʙʨʘʱʘʝʪʩʷ ʧʦ ʩʣʝʜʫʶɦ ʝʤʫ ʘʜʨʝʩʫ ʠ ʚʥʦʚʴ 
ʧʳʪʘʝʪʩʷ ʦʙʥʦʚʠʪʴ ʙʘʟʳ.  

ʇʨʠʤʝʯʘʥʠʝ 

ʆʙʥʦʚʣʝʥʠʷ ʜʣʷ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʦʙʥʦʚʣʝ-
ʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʢʘʞʜʳʝ ʪʨʠ ʤʠʥʫʪ.r ʆʙʥʦʚʣʝʥʠʷ ʜʣʷ ʘʥʪʠ-
ʚʠʨʫʩʥʳʭ ʙʘʟ Kaspersky Mail Gateway ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʦʙʥʦʚʣʝʥʠʡ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʢʘʞʜʳʡ ʯʘʩ. 

ftp://downloads1.kaspersky-labs.com/updates/


ʆʙʝʩʧʝʯʝʥʠʝ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʠ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ 53 

ʇʦʩʣʝ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ ʦʙʥʦʚʣʝʥʠʡ ʢʦʤʧʦʥʝʥʪ keepup2date ʦʧʨʝʜʝ-
ʣʷʝʪ, ʜʣʷ ʢʘʢʠʭ ʙʘʟ ʜʦʩʪʫʧʥʳ ʦʙʥʦʚʣʝʥʠʷ ʠ ʩʢʘʯʠʚʘʝʪ ʠʭ. 

ɺʥʠʤʘʥʠʝ! 

ʅʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʥʘʩʪʨʦʠʪʴ ʢʦʤʧʦʥʝʥʪ keepup2date ʥʘ ʦʙʥʦʚ-
ʣʝʥʠʝ ʙʘʟ ʢʘʞʜʳʝ ʪʨʠ ʤʠʥʫʪ!r 

ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʢʦʤʘʥʜʘ, ʫʢʘʟʘʥʥʘʷ ʚ ʢʘʯʝʩʪʚʝ 
ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ PostUpdateCmd ʩʝʢʮʠʠ [updater.options] ʢʦʥʬʠʛʫʨʘ-
ʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʪʘ ʢʦʤʘʥʜʘ ʟʘʧʫʩʪʠʪ ʢʦʤʧʠʣʠʨʦʚʘʥʠʝ ʙʘʟ 
ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʧʝʨʝʟʘʛʨʫʟʢʫ ʧʨʠʣʦʞʝʥʠʷ. 
ʇʝʨʝʟʘʛʨʫʟʢʘ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʠʣʦʞʝʥʠʝ ʥʘʯʘʣʦ ʠʩʧʦʣʴʟʦ-
ʚʘʪʴ ʦʙʥʦʚʣʝʥʥʳʝ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. ɹʘʟʳ Kaspersky Mail Gateway 
ʟʘʛʨʫʞʘʶʪʩʷ ʙʝʟ ʧʝʨʝʟʘʛʨʫʟʢʠ. ʅʝʢʦʨʨʝʢʪʥʦʝ ʠʟʤʝʥʝʥʠʝ ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ 
ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʪʦʤʫ, ʯʪʦ ʧʨʠʣʦʞʝʥʠʝ ʣʠʙʦ ʥʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʙʥʦʚ-
ʣʝʥʥʳʝ ʙʘʟʳ, ʣʠʙʦ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʥʝʢʦʨʨʝʢʪʥʦ. 

ʇʨʠʤʝʯʘʥʠʝ 

ɺʩʝ ʧʘʨʘʤʝʪʨʳ ʢʦʤʧʦʥʝʥʪʘ keepup2date ʩʛʨʫʧʧʠʨʦʚʘʥʳ ʚ ʩʝʢʮʠʷʭ 
[updater.*] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 

ɽʩʣʠ ʚʳ ʧʨʠʦʙʨʝʣʠ ʣʠʮʝʥʟʠʶ Kaspersky Mail Gateway, ʜʦʧʫʩʢʘʶʱʫʶ ʪʦʣʴʢʦ 
ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ, ʚʳ ʤʦʞʝʪʝ ʦʪʢʣʶʯʠʪʴ ʟʘʛʨʫʟʢʫ 
ʦʙʥʦʚʣʝʥʠʡ ʜʣʷ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʧʨʠʩʚʦʠʚ ʧʘʨʘʤʝʪʨʫ 
UpdateComponentsList ʩʝʢʮʠʠ [updater.options] ʟʥʘʯʝʥʠʷ AVS, AVS_OLD, 
CORE, Updater ʠ BLST: 

[updater.options]   

Update ComponentsList =AVS, AVS_OLD, CORE, Updater, 

BLST 

ɽʩʣʠ ʩʪʨʫʢʪʫʨʘ ʚʘʰʝʡ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʜʦʩʪʘʪʦʯʥʦ ʩʣʦʞʥʘʷ, ʤʳ ʨʝʢʦʤʝʥʜʫ-
ʝʤ ʢʘʞʜʳʝ ʪʨʠ ʤʠʥʫʪ rʩʢʘʯʠʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʩ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ, ʨʘʟ-
ʤʝʱʘʪʴ ʠʭ ʚ ʥʝʢʦʪʦʨʦʤ ʩʝʪʝʚʦʤ ʢʘʪʘʣʦʛʝ, ʘ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ 
ʩʝʪʠ ʥʘʩʪʨʦʠʪʴ ʢʦʧʠʨʦʚʘʥʠʝ ʙʘʟ ʠʟ ʵʪʦʛʦ ʢʘʪʘʣʦʛʘ. ʇʦʜʨʦʙʥʝʝ ʦ ʩʦʟʜʘʥʠʠ 
ʩʝʪʝʚʦʛʦ ʢʘʪʘʣʦʛʘ ʩʤ. ʚ ʧ. 5.1.3 ʥʘ ʩʪʨ. 56. 

ɿʘʜʘʯʘ ʦʙʥʦʚʣʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʫʱʝʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠ ʧʦʤʦʱʠ ʧʨʦ-
ʛʨʘʤʤʳ cron (ʩʤ. ʧ. 5.1.1 ʥʘ ʩʪʨ. 54) ʠʣʠ ʞʝ ʚʨʫʯʥʫʶ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 
(ʩʤ. ʧ. 5.1.2 ʥʘ ʩʪʨ. 55). ɼʣʷ ʟʘʧʫʩʢʘ keepup2date ʥʝʦʙʭʦʜʠʤʳ ʧʨʘʚʘ ʧʦʣʴ-
ʟʦʚʘʪʝʣʷ root. 
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5.1.1.  ȬɎɞɚɘɌɞɔɣɑɝɖɚɑ ɚɍəɚɎɗɑəɔɑ ɍɌɓ 

Kaspersky  Mai l Gateway  ɔ ɍɌɓ 

ɠɔɗɨɞɜɌɢɔɔ ɝɛɌɘɌ 

ɺʳ ʤʦʞʝʪʝ ʩʧʣʘʥʠʨʦʚʘʪʴ ʨʝʛʫʣʷʨʥʦʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kas-
persky Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʧʨʠ ʧʦʤʦʱʠ ʧʨʦʛʨʘʤʤʳ cron.  

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kaspersky Mail Ga-
teway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʢʘʞʜʳʝ ʪʨʠ ʤʠʥʫʪ.r ʋʩʪʘʥʦʚʠʪʴ ʚʳʙʦʨ 
ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ ʠʟ ʬʘʡʣʘ updcfg.xml (ʧʦ ʫʤʦʣʯʘʥʠʶ). ɺ ʩʠʩʪʝʤ-
ʥʦʤ ʞʫʨʥʘʣʝ ʬʠʢʩʠʨʦʚʘʪʴ ʪʦʣʴʢʦ ʦʰʠʙʢʠ, ʚʦʟʥʠʢʘʶʱʠʝ ʧʨʠ ʨʘʙʦʪʝ 
ʢʦʤʧʦʥʝʥʪʘ. ɺʝʩʪʠ ʦʙʱʠʡ ʞʫʨʥʘʣ ʧʦ ʚʩʝʤ ʟʘʧʫʩʢʘʤ ʟʘʜʘʯʠ, ʥʘ ʢʦʥʩʦʣʴ 
ʥʠʢʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʥʝ ʚʚrʦʜʠʪʴ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ: 

1. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠʣʦʞʝʥʠʷ ʟʘʜʘʡʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶɦ ʠʝ 
ʟʥʘʯʝʥʠʷ ʜʣʷ ʧʘʨʘʤʝʪʨʦʚ: 

[updater.options]  

KeepSilent=true  

[updater.report]  

Append=true  

ReportLevel=1  

2. ʆʪʨʝʜʘʢʪʠʨʫʡʪʝ ʬʘʡʣ, ʟʘʜʘʶʱʠʡ ʧʨʘʚʠʣʘ ʨʘʙʦʪʳ ʧʨʦʮʝʩʩʘ cron 
(crontab -e), ʘ ʠʤʝʥʥʦ: ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ root (ʠʣʠ ʣʶʙʦʛʦ ʜʨʫʛʦʛʦ, 
ʠʤʝʶʱʝʛʦ ʧʨʘʚʘ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ) ʜʦʙʘʚʴʪʝ ʩʣʝ-
ʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

ɼʣ ̫Linux: 

* /3  * * * * /opt/ kaspersky / mailgw / bin/ mailgw -

keepup2date  

ɼʣ ̫FreeBSD: 

* /3  * *  * * /usr/local/ bin / mailgw - keepup2date  
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5.1.2.  ȼɌɓɚɎɚɑ ɚɍəɚɎɗɑəɔɑ ɍɌɓ Kaspersky  

Mail  Gateway  ɔ ɍɌɓ ɠɔɗɨɞɜɌɢɔɔ 

ɝɛɌɘɌ 

ɺ ʣʶʙʦʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kaspersky 
Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kaspersky Mail Gateway ʠ ʙʘʟ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʩʦʭʨʘʥʠʚ ʨʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ ʚ ʬʘʡʣʝ 
/tmp/updatesreport.log. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʦʡʜʠʪʝ ʚ ʩʠʩʪʝʤʫ ʧʦʜ ʧʦʣʴʟʦʚʘʪʝ-
ʣʝʤ root (ʠʣʠ ʣʶʙʳʤ ʜʨʫʛʠʤ, ʠʤʝʶʱʠʤ ʧʨʘʚʘ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦ-
ʚʘʪʝʣʷ) ʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# mailgw - keepup2date - l /tmp/updatesreport.log  

ɽʩʣʠ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky Mail Gateway ʠ ʙʘʟʳ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʩʝʨʚʝʨʘʭ, ʫʜʦʙʥʝʝ ʚʤʝʩʪʦ ʤʥʦʛʦʢʨʘʪʥʦʛʦ 
ʧʦʣʫʯʝʥʠʷ ʙʘʟ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ ʧʦʣʫʯʠʪʴ ʙʘʟʳ ʩ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ ʦʜʠʥ 
ʨʘʟ, ʩʦʭʨʘʥʠʪʴ ʠʭ ʚ ʩʝʪʝʚʦʤ ʢʘʪʘʣʦʛʝ, ʟʘʪʝʤ ʩʤʦʥʪʠʨʦʚʘʪʴ ʜʘʥʥʳʡ ʩʝʪʝʚʦʡ 
ʢʘʪʘʣʦʛ ʚ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ ʢʘʞʜʦʛʦ ʠʟ ʩʝʨʚʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ 
Kaspersky Mail Gateway. ʊʝʧʝʨʴ ʜʦʩʪʘʪʦʯʥʦ ʟʘʧʫʩʪʠʪʴ ʩʢʨʠʧʪ ʦʙʥʦʚʣʝʥʠʷ, 
ʫʢʘʟʘʚ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʩʤʦʥʪʠʨʦʚʘʥʥʳʡ ʢʘʪʘʣʦʛ. 
ʇʦʜʨʦʙʥʝʝ ʦ ʩʦʟʜʘʥʠʠ ʩʝʪʝʚʦʛʦ ʢʘʪʘʣʦʛʘ ʜʣʷ ʭʨʘʥʝʥʠʷ ʦʙʥʦʚʣʝʥʠʡ ʩʤ. 
ʧ. 5.1.3 ʥʘ ʩʪʨ. 56. 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kaspersky Mail Gateway ʠ ʙʘʟ 
ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠʟ ʣʦʢʘʣʴʥʦʛʦ ʢʘʪʘʣʦʛʘ /home/kluser/bases, ʘ ʝʩʣʠ 
ʵʪʦʪ ʢʘʪʘʣʦʛ ʥʝʜʦʩʪʫʧʝʥ ʠʣʠ ʧʫʩʪ, ʪʦ ʦʙʥʦʚʠʪʴ ʙʘʟʳ c ʩʝʨʚʝʨʦʚ çʃʘʙʦ-
ʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʈʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ ʚʳʚʝʩʪʠ ʚ ʬʘʡʣ 
/tmp/updatesreport.log. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʦʡʜʠʪʝ ʚ ʩʠʩʪʝʤʫ ʧʦʜ ʧʦʣʴʟʦʚʘʪʝ-
ʣʝʤ root (ʠʣʠ ʣʶʙʳʤ ʜʨʫʛʠʤ, ʠʤʝʶʱʠʤ ʧʨʘʚʘ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦ-
ʚʘʪʝʣʷ) ʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʉʤʦʥʪʠʨʫʡʪʝ ʩʝʪʝʚʦʡ ʢʘʪʘʣʦʛ, ʩʦʜʝʨʞʘʱʠʡ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kas-
persky Mail Gateway, ʚ ʣʦʢʘʣʴʥʳʡ ʢʘʪʘʣʦʛ /home/kluser/bases. 

2. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠʣʦʞʝʥʠʷ ʟʘʜʘʡʪʝ ʩʣʝʜʫʶʱʠʝ ʟʥʘ-
ʯʝʥʠʷ ʜʣʷ ʧʘʨʘʤʝʪʨʦʚ: 

[updater.options]  
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UpdateServerUrl=/home/ kl user/bases  

UseUpdateServerUrl=true  

UseUpdateServerUrlOnly=false  

3. ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# mailgw - keepup2date - l /tmp/updatesreport.log  

ɺʥʠʤʘʥʠʝ! 

ʊʘʢʞʝ ʚʩʝ ʧʦʜʦʙʥʳʝ ʟʘʜʘʯʠ ʚʳ ʤʦʞʝʪʝ ʨʝʰʠʪʴ ʫʜʘʣʝʥʥʦ, ʩ ʧʦʤʦʱʴʶ ʤʦʜʫ-
ʣʷ ʧʨʦʛʨʘʤʤʳ Webmin. 

5.1.3.  ȽɚɓɐɌəɔɑ ɝɑɞɑɎɚɏɚ ɖɌɞɌɗɚɏɌ ɐɗɫ 

ɖɚɛɔɜɚɎɌəɔɫ ɔ ɡɜɌəɑəɔɫ 

ɚɍəɚɎɗɑəɔɕ 

Kaspersky Mail Gateway ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʢʦʧʠʨʦʚʘʪʴ ʦʙʥʦʚʣʝ-
ʥʠʷ ʙʘʟ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʫʣʝʡ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʠʭ ʚ ʩʝʪʝʚʦʤ ʢʘʪʘʣʦʛʝ. 
ʕʪʦʪ ʢʘʪʘʣʦʛ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ ʜʣʷ ʫʩ-
ʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ ʧʨʠʣʦʞʝʥʠʡ Kaspersky Mail Gateway 5.6 
ʠ ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʚʝʨʩʠʠ 6.0 ʠ 7.0. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʙʥʦʚʣʝʥʠʝ ʠʟ ʩʝʪʝʚʦʛʦ ʢʘʪʘʣʦʛʘ ʧʨʦʭʦʜʠʣʠ ʢʦʨʨʝʢʪʥʦ, ʚʘʤ 
ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʚ ʵʪʦʤ ʢʘʪʘʣʦʛʝ ʬʘʡʣʦʚʫʶ ʩʪʨʫʢʪʫʨʫ, ʘʥʘʣʦʛʠʯʥʫʶ 
ʩʪʨʫʢʪʫʨʝ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʆʩʪʘʥʦʚʠʤʩʷ 
ʥʘ ʜʘʥʥʦʡ ʟʘʜʘʯʝ ʧʦʜʨʦʙʥʝʝ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ Kaspersky Mail Gateway 5.6 ʙʫʜʝʪ 
ʚʳʧʦʣʥʷʪʴʩʷ ʪʦʣʴʢʦ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kaspersky Mail Gateway ʠ ʙʘʟ ʬʠʣʴʪ-
ʨʘʮʠʠ ʩʧʘʤʘ. 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʩʝʪʝʚʦʡ ʢʘʪʘʣʦʛ, ʦʪʢʫʜʘ ʣʦʢʘʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ 
ʩʝʪʠ ʙʫʜʫʪ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ Kaspersky Mail Gateway ʠ ʙʘʟʳ ʬʠʣʴʪʨʘʮʠʠ 
ʩʧʘʤʘ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʦʡʜʠʪʝ ʚ ʩʠʩʪʝʤʫ ʧʦʜ ʧʦʣʴʟʦʚʘʪʝ-
ʣʝʤ root (ʠʣʠ ʣʶʙʳʤ ʜʨʫʛʠʤ, ʠʤʝʶʱʠʤ ʧʨʘʚʘ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦ-
ʚʘʪʝʣʷ) ʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʉʦʟʜʘʡʪʝ ʣʦʢʘʣʴʥʳʡ ʢʘʪʘʣʦʛ. 
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2. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠʣʦʞʝʥʠʷ ʟʘʜʘʡʪʝ ʩʣʝʜʫʶʱʠʝ ʟʥʘ-
ʯʝʥʠʷ ʜʣʷ ʧʘʨʘʤʝʪʨʘ: 

[updater.options]  

RetranslateComponentsList =KAS303, AVS, AVS_OLD, 

CORE, Updater, BLST  

3. ɿʘʧʫʩʪʠʪʝ ʢʦʤʧʦʥʝʥʪ keepup2date ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

# mailgw - keepup 2date  - u <rdir > 

ʛʜʝ <rdir> ï ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʩʦʟʜʘʥʥʦʤʫ ʢʘʪʘʣʦʛʫ. 

ʇʨʠʤʝʯʘʥʠʝ 

ɽʩʣʠ ʠʟ ʩʝʪʝʚʦʛʦ ʢʘʪʘʣʦʛʘ ʙʫʜʫʪ ʦʙʥʦʚʣʷʪʴʩʷ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʚʝʨʩʠʠ 6.0 ʠ 7.0, ʪʦ ʢʦʤʧʦʥʝʥʪ 
keepup2date ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʧʫʱʝʥ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

#mailgw - keepup2date  ïx <rdir>  

4. ʇʨʝʜʦʩʪʘʚʴʪʝ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʝʚʦʡ ʜʦʩʪʫʧ ʥʘ ʯʪʝ-
ʥʠʝ ʜʘʥʥʦʛʦ ʢʘʪʘʣʦʛʘ. 

5.2.  ɀɔɗɨɞɜɌɢɔɫ ɝɛɌɘɌ 

ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʧʨʠʤʝʨʳ ʟʘʜʘʯ, ʠʣʣʶʩʪʨʠʨʫʶʱʠʝ ʚʦʟ-
ʤʦʞʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʧʦ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. ʇʨʠʤʝʨʳ ʨʘʩʢʨʳʚʘʶʪ ʦʩʥʦʚ-
ʥʳʝ ʤʝʭʘʥʠʟʤʳ ʙʦʨʴʙʳ ʩʦ ʩʧʘʤʦʤ, ʧʨʠʤʝʥʷʝʤʳʝ ʧʨʠʣʦʞʝʥʠʝʤ, ʘ ʠʤʝʥʥʦ: 

 ʬʠʣʴʪʨʘʮʠʷ ʩʧʘʤʘ, ʦʨʛʘʥʠʟʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʛʨʫʧʧʳ; 

 ʤʘʨʢʠʨʦʚʢʘ ʩʦʦʙʱʝʥʠʡ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ ʩʧʘʤ, ʚʦʟʤʦʞʥʳʡ 
ʩʧʘʤ, ʬʦʨʤʘʣʴʥʦʝ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʩʧʝʮʠʘʣʴʥʳ-
ʤʠ ʤʝʪʢʘʤʠ ʚ ʟʘʛʦʣʦʚʢʝ Subject; 

ʇʨʠʤʝʯʘʥʠʝ 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʥʘʩʪʨʦʠʪʴ ʩʚʦʠ ʧʦʯʪʦʚʳʝ ʢʣʠʝʥʪʳ ʪʘʢ, ʯʪʦʙʳ 
ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʧʦʤʝʯʝʥʥʳʝ ʧʠʩʴʤʘ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʧʢʠ. 

 ʙʣʦʢʠʨʦʚʢʘ ʜʦʩʪʘʚʢʠ ʩʦʦʙʱʝʥʠʡ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ ʩʧʘʤ, 
ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ, ʬʦʨʤʘʣʴʥʦʝ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ; 

 ʩʦʭʨʘʥʝʥʠʝ ʩʦʦʙʱʝʥʠʡ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ ʩʧʘʤ, ʚʦʟʤʦʞʥʳʡ 
ʩʧʘʤ, ʬʦʨʤʘʣʴʥʦʝ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʚ ʢʘʨʘʥʪʠʥʥʦʤ 
ʢʘʪʘʣʦʛʝ. 
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ʊʘʢʞʝ ʚ ʨʘʟʜʝʣʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʤʝʭʘʥʠʟʤʝ ʨʘʙʦʪʳ ʢʦʤʧʦ-
ʥʝʥʪʦʚ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʠ ʦ ʧʘʨʘʤʝʪʨʘʭ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ 
ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʫʧʨʘʚʣʝʥʠʝ ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ. 

5.2.1.  ȳɌɛɟɝɖ ɔ ɟɛɜɌɎɗɑəɔɑ 

ɖɚɘɛɚəɑəɞɌɘɔ ɘɚɐɟɗɫ ɠɔɗɨɞɜɌɢɔɔ 

ɝɛɌɘɌ 

ɿʘʧʫʩʢ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʢ ʢʦʪʦʨʳʤ ʦʪʥʦ-
ʩʷʪʩʷ: 

 ʤʘʩʪʝʨ-ʧʨʦʮʝʩʩ ʬʠʣʴʪʨʘʮʠʠ (mailgw-process-server); 

 ʜʝʤʦʥ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ (mailgw-kas-license); 

 SPF-ʜʝʤʦʥ (mailgw-spfd); 

ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʠ ʟʘʛʨʫʟʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʩʧʝʮʠʘʣʴʥʳʤ ʩʢʨʠʧʪʦʤ, 
ʥʘʟʚʘʥʠʝ ʠ ʨʘʩʧʦʣʦʞʝʥʠʝ ʢʦʪʦʨʦʛʦ ʨʘʟʣʠʯʥʦ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 
Linux ʠ FreeBSD. ɼʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʢʨʠʧʪ 
mailgw, ʨʘʩʧʦʣʦʞʝʥʥʳʡ ʚ ʢʘʪʘʣʦʛʝ /opt/kaspersky/mailgw/lib/bin/ (ʪʘʢʞʝ ʠʩ-
ʧʦʣʴʟʫʝʪʩʷ ʩʩʳʣʢʘ /etc/init.d/mailgw), ʘ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 
FreeBSD ï mailgw.sh, ʨʘʩʧʦʣʦʞʝʥʥʳʡ ʚ ʢʘʪʘʣʦʛʝ /usr/local/etc/rc.d/. 

ʋʢʘʟʘʥʥʳʝ ʩʢʨʠʧʪʳ ʩʦʚʤʝʩʪʥʦ ʩ ʦʧʠʩʘʥʥʳʤʠ ʜʘʣʝʝ ʧʘʨʘʤʝʪʨʘʤʠ ʢʦʤʘʥʜ-
ʥʦʡ ʩʪʨʦʢʠ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʜʣʷ ʟʘʧʫʩʢʘ, ʦʩʪʘ-
ʥʦʚʘ ʠ ʧʝʨʝʟʘʧʫʩʢʘ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩʝʨʚʝʨʘ ʬʠʣʴʪʨʘʮʠʠ: 

 start ï ʚʳʧʦʣʥʠʪʴ ʟʘʧʫʩʢ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩʝʨʚʝʨʘ ʬʠʣʴʪʨʘ-
ʮʠʠ; 

 stop ï ʟʘʚʝʨʰʠʪʴ ʨʘʙʦʪʫ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩʝʨʚʝʨʘ ʬʠʣʴʪʨʘ-
ʮʠʠ; 

 restart ï ʚʳʧʦʣʥʠʪʴ ʧʝʨʝʟʘʧʫʩʢ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩʝʨʚʝʨʘ 
ʬʠʣʴʪʨʘʮʠʠ; ʜʘʥʥʦʝ ʜʝʡʩʪʚʠʝ ʘʥʘʣʦʛʠʯʥʦ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʤʫ ʚʳ-
ʧʦʣʥʝʥʠʶ ʜʝʡʩʪʚʠʡ stop ʠ start. 

5.2.2.  ȿɛɜɌɎɗɑəɔɑ ɛɜɚɢɑɝɝɚɘ 

ɠɔɗɨɞɜɌɢɔɔ 

ʆʩʥʦʚʥʦʡ ʬʫʥʢʮʠʝʡ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʷʚʣʷʝʪʩʷ ʦʙʥʘʨʫʞʝʥʠʝ ʥʝ-
ʞʝʣʘʪʝʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ ʚ ʧʦʪʦʢʝ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ. ʄʦʜʫʣʴ ʧʨʝʜʩʪʘʚ-
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ʣʷʝʪ ʤʦʱʥʫʶ ʩʠʩʪʝʤʫ ʥʘʩʪʨʦʝʢ ʧʨʦʮʝʩʩʘ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʩʧʘʤʘ ʠ ʜʘʣʴʥʝʡ-
ʰʝʡ ʦʙʨʘʙʦʪʢʠ ʩʦʦʙʱʝʥʠʡ: 

 ɿʘʜʘʥʠʝ ʩʪʝʧʝʥʠ ʩʪʨʦʛʦʩʪʠ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʩʧʘʤʘ (ʧʘʨʘʤʝʪʨ 
SpamRateLimit ʩʝʢʮʠʠ [mailgw.policy]). ʈʝʰʝʥʠʝ ʦ ʪʦʤ, ʷʚʣʷʝʪʩʷ 
ʣʠ ʩʦʦʙʱʝʥʠʝ ʩʧʘʤʦʤ, ʧʨʠʥʠʤʘʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʨʷʜʘ ʧʨʠʟʥʘʢʦʚ, 
ʚʳʷʚʣʝʥʥʳʭ ʚ ʩʦʦʙʱʝʥʠʠ ʤʦʜʫʣʝʤ ʧʨʦʚʝʨʢʠ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 4.3 
ʥʘ ʩʪʨ. 42). 

 ɼʦʙʘʚʣʝʥʠʝ ʤʝʪʦʢ ProbableSpam ʠʣʠ Obscene ʚ ʟʘʛʦʣʦʚʦʢ ʧʦʯʪʦ-
ʚʦʛʦ ʩʦʦʙʱʝʥʠʷ, ʝʩʣʠ ʦʥʦ ʙʳʣʦ ʦʪʥʝʩʝʥʦ ʧʨʠ ʧʨʦʚʝʨʢʝ ʢ ʩʦʦʪʚʝʪ-
ʩʪʚʫʶʱʝʡ ʢʘʪʝʛʦʨʠʠ (ʧʘʨʘʤʝʪʨʳ SpamMarkProbable ʠ 
SpamMarkObscene ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ). 

 ʇʨʦʚʝʨʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʪʧʨʘʚʠʪʝʣʝ ʩʦʦʙʱʝʥʠʷ ʚ DNS ʠ ʩ ʧʦ-
ʤʦʱʴʶ ʩʝʨʚʠʩʦʚ, ʧʦʩʪʨʦʝʥʥʳʭ ʥʘ ʦʩʥʦʚʝ DNS: DNSBL, SPF ʠ ʪ. ʜ. 
(ʧʘʨʘʤʝʪʨ SpamUseDNS). 

 ʇʨʦʚʝʨʢʘ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʧʦ ʥʘʙʦʨʫ ʩʝʨʚʠʩʦʚ DNSBL (ʧʘ-
ʨʘʤʝʪʨ SpamCheckDNSBL). 

 ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʚ DNS (ʧʘʨʘʤʝʪʨ 
SpamCheckHostInDNS). 

 ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʩ ʧʦʤʦʱʴʶ ʪʝʭʥʦʣʦʛʠʠ 
SPF (Sender Policy Framework) (ʧʘʨʘʤʝʪʨ SpamCheckSPF). 

 ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʩ ʧʦʤʦʱʴʶ ʪʝʭʥʦʣʦʛʠʠ 
SURBL (Spam URL Realtime Blocklists) (ʧʘʨʘʤʝʪʨ 
SpamCheckSURBL). 

 ɸʥʘʣʠʟ ʟʘʛʦʣʦʚʢʦʚ ʩʦʦʙʱʝʥʠʡ: 

 ʥʘʣʠʯʠʝ ʟʘʢʨʳʪʳʭ ʩʧʠʩʢʦʚ ʧʦʣʫʯʘʪʝʣʝʡ ʚ ʟʘʛʦʣʦʚʢʘʭ ʩʦʦʙʱʝ-
ʥʠʡ (ʧʘʨʘʤʝʪʨ SpamHeadersToUndisclosed). 

 ʥʘʣʠʯʠʝ ʛʨʫʧʧ ʮʠʬʨ ʚ ʘʜʨʝʩʝ ʦʪʧʨʘʚʠʪʝʣʷ ʠʣʠ ʧʦʣʫʯʘʪʝʣʷ (ʧʘ-
ʨʘʤʝʪʨ SpamHeadersFromOrToDigits).  

 ʦʪʩʫʪʩʪʚʠʝ ʜʦʤʝʥʥʦʡ ʯʘʩʪʠ ʚ ʘʜʨʝʩʝ (ʧʘʨʘʤʝʪʨ 
SpamHeadersFromOrToNoDomain). 

 ʜʣʠʥʥʳʡ ʪʝʢʩʪ ʪʝʤʳ ʧʠʩʴʤʘ (ʧʘʨʘʤʝʪʨ 
SpamHeadersSubjectTooLong). 

 ʥʘʣʠʯʠʝ ʤʥʦʞʝʩʪʚʘ ʧʨʦʙʝʣʦʚ ʠ ʪʦʯʝʢ ʚ ʪʝʢʩʪʝ ʪʝʤʳ ʧʠʩʴʤʘ 
(ʧʘʨʘʤʝʪʨ SpamHeadersSubjectWSOrDots). 

 ʥʘʣʠʯʠʝ ʚ ʪʝʢʩʪʝ ʪʝʤʳ ʧʠʩʴʤʘ ʮʠʬʨʦʚʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʣʠ 
ʤʝʪʢʠ ʚʨʝʤʝʥʠ (ʧʘʨʘʤʝʪʨ 
SpamHeadersSubjectDigitIDOrTimestamp). 
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 ʧʨʠʩʫʪʩʪʚʠʝ ʢʠʪʘʡʩʢʦʛʦ, ʢʦʨʝʡʩʢʦʛʦ, ʪʘʡʩʢʦʛʦ ʠ ʷʧʦʥʩʢʦʛʦ ʷʟr-
ʢʦʚ ʚ ʟʘʛʦʣʦʚʢʘʭ ʩʦʦʙʱʝʥʠʡ ʧʨʠ ʠʭ ʧʨʦʚʝʨʢʝ (ʧʘʨʘʤʝʪʨʳ 
SpamHeadersMarkAllChinese, SpamHeadersMarkAllKorean, 
SpamHeadersMarkAllThai, SpamHeadersMarkAllJapanese). 

 ɼʦʙʘʚʣʝʥʠʝ ʚ ʟʘʛʦʣʦʚʦʢ ʩʦʦʙʱʝʥʠʷ ʧʨʝʬʠʢʩʘ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʝʛʦ 
ʩʪʘʪʫʩ ʩʦʦʙʱʝʥʠʷ, ʧʨʠʩʚʦʝʥʥʳʡ ʝʤʫ ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʚ 
ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ (ʧʘʨʘʤʝʪʨ MarkSubject).  

 ɿʘʜʘʥʠʝ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʘʟʤʝʨʘ ʩʦʦʙʱʝʥʠʷ, ʧʨʦʚʝʨʷʝʤʦʛʦ ʥʘ 
ʩʧʘʤ (ʚ ʂʙ) (ʧʘʨʘʤʝʪʨ SpamCheckSizeLimit). 

 ɿʘʜʘʥʠʝ ʦʪʜʝʣʴʥʳʭ ʛʨʫʧʧ ʘʜʨʝʩʘʪʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ ʤʦʛʫʪ ʧʨʠʤʝ-
ʥʷʪʴʩʷ ʩʚʦʠ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ (ʠʩʧʦʣʴʟʦʚʘ-
ʥʠʝ ʩʝʢʮʠʠ [mailgw.group:ʠʤʷ_ʛʨʫʧʧʳ]), ʚ ʪʦʤ ʯʠʩʣʝ ʪʘʢʠʤ ʦʙʨʘ-
ʟʦʤ ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥʘ ʬʠʣʴʪʨʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʩʦʜʝʨʞʘʥʠʷ 
ʩʦʦʙʱʝʥʠʡ ʚ çʯʝʨʥʦʤè ʠ çʙʝʣʦʤè ʩʧʠʩʢʘʭ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 5.2.3 
ʥʘ ʩʪʨ. 60). 

5.2.3.  ɀɔɗɨɞɜɌɢɔɫ ɝɚɚɍɥɑəɔɕ ɝ 

ɔɝɛɚɗɨɓɚɎɌəɔɑɘ çɣɑɜəɧɡè ɔ 

çɍɑɗɧɡè ɝɛɔɝɖɚɎ 

çɹʝʣʳʡè ʩʧʠʩʦʢ ʦʪʧʨʘʚʠʪʝʣʝʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʢʘʟʘʪʴ ʷʚʥʦ, ʩ 
ʢʘʢʠʭ ʘʜʨʝʩʦʚ ʧʦʯʪʫ ʥʘ ʩʧʘʤ ʧʨʦʚʝʨʷʪʴ ʥʝ ʪʨʝʙʫʝʪʩʷ. ɺ ʪʘʢʦʡ ʩʧʠʩʦʢ, ʥʘ-
ʧʨʠʤʝʨ, ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ IP-ʘʜʨʝʩʘ ʧʦʯʪʦʚʳʭ ʩʝʨʚʝʨʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ 
ʧʝʨʝʩʳʣʢʠ ʧʦʯʪʳ ʚʥʫʪʨʠ ʢʦʤʧʘʥʠʠ, ʠʣʠ ʘʜʨʝʩʘ ʚʥʫʪʨʝʥʥʠʭ ʩʧʠʩʢʦʚ ʨʘʩʩʳʣ-
ʢʠ. 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ, çʙʝʣʳʝè ʩʧʠʩʢʠ ʦʨʛʘʥʠʟʫʶʪʩʷ ʧʨʠ ʧʦ-
ʤʦʱʠ ʩʧʝʮʠʘʣʴʥʦ ʦʧʨʝʜʝʣʝʥʥʳʭ ʛʨʫʧʧ, ʜʣʷ ʢʦʪʦʨʳʭ ʚʳʢʣʶʯʝʥʘ ʧʨʦʚʝʨʢʘ 
ʥʘ ʩʧʘʤ ʠ / ʠʣʠ ʥʘ ʚʠʨʫʩʳ (CheckSpam=false, CheckAV=false). 

çʏʝʨʥʳʡè ʩʧʠʩʦʢ ʦʪʧʨʘʚʠʪʝʣʝʡ ʠʤʝʝʪ ʧʨʦʪʠʚʦʧʦʣʦʞʥʦʝ ʟʥʘʯʝʥʠʝ. ɺ ʵʪʦʪ 
ʩʧʠʩʦʢ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʩʝʨʚʝʨʘ ʬʠʣʴʪʨʘʮʠʠ ʤʦʞʝʪ ʚʥʝʩʪʠ ʘʜʨʝʩʘ, ʠʩʧʦʣʴ-
ʟʫʝʤʳʝ ʩʧʘʤʝʨʘʤʠ ʜʣʷ ʚʝʜʝʥʠʷ ʨʘʩʩʳʣʦʢ, ʘ ʪʘʢʞʝ ʢʦʤʧʴʶʪʝʨʳ, ʩ ʢʦʪʦʨʳʭ 
ʧʨʦʠʩʭʦʜʠʪ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʚʠʨʫʩʦʚ. 

çʏʝʨʥʳʝè ʩʧʠʩʢʠ ʨʝʘʣʠʟʫʶʪʩʷ ʧʫʪʝʤ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʟʘʜʘʥʠʷ ʥʘʙʦʨʘ 
ʧʨʘʚʠʣ ConnectRule ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʜʝʡʩʪʚʠʝʤ deny. 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ: 

 ʩʦʟʜʘʪʴ ʛʨʫʧʧʫ ʘʜʨʝʩʘʪʦʚ, ʩʦʦʙʱʝʥʠʷ ʦʪ ʢʦʪʦʨʳʭ ʙʫʜʫʪ ʩʯʠʪʘʪʴʩʷ 
ʧʨʠʥʘʜʣʝʞʘʱʠʤʠ çʙʝʣʦʤʫè ʩʧʠʩʢʫ ʦʪʧʨʘʚʠʪʝʣʝʡ. ʂʨʠʪʝʨʠʡ ʧʨʠ-
ʥʘʜʣʝʞʥʦʩʪʠ ʩ çʙʝʣʦʤʫè ʩʧʠʩʢʫ: ʣʶʙʦʡ ʭʦʩʪ ʧʦʜʩʝʪʠ 10.10.0.0/16; 



ʆʙʝʩʧʝʯʝʥʠʝ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʠ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ 61 

 ʩʦʟʜʘʪʴ ʛʨʫʧʧʫ ʘʜʨʝʩʘʪʦʚ, ʩʦʦʙʱʝʥʠʷ ʦʪ ʢʦʪʦʨʳʭ ʙʫʜʫʪ ʩʯʠʪʘʪʴʩʷ 
ʧʨʠʥʘʜʣʝʞʘʱʠʤʠ çʯʝʨʥʦʤʫè ʩʧʠʩʢʫ ʦʪʧʨʘʚʠʪʝʣʝʡ. ʂʨʠʪʝʨʠʡ ʧʨʠ-
ʥʘʜʣʝʞʥʦʩʪʠ ʩ çʯʝʨʥʦʤʫè ʩʧʠʩʢʫ: ʭʦʩʪ ʩ ʘʜʨʝʩʦʤ 10.10.138.99; 

 ʩʦʦʙʱʝʥʠʷ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ çʙʝʣʦʤʫè ʩʧʠʩʢʫ, ʥʝ ʧʨʦʚʝʨʷʪʴ ʥʘ 
ʩʧʘʤ ʠ ʚʠʨʫʩʳ, ʧʝʨʝʩʳʣʘʪʴ ʧʦʣʫʯʘʪʝʣʝʤ ʙʝʟ ʠʟʤʝʥʝʥʠʡ; 

 ʩʦʦʙʱʝʥʠʷ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ çʯʝʨʥʦʤʫè ʩʧʠʩʢʫ ʥʝ ʧʨʠʥʠʤʘʪʴ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʜʘʡʪʝ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʜʣʷ ʯʝʛʦ ʚ ʩʝʢʮʠʠ 
[mailgw.policy] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʦʧʨʝʜʝʣʠʪʝ ʩʣʝʜʫʶʱʝʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ: 

SpamRateLimit=standar d 

2. ɺ ʩʝʢʮʠʠ [mailgw.access] ʟʘʜʘʡʪʝ ʧʨʘʚʠʣʦ ConnectRule, ʦʧʨʝʜʝ-
ʣʷʶʱʝʝ, ʯʪʦ ʩʝʩʩʠʷ ʙʫʜʝʪ ʦʪʢʣʦʥʝʥʘ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʩʦʝʜʠʥʝʥʠʷ ʩ 
ʘʜʨʝʩʦʤ 10.10.138.99: 

[mailgw.access]  

...  

ConnectRule=deny for  ip 10.10.138.99  

...  

3. ʉʦʟʜʘʡʪʝ ʩʝʢʮʠʶ [mailgw.group:whitelist], ʦʧʨʝʜʝʣʷʶʱʫʶ ʧʨʘʚʠʣʘ 
ʦʙʨʘʙʦʪʢʠ ʧʠʩʝʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʛʨʫʧʧʳ whitelist: 

[mailgw.group:whitelist]  

Recipients=*  

Senders= ip 10.10.0.0/16  

CheckSpam=false  

CheckAV=false  

5.2.4.  ȿɛɜɌɎɗɑəɔɑ ɝɑɜɎɔɝɚɘ UDS  

ʆʧʨʝʜʝʣʝʥʠʝ ʚʨʝʤʝʥʠ ʜʦʩʪʫʧʘ ʢ UDS-ʩʝʨʚʝʨʘʤ 

ʉʢʨʠʧʪ uds-rtts.sh ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʣʦʞʝʥʠʝʤ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʚʨʝʤʝʥʠ 
ʜʦʩʪʫʧʘ ʢ UDS-ʩʝʨʚʝʨʘʤ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʇʦʣʫʯʝʥʥʳʝ ʜʘʥʥʳʝ 
ʩʣʫʞʘʪ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʥʘʠʙʦʣʝʝ ʦʧʪʠʤʘʣʴʥʦʛʦ ʩʝʨʚʝʨʘ ʜʣʷ ʦʪʧʨʘʚʢʠ 
UDS-ʟʘʧʨʦʩʘ. 

ʂʦʤʘʥʜʘ ʟʘʧʫʩʢʘ ʜʣʷ Linux: 

# / opt / kaspersky / mailgw / lib / bin / kas - filter / uds - rt ts . sh  - q 
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ʜʣ ̫FreeBSD: 

# /usr/local/libex ec/kaspersky/mailgw/kas - filter/ \  

uds - rtts.sh - q 

ɼʣʷ ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʨʘʙʦʪʳ ʩʝʨʚʠʩʘ UDS ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦ-
ʠʪʴ ʧʝʨʠʦʜʠʯʝʩʢʠʡ ʟʘʧʫʩʢ ʟʘʜʘʯʠ ʦʧʨʝʜʝʣʝʥʠʷ ʚʨʝʤʝʥʠ ʜʦʩʪʫʧʘ ʢ UDS-
ʩʝʨʚʝʨʘʤ, ʥʘʧʨʠʤʝʨ, ʧʨʠ ʧʦʤʦʱʠ ʧʨʦʛʨʘʤʤʳ cron. 

ʈʝʢʦʤʝʥʜʫʝʤʘʷ ʧʝʨʠʦʜʠʯʥʦʩʪʴ ʟʘʧʫʩʢʘ ï ʢʘʞʜʳʝ 10-15 ʤʠʥʫʪ. 

ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʩʝʨʚʝʨʘ UDS 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʩʝʨʚʝʨʘ UDS (ʪʦ ʝʩʪʴ ʧʨʦʚʝ-
ʨʠʪʴ ʜʦʩʪʫʧʥʦʩʪʴ UDS-ʩʝʨʚʝʨʦʚ) ʟʘʧʫʩʪʠʪʝ ʩʢʨʠʧʪ uds-rtts.sh ʩ ʧʘʨʘʤʝʪʨʦʤ 
-a ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

ɼʣ ̫Linux: 

# /opt/kaspersky/mailgw/lib/bin/kas - filter/uds - rtts.sh - a 

ɼʣ ̫FreeBSD: 

# /usr/local/libexec/kaspersky/mailgw/kas - filter/ \  

uds - rtts.sh - a 

Restarting as kluser  

uds - rtts: OK, updated 1 records.  

uds - rtts: uds.kaspersky - labs.com availab le rtt=4103  

uds - rtts finished successfully.  

5.2.5.  ȿɛɜɌɎɗɑəɔɑ ɝɛɔɝɖɌɘɔ 

ɔɝɛɚɗɨɓɟɑɘɧɡ ɝɑɜɎɔɝɚɎ DNSBL  

ʇʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʚ DNSBL ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘ ʜʚʫʭ 
ʫʨʦʚʥʷʭ: 

 ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʚʭʦʜʷʱʝʛʦ ʩʦʝʜʠʥʝʥʠʷ (ʧʨʠ ʥʘʣʠʯʠʠ ʩʦʦʪʚʝʪʩʪ-
ʚʫʶʱʝʛʦ ʧʨʘʚʠʣʘ ʚ ʧʘʨʘʤʝʪʨʝ ConnectRule) ï ʩʤ. ʇʨʠʣʦʞʝʥʠʝ A 
ʥʘ ʩʪʨ. 121; 

 ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʦʦʙʱʝʥʠʷ ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ (ʵʪʘ ʧʨʦʚʝʨ-
ʢʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʪʘʢʞʝ ʧʨʦʚʝʨʢʫ IP-ʘʜʨʝʩʦʚ, ʫʧʦʤʷʥʫʪʳʭ ʚ ʟʘʛʦ-
ʣʦʚʢʝ Received ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ). ɼʣʷ ʢʘʞʜʦʡ ʠʟ ʛʨʫʧʧ ʧʦʣʴ-
ʟʦʚʘʪʝʣʝʡ ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʢʘʟʘʪʴ, ʙʫʜʫʪ ʣʠ ʠʩʧʦʣʴʟʦ-
ʚʘʪʴʩʷ ʜʣʷ ʜʘʥʥʦʡ ʛʨʫʧʧʳ ʨʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʨʢʠ ʩ ʧʦʤʦʱʴʶ DNSBL-
ʩʝʨʚʠʩʦʚ. 
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ʋʧʨʘʚʣʝʥʠʝ ʩʧʠʩʢʘʤʠ ʠʩʧʦʣʴʟʫʝʤʳʭ ʩʝʨʚʠʩʦʚ DNSBL ʦʪʥʦʩʠʪʩʷ ʢ ʦʙʱʝʡ 
ʥʘʩʪʨʦʡʢʝ ʤʦʜʫʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ. ʇʨʠ ʵʪʦʤ ʩʧʠʩʦʢ ʠʩʧʦʣʴʟʫʝʤʳʭ ʩʝʨ-
ʚʠʩʦʚ ʷʚʣʷʝʪʩʷ ʦʙʱʠʤ ʜʣʷ ʚʩʝʭ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɼʣʷ ʢʘʞʜʦʛʦ ʩʝʨʚʠʩʘ DNSBL ʟʘʜʘʝʪʩʷ ʝʛʦ ʘʜʨʝʩ, ʧʦ ʢʦʪʦʨʦʤʫ ʚʳʧʦʣʥʷʝʪʩʷ 
ʦʙʨʘʱʝʥʠʝ ʢ ʩʝʨʚʠʩʫ, ʘ ʪʘʢʞʝ ʝʛʦ ʨʝʡʪʠʥʛ.  

ʈʝʡʪʠʥʛ ʩʝʨʚʠʩʘ ʦʧʨʝʜʝʣʷʝʪ ʩʪʝʧʝʥʴ ʜʦʚʝʨʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʢ ʜʘʥʥʦʤʫ 
ʩʝʨʚʠʩʫ. ʇʨʠ ʧʨʦʚʝʨʢʝ IP-ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʷ ʚ DNSBL Kaspersky Mail 
Gateway ʦʪʧʨʘʚʣʷʝʪ ʟʘʧʨʦʩ ʚʦ ʚʩʝ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʚ ʵʪʦʤ ʩʧʠʩʢʝ ʩʝʨʚʠʩʳ. 
ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʫʤʤʠʨʦʚʘʥʠʝ ʨʝʡʪʠʥʛʦʚ ʩʝʨ-
ʚʠʩʦʚ, ʦʧʦʟʥʘʚʰʠʭ ʟʘʜʘʥʥʳʡ IP-ʘʜʨʝʩ, ʢʘʢ ʘʜʨʝʩ, ʩ ʢʦʪʦʨʦʛʦ ʚʝʜʝʪʩʷ ʥʝ-
ʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʘʷ ʨʘʩʩʳʣʢʘ. 

ʇʨʠ ʧʨʦʚʝʨʢʝ ʥʘʣʠʯʠʷ IP-ʘʜʨʝʩʘ ʚ DNSBL ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ, 
ʧʨʘʚʠʣʦ in_dnsbl (ʩʤ. ʇʨʠʣʦʞʝʥʠʝ A ʥʘ ʩʪʨ. 121) ʩʨʘʙʘʪʳʚʘʝʪ, ʝʩʣʠ ʩʫʤʤʘ 
ʨʝʡʪʠʥʛʦʚ ʩʨʘʙʦʪʘʚʰʠʭ DNSBL ʙʫʜʝʪ ʨʘʚʥʘ 100 ʠʣʠ ʧʨʝʚʳʩʠʪ ʵʪʦ ʟʥʘʯʝ-
ʥʠʝ. 

ʇʨʠ ʧʨʦʚʝʨʢʝ ʥʘʣʠʯʠʷ IP-ʘʜʨʝʩʘ ʚ DNSBL ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, 
ʩʯʠʪʘʝʪʩʷ, ʯʪʦ ʦʪʧʨʘʚʠʪʝʣʴ ʥʘʭʦʜʠʪʩʷ ʚ çʯʝʨʥʦʤè ʩʧʠʩʢʝ ʠ ʩʦʦʙʱʝʥʠʶ 
ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʩʪʘʪʫʩ blackisted, ʝʩʣʠ ʩʫʤʤʘ ʨʝʡʪʠʥʛʦʚ ʩʨʘʙʦʪʘʚʰʠʭ 
DNSBL ʙʫʜʝʪ ʨʘʚʥʘ 100 ʠʣʠ ʧʨʝʚʳʩʠʪ ʵʪʦ ʟʥʘʯʝʥʠʝ. ʕʪʦʪ ʩʪʘʪʫʩ ʧʨʠʩʚʘʠ-
ʚʘʝʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʨʝʟʫʣʴʪʘʪʦʚ ʧʨʦʚʝʨʦʢ ʧʨʠ ʧʦʤʦʱʠ ʜʨʫʛʠʭ ʤʝʪʦʜʦʚ. 

ʅʘ ʥʝʢʦʪʦʨʳʭ ʫʨʦʚʥʷʭ ʩʪʨʦʛʦʩʪʠ ʪʘʢʞʝ ʤʦʛʫʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴʩʷ ʠ ʩʠʪʫʘʮʠʠ, 
ʢʦʛʜʘ ʩʫʤʤʘ ʨʝʡʪʠʥʛʦʚ ʩʝʨʚʠʩʦʚ, ʩʦʜʝʨʞʘʱʠʭ ʦʪʧʨʘʚʠʪʝʣʷ ʩʦʦʙʱʝʥʠʷ ʚ 
ʩʚʦʠʭ çʯʝʨʥʳʭè ʩʧʠʩʢʘʭ, ʤʝʥʴʰʝ 100. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʭʦʞ-
ʜʝʥʠʠ ʦʪʧʨʘʚʠʪʝʣʷ ʚ çʯʝʨʥʳʭè ʩʧʠʩʢʘʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʢʘʢ ʜʦʧʦʣʥʠ-
ʪʝʣʴʥʳʡ ʧʨʠʟʥʘʢ ʠ ʩʦʦʙʱʝʥʠʝ ʧʨʠʟʥʘʝʪʩʷ ʩʧʘʤʦʤ ʪʦʣʴʢʦ ʧʨʠ ʥʘʣʠʯʠʠ ʜʨʫ-
ʛʠʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʨʠʟʥʘʢʦʚ, ʚʳʷʚʣʝʥʥʳʭ ʜʨʫʛʠʤʠ ʤʝʪʦʜʘʤʠ ʧʨʦʚʝʨʢʠ. 

5.2.6.  ȸɌɜɖɔɜɚɎɖɌ ɝɚɚɍɥɑəɔɕ, 

ɝɚɐɑɜɒɌɥɔɡ ɝɛɌɘ 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ: 

 ʧʨʦʚʦʜʠʪʴ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ, ʟʘʜʘʚ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘ-
ʮʠʠ ï standard; 

 ʠʟʤʝʥʷʪʴ ʟʘʛʦʣʦʚʦʢ Subject ʜʣʷ ʧʠʩʝʤ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ 
ʩʧʘʤ ʠʣʠ ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 



64 Kaspersky
È
 Mail Gateway 5.6  

ɿʘʜʘʡʪʝ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʜʣʷ ʯʝʛʦ ʚ ʩʝʢʮʠʠ 
[mailgw.policy] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʦʧʨʝʜʝʣʠʪʝ ʟʥʘʯʝʥʠʝ 
ʧʘʨʘʤʝʪʨʘ SpamRateLimit. ʇʦʩʣʝ ʯʝʛʦ ʟʘʜʘʡʪʝ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ 
ʧʠʩʝʤ: 

SpamRateLimit =standard  

CheckSpam=true  

MarkSubject=spam , probable  

5.2.7.  ȭɗɚɖɔɜɚɎɖɌ ɐɚɝɞɌɎɖɔ ɝɚɚɍɥɑəɔɕ, 

ɝɚɐɑɜɒɌɥɔɡ ɝɛɌɘ 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ: 

 ʧʨʦʚʦʜʠʪʴ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ, ʟʘʜʘʪʴ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘ-
ʮʠʠ ï standard; 

 ʙʣʦʢʠʨʦʚʘʪʴ ʜʦʩʪʘʚʢʫ ʩʦʦʙʱʝʥʠʡ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ ʩʧʘʤ 
ʠʣʠ ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ, ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟ ʛʨʫʧʧʳ managers; 

 ʜʣʷ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʙʣʦʢʠʨʦʚʘʪʴ ʜʦʩʪʘʚʢʫ ʪʦʣʴʢʦ ʩʦʦʙʱʝʥʠʡ, ʦʭʘ-
ʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ ʩʧʘʤ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʜʘʡʪʝ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʜʣʷ ʯʝʛʦ ʚ ʩʝʢʮʠʠ 
[mailgw.policy] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʦʧʨʝʜʝʣʠʪʝ ʩʣʝʜʫʶʱʝʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ: 

SpamRateLimit =standard  

2. ʉʦʟʜʘʡʪʝ ʩʝʢʮʠʶ [mailgw.group:managers], ʦʧʨʝʜʝʣʷʶʱʫʶ ʧʨʘ-
ʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʠʩʝʤ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʛʨʫʧʧʳ managers: 

[ mailgw . group : managers ]  

Recipients =*@managers . mycompany. com 

CheckSpam=true  

BlockMessage=as/spam,as/probable  

ʇʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʠʩʝʤ ʜʣʷ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʫ-
ʜʝʪ ʪʘʢʞʝ ʦʧʨʝʜʝʣʷʪʴ ʩʝʢʮʠʷ [mailgw.policy]: 

[ mailgw .policy ]  

CheckSpam=true  

BlockMessage=as/spam  
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5.2.8.  ȽɚɡɜɌəɑəɔɑ Ɏ ɖɌɜɌəɞɔəəɚɘ 

ɖɌɞɌɗɚɏɑ ɖɚɛɔɕ ɝɚɚɍɥɑəɔɕ, 

ɝɚɐɑɜɒɌɥɔɡ ɝɛɌɘ 

ʉʦʭʨʘʥʝʥʠʝ ʢʦʧʠʡ ʧʠʩʝʤ ʚ ʢʘʨʘʥʪʠʥʥʦʤ ʢʘʪʘʣʦʛʝ ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢʘʢ 
ʩʦʚʤʝʩʪʥʦ ʩ ʙʣʦʢʠʨʦʚʢʦʡ ʜʦʩʪʘʚʢʠ ʩʦʦʙʱʝʥʠʡ, ʪʘʢ ʠ ʦʪʜʝʣʴʥʦ. ɺ ʧʝʨʚʦʤ 
ʩʣʫʯʘʝ ʧʠʩʴʤʘ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʝ ʧʨʦʛʨʘʤʤʦʡ ʢʘʢ ʩʧʘʤ ʠʣʠ ʚʦʟʤʦʞʥʳʡ 
ʩʧʘʤ, ʥʝ ʙʫʜʫʪ ʧʦʧʘʜʘʪʴ ʚ ʷʱʠʢʠ ʘʜʨʝʩʘʪʦʚ, ʘ ʙʫʜʫʪ ʩʦʭʨʘʥʷʪʴʩʷ ʚ ʢʘʨʘʥ-
ʪʠʥʥʦʤ ʢʘʪʘʣʦʛʝ. ɺʦ ʚʪʦʨʦʤ ʩʣʫʯʘʝ ʧʠʩʴʤʘ ʙʫʜʫʪ ʜʦʩʪʘʚʣʷʪʴʩʷ ʢʦʥʝʯʥʳʤ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ ʠʭ ʢʦʧʠʠ ʙʫʜʫʪ ʩʦʭʨʘʥʷʪʴʩʷ ʚ ʢʘʨʘʥʪʠʥʥʦʤ ʢʘʪʘʣʦʛʝ. 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ: 

 ʧʨʦʚʦʜʠʪʴ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ, ʟʘʜʘʪʴ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘ-
ʮʠʠ ï standard; 

 ʧʦʤʝʱʘʪʴ ʢʦʧʠʠ ʚʩʝʭ ʩʦʦʙʱʝʥʠʡ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ ʩʧʘʤ, 
ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ, ʬʦʨʤʘʣʴʥʦʝ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʚ 
ʢʘʨʘʥʪʠʥʥʳʡ ʢʘʪʘʣʦʛ; 

 ʙʣʦʢʠʨʦʚʘʪʴ ʜʦʩʪʘʚʢʫ ʧʠʩʝʤ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʥʳʭ ʢʘʢ ʩʧʘʤ ʠʣʠ 
ʚʦʟʤʦʞʥʳʡ ʩʧʘʤ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʜʘʡʪʝ ʩʪʝʧʝʥʴ ʩʪʨʦʛʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʜʣʷ ʯʝʛʦ ʚ ʩʝʢʮʠʠ 
[mailgw.policy] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʦʧʨʝʜʝʣʠʪʝ ʩʣʝʜʫʶʱʝʝ 
ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ: 

SpamRateLimit =standard  

2. ʊʘʢʞʝ ʚ ʩʝʢʮʠʠ [mailgw.policy] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʟʘʜʘʡʪʝ 
ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ: 

[ mailgw .policy]  

CheckSpam=true  

BlockMessage=as/spam,as/probable  

QuarantineMessage=as/spam,as/probable ,as/formal,  

as/blackliste d 
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ɺʥʠʤʘʥʠʝ! 

ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʠ ʧʦʤʝʱʝʥʥʳʝ ʚ ʢʘʨʘʥʪʠʥ ʩʦʦʙʱʝʥʠʷ, ʧʦʣʫʯʠʚʰʠʝ ʚ ʨʝ-
ʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʤʦʜʫʣʝʤ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ ʩʪʘʪʫʩ Spam, Probable 
Spam, Formal, Blacklisted, ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʚʠʨʫʩʳ, ʪʘʢ ʢʘʢ ʧʦʩʣʝ ʧʨʠʤʝ-
ʥʝʥʠʷ ʫʢʘʟʘʥʥʳʭ ʜʝʡʩʪʚʠʡ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠʭ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ. 

5.3.  ȬəɞɔɎɔɜɟɝəɌɫ ɓɌɥɔɞɌ 

ɛɚɣɞɚɎɚɏɚ ɞɜɌɠɔɖɌ 

ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʳ ʧʨʠʤʝʨʳ, ʨʘʩʢʨʳʚʘʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ Kas-
persky Mail Gateway ʧʦ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʝ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ. ʆʧʠʩʘʥ-
ʥʳʝ ʚ ʧʨʠʤʝʨʘʭ ʥʘʩʪʨʦʡʢʠ ʤʦʞʥʦ ʢʦʤʙʠʥʠʨʦʚʘʪʴ ʜʣʷ ʩʦʟʜʘʥʠʷ ʙʦʣʝʝ 
ʩʣʦʞʥʳʭ ʩʭʝʤ ʟʘʱʠʪʳ. 

5.3.1.  ȰɚɝɞɌɎɖɌ ɝɚɚɍɥɑəɔɕ, ɝɚɐɑɜɒɌɥɔɡ 

ɞɚɗɨɖɚ əɑɓɌɜɌɒɑəəɧɑ ɔɗɔ 

Ɏɧɗɑɣɑəəɧɑ ɚɍɦɑɖɞɧ 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ: 

 ʧʨʦʚʝʨʷʪʴ ʚʝʩʴ ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ ʩʝʨʚʝʨʘ ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʚʠʨʫʩʦʚ; 

 ʣʝʯʠʪʴ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ; 

 ʫʜʘʣʷʪʴ ʠʟ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʥʝ 
ʫʜʘʣʦʩʴ ʚʣrʝʯʠʪʴ; 

 ʜʦʩʪʘʚʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʩʦʦʙʱʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʝ ʪʦʣʴʢʦ ʚʳʣʝ-
ʯʝʥʥʳʝ ʠ ʥʝʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʦʧʨʝʜʝʣʠʪʝ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ 
ʧʘʨʘʤʝʪʨʦʚ ʚ ʩʝʢʮʠʠ [mailgw.policy]: 

1. ɿʘʜʘʡʪʝ ʨʝʞʠʤ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʚʩʝʭ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ: 

CheckAV=true  

2. ɿʘʜʘʡʪʝ ʨʝʞʠʤ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ: 

AVCure=true  

3. ʋʢʘʞʠʪʝ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʷʪʴ ʥʘʜ ʦʙʲʝʢʪʘʤʠ: 
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ActionDisinfected=cure  

ActionInfected=remove  

ActionSuspicious=remove  

ActionProtected=remove  

ActionErro r=remove  

BlockMessage=  

ʇʨʠʤʝʯʘʥʠʝ 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʚʳ ʤʦʞʝʪʝ ʦʨʛʘʥʠʟʦʚʘʪʴ ʦʪʧʨʘʚʢʫ ʫʚʝʜʦʤʣʝʥʠʡ ʘʜʤʠʥʠʩʪ-
ʨʘʪʦʨʫ, ʧʦʣʫʯʘʪʝʣʶ ʠ ʦʪʧʨʘʚʠʪʝʣʶ ʦ ʪʦʤ, ʯʪʦ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʟʘʨʘʞʝʥ-
ʥʳʝ ʠʣʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ (ʩʤ. ʧ. 5.3.4 ʥʘ ʩʪʨ. 69). ʊʘʢʞʝ ʝʩʪʴ ʚʦʟ-
ʤʦʞʥʦʩʪʴ ʩʦʭʨʘʥʷʪʴ ʩʦʦʙʱʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʝ ʟʘʨʘʞʝʥʥʳʝ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ 
ʠʣʠ ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ ʦʙʲʝʢʪʳ, ʚ ʢʘʨʘʥʪʠʥʥʦʤ ʢʘʪʘʣʦʛʝ (ʩʤ. ʧ. 5.3.6 ʥʘ 
ʩʪʨ. 71). 

5.3.2.  ȳɌɘɑəɌ ɓɌɜɌɒɑəəɧɡ ɚɍɦɑɖɞɚɎ 

ɝɞɌəɐɌɜɞəɧɘɔ ɝɚɚɍɥɑəɔɫɘɔ 

ʇʨʠʤʝʨ: 

ʅʝʦʙʭʦʜʠʤʦ: 

 ʧʨʦʚʝʨʷʪʴ ʚʝʩʴ ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ ʩʝʨʚʝʨʘ ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʚʠʨʫʩʦʚ ʠ 
ʣʝʯʠʪʴ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ; 

 ʦʙʲʝʢʪʳ, ʥʝ ʧʦʜʣʝʞʘʱʠʝ ʣʝʯʝʥʠʶ, ʘ ʪʘʢʞʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʠʣʠ 
ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ ʦʙʲʝʢʪʳ ʫʜʘʣʷʪʴ, ʟʘʤʝʥʷʷ ʠʭ ʩʪʘʥʜʘʨʪʥʳʤ 
ʩʦʦʙʱʝʥʠʝʤ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʦʧʨʝʜʝʣʠʪʝ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ 
ʧʘʨʘʤʝʪʨʦʚ ʚ ʩʝʢʮʠʠ [mailgw.policy]: 

1. ɿʘʜʘʡʪʝ ʨʝʞʠʤ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʚʩʝʭ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ: 

CheckAV=t rue  

2. ɿʘʜʘʡʪʝ ʨʝʞʠʤ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ: 

AVCure=true  

3. ʋʢʘʞʠʪʝ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʷʪʴ ʥʘʜ ʦʙʲʝʢʪʘʤʠ: 

ActionDisinfected=cure  

ActionInfected=placeholder  

ActionSuspicious=placeholder  

ActionProtected=placeholder  


