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1.1.   

Kaspersky Anti -Virus for Linux Mail Server   5.6 Kaspersky Anti-

Virus 5.5 for Linux and FreeBSD Mail Server  Kaspersky Anti-Virus 5.6 for Sendmail 

with Milter API  

¶ Exim pre-queue  post-queue 

pre-queue post-

queue 

4  

(25 )  

¶ 2 

1 1  1 

 2 5.2 (44 

)  

¶ /

5.1 (42 ) 

 

¶ 
5.4 (47 ) 

 

¶ 
5.3.2 (46 )  

¶ 
 

¶  

¶ 
5.6 (52 )  

¶ 
9.1 (79 )  

¶ 9.2 

(82 )  

¶  SNMP 

SNMP Trap 10.1 (85 ) 
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¶ 
10.3 (91 ) 

 

1.2.   

Kaspersky Anti-Virus  

¶ 1  200MB  

¶ Intel Pentium IV 3GHz  

¶ 1GB  

¶  200MB  (

) 

¶  

¶  32  

o Red Hat Enterprise Linux Server 5.2 

o Fedora 9 

o SUSE Linux Enterprise Server 10 SP2 

o openSUSE Linux 11.0 

o Debian GNU/Linux 4.0 r4 

o Mandriva Corporate Server 4.0 

o Ubuntu 8.04.1 Server Edition 

o FreeBSD 6.3, 7.0 

¶  64  

o Red Hat Enterprise Linux Server 5.2 

o Fedora 9 

o SUSE Linux Enterprise Server 10 SP2 

o openSUSE Linux 11.0 

¶ Sendmail 8.12.x qmail 1.03 Postfix 2.x

Exim 4.x 

¶  - Webmin  (www.webmin.com) - Kaspersky Anti-Virus 

 

¶ Perl 5.0  (www.perl.org ) 

http://www.webmin.com/
http://www.perl.org/


 

2 .  

 

Kaspersky Anti-Virus  

¶  - Kaspersky Anti-Virus  

MTA 

 

¶ kav4lms-milter ï Milter API Sendmail  Postfix Milter 

 

¶ kav4lms-filter - SMTP Postfix  Exim  

¶ kav4lms-qmail - qmail  

¶ kavmd - 

 

¶ kav4lms-kavscanner -  

¶ kav4lms-keepup2date - 

 

¶ kav4lms-licensemanager -  (

)  

¶ kav4lms.wbm - Web  ( ) 

 Webmin 

 

¶ kav4lms-cmd -  

 

1.  MTA 

 

2. 

 (42  5.1 )

 

Default   

1 

 2 
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 (44  5.2 )

 

 2  (2 ) 

 

3.  (44 5.3 )

 1 

 (44  5.3.1 )

 (47  5.4 )

 (VirusNameList  )

 (VirusNameAction  )

 

 

4. 

 

 (46  5.3.2 )

 2 

 

5.  MIME 

 

 

 1 

 (InfectedAction  ) 

 (MaxScanDepth  ) 

 (ErrorAction  

)  

 

(47  5.4 )

 

6. 

 MTA MTA 



 

 11 

 



 

3 . 

 

Kaspersky Anti-Virus 

 

¶  1.2 (8 ) 

 

¶ 
 

¶  

¶ root  

 

 

 

3.1.  Linux 

 

Linux Linux 2 

 Kaspersky Anti-Virus  

Red Hat Enterprise Linux Fedora SUSE Linux Enterprise Server openSUSE

Mandriva Linux rpm  

Kaspersky Anti-Virus  .rpm 

 

# rpm - i <package_name>  

 

 rpm postinstall.pl 

postinstall.pl 

Linux  /opt/kaspersky/kav4lms/lib/bin/setup/ FreeBSD  

/usr/local/libexec/kaspersky/kav4lms/setup/  
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Debian GNU/Linux Ubuntu deb  

Kaspersky Anti-Virus  .deb 

 

# dpkg - i <package_name>  

 (16  3.4 )  

3.2.  FreeBSD  

 

FreeBSD  Kaspersky Anti-Virus pkg 

 

Kaspersky Anti-Virus  pkg 

 

# pk g_add <package_name>  

 (16  3.4 )  

 

Mandriva  

 Kaspersky Anti-Virus 

 /root/tmp 

 (  kluser) 

 

 TMP  TEMP 

 (/tmp/ )  
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3.3.   

Kaspersky Anti-Virus 

 

 

man <man_page_name> 

 

¶ Debian  SuSE Linux  

/etc/manpath.config   

MANDATORY_MANPATH /opt/kaspersky/kav4lms/share/man  

¶ Red Hat Linux  Mandriva Linux 

/etc/man.config  

MANPATH /opt/kaspersky/kav4lms/share/man  

¶ FreeBSD /etc/manpath.config 

 

MANDATORY_MANPATH /usr/local/man  

MANPATH  

 

# export MANPATH=$MANPATH:<path to the man pages directory>  

3.3.1.  Linux  

Kaspersky Anti-Virus  

/etc/opt/kaspersky/kav4lms .conf ï  

/etc/opt/kaspersky/kav4lms - Kaspersky Anti-Virus  

groups.d/ -  

default.conf -  

locale.d/strings.en -  

profiles/ -  

default_recommended/ -  

high_overall_security/ - 

 

high_scan_speed/ -  

templates/ -  

templates-admin/ -  
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kav4lms.conf -  

/opt/kaspersky/kav4lms/ - Kaspersky Anti-Virus 

 

/bin/ - Kaspersky Anti-Virus  

kav4lms-cmd -  

kav4lms-setup.sh -  

kav4lms-kavscanner -  

kav4fs-licensemanager -  

kav4lms-keepup2date -  

sbin/ -  

lib/ - Kaspersky Anti-Virus  

bin/avbasestest - kav4lms-keepup2date 

 

share/doc/ -  

share/man/ -  

share/scripts/ -  

share/snmp-mibs/ - Kaspersky Anti-Virus  MIB  

share/webmin/ - Webmin  

/etc/init.d/ -  

kav4lms -  

kav4lms-filters - Kaspersky Anti-Virus  

/var/opt/kaspersky/kav4lms/ - Kaspersky Anti-Virus  

backup/ -  

bases/ -  

bases.backup/ -  

licenses/ -  

nqueue/ -  

patches/ -  

stats/ -  

updater/ -  

 

 Linux  
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3.3.2.  FreeBSD  

 

FreeBSD OS Kaspersky Anti-Virus 

 

/usr/local/etc/ Kaspersky/kav4lms.conf ï  

/usr/local/etc/kaspersky/kav4lms/ - Kaspersky Anti-Virus 

 

groups.d/ -  

default.conf -  

locale.d/strings.en -  

profiles/ -  

default_recommended/ -  

high_overall_security/ - 

 

high_scan_speed/ -  

templates/ -  

templates-admin/ -  

kav4lms.conf -  

/usr/local/bin/ - Kaspersky Anti-Virus  

kav4lms-cmd -  

kav4lms-setup.sh -  

kav4lms-kavscanner -  

kav4lms-licensemanager -  

kav4lms-keepup2date -  

/usr/local/sbin/ -  

/usr/local/etc/rc.d/ -  

kav4lms.sh -  

kav4lms-filters.sh - Kaspersky Anti-Virus  

/usr/local/lib/kaspersky/kav4lms/ - Kaspersky Anti-Virus 

 

/usr/local/libexec/kaspersky/kav4lms/avbasestest - kav4lms-keepup2date 

 

/usr/local/share/doc/kav4lms/ -  

/usr/local/man/ -  

/usr/local/share/kav4lms/scripts/ -  
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/usr/local/share/kav4lms/snmp -mibs/ - Kaspersky Anti-Virus  MIB  

/usr/local/share/kav4lms/webmin/ - Webmin 

 

/var/db/kaspe rsky/kav4lms/ - Kaspersky Anti-Virus  

backup/ -  

bases/ -  

bases.backup/ -  

licenses/ -  

nqueue/ -  

patches/ -  

stats/ -  

updater/ -  

3.4.   

 (rpm ) 

 

 

Linux  

# /opt/kaspersky/ kav4lms /lib/bin/setup/postinstall.pl  

FreeBSD  

# /usr/local/libexec/kaspersky/kav4lms/setup/postinstall.pl  

 

1.  Kaspersky Anti-Virus 5.5 for Linux Mail Server  Kaspersky 

Anti-Virus 5.6 for Sendmail with Milter API 

 

yes

no  
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kav4mailservers -  

/etc/opt/kaspersky/kav4lms/profiles/kav4mailservers5.

5- converted  

kavmilter -  

/etc/opt/kaspersky/kav4lms/profiles/kavmilter5.6 -

converted  

2.  

 

3.  

http://<IP - proxy_server_address>:<port>  

 

http://<user_name>:<password>@<proxy_server_IP_addres

s>:<port>  

( ) 

no  

kav4lms-keepup2date 

 

4. yes no

kav4lms-keepup2date 

 (  73  7.2 ) 

 

 

5. yes

no kav4lms-

setup  (72  7.1 )

 (89  10.2 ) 

 

qmail  

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - cron=updater -- user=root  

6. Webmin  Web  Kaspersky Anti-Virus  

Webmin  
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Webmin 

 

Webmin yes no

 

7. 

localhost, localhost.localdomain  [Enter ]  

 

 

 

re:.* \ .example \ .com  

8. Kaspersky Anti-Virus  MTA  MTA 

MTA 4  (25

)  

Exim  Postfix  (26  

4.1.1 32Ɑכ☺─ 4.2.1 ╩ ) 

 

Sendmail  .mc 

 .mc 

 .mc  .mc  

Kaspersky Anti-Virus sendmail -cf  

.cf  

 .mc  .cf  



20 Kaspersky Anti-Virus for Linux Mail Server 5.6 

3.5.  SELinux  AppArmor 

 

Kaspersky Anti-Virus  SELinux 

 

1. SELinux  Permissive  

# setenforce  Permissive  

2.  1 

 

3.  

Fedora  

# audit2allow - l - M kav4lms - i /var/log/messages  

RHEL  

# audit2allow - l - M kav4lms -

i \  /var/log/audit/audit.log  

4.  

# semodu le - i kav4lms.pp  

5. SELinux  enforcement  

# setenforce Enforcing  

Kaspersky Anti-Virus 

 

Fedora  

# audit2allow - l - M kav4lms - i /var/log/messages  

# semodule - u kav4lms.pp  

RHEL  

# audit2allow - l - M kav4lms - i /var/log/audit/audit.log  

# semodule - u kav4lms.pp  

 

¶ RedHat Enterprise Linux Red Hat Enterprise Linux Deployment Guide  

44 Security and SELinux  

¶ Fedora Fedora SELinux Project Pages 
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¶ Debian Documentation for Security Enhanced Linux selinux-doc  

Configuring the SELinux Policy  

Kaspersky Anti-Virus  AppArmor 

 

1.  complain  

# aa - complain /etc/apparmor.d/*  

# /etc/init.d/apparmor relo ad 

2.  

# /etc/init.d/postfix restart  

3. kav4lms  kav4lms-filters  

# /etc/init.d/kav4lms restart  

# /etc/init.d/kav4lms - filters restart  

4.  1 

 

5.  

# aa - logprof  

6. AppArmor  

# /etc/init.d/apparmor reload  

7.  enforcement  

# aa - enforce /etc/apparmor.d/*  

# /etc/init.d/apparmor reload  

Kaspersky Anti-Virus  5  6 

 

 

¶ openSUSE   SUSE Linux Enterprise Server Novell AppArmor Quick 

Start Novell AppArmor Administration Guide  

¶ Ubuntu Ubuntu Server Guide  8 Security  
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3.6.  Kaspersky Anti -Virus  

Webmin  

Kaspersky Anti-Virus Webmin  Web 

 

Webmin Linux/Unix 

Webmin Webmin 

www.webmin.com  

Kaspersky Anti-Virus Webmin 

 Webmin 

 (17  3.4 )  Webmin 

 

Webmin  Kaspersky Anti-Virus 

 

Webmin  

HTTP/HTTPS  10000 Web  Webmin 

 

Webmin  

1. Web  Webmin  

2.  [Webmin Configuration ]  [Webmin Mo d-

ules ] . 

3. [ Install Module ]  [From Local File ]   

 (  1) 

 

 1. [ Install Module ]  



 23 

4.  Webmin [OK]  

 

Webmin  mailgw.wbm  

/opt/kaspersky/kav4lms/share/ webmin/  (Linux )  

/usr/local/share/kav4lms/ webmin/  (FreeBSD ) 

 

Webmin 

 

[Others ] Kaspersky Anti-Virus  

(  2) 

 

 2. [ Others ]  Kaspersky Anti-Virus 
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3.7.   

Kaspersky Anti-Virus  (root ) 

 root  

 

 

 

 (

)  

 

rpm  Kaspersky Anti-Virus 

 

# rpm - e <package_name>  

deb  Kaspersky Anti-Virus 

 

# dpkg - P <package_name>  

 

# dpkg - r <package_name>  

pkg  Kaspersky Anti-Virus 

 

# pkg_delete <package_name>  

 

 (Webmin ) 

 Webmin  

 



 

4 . MTA  

 Kaspersky Anti-Virus 

 MTA 

 (17  3.4 

 89  10.2 )  

Exim pre-queue  post-queue 

pre-queue  MTA 

post-queue  MTA 

 

 

post-queue MTA 

Kaspersky Anti-Virus  reject  

 

[kav4lms: groups. <group_name>.settings]   RejectReply  

 

MTA  Kaspersky Anti-Virus 

 

¶ inet:<port>@<ip_address>  -  

¶ local:<socket_path>  -  

 

 

¶  ( )  1024  

¶ 
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4.1.  Exim  

Kaspersky Anti-Virus 2  Exim  

¶  post -queue 

MTA  (post-

queue ) 

¶  pre -queue MTA 

 (pre-queue ) 

4.1.1.   post -queue  

 Exim  pass_router   

kav4lms_filter   

post-queue Kaspersky Anti-Virus  MTA 

 

1. MTA  

- MTA  

[kav4lms:filter.settings]   FilterSocket  

 

2. 

 -  

[kav4lms:se rver.settings]   ServiceSocket  

 

 

Exim FilterSocket ServiceSocket  

ForwardSocket  

 

3.  MTA  - MTA

 [kav4lms:filter.setting s]  

 ForwardSocket   



MTA  27 

 Kaspersky Anti-Virus  Exim  

 

Linux : 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - filter=exim  

FreeBSD :  

# / usr/local /bin/kav4lms - setup.sh \  

-- install - fil ter=exim  

 Kaspersky Anti-Virus  Exim  

1. Exim  

2. Exim  main configuration settings  

 

#kav4lms - filter - begin - 1 

local_interfaces=0.0.0.0.25:<forward_socket_ip>. \  

<forward_socket_port_number>  

#kav4lms - filter - end- 1 

<forward_socket_ip>.<forward_socket_port_number>  

 IP  

3. Exim  routers   

#kav4lms - filter - begin - 2 

kav4lms_dnslookup:  

  driver = dnslookup  

  domains = ! +local_domains  

  ignore_target_hosts = 0.0.0.0  : 127.0.0.0/8  

  verify_only  

  pass_router = kav4lms_filter  

  no_more  

 

kav4lms_system_aliases:  

  driver = redirect  

  allow_fail  

  allow_defer  

  data = ${lookup{$local_part}lsearch{/etc/aliases}}  

  verify_only  

  pass_router = kav4lms_filter  
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kav4lms_localuse r:  

  driver = accept  

  check_local_user  

  verify_only  

  pass_router = kav4lms_filter  

 

failed_address_router:  

  driver = redirect  

  verify_only  

  condition = "{0}"  

  allow_fail  

  data = :fail: Failed to deliver to address  

  no_more  

 

kav4lms_filter:  

  driver  = manualroute  

  condition = "${if or {{eq {$interface_port} \  

{<forward_socket_port_number>}} \  

      {eq {$received_protocol}{spam - scanned}} \  

      }{0}{1}}"  

  transport = kav4lms_filter  

  route_list = "* localhost byname"  

  self = send  

#kav4lms - filter - end- 2 

<forward_socket_port_number>  

 

4. Exim  transports   

#kav4lms - filter - begin - 3 

kav4lms_filter:  

  driver = smtp  

  port = <filter_socket_port_number>  

  delay_after_cutoff = false  

  allow_localhost  

#kav4lms - filter - end- 3 

<filter_socket_port_number>  

 

5. ForwardSocket   2   

<forward_socket_ip>.<forward_socket_port_number>  



MTA  29 

ForwardSocket  kav4lms.conf  

[kav4lms:filter.settings]   

6. kav4lms-filter   

7.  /var/opt/kaspersky/applications.setup (Linux )  

/var/db/kaspersky/applications.setup (FreeBSD )  [1043]  

 

FILTER_SERVICE=true  

FILTER_SERVICE=kav4lms - filter  

8. kav4lms-filter  

9. Exim  

4.1.2.    

pre -queue  

 - 

 

[kav4lms:server.settings]   ServiceSocket  

 

 Kaspersky Anti-Virus  Exim  

 

Linux : 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - filter=exim - dl func  

FreeBSD  

# /var/db/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - filter=exim - dlfunc  
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Kaspersky Anti-Virus  Exim  

1. Exim  dlfunc 

 

exim - bV 

 

Expand_dlfunc  

2. Exim  

3. Exim  main configuration settings  

 

#kav4lms - filter - begin  

acl_smtp_data = acl_check_data  

#kav4lms - filter - end  

4. Exim  ACL  

acl_check_data:  

#kav4lms - dlfunc - begin  

warn set acl_m0 = \  

${dlfunc { <libkavexim. so >}{kav}{<socket>} \  

{/var/tmp//.kav4lms - exim}}  

accept condition = ${if match{$acl_m0}{ \ N^kav4lms: \  

continue \ N}{yes}{no}}  

logwrite = kav4lms returned continue  

deny condition = ${if match{$acl_m0}{ \ N^kav4lms: 

\  reject.* \ N}{yes}{no}}  

logwrite =  kav4lms returned reject  

message = Kaspersky Anti - Virus rejected the mail  

discard co ndition = ${if match{$acl_m0} \  

{ \ N^kav4lms: drop.* \ N}{yes}{no}}  

logwrite = kav4lms returned drop  

message = Kaspersky Anti - Virus dropped the mail  

defer co ndition = ${if matc h{$acl_m0} \  

{ \ N^kav4lms: temporary failure.* \ N}{yes}{no}}  

logwrite = kav4lms returned temporary failure  

message = Kaspersky Anti - Virus returned \  

temp orary failure  

accept  

#kav4lms - dlfunc - end  

<socket>  Kaspersky Anti-Virus 

Kaspersky Anti-Virus  
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[kav4lms:server.settings]   Service Socket  

<libkavexim.so> libkavexim.so  

32  Linux : 

/opt/ Kaspersky/kav4lms/lib/libkavexim.so  

 

64  Linux : 

/opt/ Kaspersky/kav4lms/lib64/libkavexim.so 

 

FreeBSD : 

/usr/local/lib/ Kaspersky/kav4lms/libkavexim.so 

 

5. kav4lms-filter  

6.  /var/opt/kaspersky/applications.setup (Linux )  

/var/db/kaspersky/applications.setup (FreeBSD )  [1043]  

 

Linux  

FILTER_SERVICE=false  

FILTER_ PROGRAM=/opt/kaspersky/kav4lms/lib/libkavexim \  

.so  

 

FreeBSD  

FILTER_SERVICE=false  

FILTER_ PROGRAM=/ usr/local/lib/ kaspersky / kav4lms/ \  

li bkavexim.so  

 

7. Exim  

4.2.  Postfix  

Anti-Virus Postfix  3  

 ̧ post -queue  : 

 

 ̧ pre-queue : 

 



32 Kaspersky Anti-Virus for Linux Mail Server 5.6 

 ̧ Milter : Milter

 

 

4.2.1. post -queue  

Kaspersky Anti-Virus  MTA 

 

1. MTA  

- MTA  

[kav4lms:filter.settings]   FilterSocket  

 

2. 

 -  

[kav4lms:se rver.settings]   ServiceSocket  

 

 

Postfix FilterSocket ServiceSocket  ForwardSocket  

 

3.  MTA  - MTA

 [kav4lms:filter.set tings]  

 ForwardSocket   

 Kaspersky Anti-Virus  Postfix  

 

Linux : 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - filter=postfix  

FreeBSD  

# /usr/local /bin/kav4lms - setup.sh \  

- - install - filter=postfix  

 Kaspersky Anti-Virus  Postfix  

1. master.cf  

#kav4lms - filter - begin  

kav4lms_filter       unix    -        -        n\  

        -       10      smtp  

    - o smtp_send_xforward_command=yes  
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<forward_socket_ip_addres s>:<forward_socket_port> \  

        inet    n       -        n       -        10\  

      smtpd  

    - o content_filter=  

    - o receive_override_options= \  

no_unknown_recipient_checks,no_header_body_checks, \  

no_address_mappings  

 

Postfix 2.3 no_milters 

 

- o receive_override_options= \  

no_unknown_recipient_checks,no_header_body_checks, \  

no_address_mappings,no_milters  

    - o smtpd_helo_restrictions=  

    - o smtpd_client_restrictions=  

    - o smtpd_sender_restrictions=  

    - o smtpd _recipient_restrictions= \  

permit_mynetworks,reject  

    - o mynetworks=127.0.0.0/8,[::1]/128  

    - o smtpd_authorized_xforward_hosts= \  

127.0.0.0/8,[::1]/128  

#kav4lms - filter - end  

<forward_socket_ip_address>:<forward_socket_port>  

 IP 

 

2. main.cf  

#kav4lms - filter - begin  

content_filter = \  

kav4lms_filter:<filter_socket_ip_address>: \  

<filter_socket_port>  

#kav4lms - filter - end  

<filter_socket_ip_address>:<filter_socket_port>  

 IP  

3. kav4lms-filter  

4.  /var/opt/kaspersky/applications.setup (Linux )  

/var/db/kaspersky/applications.setup (FreeBSD )  [1043]  

 

FILTER_SERVICE=true  

FILTER_ PROGRAM=kav4lms - filter  
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5. kav4lms-filter  

6. Postfix  

 

4.2.2.  pre -queue  

Kaspersky Anti-Virus  MTA 

 

1. MTA  

- MTA  

[kav4lms:filter.settings]  FilterSocket 

 

2. 

 -  

[kav4lms:server.settings]  ServiceSocket 

 

 

Postfix FilterSocket ServiceSocket  Forwar dSocket  

 

3.  MTA  - MTA

 [kav4lms:filter.settings] 

 ForwardSocket  

 

 Postfix " \  " 

 

 Kaspersky Anti-Virus  Postfix  

 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - filter=postfix - prequeue  

in FreeBSD: 

# /usr/local/bin/kav4lms - setup.sh  \  

-- install - filter=postfix - prequeue  

 Kaspersky Anti-Virus  Postfix  

1. master.cf  
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#kav4lms - prequeue - begin  

kav4lms_filter       unix    -        -        n\  

        -       10      smtp  

    - o smtp_send_xforward_command=yes  

<forward_socket_ip_address>:<forward_socket_port> \  

        inet    n       -        n       -        10\  

      smtpd  

    - o content_filter=  

    - o receive_override_options= \  

no_unknown_recipient_checks,no_header_body_checks, \  

no_address_mappings  

 

Postfix 2.3 no_milters 

 

 

- o receive_override_options= \  

no_unknown_recipient_checks,no_header_body_checks, \  

no_address_mappings,no_milters  

    - o smtpd_helo_restrictions=  

    - o smtpd_client_restrictions=  

    - o s mtpd_sender_restrictions=  

    - o smtpd_recipient_restrictions= \  

permit_mynetworks,reject  

    - o mynetworks=127.0.0.0/8,[::1]/128  

    - o smtpd_authorized_xforward_hosts= \  

127.0.0.0/8,[::1]/128  

#kav4lms - prequeue - end  

<forward_socket_ip_address>:<forward_socke t_port> 

 IP  

2. main.cf  

smtp inet n -  n -  20 smtpd  

add the parameter 

#kav4lms - prequeue - begin  

- o smtpd_proxy_filter=:<filter_socket_port>  

#kav4lms - prequeue - end  

3. kav4lms-filter  

4.  /var/opt/kas persky/applications.setup (Linux )  

/var/db/kaspersky/applications.setup (FreeBSD )  [1043]  
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FILTER_SERVICE=true  

FILTER_PROGRAM=kav4lms - filter  

5. kav4lms-filter  

6. Postfix  

4.2.3.  Milter   

Kaspersky Anti-Virus ┼─ⱷכꜟ ⅔╟┘ MTA ┼─ ╩ ⌐ ↕∑╢√╘⌐⁸

─ ╩ √∆ ⅜№╡╕∆  

1. MTA  

- MTA  

[kav4lms:filter.settings]  FilterSocket 

 

2. 

 -  

[kav4lms:server.settings]  ServiceSocket 

 

 

Postfix FilterSocket ServiceSocket  

 

 

 Postfix " \  " 

 

 Kaspersky Anti-Virus  Postfix  

─◖ⱴfi♪╩ ⇔╕∆  

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - filter=postfix - milter  

in FreeBSD: 

# /usr/local/bin/kav4lms - setup.sh  \  

-- install - filter=postfix - milter  

 Kaspersky Anti-Virus  Postfix  

1. main.cf  

smtpd_milters = inet:127.0.0.1:10025,  

#kav4lms - milter - begin  

milter_connect_macros = j _ {daemon_name} {if_name} \  

{if_addr}  
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milter_helo_macros = {tls_version} {cipher} \  

{cipher_bits} {cert_subject} {cert_issuer}  

milter_mail_macros  = i {auth_type} {auth_authen} \  

{auth_ssf} {auth_author} {mail_mailer} {mail_host} \  

{mail_addr}  

milter_rcpt_macros = {rcpt_mailer} {rcpt_host} \  

{rcpt_addr}  

milter_default_action = tempfail  

milter_protocol = 3  

milter_connect_timeout=180  

milter_command_ti meout=180  

milter_content_timeout=600  

#kav4lms - milter - end  

2. kav4lms-milter  

3.  /var/opt/kaspersky/applications.setup (Linux )  

/var/db/kaspersky/applications.setup (FreeBSD )  [1043]  

 

FILTER_SERVICE=true  

FILTER_PROGRAM=kav4lms - milte r  

4. kav4lms-milter  

5. Postfix  
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4.3.  qmail  

qmail MTA 

 /opt/kaspersky/kav4lms/lib/bin/kav4lms -qmail (FreeBSD  

/usr/local/libexec/kaspersky/kav4lms/kav4lms-qmail) qmail  

qmail-queue 

 qmail  qmail-queue MTA 

 (pre-queue )  

 

 

qmail ServiceSocket  

 

 Kaspersky Anti-Virus  qmail  

 

# /opt/kaspersky/kav4lms/ bin/kav4lms - setup.sh \  

-- install - filter=qmail  

FreeBSD  

# /usr/local /bin/kav4lms - setup.sh \  

-- install - filter=qmail  

 Kaspersky Anti-Virus  qmail  

1. /var/qmail/bin  qmail-queue  qmail-queue-real 

 

2. /opt/kaspersky/kav4lms/lib /bin/kav4lms -qmail (FreeBSD   

/usr/local/libexec/kaspersky/kav4lms/kav4lms-qmail)  /var/qmail/bin 

 qmail-queue  

3. qmail-queue  qmail-queue-real 

 

- rws ðx-- x 1 qmailq qmail  

4. kav4lms-filter  

5.  qmailq:qmail  

¶ Linux  

# /opt/Kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- switch - credentials=qmailq,qmail  
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¶ FreeBSD  

# /usr/local/bin/kav4lms - setup.sh \  

-- switch - credentials=qmailq,qmail  

 

6.  /var/opt/kaspersky/applicatio ns.setup (Linux )  

/var/db/kaspersky/applications.setup (FreeBSD )  [1043]  

 

Linux  

FILTER_SERVICE=false  

FILTER_SERVICE=/opt/kaspersky/kav4lms/lib/bin \  

/ kav4lms - qmail  

 

FreeBSD  

FILTER_SERVICE=false  

FILTER_SERVICE=/ usr/local/lib exec/kav4lms \  

/kav4lms - qmail  

 

7. qmail  

4.4.  Sendmail  

Sendmail  Milter API 

 Sendmail  Kaspersky Anti-Virus Milter 

MTA 

 (pre-queue )  

Sendmail  mc  MTA 

cf cf 

mc  cf  

 

cf  mc  cf 

 

 

 

Sendmail FilterSocket   ServiceSocket  
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4.4.1.  .cf  Sendmail  

 Kaspersky Anti-Virus  Sendmail  

 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - filter=sendmail - milter  

FreeBSD  

# /usr/local/bin /bin /kav4lms - setup.sh \  

-- install - filter=sendmail - milter  

 Kaspersky Anti-Virus  Sendmail  

1. sendmail.cf  

2. sendmail.cf  

#kav4lms - milter - begin - filter  

O InputMailFilters=kav4lms_filter  

O Milter.macros.connect=j, _, {dae mon_name}, \  

{if_name}, {if_addr}  

O Milter.macros.helo={tls_version}, {cipher}, \  

{cipher_bits}, {cert_subject}, {cert_issuer}  

O Milter.macros.envfrom=i, {auth_type}, \  

{auth_authen}, {auth_ssf}, {auth_author}, \  

{mail_mailer}, {mail_host}, {mail_addr}  

O Milter.macros.envrcpt={rcpt_mailer}, {rcpt_host}, \  

{rcpt_addr}  

#kav4lms - milter - end- filter  

3. sendmail.cf  

a)  

#kav4lms - milter - begin - socket  

Xkav4lms_filter, 

S=inet:<filter_port>@<filter_address>,F=T, \  

T=S:3m;R:5m;E:10m  

#kav4lms - milter - end- socket  

<filter_port>  

<filter_address>  

 IP  

b) 

 

#kav4lms - milter - begin - socket  
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Xkav4lms_filter, 

S=unix:<filter_socket_file_path>,F=T,T=S:3m; \  

R:5m;E:10m  

#kav4lms - milter - end- socket  

<socket_file_path>   

4. kav4lms-milter  

5.  /var/opt/kaspersky/applications.setup (Linux )  

/var/db/kaspersky/applications.setup (FreeBSD )  [1043]  

 

FILTER_SERVICE 

FILTER_ PROGRAM=kav4lms - milter  

6. kav4lms-milter  

7. Sendmail  

4.4.2.  .mc  Sendmail  

.mc  Sendmail  

1. .mc  

2. .mc  

dnl kav4lms - milter - begin dnl  

define(`_FFR_MILTER', `true')dnl  

INPUT_MAIL_FILTER(`kav4lms_filter', \  

`S=inet:10025@127.0.0.1,F=T,T=S:3m;R:5m;E:10m')dnl  

dnl kav4lms - milter - end dn l  

3. .cf  

4. kav4lms-filter  

5.  /var/opt/kaspersky/applications.setup (Linux )  

/var/db/kaspersky/applications.setup (FreeBSD )  [1043]  

 

FILTER_SERVICE=true  

FILTER_SERVICE=kav4lms - milter  

6. kav4lms-filter  

7. Sendmail  



 

5 .  

5.1.   

Kaspersky Anti-Virus 

 

 

¶  (44  5.2 ) 

¶  (44  5.3 ) 

¶  (47  5.4 ) 

¶  (52  5.6 ) 

¶  (53  5.7 ) 

 (121   A.2 )

 kav4lms.conf  

[kav4lms:groups]  _include 

 

 /etc/opt/kaspersky/kav4lms/groups.d/ 

 

Default   default.conf 

 /etc/opt/kaspersky/kav4lms/groups.d/ 

Default  

Default  

 

 (MAIL FROM  RCPT TO )

Default   (

 0) 

 

 ID   

[kav4lms:groups.<group_name>.definition]   Priority  
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 [kav4lms:groups.<group_name>.definition]  

 Senders   Recipients   

 

1.  [kav4lms:groups]  

/etc/opt/kaspersky/kav4lms/groups.d/   

 

default.conf 

 

# cd /etc/opt/kaspersky/kav4lms/groups.d  

# sed 's|groups.default|groups.<group_name>|' default.conf 

> <group_name>.conf  

2.  [kav4lms:groups.<group_name>.definition]  

 Priority  

 0   

3.  [kav4lm s:groups.<group_name>.definition]  

 Senders   Recipients  

 

 ( * ? ) re:

 ( ) 1  1 

 

Senders=reporter@*.mydomain.com  

Recipients=re:office \ d+@central \ .mydomain \ .com  

Recipients   Senders   1 

 Recipients   Senders  

default.conf 

*@* ( )  

 

 

4. 

 (121  A.2 )

Default   default.conf 
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5.2.   

 2  

¶  1  - 

 

¶ 2  -  1 

 ( ) 

 

 

 (47  5.4 )

 

 

[kav4lms:groups.<group_name>.settings]   ScanPolicy  

 

 1  

ScanPolicy   message   

2  

ScanPolicy   combined   

5.3.   

Kaspersky Anti-Virus 

 

¶  

¶  

  

[kav4lms:groups.<group_name>.settings]   Check  

 

¶ anti -virus  -  

¶ content - filter  -  

¶ all  -  
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¶ none  -  

 

1.  1  

3.  

2.  (ScanPolicy=combined   2 

) 

5.3.1.   

  

[kav4lms:groups.<group_name>.settings]   Check   anti -

virus   all   

 

¶ clean  -  

¶ infected  -  ( )  

¶ suspicious  -  ( )  

( ) 

¶ protected  -  ( ) 

 

¶ error  -  

 (47  5.4 )  

 (infected )  

(  [kav4lms:groups.<group_name>.actions]   

VirusNameAction  ) Kaspersky Anti-Virus 

 (http://www.viruslistjp.com/  ) 

[kav4lms:groups.<group_name>.contentfiltering]   VirusNameList  

 

(POSIX )  

 

[kav4lms:groups.<group_name>.settings]  

 

¶  (ScanArchives  ) 

http://www.viruslistjp.com/
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¶  (ScanPacked  ) 

¶  (UseCodeAnalyz er  ) 

 

 yes   suspicious  

 

¶  

(MaxScanTime  )

 error   

¶ RFC  MIME 

 (MIMEEncodingHeuristi cs ) 

¶  (kav4lms.conf   

[kav4lms:server.settings]   UseAVBasesSet  ) 

5.3.2.   

 

[kav4lms:groups.<group_name>.settings]   Check   

content - filter   all   

 

¶  MIME  (Content-Type ) 

 

 MIME 

 

¶  ( ) 

¶  (

) 

 

 

  

[kav4lms:groups.<group_name>.contentfiltering]   
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¶ 
 

¶ IncludeMime  - MIME  

¶ IncludeName  -  

¶ IncludeSize  -  

¶ 
 

¶ ExcludeMime  - MIME  

¶ ExcludeName  -  

¶ ExcludeSize  -  

 

 

Check  

 

 MIME 

 

¶  

¶  (UNIX ) 

¶  (POSIX )  

 

re:  

 

¶  

¶  ( KB MB ) 

¶  

5.4.   

Kaspersky Anti-Virus 
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¶ warn  - 

 

¶ drop  - 

 

¶ reject  -  (  Postfix  post-queue 

 Exim 

)  RejectReply  

 

¶ skip  - 

 

¶ cure  ( ) - 

delete   

¶ rename  ( ) - 

RenameTo   

(.vir ) 

 

¶ delete  - UsePlaceholderNotice   yes 

part_<action>  

InfectedAction SuspiciousAction ProtectedAction

ErrorAction  VirusNameAction  

FilteredMimeAction FilteredNameAction  FilteredSizeA ction  

 

  

[kav4lms:groups.<group_name>.actions]   

 

 infected  

 delete  
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5.5.   

Kaspersky Anti-Virus 

 

¶ recommended  - default_recommended  (  49  

5.5.1 ) 

¶ maximum protection  - high_overall_security  (  50 

 5.5.2 ) 

¶ maximum performance  - high_scan_speed  (  51 

 5.5.3 ) 

 2  kav4lms.conf  default.conf (groups.d 

) /etc/opt/kaspersky/kav4lms/profiles 

 

 

 

1.  (kav4lms.conf  groups.d/default.conf) 

 

2.  /etc/opt/kaspersky/kav4lms 

 

3.  

/etc/init.d/kav4lms reload  

5.5.1.  recommended  

 

¶ message  

 1  

¶  

¶ MIME  10  

¶ 
 

¶  
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¶ MIME  

(message/external-body )  .pif .com .bat .exe 

 

¶ MIME 

 

¶  

¶ 
 

¶  

¶  

5.5.2.  maximum protection  

 

¶ combined  

 1 

 

¶ RFC 

 

¶  

¶ MIME 

 (message/external-body) 

.pif .com .bat  .exe  

¶  

¶ 
 

¶  

¶ 

 

¶ 
 

¶ 
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¶  

¶  

5.5.3.  maximum performance  

 

¶ message  

 1  

¶  

¶ 
 

¶ 

 

¶  

¶ 
 

¶ 

 

¶  

¶ recommended 

 maximum protection  2 
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5.6.   

 [kav4lms:groups.<group_name>.backup]  

 

 Policy 

 

¶ message  -  

¶ info  - 

 

¶ MTA  IP  ( ) 

¶ MTA  IP  ( ) 

¶ MTA  

¶  

¶  

¶ MTA  

¶  (cured deleted rejected filtered ) 

¶  ( ) 

¶  (  ID  ID) 

¶ none -  

Options   

¶ cured  -  

¶ deleted  -  

¶ rejected  -  (MTA )

 

¶ dropped  -  

¶ warning  -  

¶ renamed  -  1  (MIME ) 

 

¶ all  -  

Options   1  
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Destination  

 

5.7.   

 

 

 

5.7.1.   

 

¶  kav4lms.conf  [kav4lms:server.notifications]  

 

¶  [kav4lms:groups.<group_name>.notifications ]  

 

 

☻♥♇ⱪ 1  

 

¶  (  NotifySender  ) 

¶  (  NotifyRecipients  ) 

¶  (  NotifyAdmin  )

 AdminAdresses  

 

¶  (kav4lms.conf  ProductNotify  )

  ProductAdmins   

 none  

none   
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☻♥♇ⱪ 2  

 

¶ InfectedAction  (  47  5.4 )  (  1 

)  infected  

 

¶ ProtectedAction  (  47  5.4 )  (  1 

)  pr o-

tected   

¶ ErrorAction  (  47  5.4 )  (  1 

)  error  

 

¶  ( 46  5.3.2 )

 filtered   

¶  all  

 

 

¶ 
ProductNotify   update   

¶  ( ) 

ProductNotify   fault   

¶ ProductNotify   l icense  

 

¶ ProductNotify   all  

 

 

 

¶  -  14 

 

¶  - 
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5.7.2.   

 Templates   

¶  - 

 

¶ part_infected - 

 

¶ part_filtered - MIME  

MIME  

¶ part_suspicious - 

 

¶ part_filtered - 

 

¶ part_protected - 

 

¶ part_error - 

 

¶  -  SMTP 

 

¶ notify_common - 

 

¶ notify_infected -  

¶ notify_suspicious - 

 

¶ notify_filtered -  

¶ notify_error -  

¶ notify_protected - 

 

¶ disclaimer - 

This message has been 

scanned by Kaspersky Anti-Virus. For more information about data security 
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please visit http://www.kaspersky.com  and  
http://www.viruslist.com  

¶  - 

UseCustomTemplates   yes  

 

¶  

o notify_ sender_common - 

 

o notify_sender_infected -  

o notify_sender_suspicious - 

 

o notify_sender_filtered - 

 

o notify_sender_error - 

 

o notify_sender_protected - 

 

¶  

o notify_recipients_common - 

 

o notify_recipients_infected -  

o notify_recipients_suspicious - 

 

o notify_recipients_filtered - 

 

o notify_recipients_error - 

 

o notify_recipients_protected - 

 

http://www.kaspersky.com/
http://www.viruslist.com/
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¶  

o notify_admin_common - 

 

o notify_admin_infected -  

o notify_admin_suspicious - 

 

o notify_admin_filtered - 

 

o notify_admin_error - 

 

o notify_admin_protected - 

 

¶  - 

 [kav4lms:server.notifications]   

Templates  

 

¶ product_update - 

 

¶ product_fault - Kaspersky Anti-Virus 

 

¶ product_license - 

 

 

1  

 8KB  
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5.7.3.   

 

 

 

 

:

 ([Enter ]  )  

5.7.3.1.   

 

%macro_name%  

%  (  62  5.7.3.5 )  

%macro_name%

 

1  

5.7.3.2.   

 (IC)  

 

<FOR INAME IOP IVALUE>BODY</FOR> 

 

<FOR - IC IC  >  

(62  5.7.3.5 ) 

INAME - 1*(nchar)*(nchar)  IC  64  

IOP  - ==|!=  2  

IVALUE - 1*(vchar)*(vchar)  IC  4096 IC 

 (62  5.7.3.5 ) 

<FOR _macro_name_parent_ == " \ " _value_1 \ " " > 
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> - IC IC  > 

 (62  5.7.3.5 ) 

BODY - *(char)  

</FOR> -  < 

 (62  5.7.3.5 ) 

é - *( )*( \ t)  

nchar  - a-z A-Z 0-9 - _  

vchar  -nchar * ?  

char  - 32  255  

  

<FOR _macro_name_ == "*">%_macro_name_%</ FOR> 

 

<FOR _macro_name_ == " _value_1" >%_macro_name_%</FOR> 

<FOR _macro_name_ == " _value_2" >%_macro_name_%</FOR> 

<FOR _macro_name_ == " _value_3" >%_macro_name_%</FOR> 

<FOR _macro_name_ == " _value_N" >%_macro_name_%</FOR> 

 

 1  

 %FILTERNAME%  KAVFilter1 KAVFilter2

KAVFilter3  SimpleFi l ter   

 

<FOR FILTERNAME == " KAVFi l ter1" >%FILTERNAME%</FOR> 

 

KAVFilter1  

 

 

<FOR FILTERNAME ` == " KAVFilter?" >%FILTERNAME%, </FOR> 

 

KAVFilter1, KAVF ilter2, KAVFilter3  
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<FOR FILTERNAME != " KAVFilter2" >%FILTERNAME%, </FOR> 

 

KAVFilter1, KAVFilter3, SimpleFilter  

 

 

<FOR FILTERNAME != " KAV*" >%FILTERNAME%, </FOR> 

  

SimpleFilter  

5.7.3.3.   

 

 

<FOR _macro_name_parent_ == 

" _value_1 " >%_macro_name_child_% </FOR> 

 (FOR ) 

 %_macro_name_parent_%  

5.7.3.4.   

 

 

<DEF _var_name _ = "_ const_value_ "/ > 

 

 

<DEF VNAME VOP VVALUE/>  

 

<DEF -  < 

 (62  5.7.3.5 ) 

VNAME - 1*(nchar)*(nchar)  64  
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VOP - =  1  

VVALUE - 1*(vchar)*(vchar)  4096 

 (62  5.7.3.5 )  

<DEF _value_name_ = " \ " _value_1 \ " "/ > 

> -  > 

 (5.7.3.5 (62 ) ) FOR DEF 

 /> 

 

é - *( )*( \ t)  

nchar  - a-z A-Z 0-9 - _  

vchar  - nchar * ?  

 

<DEF __NAME__= " NAME_1"/ >Now you will see the first 

value: %__NAME__%.  

<DEF __NAME__= "  NAME _2"/ >Now you will see the s e-

cond value: %__NAME__%.  

 

Now you will see the first value: NAME_1.  

Now you will see the second value: NAME_2.  

 

<DEF _var_name _ = " %_macro_name_%"/ > 
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5.7.3.5.   

 

%  % %  

%VIRUSNAME% 

<   

<FOR FILTERNAME == "KAVFilter1">  

>   

<FOR FILTERNAME == "KAVFilter1">  

</   

</FOR> 

/>   

<DEF __NAME __= "NAME_1"/>  

\ 

 

\ %VIRUSNAME\ % 

==   

<FOR FILTERNAME == "KAVFilter1">  

<FOR FILTERNAME == "KAVFilter*">  

!=   

<FOR FILTERNAME != "KAVFilter1">   

<FOR FILTERNAME != "KAVFilter*">  

*  

 

<FOR FILTERNAME == "KAV*">  

?  1  
<FOR FILTERNAME == "KAVFilter?">   

#  #  
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FOR  

<FOR FILTERNAME = "KAVFilter1">  

DEF  ( ) 

<DEF __NAME__= "NAME_1"/>  

 

%CRLF%  (CR+LF) 

%TAB%  

 ( )  

<FOR KAV_LANGUAGE == "5.0"> ... </FOR>  

 

 

¶ \ \\  

¶ \

 EOL EOL 

\

\

 1  

¶ % \%  

¶ / \/  

¶ < \<  

¶ > \>  

¶ # \#  

 

 ( ) 
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5.7.3.6.   

 

 

%VERSION% -  Kaspersky 

Anti-Virus  

%PRODUCT% - Kaspersky Anti-Virus  

%CLIENT% -  IP  

%SERVER% -  

%SENDER% -  

%RECIPIENTS% -  

%HEADERS% -  

%MSGID% -  ID 

%SUBJECT% -  ([Subject ]  ) 

%DATE% -  

%TIME% -  

%BK_ACTION% -  (

) 

%BK_LOCATION% -  (

) 

%ACTION_LIST% - 

 

<status> < action> <information>  

  

 

%INFO% -  

¶  ( )  - 

 

¶  -  

¶ MIME  - 

 

 



 

6 .  

 

kav4lms-kavscanner 

 

 

kav4lms-kavscanner  [sca n-

ner.*]  

 

 root   kluser  

 

 

¶  (65  6.1 ) 

¶  (67  6.2 ) 

¶  (68  6.3 ) 

 

¶ 1  (69  6.4 ) 

¶ cron  (69  

6.5 ) 

 

 

6.1.   

 2  

¶  -  
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¶  -  (

) 

 

 

/  

 

¶  (

)  ( ) 

   

¶  

-@<filename> 

 

 

 

¶  ([scanner.options]  Re-

cursion  -r) 

¶ 
 -c <filename>  

4096 
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 kav4lms.conf  [scanner.options]  

 

¶  

¶  

¶  

6.2.   

 

 

 

 

¶ Clean  -  ( ) 

¶ Infected  -  

¶ Warning  -  

¶ Suspicious  -  

(UseCodeAnalyzer=no ) 

¶ Corrupted -  

¶ Protect ed  -  ( ) 

 

¶ Error -  

 ([ scanner .options ]  Cure = yes ) Infected 

 

¶ Cured  -  

¶ CureFailed - 
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6.3.   

Infected Suspicious Warning Error Protected Corrupted  

 

¶  - 

 

¶  

¶  -  Unix 

 

Kaspersky Anti-Virus  ( )  (

) 

 

[ scanner.object ]   [ scanner.container ]  

 

 

ɶ

 

 

¶ kav4lms.conf  

([ scanner.object ]   [ scanner.container ]  )  

¶  

 

kav4lms.conf 

 

¶ kav4lms-kavscanner 

 

 

([ scanner.object ]   [ scanner.container ]  )  
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6.4.   

 

Kaspersky Anti-Virus 

 

 

1. /tmp 

 

2. infected.lst suspicion.lst corrupted.lst warning.lst 

 

3.  (

)  kavscanner-

current_date-pid.log  

 

# /opt/kaspersky/kav4lms /bin/kav4lms - kavscanner - \  

rlq - pi/tmp/infected.lst - ps/tmp/suspicion.l st - \  

pc/tmp/corrupted.lst - pw/tmp/warning.lst - o /tmp/ \  

kav4lms - kavscanner - `date "+%Y - %m- %d- $$"`.log - i3 \  

6.5.   

Kaspersky Anti-Virus cron  

 

/home   0:00  

/etc/kav/scanhome.conf  

 

1.  /etc/kav/scanhome.conf 

 

2. cron (crontab -e)  

 

0 0 * * *  /opt/kaspersky/kav4lms /bin/kav4lms - \  

kavscanner - c /etc/kav/scanhome.conf /home  
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6.6.   

 Unix 

 

 kav4lms.conf 

 

 

Linux  

 

kav4lms.conf 

 

[ scanner.object]  

OnInfected=exec echo %FULLPATH%/%FILENAME% is \  

infected by %VIRUSNAME% |  

mail - s kav4lms - kavscanner admin@localhost  

[scanner.container]  

OnInfected=exec echo archive %FULLPATH%/%FILENAME% \  

is infected, viruses list is in the attached file  \  

%LIST% | mail - s kav4lms - kavscanner - a %LIST% \  

114Hadmin@localhost  

 

mail  
 

 

mailto:admin@localhost.com


 

7 .  

 kav4lms-keepup2date 

 

http :// downloads1.kaspersky-labs.com/ 

http :// downloads2.kaspersky-labs.com/ 

ftp://downloads 1.kaspersky-labs.com/  

 URL 

 updcfg.xml 

 

# /opt/kaspersky/kav4lms/bin/kav4lms -keepup2date -s 

kav4lms-keepup2date 

 [updater.options]  RegionSettings  

 (ISO 3166-1  2 ) 

kav4lms-keepup2date 

 URL 

 

 

 1 

 

 [updater.options]   

PostUpdate Cmd 

 

 

keepup2date  [updater.*]  

 

 1 

7.3 (73 )  

http://downloads/
http://downloads/
ftp://downloads/
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cron   (72  7.1 ) 

 (73  7.2 )   

7.1.   

 

 1 

 

1. 

 

[updater.options]  

KeepSilent=yes  

[updater.report]  

Append=yes  

ReportLevel=1  

2. cron (crontab -e)  

0 0 - 23/1 * * * /opt/kaspersky/kav4lms/bin/kav4lms - \  

keepup2date - e 

 URL  

kav4lms-keepup2date 

 

[updater.options] UseUpdateServerUrl 

 No   

 URL keepup2date 

 URL 

 

[updater.options]   UseUpdateServerUrl  

UseUpdateServerUrlOnly   Yes UpdateServerUrl  

 URL  

 URL  keepup2date  

URL  URL 

 

[updater.options]   UseUpdateServerUrl   Yes 

UseUpdateServerUrlOnly   No  UpdateServerUrl  

 URL  
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7.2.   

 

# /opt/kaspersky/kav4lms/bin/kav4lms - keepup2date  

 /tmp/updatesreport.log 

 

# /opt/kaspersky/kav4lms/bin/ka v4lms - keepup2date - l \  

/tmp/updatesreport.log  

 

 ftp://10.10.10.1/home/bases 

 report.txt 

  

 

1.  

[updater.options]  

UpdateServerUrl=ftp://10.10.10.1/home/bases  

UseUpdateServerUrl=yes  

UseUpdateServerUrlOnly=no  

2.  

# /opt/kaspersk y/kav4lms/bin/kav4lms - keepup2date - l \  

/tmp/report.txt  

7.3.   

 

 

 

1.  
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2.  kav4lms-keepup2date  

# /opt/kaspersky/kav4lms/bin/kav4lms - keepup2date - u 

<dir>  

<dir>   

3. 

 

 

1. [updater.options]   UseProxy   Yes  

2.  [updater.options]  ProxyAddress  

 URL  

http :// username :password @ip _address :port

ip  address   port  username   password  

 

 

1. [updater.options]  UseProxy  Yes  

2.  http_proxy  http://username:password@ip_address:port

 [updater.options]   

UseProxy   Yes  



 

8 .  

 

 

¶ 1  

¶  ( ) 

¶  ( ) 

¶  

Kaspersky Anti-

Virus 

 

 

 

¶   

 

¶  

kav4lms.conf  [kav4lms:server.setti ngs]   

LicensedUsersDomains  

 

 

o  

o  (UNIX ) 

o  (POSIX ) 
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8.1.   

Kaspersky Anti-Virus 

 kav4lms-licensemanager  

 

 

#/opt/kaspersky/kav4 lm s/bin/kav4 lm s- licensemanager - s 

 

Kaspersky license  manager for Linux. Version 5.6/RELEASE 

#68  

Copyright (C) Kaspersky Lab, 1997 - 2007.  

Portions Copyright (C) Lan Crypto  

 

License info:  

Product name: Kaspersky Anti - Virus BO for SendMail / Qmail 

/ Postfix Milter API International Edition. 10 - 14 MailA d-

dress 1 month Beta Licence  

Expiration date: 01 - 09- 2007, expires in 28 days  

 

Active key info:  

Key file:        00BEA0DB.key  

Install date:    02 - 08- 2007  

Product name:    Kaspersky Anti - Virus BO for SendMail / 

Qmail / Postfix Milter API International Edition. 10 - 14 

MailAddress 1 month Beta Licence  

Creation date:   02 - 02- 2007  

Expiration date: 03 - 03- 2008  

Serial:          0038 - 000413 - 00BEA0DB 

Type:            Beta  

Count:           10  

Lifespan:        30  

Objs:            7:10  
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Objs  

< type_of_objects>:< number_of_objects>   

< type_of_objects>   

o 3 -  

o 7 -  

<number_of_objects>  Count   

 

# /opt/kaspersky/kav4lms /bin/kav4lms - licensemanager \  

 - k <key filename>  

<key filename>  ( 0003D3EA.key)  

 

Kaspersky license manager for Linux. Version 5.6/RELEASE 

#68  

Copyright (C) Kaspersky Lab, 1997 - 2007.  

Portions Copyright (C) Lan Crypto  

Product name:    Kaspersky Anti - Virus BO for SendMa il / 

Qmail / Postfix Milter API International Edition. 10 - 14 

MailAddress 1 month Beta Licence  

Creation date:   02 - 02- 2007  

Expiration date: 03 - 03- 2008  

Serial:          0038 - 000413 - 00BEA0DB 

Type:            Beta  

Count:           10  

Lifespan:        30  

Objs:            7:10  
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8.2.   

Kaspersky Anti-Virus 

75  2  

  

 

 

 

 

  

  

 

# /opt/kaspersky/kav4lms /bin/kav4lms - licensemanager \  

 - a <key filename>  

 (71 

 7 )  

  

 

# /opt/kaspersky/kav4lms /bin/kav4lms - licensemanager \  

 - da 

 

# /opt/kaspersky/kav4lms /bin/kav4lms - licensemana ger \  

 - dr  

 



 

9 .  

9.1.   

 

 kav4lms.conf  [kav4lms:server.log]  

 [kav4lms:filter.log]   

Destination   

¶ syslog:<name>@<facility>  -  <name>  

<facility>  

¶ file:<log_file_path>  -  

 

1  1  

Options Options  

 2 

 

1. 

 

¶ all  -  

¶ config  -  

¶ app  -  

¶ scan  -  

¶ cfilter  -  

¶ backup  -  

¶ notif  -  

¶ admin  -  ( SNMP ) 

¶ smtp  - MTA  SMTP  
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2. 

 

   

0, F fatal  

F  

1, E error  

E  

2, W warning   

W

 

3, I  info  

I  

4, A acti vity  

A

 

9, D debug  
D  
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¶  ( scan.info ) 

¶ -

 

 

[kav4lms:server.log]  

Options = backup.all, config.error, scan.all, - scan.debug  

Options = backup.all, config.E, scan.all, - scan.9  

config 

2 

 

 

 ( ) 

 

RotateSize   RotateRounds  

 

 Rotat eSize 

.1

 ( )  RotateRounds  .2

.3 RotateRounds  

.1  
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9.2.   

 

 

[kav4lms:server.statistics]   

 2  

¶  

¶  

Options 

 

   

 me ssages  

 ( ) 

 ( ) 1 

 (

) 

 resources   

( )  (

)  CPU 

 CPU  

 viruses   10 

 10  IP  

 

fi lters  MIME 

 

 all   

 raw   

 none   
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Options   

 

Options = all  

 ( )  

Options = all, raw  

 

Options = none, raw  

 ( )  

Options   none  

 

Options   all  

 

 

1210247100      1208    118Hfrom@exmaple.com      

119Hrcpt@example.com  infected        EICAR - Test - File 127.0.0.1       

1Ju4YW- 000Du9- 0U Default  

 

¶ 1210247100 -  (UNIX ) 

¶ 1208 -  

¶ 120Hfrom@example.com -  

¶ 121Hrcpt@example.com -  

¶ infected -  

¶ EICAR-Test-File -  

¶ 127.0.0.1 -  IP  

¶ 1Ju4YW-000Du9-0U -  ID 

¶ Default -  

 

# /opt/kaspersky/kav4lms/bin/kav4lms - cmd - m stati stics - x \  

write  
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# /opt/kaspersky/kav4lms/bin/kav4lms - cmd - m stati stics - x \  

reset  

 

 

kav4lms.conf  [kav4lms:server.statistics]  

 

 2  

¶  -  

¶  - 

 

Destination  

RawDestin ation   

 

 

application/msword 

 

¶ total_messages  -  1  

¶ scanned_messages  -  

¶ protected_messages  -  

¶ infected_messages  -  

¶ fi ltered_mime  -  MIME  

 2  

¶ tx t  

¶ xml   

Format    



 

10 .  

10.1.  SNMP  

 5.6 SNMP 

 

¶  -  ( ) 

 

¶  -  

 

SNMP  v1 v2 v3 

 v2 

 

SNMP kav4lms.conf  [kav4lms:server.snmp]  

 SNMPServices  

 

¶ ɗonfig -  

¶ statistics  -  ( 82  9.2 

) 

¶ admin  -  

¶ Status.StartedOn  -  (ISO 8601 ) 

¶ Status.UpTime  -  ( ) 

¶ update  -  

¶ Last.Checked  -  (ISO 8601 ) 

¶ Last.Result  -  

o updated  -  

o not -needed  -  

o error  -  

o rolled -back  - 

 

o unknown  -  
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¶ Current.Load ed  -  (ISO 8601 ) 

¶ Current.Records  -  

¶ Current.Released  -  (ISO 8601 ) 

¶ all  -  

¶ none  - SNMP  

Kaspersky Anti-Virus AgentX  SNMP  SNMP 

AgentX  

¶ Socket  - 

 

Socket=local:/var/agentx/master  

  

Socket=inet:705@127.0.0.1  

 

 Unix 

RunAsUser  RunA sGroup 

 ( ) 

 

¶ Timeout  - AgentX  ( )  5  

¶ Retries  - AgentX  10 

 5  

 

 Retries  

watchdog  

¶ PingInterval  - 

 ( ) 

AgentX  SNMP 

NET-SNMP

 NET-SNMP  

 

AgentX  5.1.2  NET-SNMP 
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1.  snmpd.conf  

master agentx  

AgentXSocket /var/agentx/master  

AgentXPerms 770 770 root klusers  

rocommunity public localhost  

trapsink localhost  

2  

AgentXSocket tcp:127.0.0.1:705  

2.  snmp.conf  

Linux  

mibdirs +/opt/kaspersky/kav4lms/share/snmp - mibs  

mibs all  

FreeBSD  

mibdirs +/usr/local/share/kav4lms/snmp - mibs/  

mibs all  

/opt/kaspersky/kav4lms/share/snmp -mibs Kaspersky Anti-Virus  

MIB 

 

3. NET-SNMP  

 

NET-SNMP http://www.net -snmp.org/ snmpd.conf 

 snmp.conf  

 OID  

.1.3.6.1.4.1.23668.1043  

 

iso.org.dod.internet.private.enterprises.kaspersky.kav4lms  

 

¶ ɗonfig - 

 ( ) 

¶ statistics - 

 

¶ update -  
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¶ admin -  ( ) 

 

config.Groups Get  

Walk  

 SNMP Trap 

kav4lms.conf  [ kav4lms:server.snmp ] 

 SNMPTr aps   SNMP Trap 

 

¶ ɗonfig - SNMP Trap  

(ConfigReloaded  BasesReloaded ) 

¶ admin  - SNMP Trap  (ProductStart 

 ProductStop ) 

 (ProductError ) AlertThreshold 

 1 

SNMP Trap  (AlertThreshold)

 

AlertThreshold  

 

 ConfigReloaded  

 ProductStart ProductStop  BasesReloaded  

watchdog 

 

¶ update  - SNMP Trap  (UpdateStatus 

)  5  (ObsoleteBases ) 

 

¶ all  - SNMP Trap  
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¶ none  - SNMP Trap  

 

NET-SNMP  snmptrapd 

 

10.2.  

 

Kaspersky Anti-Virus 

 

 

# /opt/kaspersky/kav4lms /bin/kav4lms - setup.sh <o ption>  

 

¶ -- install - services  - 

 

¶ -- remove - services  -  (

/ ) 

¶ -- check - services  - 

 

¶ -- install - filter=<MTA>  -  MTA 

 ( ) 

¶ -- remove - filter=<MTA>  -  MTA 

 

¶ -- remove - filters  - MTA  

¶ -- check - filter=<MTA>  - MTA  

¶ -- filter - options=<options>  - 

 --install-filter  

Sendmail  tempfail

reject pass  

¶ -- install - cron=<component_name>  -  

cron  

¶ -- remove - cron=<component_name>  -  

cron  
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¶ -- check - cron=<component_name>  -  cron 

 

¶ -- user=<user_name>  - 

 --

install - cron   -- remove - cron  

 

 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- inst all - cron=updater -- user=root  

 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh \  

-- install - cron=updater -- user=qmailq  

¶ -- add - components - info  -  applica-

tions.setup  

¶ -- del - components - info  - 

 

¶ -- chec k- components - info  - 

 

¶ -- install - webmin - module  - Web  Webmin 

 

¶ -- remove - webmin - module  - Webmin  

¶ -- check - webmin - module  - Webmin 

 

¶ -- register - key=key - id  -  licenses  

id  

¶ -- group=<group_name>  - Kaspersky Anti-Virus 

 [o p-

tions]   Group   

¶ -- switch - credentials=<user_name>[,<group_name>]  - 

 

( ) 

 [kav4lms:server.settings]   [kav4lms:filter.settings] 

 RunAsUser   RunAsGroup  
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<MTA>  MTA   

¶ exim  - Exim  post-queue  

¶ exim -dlfunc  -  Exim  pre-queue 

 

¶ postfix  - Postfix  post-queue  

¶ qmail  - qmail  

¶ sendmail -milter  - Sendmail  

<component_name>  

 updater  

 

--check  0

 0   

10.3.   

Kaspersky Anti-Virus  kav4lms-cmd 

/opt/kaspersky/kav4lms/bin   

 

ka4lms-cmd 

 

 2  

1.  

¶ - v   -- version  -  

¶ - h  -- help  -  

¶ - m  -- module <argument>  - 

config filter

kavmd statistics update  

¶ - c   -- config <argument > - 

 

¶ - l   -- list  -  

2.  
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a) Config  

 

o - q < key>  - -q 
Path.TempPath  

b) Filter  

 

o - x <comma nd>  - 

start stop restart status test-service  

c) Central service (kavmd)  

 

o - x <service - command> - 

start stop restart reload status test-service 

 

d) Statistics  

 

o - x <stats - command> - 

write reset  

e) Update  kav4lms-keepup2date 

 

o - e <event - name> - 

OnUpdated OnNotNeeded OnError  

OnRolledback OnUnknown  
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10.4.   

2 

 

¶  

 

[kav4lms:groups.<group_name>.settings]   AddXHeaders  

 

 

X- Anti - Virus: <product name and version>, bases: 

<date of the last update to anti - virus databases in 

YYYYMMDDTHHMMSS format> #<the number of records in AV 

databases>, check: <scan date in YYYYMMDD format> 

<scanning s tatus or notchecked>  

 

YYYY  4  

MM -  

DD -  

HH -  

MM -  

SS -  

 

X- Anti - Virus: Kaspersky Anti - Virus for Linux Mail 

Server 5.6.17/RELEASE build 4,  

bases: 20080415 #705877, check: 20080415 clean  

¶  

 (

) 

[kav4lms:groups.<group_name>.settings]  AddDisclaimer  

 

Kaspersky Anti-Virus 

 (  

HTML )  
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¶  

UsePlaceholderNotice   (  

[kav4lms:groups.<group_name>.settings] )  yes 

UsePlaceholderNotice   no 

 

 part_<action_taken>  

 ( 53  5.7 )  

10.5.   

Kaspersky Anti-Virus 

 

Kaspersky Anti-Virus  strftime 

 

%H:%M:%S  -  (hh.mm.ss ) 

%d -%m -%y  -  (dd.mm.yy ) 

kav4lms.conf 

 [locale]  

%I:%M :%S %P  - 24  (TimeFormat  ) 

%y/%m/%d %m/%d/%y  -  (DateFormat  ) (

yy.mm.dd mm.dd.yy  ) 



 

11 .  

Kaspersky Anti-Virus 

 

  (The European Institute for Computer Antivirus Research) 

 

 

 

 

EICAR  (http://www.eicar.org/anti_virus_test_file.htm ) 

 

EI CAR  ( ) 

Kaspersky Anti-Virus  (Infected)  

 

 ( )  

 

 2003  10  24  (2003  10 

) EICAR 

 

 

anti_virus_test_file.htm 

 HTTP 

 

 

http://www.eicar.org/anti_virus_test_file.htm
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(  

) 

 (Infected)  -  

CORR-  (Corrupted)  

SUSP-  (Suspicious)  -  

WARN-  (Suspicious)  -  

ERRO-  (Not analyzed)  -  

CURE-  (Disinfected)  - 

CURE  

 1  

 ( eicar_corr.com) 

 

2  Kaspersky Anti-Virus 

 



 

A.  

A.1. 

kav4lms.conf  

Kaspersky Anti-Virus 

kav4lms.conf

 

 [section_name]  

 

 

true | false   yes |no y |n

 1|0  

UINT_MAX =4294967295  

 

Anti-Virus  

A.1.1.  [kav4lms:server.settings]  

[kav4lms:server.settings]  

 

RunAsUser  -  

 

 kluser  

 

 RunAsUser  
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RunAsGroup  -  

 

 klusers   

ServiceSocket=inet:<port>@<ip -address>|local:<path_to_socket>  - 

Kaspersky Anti-Virus 

 (  - 

) 

 

 

 

ServiceSocket=inet:<port>@<ip - address>  - 

 

ServiceSocket=local:<path_to_sock et>  - 

 

 

¶ <port>  -  

¶ <ip -address>  - IP  

¶ <path_to_socket>  -  

 

 local:/var/run/kav4lms/kavmd.sock   

 

 

ServiceSocketPerms -  ServiceSocket  

RunAsUser:RunAsGroup  

 

 0600   ( ) 
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AdminSocket  -  ( SNMP ) 

SNMP 

 

 

 

 

 local:/var/run/kav4lms/kavmdctl.sock   

 

 

AdminSocketPerms - AdminSocket  

RunAsUser:RunAsGroup  

 0600  

MaxWatchdogRetries=0éUINT_MAX - watchdog  Kaspersky Anti-

Virus  -1  

 0  watchdog  

 10   

MaxClie ntRequests= 0éUINT_MAX - 

 0  

 20   

MaxScanRequests= 0éUINT_MAX - 

 0  

 0   

LicensedUsersDomains - Kaspersky Anti-Virus for Linux Mail Server 

 

 localhost localhost.localdomain   
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A.1.2.  [kav4lms:server.log]  

[kav4lms:server.log]  

 

Options=<functionality_category>.<det ails_level>  - 

 

¶ <functionality_category>   all config app

scan cfilter backup notif admin smtp  (79  9.1 

) 

¶ <details_level>   debug activity info

warning error fatal  (79  9.1 ) 

 

 

Options = backup.all, config.error, \  

scan.all, - scan.debug  

Options = backup.all, co nfig.E, \  

scan.all, - scan.9  

 

 all -all.debug  

Destination=syslog:<name>@<category>|file:<path_to_file>  - 

 

¶ syslog:<name>@<facility>

<name>  <facility>  

 

¶ file:<path_to _file>

 

 

 syslog:kavmd@mail   

Append=yes|no  -  

¶ yes  -  

¶ no  -  

 yes   




















































































































