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1.1. $rkéee

Kaspersky Anti-Virus for Linux Mail Server ®/\—23> 5.6 Tl&. Kaspersky Anti-
Virus 5.5 for Linux and FreeBSD Mail Server & & U Kaspersky Anti-Virus 5.6 for Sendmail
with Milter API D#EEN S SN, SSICLI T OHEENBMINTNET :

o Exim &D#AE TIL. pre-queue 1Z&k3FikE post-queue IZKBAHEMNHR—rESNT
WET, pre-queue DIFE . A—ILIEF1—(EMENDBTNRAF v INET, post-
queue DBFEIX, Fa—ITBMEINRICAF YO ESNET  FH=ICT7TIr—a0%
ERAVYTHZLBEBHEL ALY FEL. MEFIEOFHMICOVTIE. 8B 4 E
(25 R—=2) BRLTIZEW

o A—LRFXYUMBEDRTESEMNEIRSN. 2 DORF YU FEEFATESLS(121Y
FlLto 1l BOAYVE—C%. 1 DDA T HMLTRI YU T EHEE. BRI 1 DD
FITCIHORELTREFY VLB THA—YDESKRELTES—ERXYUTEHELH
YET. 2D 2 DOFZEIE. RELARILISEVNVAHY TS, #EMICDOLNTIE. 5.2 (44
R=) E#BBLTGIESW

o FIIH—LavDBRENERSINFEL, SEEBMEN-DOF . EROREE/ZEE
TIN—TEERIEZET DERETT . YV IIL—THEDFHMICDONTIE. 5.1 (42 R—2)
ESRLTESY

o AvE—IITHT ZMBYRMMERSNELS, SRETITRALIEIIL VLT ISRIEL
FHLDLEL A THBMEN TWET, F#MISOLTIE. 5.4 (47 R—2) #8RLTL
&N

o OUTUYILIAYITHEENRSN . R T7AILDY A XEEEIZLIzT1L51)
U hEMENELE, HEMICDLTIE, 5.3.2 (46 R—2) ZSELTEEN

o BEHTUIL—LDSATSYIZ. EBATUIL—rAEBMENEL, -, BERAT
VIL—MIERTALIMN IR ESNDESITHYELE

o NVOTVTICBREF TV IMNEBENT DL TERLAGYELS:

o NYUTYTHENBIESh, BRIT7TAINENVITYTEEEIERTESLIITH
YELT=, BHIZDOLTIL, 5.6 (52 R—2) 2HEL TS

o DOVEREZEFHMIIBETELLSITAY, LAR—MEREA TR ELEL . E#MIZDOVTIL,
9.1 (79 R—2) &L TS

o IRETHEEAEIRSN, AvE—DTLDOMEHEMBMENELTZ, FHISDOLNTIE. 9.2
(82 R—=2) ZBRL TS

o WE.HIH.TIIVr—aVRT—ARIZRT S SNMP 4T EHHR—rF BL51274Y
FELTzo SNMP Trap 1Y R—bd R TT, BMIZDLVTIE, 10.1 (85 R—) #BELT
(P&
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FIVr—2ar v —DI2aR R SA U EBY— LASBMEhELT, 7T 7 —2a
UHBEESTESERAEALEETETY, IS OLTIE. 10.3 (91 R—2) 28 HL
TLFEEL

1.2. HAEH

Kaspersky Anti-Virus D3 R T LEHIZLUTDESY T :

1 B#1=Y 200MB D 5749785 HA— LY —/\TBEIE/N—FILT !

Intel Pentium IV 7 0+tv4, 3GHz Ll E
1GB LLEDAEY

N—FRSATDEERE 200MB LLE (ChEERIZ/N\VITYTAvtE—T% R
ETEHHDRENDE)

WERYILITT:

WIFhh D 32 EVMARL—FAV TV RT L
o Red Hat Enterprise Linux Server 5.2

o Fedora9

o  SUSE Linux Enterprise Server 10 SP2

o openSUSE Linux 11.0

o  Debian GNU/Linux 4.0 r4

o  Mandriva Corporate Server 4.0

o  Ubuntu 8.04.1 Server Edition

o FreeBSD 6.3, 7.0

WIFRDD 64 EVRARL—TFTAV TV RT L
o  Red Hat Enterprise Linux Server 5.2

o Fedora9

o  SUSE Linux Enterprise Server 10 SP2

o openSUSE Linux 11.0

WIFNMOA—)L AT L Sendmail 8.12.x LLE. gmail 1.03. Postfix 2.x.
Exim 4.x

* 73> - Webmin R4S .4 (www.webmin.com) - Kaspersky Anti-Virus
nYJE—FEER

Perl 5.0 L £ (www.perl.org)


http://www.webmin.com/
http://www.perl.org/

%2

B 7Vr—av0BERLUV

B{E7ZITUXL

Kaspersky Anti-Virus &, AT DAV R—R P TCHRSNTNET:

TAIAE - A= LY AT LADERAY—E X T, Kaspersky Anti-Virus H34%E D
MTA LEET A0 MILI-TAYSLTT  BREM/NVT—JI2E YR—hE
NTWBBA WV RATAITHIELI=ED a— LA EENTOET

o kav4lms-milter — Milter API #2FT Sendmail & Postfix (214735 Milter 4—
EX,

e kavdlms-filter - SMTP H—E X, Postfix & &1 Exim D& IZ A
e  kav4lms-gmail - gmail BDA—)LFa1—/n\2UFS

kavmd - 7TV 7 =3 DAY —E R, T4 IVABREFHL. A—ILES T 0% R
ETLEHDOTIVr—2av DT oF I IV AEEERITT D
kav4lms-kavscanner - 4—/I\T77 A IV RTFLDTUOFIA4ILA

kav4ims-keepup2date - HARILRAF—D Ty T TF—hY—\FEz(ZA—NILT4LY
RIDSFHLWT—2E4 DV A—RLT. BRT —IN—REEHTS

kav4ims-licensemanager - & &+ —%HEHAT HEE (1R b—IL, HIBR. HEHEE
HOKT) ADIVR—FR b

kav4ims.wbm - Web R—XDALA—TxAR (A Tav) hoT7T)r—ar %)
E—NEHET DH0 Webmin FSTAVED1—IL, EET—IR—ADBREL &
VEEE. SEHEBRORT. AT —FRIZIELEATCHIMUBDES . BLUT T
Yr—2a  DEEHRDEREITS

kav4lms-cmd - AR RS AU MEETT BT U FIAIINREEBI—T1)T1

A= UVFVIIEUTOT LT X LEFES>TITONET:

1.

TALILEDN MTA oAV E—UFRIELET, T4ILEEAM VY —ERDRLIY
E1—42TEELTVSHE. HFTBICESNIDIEEBRDO Ay E—I TR Ay
- IFAILDEEITT

TANERIE. A= HNBITIEHTIL—TOI3bBEENZRLE NS IIL—T%E
RL (42 R—=2M 5.1 #88R). PMETIA Y —ERITA—)VEGELFET &
DT N—=TITEBSHV A=k, 7TV r—2ar DEH vy —CIZE&FENS
Default /' )L—F TR ESNTLNDIL—ILIZH>TREBEINFET

A —ERE TIN—TORETFAILTHEEESNTNE/INSA—FEFERALTAY

T—CEREVYULET A= L DDA T HRELTREYUT B AR &
FIEZE 2 RERF YL THSELR DIS—YEFIVITBHENS 2 BEOFET



10

Kaspersky Anti-Virus for Linux Mail Server 5.6

6.

BT DHIENTEFET (44 R—C D 5.2 28 R), ELoDHEEHERTIME. R
YO—TERINTULET

BERMDIGE. AvtE— V2 2RMICFVvILEBRTELDNA—VYEFIVITH
e 2 BETITHONS (2 BFERYY—) OT, NT+—T VR EDETLET A,
BEMGIFNTHOI., BVRELRNILNERLETS

A=ILDIDAIARF YU NEMIZHEO>TNDIGE (44 R—PD 5.3 #BHR). A/
DH—ERIEAVE—T%F 1 DOA TSI MELTFvILET  Foy I EIZEY
LBTONFRT—ERIZHST (44 R—2OM 5.3.1 8B AV —ERI[E, Ay
T—CREDNTOVI. AvE—CDHAFELTES. AvE—JLEEDBERA.
Ayt—SAYT—DEFEETVET 47 R—SD 5.4 28 8), TILITT DR
CLIZERADOMEATEZEINTLSIES (VirusNamelist 72 3>), 7L 7
DRAShILIEBESNZLENETSNET (VirusNameAction 7 32),
Ave—CORBIEF L. TIV—TREIT7AILTHRESATVET

GIW—TRETN\VITYTRERIZE-TNRBEIE, AvtE—C 0BT BRTIZE
DINVITITHEREINET

GIN—THETIANRI)TRERIE>TWBREEE, AvE—CDIAILRR
FoUITHEWTIALA) TR ThET

TANRYT ERAATFAILDEHET 24T BLEUH A RZEDINTITHITENTE
T (46 R—CD 532 25 W) FIvIDRR. TIL—TDREI7FAILDI(ILE
YU RETERBINTOALEAETENET ., FIL—THRET 2 RELELF
HHESTNBIEE . TNV T EEIC— T BUBEEFAA TS IMRLT, &
SIT—YCZ ED RN IThNET

A= LER—YCEITRET S . TD MIME HEQBITE LU vE—Sas
R—R DU ENITHNET

AytE—UF T IME AvE— D2 ERICEIY B TOR R T—R2REIEBREL,
BROATOcIMIEN B TONRT—RRIHE > TREBENET

AvE—C%F 1 DDA TP HRELTRETHEREFHELBHEINDIDICE LD
IN—VEREBETHLALEBNFERINBOGE ., BEA—LICTHLTERSATY
52 (InfectedAction #730) AAVE—ULEKICHLTERASNET, B
LTWEWAYE—ICRFESNTWBRT T IRD R AR RN T L—THRET
EESNTLA4IE{E (MaxScanDepth 7 3Y) #8BATWABA(F. R¥vy
FIZIS—¢LTREBENEXFEIIZHLTEZSN TLVS0E (ErrorAction 7+
23V) BAVE—C 2RI L TERSNET

AP —ERF AVE—OF TV ERIBS D AT VMO RFEE. HIER.
FHREELOBEHRA . FTRAVF—DEM, FFAVE—DOHFAETVET

(47 R= M 5.4 #58), BFEAVE—DIF BRINWET FJIL—THET/N\YY

TITBERNHESTVSHEE AvE—CF LB BRSO AV E—D2K0D

N7 ITHERENET

AP —ERIT, RFr U ERBEEZ AV E—DFTAILRICRLET , NESH
Ay E—DF A v D ERRERROBRBAEEDIC MTA [TEEEhET . MTA
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Kaspersky Anti-Virus 24V Ab—ILY HHTIZ. AV A=V KDV AT LTUTDEFELTK
20N

o JRTLAL2 (8 R—Y) THHSNTWAN—RIIT7ERLYI NI TEHRETE
FLTWBILEmRT D

o H—NRITAVRAP—ILENTVBA—IL L RTLDEEIFAILDINVIT v TEER
EX)

o AVE—RYMERERETD

e root #ERTUVRTLIZAT AT M, FER—/I—21—FERZEZHRDT7TAVU+
TYURTLIZRTA2TF B

g
U

\d

Jir—23vDAVAN—)LIE, BRI OEBVDEBHEERIEA—IISSTvIBN—FDENEE

7
[TEfTLTZELY,

(1

3.1. Linux B"E){ETHH—/\~DT7F)
r—3a & A

Linux AEMET 29—/ DB AL, Linux TAAME1—2avDEATIZEDNT, 2 BEDS

LVFIAD Kaspersky Anti-Virus 7 Sur—C AR ENET,

Red Hat Enterprise Linux. Fedora. SUSE Linux Enterprise Server. openSUSE & & Ut
Mandriva Linux 242X b—)L 9 Bi5 &I, rpm /Avr—SFFERALET .

Kaspersky Anti-Virus WA > RAk—JL% rpm vy —U Mo BIRT 5581, YU RSAUT
UTOEIICAALETS:

# rpm -i <package name>

&
EBE

TIN5 —3 % rpm I\ —IU o4 U AR—)LLT=35 A (&, postinstall.pl R TrEEFTL
TAVA—LEDBRELETIHDEMNHYET , postinstall.pl RZVTrE. TI+ILTIE.
Linux M54 (% /opt/kaspersky/kav4lms/lib/bin/setup/ T 4L % k)12, FreeBSD D15 & (&
/usr/local/libexec/kaspersky/kav4lms/setup/ 12, TNZENEBEINTUNVET,




FIVr—2av DAV RA—=ILE LUV TUA U RAR—)L 13

Debian GNU/Linux & U Ubuntu DIHA (X, deb /8wy —U Mo/ VA R—ILLET,

Kaspersky Anti-Virus @A > Xk—)L% .deb /v —CHoBIRT 28 &%, avURSAUT
UTOESICAALET:
# dpkg -i <package name>

ARUREANTBE. 7TV —2aV I FBEMICA VR M= LENFET  AVAR—ILHAETT
Bl AVA—ILEDREICET AEBRARTINET (16 R—C D 3.4 #BH),

2
Mandriva T4 ARJE1—23vTOEYNT YT FIEE. DLEKTY,

A AR—JL#RIZ Kaspersky Anti-Virus AIEEISEBSNDLSIZT BIZF. ARL—FT42 5T
ATLD—EI7AILDFRERELT /root/tmp TALIMNIZEFERAL. FDTALIMIZHT S
EEAHERE. 7TV —2av DRTIERT 7 HIUb (TIAILMTIE Kuser) (25
FTEIBLELHYET,

BEICEOSTIE, ZDTALINI DT I RRIEEEET 50, RIEZHO TMP & TEMP 28
EEEEFHIBRLT. 7IVr—Sav A EEICEET 2OICRELRT7 I RENRESNT-
BDTALIR) (Jtmp/ 12E) EV AT LNMERT HEITINELAHYES,

3.2. FreeBSD NEBI{ET HH—/\~D
A A—=IL
FreeBSD M EIEY HH—/ NI Kaspersky Anti-Virus 24 VA —ILF BIZIF, pkg /Sy —C%

ERLEY,

Kaspersky Anti-Virus M4 > Xk—JL%E pkg /Svr—U oA d 51548 (F. v RSAUTU
TOELIICAALET:
# pkg add <package name>

ARUREANTBE TV r—2av BEBMICA VR —LENET . A VAT T YT
BEAVA—LVEDREICEHT HEHRVRTSNET (16 X—20D 3.4 £5H),
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3.3. 7IUr—arIrAILDIEFR

Kaspersky Anti-Virus Dt vh7y7dlE, 4—NEDTOTSLTALIMNIZZ TV r—ay
I7AINaAE—ShET,

FE!
man <man_page_name> AY VR T7 TS —3o DI =27 IIR—UNRERSNBESICT
BIZIE. LT OFIEERITTILENHYET :
e  Debian &&U SUSE Linux T4 ARJE2— 30 DA (E.
/etc/manpath.config 774 JLICA T DITEEMLET :
MANDATORY MANPATH /opt/kaspersky/kav4lms/share/man

e Red Hat Linux & Mandriva Linux T4 XAMJE1 -3 DB A .
/Jetc/man.config 774 JLIZUL T DITEEBMLET :

MANPATH /opt/kaspersky/kav4lms/share/man

e  FreeBSD TARRJE 21— 3> Di5E (L. /etc/manpath.config 774 ILICLL T DT
EMLET:

MANDATORY MANPATH /usr/local/man

MANPATH Z###ERT 35568 UTOaAYUREERTLT. 7IUr—23onDI=a7 ILR—
CHEENDTALINIADIRREFOE) AMBMLET :

# export MANPATH=$MANPATH:<path to the man pages directory>

3.3.1. Linux 2’89 Y —/\DT4L I &

Kaspersky Anti-Virus BIED 77L&, TIAHILFTUTOIGERIZENNET :
/etc/opt/kaspersky/kav4lms.conf — 7T —Sav DA DEREIT7AIL

/etc/opt/kaspersky/kav4lms - Kaspersky Anti-Virus X E 77/ ILHEENBT1LIR)
groups.d/ - FIL—TDEREITFAILDNEENETALIM)
default.conf - TIHILMT L—TDRENEFNDEEIT7AIL
locale.d/strings.en - 7 75— 3 MERTHXEINEENZT7AIL
profiles/ - ERIEHEIN-BETATFIIDNEENDITALIR:
default_recommended/ - T4 ILFRET7AILNEENZT ALY
high_overall_security/ - EtX 1T« FTATFAILDEREIFAILHNEENETAL
kY
high_scan_speed/ - &&RAFv>TAT7AILDERET7AILNEENST(LIM)
templates/ - BHI T IL—MNEENETALYM)
templates-admin/ - EEBEDBEMTIL—BEENLTLIM)
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kav4ims.conf - 7P r—2a> DAL VEET7AIL
/opt/kaspersky/kav4ims/ - Kaspersky Anti-Virus DAL TALIR), UL FTORBENEENE
9

/bin/ - Kaspersky Anti-Virus Y R—R< U bDRITI7AILBEINDTALIR)
kavdlms-cmd - AX RS A Y—ILDEFTI7AIL
kav4lms-setup.sh - 77U —a>Dtvb7 v TR Fh
kav4lms-kavscanner - 774V AT LRF v AVR—R UMD RITIFAIL
kav4fs-licensemanager - ¥—&EBIVR—RULDETI7AIL
kav4lms-keepup2date - EFHLEILR—RUMDETIFAIL

sbin/ - 7 ) r—2av DY —ERDRTIFAILBEENDT (LI

lib/ - Kaspersky Anti-Virus 5473774 ILDBEENZT(LIR
bin/avbasestest - kav4lms-keepup2date AVR—R U ENMERT S, EHET —4—

ADF Y O—REHEFHERIET H1—T14)T4

share/doc/ - ERAFERNERSIVEAIZATILNEENSTALIL

share/man/ - Y27 ILNEENDTALIR)

share/scripts/ - 7 TV —av RO Tei&EndT4LIMN)

share/snmp-mibs/ - Kaspersky Anti-Virus ® MIB N&FEh3TF4L K

share/webmin/ - Webmin 7 7Y —3>v DTS5 1o NEFENZTALIR)

Jetc/init.d/ - 7TV —2 3> DY —ERDFIHRA )TN EENZTALIR:
kavalms - 7 U5 —2a3> DA o —EZRDHIER 2T
kav4lms-filters - Kaspersky Anti-Virus 74 /L2 D &I#E X421 T~
/var/opt/kaspersky/kav4lms/ - Kaspersky Anti-Virus DRI ZET—ANEENETALIM):

backup/ - AyE—CDNVITITELCERI7AILDBEENSTALIRY

bases/ - EHET—AR—ANEENZTALILY

bases.backup/ - EET —ER—ADN\VITITNEENEZTALIN)

licenses/ - F—T7AIMNEFENDTALIN)

nqueue/ - A—)L¥ a1 —T7AILNEENSTALILY

patches/ - 7 ) —LavESa—ILDETFNEENDTALIN)

stats/ - it IFAILAEENDBTLIN)

updater/ - JREITITONF-BEHICETEBHRI7TIIILNEERET(LIN)

BE

ZDRZaTILTIE, ShLEIE Linux BED/SRZFEALET,




16 Kaspersky Anti-Virus for Linux Mail Server 5.6

3.3.2. FreeBSD WE1{EF 5 —/\DT1LIK)
BiE

FreeBSD OS A&k 3 %4 —/\ LTI, Kaspersky Anti-Virus BEED 77 AILIE. TIHILLT
LTOERICEMINET:
Jusr/local/etc/Kaspersky/kav4lms.conf — 7Y —av DALV DEREIT7AIL
Jusr/local/etc/kaspersky/kav4ims/ - Kaspersky Anti-Virus QREI7 ML EENDTAL L
IJ .
groups.d/ - Y IL—FDHRET7AILINEENZTALILY
default.conf - TIHIN IL—TDRENESENIREI7AIL
locale.d/strings.en - 7 77— 3 MERT HXFIMNEENZT7AIL
profiles/ - BRIEHZINERETOI7MILNEENETALIR):
default_recommended/ - TIAIEREI7AILDEENDTALIR)
high_overall_security/ - E+t%a)F4TOT7(ILDBREIF7AILHEENDTAL
Ik
high_scan_speed/ - & TOI77MILDREIT7AILINEENZTALIR
templates/ - BHRITYIL—bBEFENDZTALIR)
templates-admin/ - EEBEDBHNTIL—DBEENDTALIR)
kavdims.conf - 7TV r—a> DAL VEREITFAIL
Jusr/local/bin/ - Kaspersky Anti-Virus A2 R—R U bDEITI7AILDBBENNETALIR):
kav4lms-cmd - AXURZAY—LDEITI7AIL
kav4ims-setup.sh - 7TV —a> DEyh7 v TRHYTH
kav4lms-kavscanner - 77 LY R T LRF Y AVR—R U EDERTI7ZAIL
kav4lms-licensemanager - ¥—&EBaVR—RUrDEITI7AIL
kav4lms-keepup2date - EEFHMEALR—R D EITIFAIL
Just/local/sbin/ - 7TV —av DY —EZRDEFTI7AILAEENEZT(LIM)
Just/local/etc/rc.d/ - 7 TV —arv DY —EXDEIHR ) TR EENETALIMN):
kavdlms.sh - 77 r—2av DAY —EXDHIERS) T+
kav4lms-filters.sh - Kaspersky Anti-Virus 74 /LA &R 51 T~

/usr/local/lib/kaspersky/kav4lims/ - Kaspersky Anti-Virus DS54 75774 IR EENDTA
Lok

/usr/local/libexec/kaspersky/kav4lms/avbasestest - kav4lms-keepup2date a2 R—R kA
FRTE. EBET—IN—ADAIUA—RFFHBHRERIIT 51 —T1)T1

Jusr/local/share/doc/kav4lms/ - EFRAFEZNELSSIVEATZATILAEEFNDTALIN)

Just/local/man/ - Y=aF7ILWNEFENBTALIR)

/usr/local/share/kav4ims/scripts/ - 7 TV —a RO TeiE&FENDTALIRY
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Jusr/local/share/kav4lms/snmp-mibs/ - Kaspersky Anti-Virus ® MIB A& FENSTAL IR
/usr/local/share/kav4ims/webmin/ - Webmin 77U — 3> DFIST AV NEENDT(LY
~
/var/db/kaspersky/kav4lms/ - Kaspersky Anti-Virus DRI ET—2MNEFENETALIR):
backup/ - Ay =S DNV TITELICERI7MILDBEENST(LIM)
bases/ - ERT —HAN—ADEENZT(LIR)
bases.backup/ - EET —ER—ADIN\VITITHREENZT(LIR)
licenses/ - ¥F—J77 A ILNEENDTALIR)
nqueue/ - A—=JLF¥1—TF7AILINEENDTALIR)
patches/ - 77U —LavES a—ILOEHFNEENEZTALIMN
stats/ - METIFAILDEENZTALIR)
updater/ - REBICITONEEHICET HEHRI7IUDEFNRETALIM

3.4, AR ILEEDEYNTYS

TIVr—2a3v D74 IHBY—NI2aE—EhBEF I, VAT LARETOEANETSINE
T REFIEFBEBMICIEEYET vy —O3x—Dv (rpm #E) THEXRVYT O E
ANZELLNTVSIG I, FHTHREFIEZRB T IBELHYET .

HADEEERIAT B ATURFAUTUTOLIITAALET:
Linux DiH&E:
# /opt/kaspersky/kavdlms/lib/bin/setup/postinstall.pl
FreeBSD M54 :
# /usr/local/libexec/kaspersky/kavdlms/setup/postinstall.pl
UTOREEZRTLEYS:

1. aYEa—#ALIZ Kaspersky Anti-Virus 5.5 for Linux Mail Server &7=(% Kaspersky
Anti-Virus 5.6 for Sendmail with Milter API DFRET7AILHEHLET HHE. TDFR
EI7ANEERLTHEDEGN—TavOBRRICERL, RRETIIENTEET,
BEOEREI7ANEERLIGEIE. BH/XvTr—ICEENSTIHILEDE
TFALDRDYIZ, REITFANEERLIZI7AILAERSNET

lyeslZANT BE BE/NVT—CDRETFANDNEBRENE=RETFAILICEE
BAGNET, NOIZANTBE BM/N\VT—CDREITFAILIMERSINET
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ERINIRET7AIVIE. TIHILLTIIUTOTALIMNICRESNET:

kavdmailservers -
/etc/opt/kaspersky/kavdlms/profiles/kavdmailservers5.
5-converted

kavmilter -
/etc/opt/kaspersky/kavidlms/profiles/kavmilter5. 6-
converted

X—TF7AADNREERELET

HEF—DAVRA—LENTWNVENE, AR LHRIZERT —EXN—RADEHE
FUREXRZFAMCDERDITHEOAER A TDEEIF. F—F1VRX—)LLTZ
BT FHTENLDIEEEETTILENHYET

AV A—2yMEGRIC, TR =D IRSA—2EZUTORKXTHEELET:
http://<IP-proxy server address>:<port>

F=l&

http://<user name>:<password>@<proxy server IP addres
s>:<port>
(FOOSH—NHREAEVBELT B5H)

AUA—FYMERTTAI Y — 1\ EHEALEVNES [EMnolZ A SLET

kav4lms-keepup2date B R—R UL, CCTHREShI-EXZFERLTEH T
ICHERLET

EET—HIN—REEHTDIZIL. Tyes1#AHALET . BHLLALEEEInolE A
HLFET . A TEHFIEEEITT 5B E L. kavdlms-keepup2date > R—R UM%
HERALET (M 73 R—C0 7.2 23 ])

Eae:
EERT —IR—REEHT BT AVRA—LSNTVEEZF—DRETT,

EET—HIN—ADBEHEHEELTET DICE. Tyes1EANLET, CCTIEHEHE
FEHRELGEWGESIEINOIZANLET . R TEHEHRTET 55H S L. kavdims-
setup AVR—RUMEFERTEMN (72 R—OD 7.1 22 8). FEFHTHRELE
T (89 R— M 10.2 5 R)

gL
gmail DEBEHEMS T HHERIE. LTDATRURERTLEYS:

# /opt/kaspersky/kavdlms/bin/kav4dlms-setup.sh \
--install-cron=updater --user=root

Webmin @ Web 4>4—27x 4 AT Kaspersky Anti-Virus &8 3 506D
Webmin EPa—)LEAVAb—)LLET
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VE—FEBISTAIUNAIUR—ILENZDI(E, Webmin B FI+ILMFAL IR
AVAP—LENTWBIGEEE T TS TTTAUNAV R —LEN Tk, TS5 1>
EF7 TV =23 OROEEREICET BHIRSAUNRRSNET

Webmin £V 21— )LEAVAM—ILT BIZ([XTyes | Z. AV A—ILLEEWGEEIEno )
FAALET

7. A—IRSTAVIETANADLRETIRAMCDYRMNERELET . TI4I/LME
IZTlocalhost, localhost.localdomain T3, ZDFEFEFEAT 5H &% [Enter]
F—ZFHLET

FEITRAMVDYRMEIEET HHEIE. IXVRSAVTAALET  EHROEZEE
ETHEEE. AVIRNYBATAALES . TRIPERKRREFRATEFT . E
DARIERSYS 2 TIRT—TLET

£l -
re:.*\.example\.com

8. Kaspersky Anti-Virus & MTA &#iELET, aVE1—2IBRED MTA L#ET5
FERELT BRENETIHIMEEZDFFEFEAT S0 FLEXIITHEETIC
FHTETTHELTEET MTA LOHEDFEMTONTIE. FE 4 E (25 R—
D) #BBLTIESW

TI74ILETIE, Exim & Postfix DF1—EBMBEOHENTHNET (26 R—PD
411 BLUR2R—DM 421 #BE)

@A |
=R -

Sendmail EDBEEHEERYITRE. BIZ .mc I7MILDEBREZRAET, Chld.
ZTORDEFHTIEAASNENRBFESNINSTY, FELEL .mc T7MILE
ST DAVIL—RH .mc T7AILVHATEHRESNTVDEHEE. 20O .mc F7AI)LIE
Kaspersky Anti-Virus O & CERTEEE A, TDH &, sendmail-cf /\y
=% AVAM—ILLT, of Z7 ANV EFERLEHEETLET,

HET .mc I7ANEFERTEGRWGES X KDYIC of T7MILBERSNET .
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3.5. SELinux Y X7.L#EKLU AppArmor

SRATLTOT )AL —ILDEE

Kaspersky Anti-Virus QO BI{EICAEZ)L—ILEFERLT SELinux B a—ILEERLT BIZIE.
TYRT VT EA— LV RTLEDHENTETLIZET. U TOFIEERTLET:

1.

SELinux % Permissive E—FIZHIYEZ £ :
# setenforce Permissive

TFARAMAYE—D%F 1 HUEREELT, AYE—UHNIOAILRARX Y UENALTZES
[TEEShAILEHERALET

TAYILA—RIZE DV TIL—LED2—ILEERLET:

Fedora MH&:

# audit2allow -1 -M kav4lms -1 /var/log/messages
RHEL Di5&:

# audit2allow -1 -M kav4lms -
i\ /var/log/audit/audit.log

EREINFIL—IVEDS 21— IVERHAHETT :
# semodule -1 kav4lms.pp
SELinux % enforcement E—KRIZYIYEZ £9:

# setenforce Enforcing

Kaspersky Anti-Virus IZB S 2 LWVEBEAVE—SARTENEESE. L—ILES2—IL
T7AINVEBHFHTEILENHYET:

Fedora D54 :

# audit2allow -1 -M kav4lms -i /var/log/messages

# semodule -u kavdlms.pp

RHEL D55

# audit2allow -1 -M kav4lms -i /var/log/audit/audit.log

# semodule -u kav4lms.pp

B OVNTIX. UTOEHESBLT S

RedHat Enterprise Linux:[Red Hat Enterprise Linux Deployment Guidel®D %
44 ZE T Security and SELinux |

Fedora: Fedora SELinux Project Pages
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e  Debian: Documentation for Security Enhanced Linuxselinux-doc /Sv4—< M
['Configuring the SELinux Policyl

Kaspersky Anti-Virus MEIEICHEL AppArmor TOT77 A ILEBH T BICIE, wvkTyvT &
A=V RTFLEDHENETLEE T UTOFIEEEITLET :

1. F7FIIVr—23v®IIL—)LEFTRT complain E—FIZHIVEZ F3:
# aa-complain /etc/apparmor.d/*

# /etc/init.d/apparmor reload
2. AL RTLEBEEELEY:

# /etc/init.d/postfix restart
3. kav4ims & kav4lms-filters ZHEELFET :

# /etc/init.d/kav4lms restart
# /etc/init.d/kavd4lms-filters restart

4. TFTRMAVE—DE 1 HLUERELT, AvE—UHBDAMINARF YU E/INALTRIES
ISEIESN BT LEHELET

5. JO77ANEHI—TAUTAERELET:
# aa-logprof
6. AppArmor L—ILEBEHRHAHET :
# /etc/init.d/apparmor reload
7. FIIH—23avmIL—ILEF AT enforcement E—RIZHIYBEZFT

# aa-enforce /etc/apparmor.d/*

# /etc/init.d/apparmor reload

Kaspersky Anti-Virus 1B 2HLWNEBAYE—UNRRSNIIBAIE. ATYT 5 & 6 %@
URTHENHYET .

HMZOVTIE UTOEHESEL TS

e 0openSUSE #4&U SUSE Linux Enterprise Server:[Novell AppArmor Quick
Startll. [Novell AppArmor Administration Guide]

e Ubuntu:[Ubuntu Server Guidel® % 8 ZlSecurity]
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3.6. Kaspersky Anti-Virus 2895
Webmin 21— I)LOAV AL

Kaspersky Anti-Virus MO &j{E(&. Webmin #{#>T Web IS5+ TJE—barbA—)LTEE
ER

Webmin (Z. Linux/Unix R FLDEBEHEICTASESICTEITAYSLTYT, ZOVYIH
DITIXED A — I EEICHESTEY. FRES 12— L PHRELED 2a—ILDEFHEE Y R—FL
%9, Webmin 2D\ THEMIBEHK. Webmin /Sy —SDEHoO—RIZDLNTIE.
www.webmin.com ZZS B L TZEY,

Kaspersky Anti-Virus DEA /{4 —2(21E, Webmin EX 2a—ILAAEFEATWET, ZOE
Da—ILADERIE. AT LI Webmin AV RM—ILEATHNIET TYr—av (4o X
F—ILEDEE (17 R—2 0 3.4 28 R) O LE F1=I1& Webmin 12 Xb—JLEICWLVDTHEA
HETY,

N LIBETIE. Webmin £V a—JLIZ##i LT Kaspersky Anti-Virus Z B TE5L5129 571
OICHELRFIEEFHLEGBHELET,

Webmin DALV RM—)LTTIAHIMEEEFERALTHNIE. 1A= ILFHEEDRTHRTIC
HTTP/HTTPS Z#ERALTHR—k 10000 IHEHEL. Web TS59H M5 Webmin (275 ERTEE
T,

Webmin €2 a— L&AV RA—ILT BIZ(E:
1. Web IS0 H%ERALT,. EEEERT Webmin IC7VEALET

2. FAY5LA=a1—0 [Webmin Configuration] #7%;&RL. [Webmin Mod-
ules] €V avITEAET.

3. [Install Module] £%>3>M® [From Local File] &:&RL. | | &0 voLE
¥ (1)

Webmin modules can be added after installation by using the form to the right. Modules are typically distributed in .wbn files, each of which
can contain one or more modules. Modules can also be installed from RPM files if supported by your operating system

'#) From local file \_l
1) From uploaded file @)
) From fip or http URL |

') standard module from www.webmin.com u

) Third party module from | Select

f)wcmo&h when installing
© &nxcusuiywumwm:]rwl
") Grant access to all Webmin users

Install Module

¥ 1. [Install Module] &3>
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4. HEO Webmin E21—ILAD/IRREERL, [OK] £9)voLES

SEEE:
Webmin €2 2 — JL1& mallgwwbm W57 74 I TT . CDEDa2—LIE
/opt/kaspersky/kav4ims/share/webmin/ 7 « L 2 k1) (Linux O iF & ) F = &

/usr/local/share/kav4lms/webmin/ T«4L4 k) (FreeBSD DIFE) IZTIAILTAVA—IL
SINFEF,

Webmin E21—IL DAV A= ILAERITITHONI=CEERT AvE—UA BEICRTEN
E 2

[Others] 2T HRDT7 A2 %ED)vo$ HE. Kaspersky Anti-Virus DREICT IV ERATEET
(K 2)

B Feedback "¢ ¢ Log Out

00O P LS

Webmins System. Serverss Networkings Hordware  Clusters Others

o

Perl Modules Protected Web SSH/Telnet Login

Directones

M
System and Server Upload and
Status Download

2. [Others] 27N M Kaspersky Anti-Virus
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3.7. 7I)r—LavnHlk

Kaspersky Anti-Virus 4 —/\H 5 BIBT 5121&, X—/8—21—4 (root) {ERNSLETT &
ELEREH > TLVELI—HI(E. T root LLTRSF U LTHLHIBRNEEZRBET I E
RHYET,

—7-—]
=9 -

HIRME[FBEERTSN, 7TV —2av MBI LET  A—HICLPBERRESYFEE A,

HIRLEETIX, 7TV —avhBElEEn, AV A= ILEICERESN =70 ILET AL IR
DEIRESNET =L, EEENMERFLIIEBLETZAILET ALY (FFTVr—230D
BREITFAINTIN—TDHREIT7AIL, ToTIL—RBHIT7AIL, NI TITTALOR) F—
T74I) [EHIBRESN TR YET,

FIVr—2a  QHEIBRBEIL, Ry =SR2 —Dv DR E TR TEFS . 2T
IE. FNEFNDFEIZDOWNTEHEMICHBELET .

rpm /3w —Uhin A VA R—JLLT= Kaspersky Anti-Virus ZBIRT 51841, avURS(UT
LTFOESIZAALET:

# rpm -e <package name>

deb /Svr—U MU AR—)LLT= Kaspersky Anti-Virus ZHIBRT 51581, v FSAUT
UTDOESIZAALETS:

# dpkg -P <package name>

FIVr—2avE—HEISREIT7ANLHIBREINET . £ LT OESITAATEETTY
T—avIFHIBRENET AL RETTAILITHIBREShEE A

# dpkg -r <package name>

pkg /3T —UMhbA X h—)LLTz Kaspersky Anti-Virus ZHIBR9 %35& (&, a9V F5/42T
DLTFOKSIZAALET:

# pkg delete <package name>
TV r—2a v QEIBRNEREICTHONI-CEETRTAVvE—IUN BEICRRINET,

FI)r—2avDYE—NEBRTSS 4> (Webmin P a—IL) AUV RM—ILENTNREES
[, ZE D Webmin Y— L& ERALTFHTHIBRT 2RELHYET,




$4E, MTA LO#HS

A2 A—JLLT= Kaspersky Anti-Virus (&, RACDA— LI AT LERATIHERHYET,
ZOEHIZIE. TFUr—avk MTA DFRENDEREIT7AIDINGA—FEEBLET, #
BERTTBICE. B/ NAVT—CICEFNIRTERIVIEERTIN (17 R—2D 34 &
KU 89 R—=UM 10.2 #BMW). FFENTNDOBREI7MILEFHTEELET .

Exim TO# A (L. pre-queue [Z&kBHEL post-queue IZ&DBFEMNIR—FESNTLET,
pre-queue [ZEB#HBE DB E. Avt—21F MTA Fa—(SEBMENBHENZATDI=HIZERES
hFET, post-queue IZKBMEDIFEE . AvtE—T & MTA Fa—ITBMShzRICHTShE
ED

b= 3
post-queue IZ&kBMEEFERATSBHE.MTA TA—ILEEETAHIELIETEFE A, 12120,
Kaspersky Anti-Virus D& E TH Iz UM T HIRELLT reject NBIRSNTLDIGE.
BEEEEAVE—CEREMERELET . BHNTHFRANMIVIL—TEEITI7IILD
[kav4ims: groups. <group_name>.settings] ¥~ 3> ® RejectReply + 73> T
EELET,

?'I!I-Ii

MTA. Z4)L43, B KU Kaspersky Anti-Virus DAL H—EREDBDT—EARBETHERAIND
VIMME LTFDIL—ILIZH-TEY HTONET :

® inet:<port>@<ip_address> - RYrIT—UVTIrDIHEE

e local:<socket path>- A—AILVTYrDIGFE

&
VI EERTAEE. UTOIL—ILIZHSBENHYET:
o  R—rES (RYLT—OVYTIREED—E) (X 1024 KYEKRELZ T NIEESEEN

o TANAEAMUY—ERFELLE FERAT ANV IYNITIERT H=HIZ0)
BELERZH>TLVEITAIEESE

|l
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4.1. Exim :D#E

Kaspersky Anti-Virus Tl&, 2 DD AET Exim EiETEET:

o JL—ADEFIZLD post-queue BRDIME : REXMF U —/\EE BT DHA—ILL
ST49TIEFT AT MTA Fa2—[TEBMEINFRICAF o D=OIZERE SN S (post-
queue DITAILRYY)

o HAF3IvHO—KS54TSJIZ&D pre-queue HRDOME: AvtE— (. MTA
Fa—ITEBMEN BRI AT Y D=OICERESNS (pre-queue DI ILRYLY)

4.1.1. JL—3DEEIZLS post-queue ERXDHE

L—BDEFEICEDMETIE. TRTDA—IEEI -V AL DAYE—U R RF Y D=
DITEESNET, TDEHIZIE, & Exim JL—2 0 pass_router A7 3>DiEELLT
kav4lms_filter 2153 2L EAHYET,

post-queue [Z&kA#HE TlL. Kaspersky Anti-Virus ~MDA—JLEEEE KU MTA ~DREZFIE
BICEMESE SOOI LTOEBEH-TRENHYET:

1. MTA DoDAvt—CFETYIT BESCTAINEERET DRENHYET . [T1L42
-MTAIEHEORBRIBE. AM>OT7 TS5 —2avBEEIF7AILD
[kav4ims:filter.settings] - 3> ® FilterSocket # 73> TCEHSN DY
TIURTY

2. TANBE RAF DDA —ER AV E—CEETRENHYET (74
LB - AP —EX EHEORIKIE. AMVDTIVr—2avBEIT7AILD
[kav4ims:server.settings] 730 ServiceSocket # 73> TE&HEEIND
VirybhTY

B
J4)LA% Exim &#i& 9 5154 . FilterSocket. ServiceSocket., £ kU For-

wardSocket D E&A T avNRyhT—OVU YL ES BT HESICHKRET DHEMN
HYVET,

3. TALARFAYE—DF MTA ITRETDMENHYET [7T)r—a - MTAJHER
DEIGIE AV DT TV r—2aV R ET74( LD [kavalms:filter.settings] %
L3> @ ForwardSocket 73> TE&HSINDYTYATT
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FFI)r—avERERY) FhEFERALT Kaspersky Anti-Virus & Exim &EAT 5101

LTOavUREERITLET:
Linux Di5&:

# /opt/kaspersky/kav4dlms/bin/kav4dlms-setup.sh \
--install-filter=exim

FreeBSD DIFH:

# /usr/local/bin/kav4lms-setup.sh \
--install-filter=exim

FET Kaspersky Anti-Virus # Exim &E& T 51

1.
2

EXim SRET7AINDINITITEERLET

Exim 52774 /LM main configuration settings 5> 3> (LT O1TEEMN

LFET:

#kavdlms-filter-begin-1

local interfaces=0.0.0.0.25:<forward socket ip>.\
<forward_socket port number>

#kavdlms-filter-end-1

<forward socket ip>.<forward socket port number> IZ[E. RF v

BIZA—ILEEZET DY YD IP PRLRER—MERELET
Exim SRET74 LD routers 73 (CUTDITEEMLETS:

#kavdlms-filter-begin-2
kav4lms_dnslookup:
driver = dnslookup
domains = ! +local domains
ignore target hosts = 0.0.0.0 : 127.0.0.0/8
verify only
pass_router = kavé4lms filter

no_more

kav4lms_system aliases:
driver = redirect
allow fail
allow_defer
data = ${lookup{$local part}lsearch{/etc/aliases}}
verify only

pass_router = kav4lms filter
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kav4lms_localuser:

driver = accept
check local user
verify only
pass_router = kavdlms filter
failed address_router:

driver = redirect
verify only
condition = "{0}"
allow fail
data = :fail:

no more

kav4lms filter:
driver = manualroute

condition =

Failed to deliver to address

"${if or {{eg {S$interface port}\

{<forward_socket port number>}} \

{eq {$received protocol}{spam-scanned}} \

PO {11}
transport = kavd4lms filter
route list =
self =
#kav4lms-filter-end-2

send

"* localhost byname"

<forward socket port number> [, FIyVHEDA—ILHEEINER— &

8Ty

#kavdlms-filter-begin-3
kav4lms filter:

driver = smtp
port =
delay after cutoff = false
allow_localhost

#kavdlms-filter-end-3

<filter_ socket_port number> [&,

.a—

Exim O transports 73 (CUTOTEEMLET :

<filter socket port number>

T4NEY—ERDNEFHRT 2 R—FEET

5.  ForwardSocket /$5A—RIZXTFVT 2 @

<forward socket ip>.<forward socket port number> %

&
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©

F L %9 ., ForwardSocket /85 *— %% . kav4lms.conf SFE 77 1)L D
[kav4ims:filter.settings] +/ 3 IHYET

kav4lms-filter 4—ERXEELLET

LIT D 1T% /var/opt/kaspersky/applications.setup (Linux DFA) Fi=I%
/var/db/kaspersky/applications.setup (FreeBSD Mi54&) @ [1043] o 3vic
EBMLES

FILTER SERVICE=true
FILTER SERVICE=kav4lms-filter

kav4ims-filter +—E XEFIALET
Exim #BELET

4.1.2. 54F3yH/O—RS5/4T3Y)IZ&b

pre-queue X D#HE

TANARE RXX DDA —ERICAYE—DFETRENHBYFET  [T4LE - A
VH—EXIEROBBRE . AMCOT TS —VavEETFALD
[kav4ims:server.settings] £ 3@ ServiceSocket 7> avTEHBINZVY VYT

ER

FTIVr—a B ERYY T EEALT Kaspersky Anti-Virus & Exim &fEE T BIZIE:

UTDavUREETFLET:
Linux D54

# /opt/kaspersky/kavdlms/bin/kavdlms-setup.sh \
--install-filter=exim-dlfunc

FreeBSD DB A :

# /var/db/kaspersky/kav4dlms/bin/kav4lms-setup.sh \
--install-filter=exim-dlfunc
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Kaspersky Anti-Virus & Exim EFEBTHE T BIZIE:
1. Exim T difunc a>ToYIIILA) T BREN Y R— RSN TWAILERERLET .
LUTOaTURERITLET:
exim -bv
HR—rENTVBEEE. U TOESETFERDRTINET
Expand_dlfunc
2. EXim BREI7AINDNIT v TEERLES

3. Exim ®ET74/LD main configuration settings 5> 3> (UL T DITEEM
LFEd:
#kavdlms-filter-begin
acl_smtp data = acl_check data

#kavdlms-filter-end
4. EXim BEI7AILD ACL £ avICUTOTEBMLET:

acl_check data:
#kav4lms-dlfunc-begin

warn set acl m0 = \
S{dlfunc{<libkavexim.so>}{kav} {<socket>}\

{/var/tmp//.kav4dlms-exim} }

accept condition = ${if match{$acl mO}{\N"kav4lms: \
continue\N} {yes}{no}}

logwrite = kav4lms returned continue

deny condition = ${if match{$acl mO}{\N"kavd4lms: \ re-
ject.*\N}{yes}{no}}

logwrite = kav4lms returned reject

message = Kaspersky Anti-Virus rejected the mail
discard condition = ${if match{S$acl mO}\
{\N*"kav4lms: drop.*\N}{yes}{no}}

logwrite = kav4lms returned drop

message = Kaspersky Anti-Virus dropped the mail

defer condition = ${if match{$acl mO}\
{\N"kav4lms: temporary failure.*\N}{yes}{no}}
logwrite = kav4lms returned temporary failure

message = Kaspersky Anti-Virus returned \
temporary failure

accept
#kavdlms-dlfunc-end

<socket> [£71/LA& Kaspersky Anti-Virus DAY —EREDBEIERINDS
Y4 v k%K L. Kaspersky Anti-Virus O A4 VB E T 7A4IL D
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[kav4ims:server.settings] &~ 3124% % ServiceSocket [Z&->THRESN
TWLET, <libkavexim.so> [, libkavexim.so SA TSV ETHD/ARERLET

32Ewh Linux FARRE2—L 30 DB A

/opt/Kaspersky/kav4lms/lib/libkavexim.so

64 Ewb Linux T4RMNE1—YarniBE:
/opt/Kaspersky/kav4lms/lib64/libkavexim.so

FreeBSD M54

/usr/local/lib/Kaspersky/kav4lms/libkavexim.so

5.  kavdlms-filter Y —EXZ{EIELET

6. LIT®DiT% /var/opt/kaspersky/applications.setup (Linux D 5&) Ei=(&
/var/db/kaspersky/applications.setup (FreeBSD MDi54&) @ [1043] i3>z
mLEd:

Linux D54 :

FILTER SERVICE=false

FILTER PROGRAM=/opt/kaspersky/kav4lms/lib/libkavexim\
.so

FreeBSD DB A :
FILTER _SERVICE=false

FILTER PROGRAM=/usr/local/lib/kaspersky/kav4lms/\
libkavexim.so

7. EXmzEEHLET:

4.2. Postfix LD#ES

Anti-Virus % Postfix & 3 DDA ETHET H2ENTEET,
® post-queue IZLBHHE: RESNDIY—NEEBTEITRATOA—ILLS
TV A=WV RTLDF1—([TEMINBFNI RFvo DF=DITERES
hET
®  pre-queue [ZkB#iE: AvtE—Tld A= RT LDOF 1 —(2BMESN BT
12 RF Y DEBIZEESNET
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®  Milter IZ&B#A: Ayt—Tlk Milter /1227 —RXEFIALT. REF v D=
DITERESNFET,

4.2.1. post-queue [ZX5H#HE

Kaspersky Anti-Virus ~MDA—JLEEEH LU MTA ADRFEEEBICEMESE 5=, LTD
FHEBTRLENHYET:

1. MTA DoDAvtE—SETVIT RIS TAINEERETIREAHYET . [T1L4E
-MMAIEEBGEORIBIX. A>T TIVr—SavBEITIZAILD
[kav4ims:filter.settings] - 3> ® FilterSocket + 7 avTE&HEINDY
TYRTY

2. TALBF RAFYU DDA Y —ERAVE—CEETBENBYETS [T
VB - AP —ER I EROBRIKE AT IV r—2avEEIT7AILD
[kav4lms:server.settings] 433> ® ServiceSocket + 73> TEEIND
ViryhTY

g

&1

Postfix &#ta 9 5154 FilterSocket. ServiceSocket. £ &1 ForwardSocket o
B Tav MRy T —oVr b EIEO—AILY T I rES BT BESCRETEE
ER

3. TANARIFAYE—DFE MTA [SRETIBRENHYET . [7TUr—a - MTAIER
DRIGIZ A2 DT TV —2 3V EI7/ILD [kavdlms:filter.settings] 4
L3> 0 ForwardSocket A 73> CEEHSINDYTYATT

FTI)r—av iR ERY) FREEALT Kaspersky Anti-Virus & Postfix &#& 9 3IZIE:
UTOaRREETLET:

Linux Di54E:

# /opt/kaspersky/kavdlms/bin/kavdlms-setup.sh \
--install-filter=postfix

FreeBSD MiHA:

# /usr/local/bin/kav4lms-setup.sh \
--install-filter=postfix

FH)T Kaspersky Anti-Virus % Postfix L& T BIZ(:
1. master.cf Z7AILIZLUTDITEBMLET:

#kavdlms-filter-begin

kavdlms filter unix - - n\
- 10 smtp

-o smtp send xforward command=yes
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<forward socket ip address>:<forward socket port>\
inet n - n - 10\
smtpd
-o content filter=
-0 receive override options=\
no_unknown recipient checks,no header body checks,\
no_address mappings

SEEC:

Postfix 2.3 Ll ETO—ALYryreEAY 55 E . no_milters A7 avm ki,
UTDTHBMLET:

-0 receive override options=\

no_unknown recipient checks,no_header body checks,\

no address mappings,no milters

-o smtpd helo restrictions=
-o smtpd client restrictions=
-o smtpd sender restrictions=

-0 smtpd recipient restrictions=\
permit mynetworks,reject

-0 mynetworks=127.0.0.0/8,[::1]1/128

-o smtpd authorized xforward hosts=\
127.0.0.0/8,[::1]1/128

#kavdlms-filter-end

<forward socket ip address>:<forward socket port> IZI&. 7 7T
T—2aVITkBTFIVIRICA—INEERET DY T UD IP TRLRER—IEREL
FY

2. maincf Z7AILICUTOITEEMLET :

#kavdlms-filter-begin

content filter = \
kav4lms filter:<filter socket ip address>:\
<filter_ socket port>

#kavdlms-filter-end

<filter socket ip address>:<filter socket port> [ZI&. Jq)L2T
OtRAFHT YT IED IP TRLRER—MERELET

3.  kav4lms-filter —ERZEZIELET

4.  LUT®D1T% /var/opt/kaspersky/applications.setup (Linux M 54&) E£f=(&
/var/db/kaspersky/applications.setup (FreeBSD Mi54&) @ [1043] o3Iz
EBALET:

FILTER SERVICE=true
FILTER PROGRAM=kav4lms-filter
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5. kavalms-filter +—E XZBAELET
6. Postfix ZEEELET :

4.2.2. pre-queue [Z&5#S

Kaspersky Anti-Virus ~MDA—)JLEEEE &V MTA ADREZEBICEMESES1=0IZ, LLTD
FHEBLTRLENHYET:

1. MTA DDA tE—SETVIT RIS T A ERETIREAHYET . [T1/L4E
-MTAIEBEORIFEEF . AMCDT7TVYy—SavHEETI7ALD
[kav4lms:filter.settings] %33> @ FilterSocket 7L av TEHEINZVYSYRT
¥

2. TANAE RX Y DEOITAM Y —ERICAYVE—CFEBETBELHYET . [T1
LA - A —ER I BROBIHE. AMVDT7 TV r—2a B EIT7AILD
[kav4lms:server.settings] 233> ® ServiceSocket AT aVTEZHESNZ YTy
kY

- |

=13 -
Postfix &#tA 9 %154, FilterSocket, ServiceSocket. # &1 ForwardSocket
DEFTavNR b T—oUrybEIFO—DILY T b ES BT LSRR ETE
9,

3. TANLARIFAVE—DF MTA ISRETDBENHYET . [TTUr—3> - MTALHE
BORIKIZ. A DT TV —2aVRET7AILD [kavalms:filter.settings] %
23> @ ForwardSocket & L3V CEHESN DY YNTT

SERE:

KI=2TF/NH 5 Postlix DERENXFIHEIE—FTBEEIL. "\ " BEFRYBEHTLEL
THel1 BLI1ZL TS,

FIVr—a R EAD )T EFEALT Kaspersky Anti-Virus % Postfix E#E& I I (F:
UTFTDav REETLET:

# /opt/kaspersky/kavdlms/bin/kavdlms-setup.sh \
--install-filter=postfix-prequeue

in FreeBSD:

# /usr/local/bin/kav4lms-setup.sh \
--install-filter=postfix-prequeue

FF)T Kaspersky Anti-Virus % Postfix S#& 9 AI21%:
1. master.cf Z7AILICLL T OITEEBMLET :
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#kavdlms-prequeue-begin
kav4lms filter unix - - n\
- 10 smtp
-o smtp send xforward command=yes
<forward socket ip address>:<forward socket port>\
inet n - n - 10\
smtpd
-o content filter=
-0 receive override options=\
no_unknown recipient checks,no_header body checks,\
no_address mappings

R
Postfix 2.3 W ETO—HILY 7 ybEHERT 5154 . no_milters 73> d kI,
UTDOITHEMLET :

-0 receive override options=\
no_unknown_recipient checks,no_header body checks,\
no address mappings,no milters

-o smtpd_helo restrictions=

-o smtpd _client restrictions=

-o smtpd_sender restrictions=

-o smtpd recipient restrictions=\
permit mynetworks,reject

-0 mynetworks=127.0.0.0/8,[::1]1/128

-o smtpd authorized xforward hosts=\
127.0.0.0/8,[::1]/128

#kavidlms-prequeue-end

<forward_socket_ip_address>:<forward_socket_port> 1ZI&, 7 FUr—avick
BFTYIRITA—ILEERET BV VD IP FRLRER—IERELET
2. maincf F7AILICUTOTEEMLET :
smtp inet n - n - 20 smtpd
add the parameter
#kav4dlms-prequeue-begin
-o smtpd proxy filter=:<filter socket port>

#kav4dlms-prequeue-end

3. kav4lms-filter ¥ —EXZZEIELET

4. LT OIT% /var/opt/kaspersky/applications.setup (Linux D H&) Fi=(E
/var/db/kaspersky/applications.setup (FreeBSD Di54&) @ [1043] &5 3vItiE
mmLES:
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FILTER SERVICE=true
FILTER PROGRAM=kav4lms-filter

5. kav4lms-filter —E RZBABLET
6. Postfix #HEBLET:

4.2.3. Milter [2&5S

Kaspersky Anti-Virus ~M * —JLERES LU MTA ~ADBRZEFEFEICBESES1=0HIZ. KL
TOEKEBH-ITLENHY FT :

1. MTA DoDAvtE—SETVIT RIS TR ERETIREAHYET . [T1L4E
-MTAIEBEORIFEEF . AMCDT7TVYy—SarvHEETI7ALD
[kav4lms:filter.settings] %33> @ FilterSocket 7L av TEHEINZVYSYRT
¥

2. TANAE RX Y DDA —ERICAVE—CEBETRELNHYET . 171
LA - A —ER I BROBIGKE. AMCDT7TUr—2a B EI7AILD
[kav4lms:server.settings] 233> ® ServiceSocket A T3V TEZHESNZ YTy
rCY

@A |
=&

=

Postfix L& 9 5154 . FilterSocket. ServiceSocket M&F+ T arhARvyhk
D=9 yhERIEO—AIN YT IR ES BT HESIZRETEET,

AIY=aT L5 Postfix DEREAXFHEIE—FT HIGEEE. "\
WTHEITF B ESIZLTLEELY,

EEERYRESHITLA

FIVr—2avi&EARY) FEFEALT Kaspersky Anti-Virus % Postfix &#E& T 5121E:
UFDavy FEETLET :

# /opt/kaspersky/kavdlms/bin/kavdlms-setup.sh \
--install-filter=postfix-milter

in FreeBSD:

# /usr/local/bin/kav4lms-setup.sh \
--install-filter=postfix-milter

FH)T Kaspersky Anti-Virus % Postfix L& T BIZ(:
1. maincf Z7AIVIZLUTDITEEBMLET:

smtpd milters = inet:127.0.0.1:10025,
#kavdlms-milter-begin

milter connect macros = j _ {daemon name} {if name} \
{if_addr}
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milter helo macros = {tls version} {cipher} \
{cipher bits} {cert subject} {cert issuer}

milter mail macros = i {auth type} {auth authen} \
{auth ssf} {auth author} {mail mailer} {mail host} \
{mail addr}

milter rcpt _macros = {rcpt mailer} {rcpt _host} \
{rcpt addr}

milter default action = tempfail

milter protocol = 3

milter connect timeout=180
milter command_ timeout=180
milter content timeout=600

#kavdlms-milter—-end
2. kavdlms-milter ¥—ER&EILET

3. LT ®MiT% /var/opt/kaspersky/applications.setup (Linux D 5&) Fi=(&
/var/db/kaspersky/applications.setup (FreeBSD MDi5&) @ [1043] i3Iz
mLEd:

FILTER SERVICE=true
FILTER PROGRAM=kav4lms-milter

4.  kav4lms-milter H—E X #BHELET
5. Postfix #EEBLET :
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4.3. gmail LDO#HE

gmail MTA Tl&. Z4L2) T OHRERYR— SN TOWER A TULEIVT L. T T)r—
a3 vIZft B @ /opt/kaspersky/kav4ims/lib/bin/kav4lms-gmail (FreeBSD @ 15 & 1%
/usr/local/libexec/kaspersky/kav4lms/kav4lms-gmail) /84 FUJIZk->TERESN ., gmail D
gmail-queue NAFYDRDOYIZZDNRAFUNEREINET . CONAFVEToINRYLTE
FTL. A—ILES5T0vo% gmail @ gmail-queue ITEELET ., AvE—21F MTA Fa2—(2
EBINENDRHNZ. R D=OIZERE SN FET (pre-queue [Z&KDBTqILAYLYT),

g

-]
= -

gmail L& T 5154 . ServiceSocket AT avNRyhT—o Yy EIEO—HILY vk
ESBTHEICHRETEET,

FIVr—a R ERD T EFERALT Kaspersky Anti-Virus Z gmail &EE69 BICIE:
LTFDavURERTLET:

# /opt/kaspersky/kav4lms/bin/kavdlms-setup.sh \
--install-filter=gmail

FreeBSD DB 4 :

# /usr/local/bin/kav4lms-setup.sh \
--install-filter=gmail

FHT Kaspersky Anti-Virus % gmail L& 9 B!

1. /var/gmail/bin T«4LYKJIZEH S gmail-queue 774 LD L Fi% gmail-queue-real
ITEBELET

2. /opt/kaspersky/kav4ims/lib/bin/kav4lms-gmail (FreeBSD DA &
/usr/local/libexec/kaspersky/kav4lms/kav4lms-gmail) 77 4 JL% /var/gmail/bin
T4LOR)ZaE—L T, 4% gmail-queue [(CEELET

3. gmail-queue 774 )L & gmail-queue-real 77 A ILDT I EREEUTDELSIZHTE
LFET:

-rws—x--x 1 gmailg gmail
4. kavdims-fiter 4—EX#EEIELET
5 LUTOTALIMIEZORNBEDOREELY IL—T% gmailg:gmail ICEELFET :
e Linux D54
# /opt/Kaspersky/kavé4lms/bin/kav4lms-setup.sh \

--switch-credentials=qmailqg,qmail
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e FreeBSD Mif&:
# /usr/local/bin/kav4dlms-setup.sh \

--switch-credentials=gmailg, gmail

6. LIT®M1T% /var/opt/kaspersky/applications.setup (Linux MiF&) FfI1E
/var/db/kaspersky/applications.setup (FreeBSD Mi5&) @ [1043] 93>Iz
EBMLES:

Linux Di54E:

FILTER SERVICE=false

FILTER SERVICE=/opt/kaspersky/kav4lms/lib/bin\
/kav4lms-qmail

FreeBSD Di5&:

FILTER_SERVICE=false

FILTER SERVICE=/usr/local/libexec/kav4lms\
/kav4lms-qmail

7. gmail ZEESLET:

4.4. Sendmail LO#E

Sendmail IZI&. HRF LTSN RAEDIEERET H1-HD Milter API NHESNTUVET,
A— LS T0941% Sendmail A5 Kaspersky Anti-Virus (ZiESH ., Milter 4> 2—2J A RIEY
HLEHEALTORESNET, Ayt—C1F MTA F1—(TBIMSN DT, ST D=OIZERES
hZEJ (pre-queue I2&LZHEE).

—f%IZ. Sendmail £E#iETHEE. FMTEETLHDIE mec XD MTA BEIT7AILETT
HY.f I7ANVIFBEBMNIZERSWET . f I7/ILOBBEEN Y R—FShTOENGA
[X.mcI7AINEEBLIERT. MR T 5 f I7MIVEERTIDENHYET,

SERE:

of F7ANFEFTEEELIEBE . TORABIERIZ mec T7AIUND of T7AILBNERESNF=EE
IZEbNhFET,

BE

Sendmail L& 9 %154 . FilterSocket &1 ServiceSocket D &A T avhRrybT—
IV yNERIER—AIL YN ES BT BESICHRETEET .
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4.4.1. .cf 77M)IZ&% Sendmail LDO#HE

FIVr—Lav R EAYY T EFERALT Kaspersky Anti-Virus & Sendmail &5 B121%:
LTDavURERTLET:

# /opt/kaspersky/kav4lms/bin/kavdlms-setup.sh \
--install-filter=sendmail-milter

FreeBSD M54 :

# /usr/local/bin/bin/kav4lms-setup.sh \
--install-filter=sendmail-milter

FE)T Kaspersky Anti-Virus & Sendmail &8 &9 BI(:
1. sendmail.cf 27 AILDNVITYTEERLET
2. sendmail.cf Z7AILICLL FOXFFIEEMLET :

#kavd4lms-milter-begin-filter
O InputMailFilters=kavd4lms_filter

O Milter.macros.connect=j, _, {daemon_name}, \

{if name}, {if_ addr}

O Milter.macros.helo={tls_version}, {cipher}, \
{cipher bits}, {cert_subject}, {cert issuer}

O Milter.macros.envfrom=i, {auth_type}, \
{auth_authen}, {auth_ssf}, {auth_author}, \

{mail mailer}, {mail host}, {mail addr}

O Milter.macros.envrcpt={rcpt mailer}, {rcpt host}, \
{rcpt_addr}

#kavdlms-milter-end-filter
3.  sendmail.cf Z7AJILICA T DITEEMLET :
a) RV I—=OVirubEFERLBKEDIEE:

#kavd4lms-milter-begin-socket

Xkav4lms filter,
S=inet:<filter port>@<filter address>,F=T,\
T=S:3m;R:5m;E:10m

#kavdlms-milter-end-socket
<filter port> [FIMINAY—ERDFHT HRINT—IV T vbDR—+&

BTY,<filter address> [ETAILAY—ERDNEET HH—/\DARTE
f=IF IP PRLATY

b) B—ALYZYLCERT HIEEE. MTOLSITYrrEERIVIVEERL
F9:

#kavdlms-milter-begin-socket
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Xkav4lms filter,
S=unix:<filter socket file path>,F=T,T=S:3m;\
R:5m;E:10m

#kav4lms-milter-end-socket
<socket file path> [EA—AILYTIYRAD/IARTY
kav4ims-milter +—E X ZELLET

LIT D 1T% /var/opt/kaspersky/applications.setup (Linux DFA) Fi=I%
/var/db/kaspersky/applications.setup (FreeBSD Mi5&) @ [1043] i 3vic
EBMLES:

FILTER SERVICE
FILTER PROGRAM=kav4lms-milter

kav4lms-milter —E X ZFIELET
Sendmail ZEEELET :

4.4.2. .mc 77M4)IZ&% Sendmail LS

.mc I7AIVEFERALTT T r— a2 % Sendmail EHEET BIZ(E:

1.
2.

MCIT7AINDNYITITEERLET
.MC I7AINZLUTOXFINEEBMLET:

dnl kav4lms-milter-begin dnl
define (' FFR MILTER', “true')dnl

INPUT MAIL FILTER('kav4lms filter',\
'S=inet:10025@127.0.0.1,F=T, T=S:3m;R:5m;E:10m')dnl

dnl kav4lms-milter-end dnl
FRU—FAVT D RT LD —UIZH-ST, .of BEITFAILEIVIAIILLET
kav4lms-filter —E XZ{E1LLET

LLTF @ 17 % /var/opt/kaspersky/applications.setup (Linux @D 3HF &) £/ (&
/var/db/kaspersky/applications.setup (FreeBSD Mi5&) ® [1043] £ avic
EBAmLET:

FILTER SERVICE=true
FILTER SERVICE=kav4lms-milter

kav4lms-filter 4—E XZBAELET
Sendmail ZEREELET :



HF5EF, A—ILT7UFI9M4ILR

51. JIL—TDOEE

45 L—7T1%. Kaspersky Anti-Virus DR—RE TAYE—CFNEBT HEHDEEBLZEED
TRLURATHEBShES,

HRBLA—LRAF v UBREIX. TIL—TCEIZERTETT . HDRALBREDHIEIUATOESY
TY:

o A—LRXYURE (44 RXR—TD 5.2 #5H)

o A—LRFYUE—F (44 R—TD 5.3%5R)

o AvE—UBIUBEFOATSIIMINTIUE (47 R—2D 5.4 B])
o WEBHFRA—IIOFF/IVIT VT (52 R—TD 5.6 L)

o BRHULIATTHMBET 28EH (53 R—T D 5.7 £8HR)

BUN—TOHREE. ALZDFREI7AIVIRESNET (121 R—CD A2 2818), JI)L—
TREIZFANEFETRTCAAMCDTTUr =3B EI 74 kavdims.conf D
[kav4ims:groups] 93> T, _include B EEBHZFEALTIEETIRENHYET . J
W—TEEERETIEE. REIT7MNBEERT I FLELTIL—TEHEI7AILNE
FNDTALIN DRI EERALET,

TIHILRTIE, TIL—THRET7AILIE [etc/opt/kaspersky/kav4lms/groups.d/ T4LZRJIZ
BETILENHYET,

Bt/ v —21Z1%. Default &' )L—TF % ET7 4 )L default.conf MEFNTLET, COHRE
T7AIIE, BLRE A A —ILLT=#I1Z /etc/opt/kaspersky/kav4lms/groups.d/ [ZEEEShE
T B&TIL—TREIT7AILTHRESATUVELMEX, Default FIL—THREIT7MILTERS
NTWBENTIHILRELTHERESNET , Default JIIL—TRET7AILDISTA—EIE. T
=T BFELLEVGEIZERINET,

ToFIANRDNAvE—CERF v U HEE AVvE—CDREBEREBNR O
IL—TDFHEZFEALET (MAIL FROM a7 RE KU RCPT TO OV REHERA), #EE LT
RTOREENBT DV L—THEREAET IHE L. BEEOBVI IL—THERESNET,
BT 57 IL—THRREO2DoLAvt—D &, Default FIL—TFHET7MIL (BEEERLE
L 0) DEFEEEALTREENET, LEAST, BEEOEVN I L—TEEBNMRELAL
EHRETHLEBBOLET,

BREIL. —BEHJIL—TID TY, TDEF. FIL—THET7/ILD
[kav4ims:groups.<group_name>.definition] &2 3>IZ#%3 Priority 713> TE
HLFT,
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REEFLZEBF. FIL—THREI7M/LD [kav4lms:groups.<group_name>.definition]
492 avizHb Senders +F 3L Recipients 723> TEELET .

HRIN—TEERT BIZIT:

1.

AMUHKEIT7AILD [kavdlms:groups] o3> THRESKTWSTALIM)
ICON—TEEI7ANLEERLET . TIAILLTALIMYIE.
/etc/opt/kaspersky/kav4lms/groups.d/ T3

bz

GIN—THRET7AINEERT HEEIL. default.conf T7AILETFUTL—RELT
FRALTLESWD UTOOATURERTT L VI —TRE—FBERTEET:

# cd /etc/opt/kaspersky/kav4dlms/groups.d

# sed 's|groups.default|groups.<group name>|' default.conf
> <group_ name>.conf

FI—THEIT7M4ILD [kav4lms:groups.<group_name>.definition] &4
2avIZiH B Priority £ 73T IN—TOBEEEEELET EICIFEED
BAMEEECEFT  EHOVIL—TICALEBREERTET HILETEE R AL
F.BEELLTO XRETEELA

GIN—THEI7M4ILD [kav4lms:groups.<group_name>.definition] &4
2aviz$H 5 Senders 7 3L Recipients 773 T, EIEBEZEEDT
FLRZERLET

RRYTIAIEA—E (T*1&02)) 2ERTEFT . Ff-, BEFre: ITHESER
RRLFEATEELET . ERDOTRLR (FRLATRY) HBETHHEE.1 17121 D
TORBTILENHYET:

Senders=reporter@*.mydomain.com
Recipients=re:office\d+@central\.mydomain\ .com

Recipients 7> 3> & Senders 4+ 7 avik, Likeblbom 1 DEEETS
DENHYET, FIL—TFEET Recipients 73> %= Senders A7 3y
MIEEIN TGS . default.conf TZED/RFA—FITH/RESIN TS T IAILE
EM*@* (T RTHFRLR) BMEREINET

&=
BE

ERRRTIE KXFEPMXENRBESNETS

4.

WETHNIE A= RX YDA T avET V—TEREIT7AILORETEEY
AVTHRELET (121 R—2M A2 288), VIIL—TREIFAILTERSINT
WiEWAToav (2D TIE, Default & )L—F & E 774 )L default.conf TZE®D /S
FA=BIHESNTWAEAFRINES
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5.2, A—LGHRIS—DESR

FUFIAIRIZEBA—ILATIZIE LLTD 2 DDHENHYET:

o Ayt—T2HEE 1 DOFTDIIMEHBLTRFYUTHHE - AvtE—TDAY
B—bARXDNFEEDTHNENET

o 2EBBOFXL - AvE—CERWIC L DOFTDIHIRELTRF YL, TDHAY
t—CEEBDOAFTOLIMINBELT (AyvE—PAX . FRAT7AILEE) BRI
FIVILET ., COFRITEY ., RELAILEERENEFEVET

bz 3
Ayt—UNR—YITERAREGLEN Ay =D 2RISR T HNEEL TEIRSNTLSEES
[T (47 R—=2M 5.4 258R). ELLDHEMNERENAITEFREL RN—YTEDRF VY
MTHhES,

A=V RFXYVARERYD—ICE>TRESN.TJIL—THET7AILD
[kav4ims:groups.<group_name>.settings] -3 3> IZ$%% ScanPolicy 73> T
EEINFET,

Iyt—U% 1 DDA T HRELTRF YT BIZIE
ScanPolicy 7Y 3>(Z message % E
2 BB TAYE—VFERF YT BICIE

ScanPolicy #7*3>(Z combined %% E

5.3. A—J)LAFvUE—F

FIW—TEHREDRDRATITIE, A —ILAF Y E—RDEIR T, Kaspersky Anti-Virus [Z1E.
UTFTDRFr U E—RAHYET:

o TLIITHRHINEINDRFY
o OAVFUVYILNRYLY

TWN—TDREYE—FE TIL—TEEIT7ILD
[kav4ims:groups.<group_name>.settings] 93> ® Check 7 a>THRELET,
LUTOEZEETEET:

e anti-virus - VAL AA—ILRAX v EET
e content-filter - HF{IT77MILD AR, 24T BLUHARIZKBT LAY
o all- YMILARFIVIELBAVT YIRS OB HEET
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e none - A*—)LAXyUE{ThHEN

DANARF YO BLV TSN TETMALLBHILIGEE U TOIEFTHNThhE
9

1. HAvt—C% 1 DDA TP IR ELEEDIMILRARFT Y
3. BmEAIFANDI R

2. Ayt—UR—YZEMAFr (ScanPolicy=combined OHRFET 2 BREI S+
UHBIRSNTLSIES)

5.3.1. VMILARF®¥>

DALINAREYVEFITBIZE TIL—THEIT7AILD
[kav4ims:groups.<group_name>.settings] ¥ 3> ® Check A7 3>I(Z anti-
virus Ffz(% all #/ELFET,

AYE—TDIVAINRARF YU EDEE, AvE—DFLFETOF T IMIUTONT b
DAT—EABENYHTOIET:

clean - Ayt—U(ZRIILIT T HNEFNTLVEL

o infected - Avt— (FIEED/SA—Y) [ZHEELA TSI EEN TS

e suspicious - Ayt—T (FzIEZD /=) [ZFEHOLVAT I EEN TS
(E2—YRTFAVITFSAEDREWEZEIZOAEY L TEND)

e protected - Ayt— (FIZFD/—Y) HIRRT—FREE-IZEEILINT
(A3

o error- Ayt—UMNBHIELTVS D, FLEFERF YU NBTIS—NEELS

AEXvUTEYHTONERT—ERIF, ZOERDAVE—DEZOF T VMO MEBTHERASH
FY (47 R—2m 5.4 Z58R),

g Ayt— (infected) TIE, RSN -BEBOLFIGLTEEOLNELERTEET
(FIL—THET7AIL O [kav4lms:groups.<group_name>.actions] o< 3avIzH3
VirusNameAction 7+ 7 3>), Kaspersky Anti-Virus [EIRELI=ZBBDBRZHARILR
F—NRLE (http://www.viruslistip.com/ #S8B) TRLET , LEBFTEHIAILRALZ DY R+
I%. [kav4lms:groups.<group_name>.contentfiltering] 73> ® VirusNamelList
INTGA—ATERELET . CONFA—FIZEIAMNINRBEZTDEFEEET S0, ERRR
(POSIX #5#E) ZHELFET

AE v UBEBEENRITA AL T RX YU DHMEFLREEZ LFHIENTEET , AFvY
IVOUVDONRITIF—RVAICEHTEIERER . IL—THREIF7ALD
[kav4ims:groups.<group_name>.settings] /> 3> CIEELET . UTOA T3
HYFET:

o T—hATERFYFTEMESH (ScanArchives /35 4A—%4)
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o  EMINIETIFTANERFrUTE5MESH (ScanPacked /35A4—%)

o  Ea—NRTAVIRNERITT HHNESH (UseCodeAnalyzer /35 A—4)

CDINTA—ARIZ yes FERTET HERT—4HX suspicious HNEHIZAEY . Th st
DEEHTET HEENIHEYVET,

o Ayt —CFEERFAVE—CDATPIIINDRAFYUDBERETHRE
(MaxScanTime /354—4), RO XX v UBHENMEESN-RABEEEZ L.
AEXvUlL error AT—2ATERTLET

° RFC 1Z#(Z#HL TV MIME #0229 2Ea— Y ATAYIT7ILIY X LTT
a—K3 %mnE5H (MIMEEncodingHeuristics 73 3>)

o  RBRENTBTILIITDEAT (kavdlms.conf 7LD
[kav4lims:server.settings] 23 3>(24% UseAVBasesSet /15 A—4)

5.3.2. aVTIYIILIILE) Y

AVTFUYITANR) VT —EREAEHICTRICEH . IL—TEEI7AILD
[kav4ims:groups.<group_name>.settings] 73 3>12#%% Check /354—4[Z con-
tent-filter E£1=(% all ZR/ELET,

AVTUVILIA) T TIE U TOEEZFERATEES:
o AT 7AILD MIME 247 (Content-Type Nv&—(Z5@E )

£

FEESN TS MIME 247 EEBO AV TUoYN—HBLAENWSEELNHYET, =
DHE. AVTUYDHEMNFITHhhEL A,

o AHRMITFANE (HREAIFAINDLERIEILERFIZER)

o ARMAIFANYAX (AvE—UR—YDHYAXIZERA N—VYDHAXEHMAT74
ILORRERIZEE)

SERE:
DAINNARRF Y EQAVTUVITLNA) T OBANENGEIGZE. ATV ITAINRIT
AIWARF YU DIEIZEITEINET,

TANBV G EERF  TIV—TEREI7IILD
[kav4lms:groups.<group_name>.contentfiltering] /> 3> TE&HLET .

TANB) T BEILZ UTDOL—ILERETEET:
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o AEL—IL,ZDIL—IIE UTD/IRFA—ETI(NE) VI RHEF TV ERTE
LET:

e IncludeMime - MIME 247 DY X EIEE
¢ IncludeName - F{t771/LE DYREIETE
e IncludeSize - # Tz IFDH A RXDY R EIETE

o BRAIIL—IL, ZDIL—ILIE LUTD/IRGA—=ETIINEA) VT RHENAT OO ESE
ELET:

e ExcludeMime - MIME 247D A +EIEE
e ExcludeName - #4774/ /ILA D RANEIETE
e ExcludeSize - # 7Lz DH A XD XM EIEE

=

of

AEIIL—IVIZAEIBESINT . BRI —ILIBEESNTWBIGE L. BRI L—ILE—FLAWN
FTRTDFA TP I TAINA) TR RIZIEYET,

ELLMIIL—IILEIBEESNTULVELES L. Check /ASA—4DELEZELHEL AVTUYILIL
AT IEEFTSNER A,

TANR) T EEDSS MIME 84 TEFMI7AINBICHTHIL—ILIE. UL TOEROYRF
ELTHRETAVRENHYET:

o XFJ|
e TJAJLFAH—F (UNIX $Z#)
e  IF3H (POSIX 1Z#) k18

BE

ERRBITHEEFEre: ITRESIXFI T, KXFENXFARFENES,

FITCOMFARXDIL—ILIE U TOEBETEET 2RENHYET:
AN
o P LB (TKBJEFIXIMB))
o HEEET

54. ATz HMIERTHNE

Kaspersky Anti-Virus [&. RFv> &V TUYTLILE) DT DRTEIZ, AvE—D LT D/8—
YVIZHLTHEDREERITLET TOPICE AvE—C2KICH L TERSN D LIE L,
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Ay E—UNR—YEFISERESNHILELNHYFEY  RITTHNBEIHRET 5/35A—2IZIF, L
TOEEEETEFT:

e warn - Ayt—C2FN, BIRAEF IO IMDEREELE T HTFRANTESH]AL
nEY

o drop - Ayt—TRRIHFFONFTH. RIEFISEESNTITHESH, BRDE
nFEtA

o reject - AvE—TCDREEIFEBFTINFET (COLE(L Postfix &0 post-queue [
LBMETIE EXim EDOMEEFEALTLDIEAIXETINEN, ZDBEIF/NY
VRMBHRETIND), CORBENBIRINTNDIGEE., EEEIE RejectReply
FFa v TRBRINTWDEMEZIELET

o skip - AvE—TFELIEFTDIR—VIEFDEFE/RSh RETUERNT T 75—
avnaJIcREEInEy

o caure (Ayt—UI—YD I ARF YU DRITRICOAEETRE) - BREATOHH
DERRAITHNET , ERRTEAA 15 AL, delete WEBNEITENET

e rename (AytE—UN—YDIALTUVILINE) T DETERICHEYIEETRE) -
RenameTo /\5A—2DETHEMI7AINDERELEELET . COEIIEEF
(Vir &) ELTERESNTWSGEE & REAT7AILD BRI MENET  IRRF
TIIEWEEET7MINBLEARPEESNTLEDLAHEL. HAT7MILOLTTILE
NEEMALNET

o delete - Xyt—U/\—YhEIEREH. UsePlaceholderNotice /35 A—47h% yes
ICERESATVIAEEMNTFRANCTEETBRAONET . BMTFRNE.
part_<action> EWVSERID T TL—rI7M LD DA AENET

AILA AT U EITERDOUIE L, InfectedAction, SuspiciousAction. ProtectedAction,
ErrorAction. £ & U VirusNameAction Q& /XS A—ATIHEESNET, T4 ILA) VT ET
#% DAL (X, FilteredMimeAction, FilteredNameAction. & U FilteredSizeAction @
BINTGA—HATHRESLET,

MIBEED/SA—RIE, TI—THEITT7IILD
[kav4ims:groups.<group_name>.actions] 5> av(zHYET,

&=
BE

AXYUDRINZIAVTIOYITLINRI DT DBITHONDED T, Avtt—C 2R EXF YU LTRT—4
AN infected EHIESNF-DIZ, Ay tE—UR—YDRAF YU TRIBEEEHAARDONSELNE
WSBENBYET , SSLIKRRIE, AT oVI LB T DERTHMLEELT delete HiE
REN, TR THRIZFD A= R—YDNEIBR SN G S ICRET HAREELHY F
ERR
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5.5. BEFHEXLUT4TOT7MIL

Kaspersky Anti-Virus QEHA/ N7 —2I2E LT OA—ILRELRNILVERRTH-ODEER
BEHTOT7AUDNEENTNET:

e recommended - default_recommended TALYRJIZEE (BT 49 R—PD
5.5.1 #8H8)

e maximum protection - high_overall_security T«4LZMJIZIRE (ML 50
R—SM 5.5.2 288)

e maximum performance - high_scan_speed T4LZrJIZRE (F5#l% 51 R—
M 5.5.3 #5)

TAT7AILIE 2 DDRET7AIL, 2FY kavdlms.conf & default.conf (groups.d 47 F«L
IR)IZH D) TSN ZET . /etc/opt/kaspersky/kav4ims/profiles T4LZMJRIZTOT7A
LWEE—BT BT TALIMIDNHY. ZIITRESNET,

EBEBEHTOT7AIVEZTOEFEFEATEEFT N 7TV T —2aV DRET7AILITA—ILIRE
BREETFHTRETHELTEFT,

EEFATOT7AIVEFERTBIZIE:

1. FFIUV5—2armHEIT7AIL (kavdims.conf LU groups.d/default.conf) @
N7y TEERLET

2. FRATEHZTOIFAILDTALINIDRNEE [etc/opt/kaspersky/kav4lms TaL ok
JIZoE—LFET

3. UTOavTUrEEFLT.HLLREXERLEYS:
/etc/init.d/kav4lms reload

5.5.1. recommended 7A771JL
DAIADFRELARILERFT VY UFEEDNSUANRBFIEIN TS TOT7Z7AILTT  LLTD
BEAHYET:

o A—JLAyt—TId message RFYURYS—ICHHSOTRFYUSINET AvtE—D
X1 20FATOHRELTRFYoENET

o MEREBET —IN—RICEDVTRFrUNfTONET
o MIME ATV PTOAYE—TCDRANANILDORKIEIL 10 TT

o TFUFIANARBREBAERINDGT RTDAYE—JIZDOWVTNAYITYTEERI7A
ILHMERINET

o RBFAytE—TFERRENES
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MIME A4 FIZ&BHAT7AIND T T BB TOET, SHEAT ook
(message/external-body 24 ) E&UHLERFAS .pif. .com. .bat. .exe THDHHT7
ANADY YDAy E—C DS HIBRESNET

BhLL Ayt—2 RRT—RFRESNAVE—D I5—2ELAYE—Y MIME 4
ATERATFANBTIANAI DT ENT AV E—DIT DN TESENERSNET B
RGBSR MEN AV E—D IR EShET

Ay—TDAYF—ERXIT, NBERICET SFEHRABMENFET

At—URAF v UICETAEMN AV DRIEFITEESNETT EEEFTLEE
BEICITEESNFEA

TIVTERERT RTOT7 IV r—2av v e—ONLR— RSN FET
FTIVr—2avBEICDLVT, HEW SEDHMEHENIRESNET

5.5.2. maximum protection 7O77AJL

A= ST B RARICEENITRESNDZTOTI7MLTY UTOHELHYET:

A—)LAvtE—T k. combined RX ¥ RYS—[ZHHOTRF Yo INFET RA T AY
=M 1 DDA T HRELTIAMNARRFT oSN, RIZ, BEF Tz HMMNED
Moo= EIMZBEREL, AytE—SIR—YDN AR [CRF P SnET

RFC ZEIZERLTLVEVLAYE—D(FEa—)RTAvITILT) X LIZE> TR SN,
TA—FHBEERTLERICAF v BMThNES

HEREERT —FN—RTE DV TRFrUBMThNET

MIME 24 FI2kBA— LAV E—D DI B) T BREMICHE>TVET, 584D
219k (message/external-body) 2SR HA—ILMNT LAY TSN, BIFREShE
T, £z, .pif. .com. .bat. LU .exe DILRFEHFEORMIT7AILDEIBRSET

A=V DRANALIZHIREHYFEEA

FoOFIAINRLBETILA) VT DBBERAINDT R TDAVE—ITDONTHERI 74
ILBMERENET

RFA Tz UMIBBREINET

IytE—CDEOLWA T OO RESNIAT VI BLUVT LRI T ENT
FIOTOMET RTHIRENE S FHEESN U RAMIBBEIN TV ERAEEND
Ayt—UIFEESNET

IyE—PICEFENSF TPV TCRFY U DBITIT—DRLELIIGEE AvE—D
ABTEMTEEBRALONET

Ayt—URF v VICEHTRRBHMA AV DREFITEEINFET EEEFLELE
BEICFEESNEEA
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TIVTEBRERCT RTOT7 IV r—2avtve—UNLR—MIR SN ET
MEHEXRESLELEA

5.5.3. maximum performance 7A2774JL

FUFIOAINADEEEESVIEHRICLTE. 7IVr—23 ORI+ —I U RERAXET HT
OJ74ILTY, LT OENHYET:

A= )L AytE—T 1, message RX v RO —[ZRHHDTRF YU ESNET AvtE—D
X1 20OFATPHRELTRIYoESNFET

A=A T IRDTLILE) T NERIES>TNET

BEOLEEIVELEDLENBEASNETRATDAYE—IJZDNT, NI 7y
AMERENET . BHRI7MILIIERENFERA

A=Ay t—DDRBERA T RESAIA T I5—ELHTOIH
[TONWTEENERSNET  lEEESN U RMIRHBEN BB EMSh = Ay t—
DRIBEINFET

Aytr—SDAYE—IZ, MEBFHERICET HERABMESNFT

AytE—DRF v UICET BN AV DREFITEEEINFT . REFFEIE
BEICFTEESIFEA

FIVr—2a  OEEIZET 2H0M B1ER. EXEFHMALANIL MHHIS—0F
DDIS—. BLIVEZERFERICEAT 2AV UM, 7UTAETALR—MIER RS
hET

BEILFI AL RIZET #EHEMSIESNET
AP —ERIZHTBI95AT LD BERDFZ AL, recommended FAT7A

JLX> maximum protection FAT77AILD 2 ETT, ARKFICITICENDTESRAF vy
EROHKICHIRIEIHYELEA
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5.6.

N7

Ay—THEMBY BRIZED /NI T TEER T DR R— b ShTUWET, N7y T
ElX. FIL—THRET71 /)LD [kav4lms:groups.<group_name>.backup] £~ 3> THE

LET,

A— LNy 7Y TE—RIL Policy # 72 avIc& - TRESNE T, COA T avIZIFUTDIE
EIRETEET:

message - Ayt—CDaAF—FEIFAEREShET

info - Ayt—CDAE—DEMNRRI7AIVAERESNET  BEHRI 7ML,
LTFOBEBMNAEFENTNET:

. MTA 95472 b® IP PRLR (ERAATEEGESHRRE)

o MTAQRYADM IP PRLR (EATATREGLRAR)

o  MTAQRIENLEENDAVE—CDREE

. NEH—/NOFTFLR

o PHOBITAYE—UHNEEINFT IL—T DA

o  MTAQRIENLEENZAVE—CDREFYRL

o NyHTYTEDORE (cured. deleted. rejected. filtered %)

e FTDIFAINADINR (INVITYTEMLDEXR/IR)

o TIVT—avAVREVADER (FO+ER ID HEEUZL UK ID)
none - Xyt—F\VITVTENERA

Options /X5A—4(E, NI 7Y TDEBAICEH-NEBEIEELET:

cured - TOAYE—CF T HMERBRESN T
deleted - TDAYE—TA TR EIBRST-

rejected - TDOAVE—UNEBFINIA (MTA Y5A4TF7 U rNIS—a—F%21E).
ERENELAYE—DF\ITVTFTHEIITI/ELE

dropped - TTDAYE—CF T VDB ESINT-
warning - TOAYE—C [FEETESHRIONT:

renamed - Ayt—CDBELES 1 DDA Tz (MIME BR) A1 RYVY
IL—ILIZ—BLTRRNERIN

all - EREEDY AN THAZELS:

Options /\5A—4(ZI%, LEOWLThh 1 D, FIHRRYYIRMEEETEET .
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At—C DNV ITYTELIUIERT 74U X, Destination /A\SA—FTHRESN TS T AL
JRYICRESIhET,

5.7. &

B, RESH AV -V ORANETENDA—IL Ay E—D T, REBSI - AVvE—DDR
BE.EEE. FRIY—N\EEFIIEESLFET,

Ayt—CDOHRBADIENMI, FAISHDEATAYVE—UHLHIBRENT-A TV MDGBELEE
nEY,

BAICTDA—LEBMT 5 EBTEET 2L TADFBELD X, RIEFITEIET 58
HMIZFTY, EEELEEBICE. BNTFRAMIIAEFNEA—ILAVE—OHEEINET,

5.7.1. BHOETE

BABEEDNSA—RIUTOEILaVIZHYET:

o  FIH—1arDRFET7AIL kavdlms.conf O [kav4ims:server.notifications] +
yav

o HFI—THEI7FAILD [kav4lms:groups.<group_name>.notifications] t
o3y

BHEHET DI UTORTYTERTLET,

ATy 71 BHDEEE
BHITUTOEFIEETEES:
o Ayb—TDREIEE (JIL—THETI7MILD NotifySender /35 4—4)
o IAyt—UDREH (FIL—THRET7//LD NotifyRecipients /54—%)

o EXAYTAEBRE (JIL—THEI7AILD NotifyAdmin /I5A—4%), £Fa1)
TAEBEDA—IILTRLAYARE, T IL—THRET74)LD AdminAdresses /35
A—BTHEESNTVET

o HEEME (kavd4ims.conf 774 )LD ProductNotify /X5A—42TIEE), EAE

HEDTRFLRAYAME, 774/)L D ProductAdmins /85 A—S2TIEESNTNET

Ayt—UREBADBEMIE. LERD/S5A—4% none LN DIEICRET NIEEICEYE
T.none #EHET HE BAIEEMLRYET,
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ATy 72 BHOANE
A —SOREE. BEE. BLULF LT EEE L LTONSOENEHELET

InfectedAction (3l 47 X—> M 5.4 2B R) AETIN (DL 1 20
FITDIMNEEL T ), COBHEAT I, ZET H/354A—4I2 infected %
RETDERDIHYES

ProtectedAction (F£#l& 47 R—2 D 5.4 #8R) NETINT (DhEE 1D
DATCz O RESATING), COBHMEATIE. BT H/85A—4(2 pro-
tected ZERET HEAMILRYET

ErrorAction (¥#l(& 47 R—2 D 5.4 #58]) ARfTINTz (DiEed 1 DDA T
CIVMIIS—MNEFR TN, COBHAAT L. %L T H/35A—4(2 error &
BRETREAEMHYES

TALRYUT IL—)LIZ—BLT- (MIE 46 R—2D 5.3.2 258), COBHNEAT
I, BT B/85A—2( filtered £BETHEAMIHYET

EROTAT, COBAIATE. FET /54421 all #RETDEEHITAHY
EX]

HUREBREI. UTORERDBHEZELET:

EET—AR—ROHFLLWEHALIYOO—FEhz. COBHIATIE.
ProductNotify /35 2—4(Z update 22X ETHEAMIHYET
FIVr—2avICERBIS— (BIBTTREEIXEIBFRT) NREELIZCOEH2A
71Z. ProductNotify /35 A—4( fault 25X ETHEAMIHYET
SAtURIZET SEH. COREMZ A TIL. ProductNotify /35 4—4(Z license
ERETHEAMBYET

LEDTRT, ZDEH2 AT 1. ProductNotify /35A—41C all R/ ET 5EF
MY ET

FARVRIZET BBMEHHRET —RATHY YA SR T D EETEERE A CDEAT
DBEMEIDBTEESN, BENEDOSEEOTEELINERSNET,

At RICET IR, LTS,V T TEESNET:

F—OFEDHIR - FHHRO 14 BRNKRADOBIAMSEIESN. TORISHEHNHR
FTER. BAMNEESNET . AONHROZBICE. F—OHRINBEHAEE
SIEY

FAEURAFIRER - F—CHAINTWEL—FREFIN TV EFZBA -5
BIZEESNFET
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5.7.2. BHDTTL—F

BRIOERICIE. UTOTUIL—rEERATEET, TUIL—bET7 TV —2av BET74
LD Templates /35 A—FTERINTLDTALIMNIZRESNTOET:

o HIBRIhIATOHMBETIEHMDTUIL—F - FoFOANRREE T4
WY TIZESTAYE—C DO NT DD A=Y DHIBRSN G S ICT DAV E—D
[SIEMENETHRE, HIRERZ RS YI/OZFERATEET . LTOTVIL— %
FRATEEY:

part_infected - RERERRRAVKBRLI-RICHIBR S A T O OMEBEE®Z O
ATHRb

part_filtered - MIME A 72D I3 DEERICE SV THIBRESh 1=
MIME AUz EBEBMAONDTF AL

part_suspicious - EEH LN EHIBI SN THIBR SN AT OV eBEERZOND
TE¥Rb

part_filtered - J4ILR) T DIERIZRSTERNERSIN=TTOA—IILAT
DI BEBRZONDTFRAL

part_protected - RESNTNTIAMIARF YU ERTTELEN=1=DIZHI
BEht=A IO MNBERZONDTF R

part_error - AX v IS—MNEELEEOICEIRINA T IREBEEHRZ
LNBTFRE

o REFMTUIL—bF - D4 EEFERT B, Fzld SMTP IV R—RUZk-T
BEINTHEIZERSh AV E—CFFERLT EEE. ZIEE. EEEISEES
NEBHDTXRL, BIRERZRI VIOEFERATEET, UTOTFUIL—rEE
ATEET:

notify_common - Ayt—YICERAINFLEBIZDONTREE. XEE. BH
BITTIHILTEESNSTERE

notify_infected - AV E—C LBERZIONDTE AL

notify_suspicious - FhHLWATSIIREFTNIAvE—CEBESRAONS
FERE

notify_filtered - 4L BT ENFA— L AvtE—SEBERZONDZTE R
notify_error - AF ¥V IS—MWFEELIzAVE—DLBERAONETF XL

notify_protected - RESNTVTRAF VYU TELGMN Iz AV E—DLEBEEHRRS
hdTFRb

disclaimer - EBEh AV E—CBFVERSNzAVE—DIChTBIISh S
TXRAb TIAILTIE, Z2OT2FL—FIZIET This message has been
scanned by Kaspersky Anti-Virus. For more information about data security
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please visit http://www.kaspersky.com and
http://www.viruslist.com |EWVSTFF AR EENRTNET

BEHBATUTL—b - AL AVE—C DT UF YAV R DB EHBEY <LV 12—
FICEHMTETHRL ZIEH. FEB. BLUEBEBICEEINIBEMICIE. TN
FREEOTUIL— R HYVET . COLIBETFUIL—rEFERTBICIE.
UseCustomTemplates /\54—4(Z yes ZRELEFT . U TOTUTL—rEERA
TEFET:

o  EEB~DBEM:

o  notify_ sender_common - JtDAvtE—TICHEASNIZLEIZDONTEE
FIZEESNDBHMOTHRE

o notify_sender_infected - BEAvE—TLBEFMAONDTF R

o  notify_sender_suspicious - EHLWL\A TN EFENIAVvE—DLE
FMRAONDETFRE

o notify_sender_filtered - 74)LA) T INTFA— LAY E—DLBEERZ S
naTHFRL

o notify_sender_error - R¥ vV IS—MFEELIzAVE—DLBEETHRALN
5TFX Ak

o notify_sender_protected - RESNTVTRF YU TEL M DIz AVE—D
LEEMZAONDTHFRE

o  REF~DAE:

o notify_recipients_common - JTDAytE—CICEASINZREIZDONTE
EEITEESNDIEMOTFRE

o notify_recipients_infected - BEAyE—D EBEEWAONETF R
o notify_recipients_suspicious - EH LW TO VM EFENDIAvE—D

LBEBZONETFRE

o  notify_recipients_filtered - Z4/LRUL T EN=A— LAV E—D LB EH
AbNBTHFRE

o  notify_recipients_error - ¥ v U IS—MNFEELIAVE—DLBEHEA L
nad7FRE

o  notify_recipients_protected - {RESN TV TRAF v TEHAMN ST AY
T—ULBERZLNSTEFRE
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o EHEEADBEHM:

o  notify_admin_common - TOAV+E—TICERASNIZLEIZOVWTEE
FITEESNDIBHOTEX

o notify_admin_infected - BEAvE—DLBEMZONDTHF XL

o notify_admin_suspicious - EHLWWA TSz OENEFNZAvE—DLE
EMAONDTHFRL

o notify_admin_filtered - I4 LA T EINTzA— LAV E—DLBEHRZ S
hd7FRE

o notify_admin_error - RF¥ v IS—MNRELIzAVE—DLEETZION
ATHRb

o  notify_admin_protected - {RESNTLWTRAF Yo TELMN>f2AVE—D
CBEEH|ZONETFRE

o RANLEBEEHMTUIL—b - EEBICKDFIVIEDELT HERGARUIDHE
ELFEECRESNDFIEMIEBMEINETF R, EBATVIL—ME. 7T
F—avREI74A4IL D [kavdlms:server.notifications] £ 3> D Tem-
plates /SSA—ATHRESNTVSTALIMICRESNTVET UTOTUT
L—hEERATEEY:

e  product_update - 7T —LavDEET —HN—RIZHTEEHEZEL-
CLEEBEITRMTSTERE

e  product_fault - Kaspersky Anti-Virus QEI{ERICERBEIS—NHEELFCE
EZEBEICEMTEHTFRE

e product_license - fEAFERIERNHoT=2&. F-ETM U XEIRAHE
TLI=CEEEBEISENT 5TFRE

BE

TIVr—2av DEBEICE, LEOTUTIL—IRNTRTHEET ENEIDDERNITH
NFET .1 DTERINLLBNTUTIL— I HEE, 7TV r—2avFT5—THRTLET,

F  ETUTIL— DY A XA 8KB ZBATLVELMEINDHERLITONET,
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5.7.3. BATUIL—FDHRETAX

ERE EEE. REEICEESNDIT I IDBEHNTUIL—MEHREILXTHIEMNTE
FT.TUIL— b EHRITAXT BIZE FAGRBREELFERALET .

TUIL—rEEIF. HHRAT— AV ETIODEETT,
CCTIF COEBDIL—ILOEXIDONWT, fleHh (TANSHBLET .

-]
= -

HEAVFT —LBRENTLESIDO T, TUTL— D RYOATIZER LA TS0, @A
VE—ERBENLTNESITT BIZIE. ZHDITTHRITLEYS ([Enter] F—%1H9),

2 7O

5.7.3.1.%%A

o0 A LBHMTUIL—FCERSNSGEBRERTY . TUIL— M EALTER SN
BHRITHEANT, VOB EDEEESMAONTT,

IUODEXIE, smacro_names TY,
RYUBZIZEFND %IEIRT—TTEHENHYET (FEHlE 62 X—2d 5.7.3.5 28 H),

RUOICBBEHOEERATEES, TOHE ., B 2macro_names |EFRBT D&, HEIC
RAShFENE HENES,

1 203 70IZEBBOEERAT HICE KABXEFERLET,

5.7.3.2. R AHEX

RAHEX (IC) [&. TUTL— RS EDEAERTT,
RABXOEXEUTISRLET .
<FOR INAME IOP IVALUE>BODY</FOR>
ABIFRDESYTY:
<FOR - IC EEORH,IC EEDOBIBLUND > XFIIRY—TFI2HENHYET
(62 R—L @ 5.7.3.5 #B )
INAME - [1*(nchar)*(nchar)1&EWVS5FK D IC &, i KEIL 64 /N(+TT
IOP -T== 1= 1A DUKEEF. FRKERIL 2 N(+TT
IVALUE - [1*(vchar)*(vchar) 1LV S5H R D IC 8, ZAE(E 4096 /N(+TT, IC &
F—ESIARCECLRENHYFT, REFEECELLE T HIHEE. TRT—T
EEFFERALET (62 XR—P M 5.7.3.5 #5HR)

5l : <FOR _macro_name parent == "\"_ value I\"">
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> - IC EREDBRTHIVKAERDOFIBERLFET . IC ERORTLUND > XFFT
RT—TFDHENHYET (62 R—T D 5.7.3.5 £BH)

BODY - RATBAI, M*(char) 1LV TIRELET

</FOR> - RAERENKRTERLET . RATBRDORTXFUND < XFEIRy—T
TEIRERHYET (62 R—T M 5.7.3.5 23 M)

e PO (@) 1EVSEKXDORYY XF

nchar - a-z,A-Z.0-9, -. _ DHEEIZET HXF

vchar -nchar, *.? QEHEICET H5XF
char - 32 ~ 255 OFEHIZET 5 XF

RAEX Ol
<FOR macro_name == "*">% macro name $%</FOR>
CORABXEETTHE A=Y —ICE>TUTOEHEXICEREINET:
<FOR macro name == "_value 1">%_macro_name_%</FOR>
<FOR macro name == "_value 2">%_macro_name_%</FOR>
<FOR macro_name == " value 3">% macro name %</FOR>
<FOR macro_name == " value N">% macro name %</FOR>

NODEXIZIERICENSNES,
ZTDH RABXEERLT. /00 1 DBLVEROETRYH T IENTEET,

fzLZI1E.¥90 SFILTERNAMES OHYS55{EM KAVFilterl.KAVFilter2.
KAVFilter3, BXU SimpleFilter THAIBAIX. UTDKIIZHYET,

BX:

<FOR FILTERNAME == "KAVFilterl">%FILTERNAME%</FOR>
TRBEOTHFAN:

KAVFilterl
X

<FOR FILTERNAME ‘== "KAVFilter?">%FILTERNAME%, </FOR>
ERBEOTHFRN:

KAVFilterl, KAVFilter2, KAVFilter3
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BX:

<FOR FILTERNAME != "KAVFilter2">%FILTERNAME%, </FOR>
EREOTFRL:

KAVFilterl, KAVFilter3, SimpleFilter
BX:

<FOR FILTERNAME != "KAV*">3FILTERNAMES%, </FOR>
E|RBEOTHFRL:

SimpleFilter
5.7.3.3. RAEXOHEREEH

RABXIZEHTIIOEHEETE., TOBEFREXOADBEEAANTOAERSNET KA
BXE HEDTIODRENBEEHNT H-HEFTHL HIII/OOEDHEEDERICD
ERTEEY.

HIRIODADERL. FHEXORIGFT ER TRV ICE>TERENET:

<FOR macro name parent ==
" value 1">% macro name child %</FOR>

COPTIE. TVOENBEDLEEE. TRXRTOTHLAL (FOR 25 D) K<y
O %_macro_name_parent_% DEEHIZEENET,

5.7.3.4. T

TUIL— R EREEFERALTTUIL—MEARATA XY B EHEERATHEEHEDN
EEYET,

EHISHEESN-BNEFANTERTEEY:

<DEF var name = " const value "/>
COEHIT. AOFRLZIT SIS BEOII/OELTHERTEET.
EPRBROBIIIRDEBYTY :

<DEF VNAME VOP VVALUE/>
ABFRDESYTY :

<DEF - THEEHX OB, THEBEXOBMBELUND < XFRIRS—TTHBE
RHYET (62 *—SD 5.7.3.5 £51)

VNAME - l1*(nchar)*(nchar) | EWVSHE XD EHZ RKEE 64 /NATT
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VOP - T= 1K DRAEEF . RAERIE 1 /A(+TT

VVALUE - l'1*¥(vchar)*(vchar) |EW SR DZE S E. RAE(E 4096 /A +TT, 2D
EF—E I AR CEHOCRENHYET . SIAREEOELEETHIGEIE. TRT—
TXF#FERALET (62 R—T M 5.7.3.5 3 M8), Hl:
<DEF value name = "\"_value I\""/>

> - EHEEBXOBRT . EHEROERTUND > XFIFIRT—TFE2LENHYE
9 (5.7.3.5 (62 R—2) #5H8), FOR #X &> T, DEF BXICIEARALHYFEE
Ao ZDI=H. ZTDEDYD [> XFTHRTATBGENIEEN—Y—IEZ 50
ELNHYFET

Lo FO¥ (@) IEWLSERORYY XXF
nchar - a-z,A-Z.0-9, -. _ DFEEIZET 5XF
vchar - nchar. *,? Q#EHICET 5XF

EHNEDHEEANTEERSNTVSISE. BEEMTOMALTICHLIMETESRA SN
T UTIZBZERLET:

<DEF _ NAME = "NAME 1"/>Now you will see the first
value: % NAME 5.
<DEF _ NAME = " NAME 2"/>Now you will see the se-
cond value: % NAME %.

HAShDTHRb:

Now you will see the first value: NAME 1.
Now you will see the second value: NAME 2.
EHOELLTYIDEEATETT

<DEF var name = "% macro name %"/>

COBITIE, FFII/OMETESMALN, RICBEDEVNEENTERN ZOETEE TR
=Y (3 1
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5.7.3.5. EEEHEX

BEH%XF
% ToRERLES, vIAE%IEM%I TR REAHYET
f5l: SVIRUSNAME %
< AT DHEEY
f5l: <FOR FILTERNAME == "KAVFilterl">
> 2T DIEHY
f5l: <FOR FILTERNAME == "KAVFilterl">
</ BTRTDIRFEY
5. </FOR>
/> AXDEMEXDIRT 2T DiEHY
fl:<DEF _ NAME = "NAME 1"/>
\ IRT—TXF, COXFORICHIBRXNFTEEEXFLELTRET 5K5(1C
IS—Y—IHERLET
51: \$VIRUSNAME \ %
== % YRVEFEIZEITER—BERLET
f5|:<FOR FILTERNAME == "KAVFilterl">
f5l: <FOR FILTERNAME == "KAVFilter*">
1= &S, YR ERIJEIZB TEF—BERLET
f5|:<FOR FILTERNAME != "KAVFilterl">
f5l: <FOR FILTERNAME != "KAVFilter*">
* EEDEE—HTHE, RIIZHIRIEHYERA, TVTL—REELY ., 2T RER
TLAIMERATEE A
f5|:<FOR FILTERNAME == "KAV*">
? TRTD 1 XFDE, TVTL—FEERGY TN TLMERATEE A
f5|:<FOR FILTERNAME == "KAVFilter?">

# AU N—H—[ELT#ITWREDITEREZRBRLET
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FHEX—7—F
FOR RABXESR

f5l: <FOR FILTERNAME = "KAVFilterl">
DEF EHEE (BTETDELVEX)

#l:<DEF __ NAME = "NAME 1"/>
EEFAHIIO
%CRLF%  247<4 0 (CR+LF)
%TAB% AJ%EY<oA

MBI TA—N\LEIavN (BXAE) FREEHEXNTETSNET:

<FOR KAV_LANGUAGE == "5.0"> ... </FOR>

IRG—Fo—HoR

TUIL—IRBEETIH LTI — U REFERALTHRXFERT CENTEET:

ToIL— TR RPTCIIXFERATBHICIE. NIEAALET

THNITRDDIEE . ROTITHSFINELTHRIRENE T T ITRDIRT—
TXFIF, ZORIZHD EOL #/EHICLET . TR —TXFHHEGEE, EOL (L
NENDAYE—DIZEFNET . \ITRDODITIE. A=Y — Lo THDLEHTH
NBHI. ROTEEHESNFET, CORBE, 2T ORBEIENUTIRY—T
D=l ANBRHEENSEUIERIIThIET  TRICTOZELELNHHEE .

LROEE 1 #8RBLTG W
TUIL— T FRMCILIXFEE DT BICE. NDIEADLET
TUIL— T X RNCIIXFEH DT BICIF TV IEAALET
TUIL— T X ACI<IXFEHNTBICF. N<IEADLET
TUIL— T X AT > IXFEH AT BICF. N\>1EADLET
TUIL— T X ANCI#IXFEH AT BHICF. NFIEADLET

JERD:

TUIL— R EETR AXFENXFRREHENFET  EXEEXDOHEDEEXFET
XFEDOH (ZDOFE) FRESNTOEEA, THF—T7—FE ZAXFEIFFHEXFIC
FOTRUIDBENSHYEYS
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5.7.3.6. 77U —a>D@EHI/O

270 BHATUIL—rCAYVE—C 2R FELRFTO—HELTHERTEET, vU/0EERAYT
5L BHEHDREZTIAALT, TOAVE—2OTANRTAICET B HROERA SN LEIZE
T RHRMEEMTEEY

TEE(E AvE—V2RICETHBHMT,. UTOTY/REERATEEY:

%VERSION% - AytE—UDRFrUIZERSNTIz. AV RAM—ILENTLVS Kaspersky
Anti-Virus DAV R AV ADN—230FF

%PRODUCT% - Kaspersky Anti-Virus D IEX7% 5 R4

%CLIENT% - A—J)LISA4T7 D) E—F IP 7RLR

%SERVER% - 7 T4 — 30 DAY —EZADREEL TS Y —/ DA

%SENDER% - £ {EFHEDT7FL R

%RECIPIENTS% - 2{EEFEDT7RL R

%HEADERS% - Ayt—UAysa—

%MSGID% - Av+— ID

%SUBJECT% - Tt Ay tE— D4 ([Subject] 74—/LK)

%DATE% - Ayt—U A LB h -8t

%TIME% - Ay t—U NI 1=F5Z

%BK_ACTION% - /\vo 7 v T T 3RAE L2 AvE—CICERAShE-0E (77
D —2arhi Ay e—SF NI T T T BESITERESNTLDIESE)

%BK_LOCATION% - /Ao 7 v T HMRESNTOBR—C DR /SR (RRL—H3F
ETH5E)

%ACTION_LIST% - Ayt—SEZDA TS LU ZALICEASNIZLED XM
EIHERNEFNDIR L, COERIE. UTOBRXTHAShET !

<status> <action> <information>

COERHIT, AvE—DDUREBENFNR—YTEITH AENET
Ayt—UMLHIBREN AT IMIET 2B TIE. LTORIOEFERTEEY:
%INFO% - EITSN =LA TONIE(IZEHY H1FRK:

o BHIEINFVANR (BEDHDYILITT) DURS - BEF TSz I+D
5E

e IS—IA—FDEHHA - RF¥YUIS—HRELIATOIMDBE

e MIME 2AT&ELIFFET7AILDEET - TRV TENFFTS D
5E

TIORFBHMTUIL—LDTHFRANTIERET DRELHYET,



BOE. TUFIMIRIZEDIFAIL
SRATLOGRE
kav4lms-kavscanner 2V iR—RUhE, T7AILD AT Yo EITo12Y . BEA TS H OB

BEONDIF T OUBEEREICEINTITICET. AVEA— 2D ITFAILV AT LED
AIAMRELET,

b=
£
kav4ims-kavscanner AV R—RUEDBREETRC. 7Ty —2aVBETI 7LD [scan-
ner.*] £o 3Vt EHLNATLNET,

A |
=9 -

TIHIWATCIE.AVTIVERF YRR TEDDIE root 1—H & kluser 1—H 14T
ER

T7ANTATLEE BRHOTALIN  BRHDIT7AIVERFTY LT EHIENTEET, RiE
BEIX.UTORBTY L—TRITEnET:

o RFYURR (65 X—TM 6.1 ZSR)

o FTDIUMDRXNUHHREBEERRS & (67 X—T D 6.2 £5H)

o FATTIUMIHMLTEITY DM (68 X—2D 6.3 £5R)
AVEA—EDITFAIVD AT LIZHT DRAF P LTOLIICFHIBT 2 ENTEET:

o 1EREFDARVELT. ARURSAUALEIAT S (69 X—T D 6.4 £S5 )

o con A—TAUTAZEFE>THRELIZATD2—ILIZEDWTHIIET S (69 R—CD
6.5 #5H8)

¥-—N |
[=

AVEL—FEERDIAILARFT Y UIZ[E, FERBIZELDYY—ANBETT, LIzA>T. 204
AOERIRT AESFAVELI—EDNRTF—IVANETTHEHIENDETT, Z<LDY
Y—REBBEETEZT T —2ar NELTOVENEZITAT YU E T o TLESWLY, BB RA
T, TALIM) EZERIGERLCRF YT HILEREOHLET,

6.1. R¥yronR

AXrURRIE BEEENI 2 DR THIENTEET :
o RFXYUNR - JVANRRFYUDRREZDTALIMNEIVA T IbDY RS
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o RFXYIFTIxVb - DANARRF YU DRZREGDF TS IMDEAT (F—h4T
7E)

TIHILTIE, FIRAARERE D7 A DRTLDF T DI MIRT DR F v ALV T ALY
MIDBEEShET,

b 3
AVE2A—BDT7ANV AT LETRTRAFX YT BIZE IL—bTALIRICUYEZ B, O
IURSAVTREYUREETIEEELET,

AEFvUNRRF AT OAETERLEY CEATEFT:

o RXVYUNMRLLDTALIMNIBLUVIZAILE, AXVRFAOTETRTIHETS (R
R=REY), /SR [&, #E5d/ SREFL(EHR /SR (ALVRTALOMINERT) #E/
ER)

o RAFXvwUNRETHERRANIFZFAIVIZHIZEL, COT7ANEFERTHLIITATURSAUT
-@<filename> #IEET 5, FI7AILADEA TS IMEIHITLTA AL, #Ext/RR
ERATS

@A |
=&

=

AFX Y UIRRERF YA T IMDTHF AN IFAIIL DB AEIRRSAUTHRET
BE.TT7AILRITHEESN=NRETNRAF YUK ELYET, AYVRSAUTA R
SNz RIFEHSNET,

o XX YUMRDBRMAFYEFTIZF S ([scanner.options] £ 3> D Re-
cursion, F=[EaATURT A INSA—4 -r)

o RDEBREIFAIEERL. COT7AINEFERAT BLSICaVR—R U MNEEFIZOTY
KS4 2T -c <filename> Z5ET 5

AEvU DR REEDFT T IRADINRIE, 4096 NARUAT THRIFNITHEYEL A Th &Y
ROARICERBESNTWAF TV IMIRFroSnER A,
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SRTLDERE 67

FTIAIWCDRF AT IMIHRET7 /)L kavdlms.conf O [scanner.options] 433
VTHEESNTEY L TORETERLET L TEET:

o TJFANEEERGRETD
o OUKR—RUNBEIFICOATURSAUITA—LEFERT S
o RDHBREIFAIEERT S

6.2. ATTzIMDRF v LRELERRRD
E—F

ZDE—FOREFFEICEETT, BRET7AILDIRIMESN = EEITT TV —2 a0 AV BREER

BRETINESHMN, ZOREICL>TRESNET,

TIAIETIE, BEEREATICHE>TVWET AT IMERF UL, DAILAPEDHLL
T7AINELIEHEBLIZ I 7 ILDBRAMSIN G R AV E—DFRRLUTLR—MMIERZERE
T3, EVSONTIAILNEIETT,

YANARFYUDERELT, EFTCIMIUIVTIADRAT—EANEY B TONFET :
e Clean - VAILRIFBRHMEINFRATLE (AT MIBRELTLERA)
o Infected - A TPz UMIREELTLET
e Warning - 770z a—FABERHD I IILADI—REBITWNET

e Suspicious - ATz VR ERMDIAILNRIZEZELTVSIEVLAHYET
(UseCodeAnalyzer=no OF&FEVYETONFEA)

e Corrupted - 7 TS/ MAKELTNET

e Protected - AT VMABESILENTINS (RT—FREINTWND) 1=HR
FroTEEEA

o Error- AUz IMDRFYURIZIS—MNEELEL:

ERRRE—FA A V(2o T L5154 ([scanner.options] 233>, Cure= yes). Infected
RAT—HRADQFA TN DEBREZITET  BEROERELT. KA TP IMzE0VThd
DAT—RANEYHBTONET :

e Cured- AT HPDRBRLEFERICERRINELS

e CureFailed - 77 zMDRBRLEEERTEEFLATLIZ, CORT—RRADIT7AIL
&, BEATOHMBLTHEESNTODIL—ILIZ>TOREINFET
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6.3. FITTxUMIHLTETTHIRE

AT ML TERITSNBEEF. ATV MDRT—ERIZEH>TEBYES, TIAIE
Tl BEAT OO ELIFREELNFRONIA T IO BAIZEL TEMNTHNDLEITT
9, LM L. Infected. Suspicious. Warning. Error. Protected. Corrupted DX 57—4%X
DNEWLTONA T IMIHLTUTOLSHER EERTET DN TEET :

o TFTALINIADOEE - BESNIRT—EADFT TPz OMETALIM ~ABBLET,
BAATOzIM AT T IOz OB ETRETY

o TIFAIIATLAISDHEIK

o  OTYURDELT - {ZED Unix RIVTFI7AIELIF TN ERZEDLOEHALT
I7AIVEREBLEY

Kaspersky Anti-Virus [FBEADA T Ik (T74AI) LaTFHFITozo (BERODA Ty
FCHEEENTZED, §1: 7—h47) #RAILET . ChE5DFAT DI MIRT HNEELERFISN
THY.EEIT7IILHTOREMEBEN DI TVET . BERKF TSIV LDEEIE
[scanner.object] &Y 3> avTFA TIN5 E L [scanner.container] #4533
UTHENEESNET,

g

£
= -

HORERNT7—HATICH T 2EEEZRANTEHENTETT . 7T—HATBEMNEELTD
BE.T—HATEBEA T OO REINET . 7T—HATRDF T VM REELTINS
BEIE,. VT FERBENET, LA o T 7—hA T ISR L TEITSNDEEE ., RITICED
WC EREI7MILDZLE IV CHRESNEZREICEK>TRELET,

FIOT MRS HNEBIF, UTDAETEIRT HENTEFET:

o TFTIUAIIMLEELTHERTSEE L. kavdims.conf RET7AILINTHEELET
([scanner.object] 27 3> & [scanner.container] £523Y)

o FOZREI7ANTRELIEEL, AVR—FUFDOEBFICCOI7IILEERALEY

AR
aVR—RUPDRBEFIZOATURSAUTHREI7AIILDEESNTOERWNGE (X,
kav4lms.conf Z7 AL DFREMNERAINET . COT7MIILEEBBFICERT DI,
BRAGEREIIBESHYEL A,

o MAEDEEEYIIVIZHLTIE, kavdlms-kavscanner AV R—R U MEEIBFZOT R
FAVNGA—REFERALTEREMEETT

BEA IO T 2EELEITHFAIT OO T2EETIE. ALEXZERALET
([scanner.object] 273> & [scanner.container] £73>),



FUFIANRIZEDT7AIL
SRTLDERE 69

6.4. EAMTALIN)DALTIUR
AExyy

Kaspersky Anti-Virus [CREIN TS REL—MRIGEIRIIZIE BRI TALIRIDIAILRR
IO LREEBBRAHYET .

UTDEHBTTUOFIANILARFT Y UERITLET:

1. /tmp TALIMIDIANRARX v 2RAL. RSN =BEFT O I BEM
[CRRFERBRLET  BREEEERTEUM>1=A T O MIHIBRLET

2. infected.Ist, suspicion.Ist, corrupted.lst, warning.lst 77/ JLZERL. AF ¥ T
BREESNFBEEFTOzOM FOLWAT OO BBEF IO IMDT7AILEE
RERLET

3. aVR—RUIEMED#HER (EBA. BEELTLWEWIFZFIILUSNADT7AILIZET
B1EHR) 2. HLUPTALIM)ICHER SN BLR—ET 74 )L kavscanner-
current_date-pid.log IZH ALE T

BARDERFTTBICIE. ARSIV TUTOEIICAALET:
# /opt/kaspersky/kav4lms/bin/kav4lms-kavscanner -\
rlg -pi/tmp/infected.lst -ps/tmp/suspicion.lst -\
pc/tmp/corrupted.lst -pw/tmp/warning.lst -o /tmp/ \
kav4lms-kavscanner-"date "+%Y-%m-%d-$$"".log -i3 \

6.5. RTTVa—)LR¥ryr

Kaspersky Anti-Virus W29 DEFTIEL. cron 7T —2a v FFRLTAS 1 —ILATEET
+

/home TALIPIDITAILRRAFy & EAB 000 TTWVW.ERET7AIL
/etc/kav/scanhome.conf T EESN-RAF VY UREEZHRHT 5, FRIVERITTHICIE. L
TOFIEEZETLES:

1. EREI7AIL /etc/kav/scanhome.conf #ERL ., BELRAF Y UEREEZ_DIT7A
JVIZHEELET

2. LTFO&ESIZAALT. cron (crontab -e) 7OtRDEEERET HRET7AIL
RELET:

0 0 * x * /opt/kaspersky/kavidlms/bin/kav4lms-\
kavscanner -c /etc/kav/scanhome.conf /home
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6.6. EEE~DEA

BEOD Unix Y—ILEFERALT. I7MIILVRTLTREA TSI EOLWA T DI, &
[FRIBA T UMD RSN =B R ICEBEANBHMEEDLSITHRET D EMNTEET,

BET7AMIL kavdlms.conf DBREEFE -V AT LRAEF YU TREI7AILEET—H4TH
BRASh IS SICEEE~BNNTONDESIIEET S,

=7~
=893 -

B, Linux /R ELTNET,

BRAVERITTRICIE U TOFIRERTLET :

BAA IO a T+ A IO DO UNEIZET 5)L—IL%E. kavdlms.conf T
ELET:
[scanner.object]

OnInfected=exec echo $FULLPATHS%/$FILENAMES is \
infected by $VIRUSNAMES |

mail -s kavdlms-kavscanner admin@localhost
[scanner.container]

OnInfected=exec echo archive $FULLPATHS%/$FILENAMES \
is infected, viruses list is in the attached file \
$LIST% | mail -s kav4lms-kavscanner -a $LIST% \
admin@localhost

B!

ZDY T IVERERITT BRI, mail 2—FTA)TADBED AU RM—)LRRIZHDHZEERERL
TLEEELY,



mailto:admin@localhost.com

B7E. BEBETHIN—ADEH

TET —IN—ADEHIE kavdlms-keepup2date AVR—R UM &> TIThNES , DIV
R—RUME +DEIMILAREICRMEFR A EET—EIR—ADBEHFICHERAINDT
THIREFHTE ARRLRF—OT VT T—h—/ITT, LTFOY—1\DHYFET :

http://downloads1.kaspersky-labs.com/

http://downloads2.kaspersky-labs.com/

ftp://downloads1.kaspersky-labs.com/ [EA"

BHOAIO—RFTELTHEARAA URL DYRRME, 7IUS—SavBAEFVbIEEzN
% updcfg.xml Z7ALIZHYET . TYTT—b—/DYRLERBIZIE, AT URSAUTUT
DE3IZAHALFET:

# /opt/kaspersky/kav4lms/bin/kav4lms-keepup2date -s

BHNIEEITS5EE, kavdlms-keepup2date aVR—RUMEZDYRMDREHIZHSHT KL R%E

FPRIRL. FIDDEET —ER—ADE I O—REHAFT . 7IVr—LaviREI7MIL

@ [updater.options] £ 3>IZ#% % RegionSettings /\S5A—4%FEHALT. avE21—4

DWMADIZFT (ISO 3166-1 ZHE(ZE DUV 2 XFRIEOEDI—F) 2IBETHIENTEET,
kav4lms-keepup2date OV iR—RUbE, IEEDHBICET 27 VT T — b —/\DRIREFA

LET, BRLEZELADNSDEFHATELEVGE . RO URL I LTH v O—FHE A

LhET,

bz 3
EET—IN—ZADBHIE. AARLRAF—DT T T—r—\~N 1 BREICEIC7YyTO—RE
nEd,

BHIABBLHLETTHE. ZBET7M4ILD [updater.options] £V a3V THES T
PostUpdateCmd /S5 A—ANETEINET, TIHIETIE. SOATURIZE>TERT—42
R—ZNBEBMICBERARAASINET COREICFELGEENMALNDIE, BEFSN-EE
F—ER—REFRTELGLGo1=Y ., PTUr—2ar MIELKBEREL A2 =Y T 526 HYE
?‘0

SERE:
keepup2date AV R—FRUCDREITTRT, ZKET7/LD [updater.*] £/ av(TFELH
SNTLET,

B—ALTIITF R T—IDBENBMTHIEE X, TYTT—r—/0n 1 BECEIZE
BT —AN—REFYO—RLTHRYNT—ITALINIZEE, FybT—IROO—A)LIY
Ea—8nCOTALIMEBRFHTELTERT BELIITHEL TSI RUMT—IT 4L IE
DOERIZDLNTIE, 7.3 (73 R—) #5HBLTIZELY,



http://downloads/
http://downloads/
ftp://downloads/
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FHIE. cron 1—FoUTZFRALTRTD1—ILERTET S (72 R—=20 7.1 23) H.
EEENITURTIAUDSFETITS (73 R—DD 7.2 28]R) JENTEET,

7.1. EBETAR—XAOHBHEH

REITFANEEELT, ERT IN—ADEHWGEHEHEHRET SN TEEY

EERT—IN—ROBEEHH 1 BRI LITITOhBESITERET 5. VATLATIZET T
T—=2aVI5—11T%#RERT 5, RSN AR TRTIZTDONT—RAOTELEDH. BEIZIE
BHRERTLUGE, FRVEETTHITE LTOFIEEZETLET:
1. TI)r—2avDEREIT7AILT LT OEEEELET . REAIILUTOLEEYT

E

[updater.options]

KeepSilent=yes

[updater.report]

Append=yes

ReportlLevel=1

2. LUTDESIZAALT, cron (crontab -e) TOERAIZHREI7 IV ERELET:

0 0-23/1 * * * /opt/kaspersky/kav4dlms/bin/kav4lms-\
keepup2date -e

FIVTr—2avIicBOVRMD LT YT T—h4—30 URL ZEEMICEIRT K512
kav4ims-keepup2date AV R—RUFEHRET D, FRVERTT BHICIE. L TOFIEEERTL
9

T —a % E 774/ )LD [updater.options] - 3> T, UseUpdateServerUrl
IZ No DEZIEELET .

BEEHEDEELz URL DhOEHEAIUA—FTBHEL5(Z, keepup2date AV R—R U MEERTE
T35, 20 URL MO HYO—RTERWNES X A0 n—RNBE R 5, SRIEETT
BIZIE LTOFIEEETLET :

[updateroptions] + - 2 3 > @ UseUpdateServerurl &
UseUpdateServerUrlOnly = Yes D{E%IEELET . UpdateServerUrl (Z1&. 7y
T—hY—/3D URL 5 ET DL ENHYFET,

#EELT URL BoBEHES Y UO—FF 5&51C keepup2date AV R—RUMEERET 5. 2D
URL M4 O—RTELRWMEEIF, AVR—RUMIEFA TS RNTIRESN = URL A
LDEBRT —IN—RERHT 5, FRVEETT BICF. UTOFIRERTLET

[updater.options] - 3> ® UseUpdateServerUrl IZ Yes D EZIEEL.
UseUpdateServerUrlOnly (= No O{E% & ELFT . UpdateServerUrl 121, 77
T—h—D URL ZIEET HLEAHYET,
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7.2. BET—AER—ADFUTIUFEH

EET—ER—ZADEHIEL, ATURSAUMLNDTHITSITENTEE T U TDIATUREA
hLFET:

# /opt/kaspersky/kavdlms/bin/kav4lms-keepup2date

EHBT—AIN—RDOEHZIEL. #5R% /tmp/updatesreport.log 258k T %, ZRVEETT
BITIF ARSIV TUTDRIIZAALES

# /opt/kaspersky/kav4lms/bin/kav4lms-keepup2date -1 \
/tmp/updatesreport.log

BREOIAVEL—BIIHIERT —IN—RERHTIERE. TVIT M — Do EHES
DUA—RFLTRYNT—=ITALIMICEE, VB3RO TALIMNEZBEHTELTE
AT BAEMNMERTT,

FyRIT—HF4LYKY) ftp://10.10.10.1/home/bases Mo EHET —HR—REEBH T HLSIC
BEL. COTALIMIZT VR TERWNEEFIETALIMN DB ZADBEICIEHARRILR
F—DTIVTT—r—N\DEEHT ISR ELET . FERIL report.txt I7AILICHALE
E

ARYEETTBHITIF LTOFIEEZEITLET:
1. FIVr—2a DBRFEIT7AILT. RLUTHEEEELET:
[updater.options]
UpdateServerUrl=ftp://10.10.10.1/home/bases

UseUpdateServerUrl=yes
UseUpdateServerUrlOnly=no

2. AXURSAVTUTOLSIICAALETS:

# /opt/kaspersky/kav4lms/bin/kav4dlms-keepup2date -1 \
/tmp/report.txt

7.3. BEBT—IHER—AREAT(LIMD
ERK

EET —IRN—RERIYNT—ITALININSELSEHFTZICIE. TALINIDT7AILiEE
NARRWRF—DTvTT—rH—NERLTHAIBELNHBYET, UTOEYIIIVTIEH. Z
DARIIZDVTHLRTWEET,

FYRT—IROA—AILAVEL1—INEET —IR—RADBHTELTHEAT ERvET—H
TALINEERT 5, FRVERTTBICIE LTOFIEERTLET :

1. B—hALTFALINEERLET
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2. LT®O&ESITAHLT kavdlms-keepup2date AV R—r U M EEBILET :
# /opt/kaspersky/kav4lms/bin/kav4lms-keepup2date -u
<dir>
<dir> 2. B—=HAITsLIR A R ERELET

3. ZOTALIMIZRTIHRAMYBRDORYRNTI—I TR EE,. O—H)LaY
Ea—ZIcftE5LES

EET—IN—RAOBEHFHN IOV —NBHTITONILSICHRET 5. FRVERITT BIC
. U TOFIEERITLET:
1. [updater.options] 23> ® UseProxy [= Yes D{EFIEELET

2. EHREI7AILO [updater.options] 53T, ProxyAddress I27O09 34—
IND URL #EELFET, 7RLRIE
I http://username:password @ip_address:port | O X TIHEEL TS,
ip address & port (ST IRETILENHYET HY. username & password
T =N RERIERICOAEELET

EJES
1. [updater.options] 233> ® UseProxy = Yes D{EXIEELET

2. IRIBEZE# http_proxy %[http://username:password@ip_address:port |
ODRAXTHEELEFT . COREZL (L [updater.options] 53> D
UseProxy m7LMEEE L Yes BNMEESNTLSEEICR>TEEINET



E8E. FMtEVAX—DEH

F—I7ANBET IV r—2a & ERT2EFNESZ2LDTHY . 1LV RAX . HHHIR.
IRFEREEFRGEEBALISMEURICET 2R AFRNEELTOET,

FIVr—a R ERT BRI TR SA LU RBRBISEU T O Y —ERERITBIE
MeEFET:

o 1B LICVI—RENDERT —IN—REH
o  TFIUH—Ia DB (/\VF)
o FHHRN—TaroFIUs—iar (TyIFIL—K)
o FHIVALRIZETIRIIER

F—DHIRMUINDE, LRV —ERZZ(THEMHBEMICKHNFET, Kaspersky Anti-
Virus [E7 U F 0L AEREZ R IRLET A F—HRUINBE A TR THOERT — 32—
APMEREINET . EBT —IN—RDEHFEEFFIATEFELA. ERT —IN—XEFHT
BHLBE. ZOV)—XBREF—OFNHARIYEHFLOATEEAHYET . ZOHEE. 7
TVr—2avEToF AL ABREE R TNICHIET BEENDY ICHRERSNET,

LA T F—DEMEECLR—FI7MLEEHMICHERL. F—OADHAREILELTS
(CENFRICEETY,

TIVr—2arTlE UTOSMEVRAREYR— L TVET:
o FSO4VIICEBIAEVAAR

COIMEVAARF. F—THESNBRINS TV IDEIZHT HREZRBL
FTI)—VFERRFVIERBEINFNEBEA STV ETNERSNET
BREST4vIMSA o ARBEEBASRIT. S RAREEZBI TVDHID
A=V BLUEBDOAVE—DICONWTEEZEOBMARITINET,

o  TFRLRIZKBFMEVRAR

DMV RAKIE. FEDHDA—IILTRLRICKT H2REFRBLET . h I,
kav4lms.conf 7 7 4 JL ® [kav4lms:server.settings] - ¥ > 3 > ®
LicensedUsersDomains /A5 A—ATIEEINZFASDDYRN, 7T r—23
UREEL TS Y — N LD TRLRICERSNET,

FARVASNIZF AR IZ UTOAETHEETEEY:
o ZEDFEDXFF
o  TAIFA—FRE (UNIX #X)
o IERRI (POSIX #X)
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8.1.

B

ERRBETE AXFEDMXFEREANSNEEA,

FAMVADA—IILTRLADEN AV AREFBA-GE. EEEE. BNO
FT4VIEITHT HF—DEAERSNET,

F—HlORT

Ch&EIFRIIZ, Kaspersky Anti-Virus 121&. F— D2 FHRER BT THELAOTT—2EZI(TE
N3 &E5123 2458174 kav4lms-licensemanager a2 R—R U bhMEH>TLNET,

RS T A TERICHAENET,
F—ICBETAERERTT BICIE IRVRTAUTUTOLITAALET:

#/opt/kaspersky/kavdlms/bin/kavdlms-licensemanager -s

LFISRYT £OGEERABEEICH hShET:

Kaspersky license manager for Linux. Version 5.6/RELEASE
#68

Copyright (C) Kaspersky Lab, 1997-2007.

Portions Copyright (C) Lan Crypto

License info:

Product name: Kaspersky Anti-Virus BO for SendMail / Qmail
/ Postfix Milter API International Edition. 10-14 MailAd-
dress 1 month Beta Licence

Expiration date: 01-09-2007, expires in 28 days

Active key info:

Key file: 0OOBEAODB. key
Install date: 02-08-2007
Product name: Kaspersky Anti-Virus BO for SendMail /

Qmail / Postfix Milter API International Edition. 10-14
MailAddress 1 month Beta Licence

Creation date: 02-02-2007
Expiration date: 03-03-2008

Serial: 0038-000413-00BEAODB
Type: Beta

Count: 10

Lifespan: 30

Objs: 7:10



FAEUAX—DEE 77

Objs NSA—=RIE  SAEVRFT TSI ERLET . ZDEOHERIE.
<type_of_objects>:<number_of_objects> &7EYET,
<type_of_objects> IZI&. LT DEEFERATEFET:
o 3-BRNTaYY
o 7 - A—JLFRLR
<number_of_objects> DfElE. Count /35A—2,FLTT,

REDTA U RAF—IZBT HERERTT BICIE ATURIAUTUTDEIITAALET:
# /opt/kaspersky/kavdlms/bin/kav4dlms-licensemanager\
-k <key filename>
<key filename> [Z[E, F—T7/IL DL BiIZEELET (451:0003D3EA.key),
LR O &S ERNEEICHAShET:
Kaspersky license manager for Linux. Version 5.6/RELEASE
#68
Copyright (C) Kaspersky Lab, 1997-2007.
Portions Copyright (C) Lan Crypto

Product name: Kaspersky Anti-Virus BO for SendMail /
Qmail / Postfix Milter API International Edition. 10-14
MailAddress 1 month Beta Licence

Creation date: 02-02-2007
Expiration date: 03-03-2008

Serial: 0038-000413-00BEAODB
Type: Beta

Count: 10

Lifespan: 30

Objs: 7:10
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8.2. X*—EH

Kaspersky Anti-Virus D54V REEHFTHIET. 7IVr—a> DiEeE T 2R EICR
DIEMNTEET, DFY. EET—IN—RADEHF L. 75 R—T 0D 2 [ZHBIFonfzBMY—E
ADERELRREE Y F T,

F—OFMHBIE. 7TV —LavBABISERLIZSA 2V RILTICE->TEBYET,
F—ZEEHI DI
BATORFBRBEETSEVELEZEL,

FEE:

T4 ZAOEHIFHIMEEICTTRAWETET #EMIC OO TIIRFEREEETHREL
BAHELLEE,

BAFHDSAEURAF—FA VAT EBRELRBYET,
F—FARM=ILT BIZF. AXURSAVTUTDESIZAALET:

# /opt/kaspersky/kav4lms/bin/kav4lms-licensemanager\
-a <key filename>

F—DAVRAM—IVRICERT —IN—REZEHTHILEHEOLET (71 R—
D ETEESR).

F—ZHIRY BIZIE AV URSAUTUTOEIICAALETS:
TIT4T0F—%HIRT BIZ1F:

# /opt/kaspersky/kavdlms/bin/kavdlms-licensemanager\
-da

BIMOF—ZHIBRT 523

# /opt/kaspersky/kavdlms/bin/kavdlms—-licensemanager\
-dr




F9E. LAR—hEREHE

9.1. 7 yHr—i3vny

b= 3
TIVr—2avlE, —RETAILEADTADIAVR—FR UMW TAY EERLY . 0o+
Lavik, =\ I4ILEMZE LT kavdims.conf 774/ )LD [kav4lms:server.log] & &
U [kav4ims:filter.log] £/ avICRESNFET,

THAVr—230av R—2 U b OEEBERE. SRATLOTELFEATI7MIVICRESNET,
fRE LI, Destination N\SA—ATHEELES . RELDEXIIUTDEEYTY :

e syslog:<name>@<facility> - 7FU4s—3> <name> &LTHTIY
<facility> ICER8RLET

e file:<log file path>-EELIEIFAILITAVE—DMRFINET

g

£
= -

H—NETAIVBIZELT7AIINERZREELTHERLENTLESW, BT J7 M ILEEHATES
DiF. 1 EIZ 1 2070€REFTT,

BRI DEROAITET LML, Options /X5A—42THEELET , Options /35 4A—41E
. B4 T avDUARRTY, AT F T oavid. Ry TRYIGNT: 2 DDA TERIhE
9

1. ATED2—IL. ZOHDIE. FENRBHEINEZTTIS—2a v DMEEES 1 —ILE
RLET, EHATRELSEIXLUTOLESYTT:

o all-IRTCDIIN—T2EHET

e config - SXEICEELIzAVE—

e app- HROEDRRODYIMLDARUL

e scan - AXvUNAT—HR, ALE

o cfilter - ATUYITANBYDT DRAT—HX, NIE

e backup - XV TYTEED AV E—D

o notif - B RAT LMD AYE—D

e admin - FEBEEICELELIZARUL (Fz&Z (£, SNMP, O U RRE)
e smtp-MTA £7TUr—2arRD SMTP 4 (704 158
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2.

LAR—FLAIL, COEIE, BESNIEBROEEEERLFET . ChIF, BRI X
FEREBFTRETEEY FRARELA T2 a2 OHRBITONTIE, BT
DRESRLTZEW

LR

=
=

LRILE

HiEA

0,F

fatal

BERABIS—ICHET HEROH, OV R—RY
FASERZEL TS, BRI POT—EN—RF -
[FX—DFEAAHRICTS—IFEL, &
E,ERBIS—DERICIZ. AT I7(ILA
TIFIA o ES

1,E

error

AVR—RUPDELESIERIT LSBT D
HMIS—ICBET BFER A TPV PR FvY
DIZ—ICETIEHREE ChHI5—DIE
|IZIE. OO 77 IILNTIEIAF FoNFET

2, W

warning

FTIUr—2arvDEILESIERIT LS5HT
S—IZBT 21ER. TARIEEZREDTRE.
F—DHRINICET EHRLEE, ShdD
EHIZIZ. AT 77/ ILATIWIN O hE
¥

3,1

info

BELRBROBH ., IVR—R UM ETH
MESHDER. RET7AILDINR, RFx v
URE. BEET—AR—RIER, F—I1EFH. X
FYUBROMEIEREE, S5 DIERIC
. 09774 )IVATILUN TN ET

4, A

activity

REOTTVr—avBEIZET 51E#KR. X
XroHROATOIIMDEFLE, 5D
ERICIE. O T7MILATIAIDMF IS E
j—

9,D

debug

FNVTER, o DERICIE. OFT74
JLRTIDIAMF TN ET
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O 47 aviz. U TORETHRETEET:
o JI—TELRILOHMAEDYE (fzLZ (L. scan.info)

o TL—TELRLOHBHEDE ORI 12H1THE FBELIZA TV avhBiash
EXN

LB

[kav4lms:server.log]

Options = backup.all, config.error, scan.all, -scan.debug

Options = backup.all, config.E, scan.all, -scan.9

ZOBITIE. TRVTERE. TRTONYITYTAvE—D  config HhEDT RTDIS—HAY
=T TRTORF YAV E—ORFEMLYET, 2 BEEOFIERNOFIEFLTT A, L
NIVERA T avEFERLTOET,

@

of

LIR—RLARIVIZIE FTD (THRD) LANILIEEENFEA BHDOLANIILEERT BIZIE. £
NEDLRIVETRTEET 0 FELGELALEBRNT DRENHYET,

AT 774 IVIERRICERTHAHEAHYET A, TOHAXEOT OO—T—23VEHH
129 B2 LTHIBRTEET . COMAEFHHZF 5IZI1L. RotateSize 5LV RotateRounds
INTA—REEALUSNDEICEELET,

Oy OR—7—2avEBNICLIGE. AT 774 I)LIEH 4 XH RotateSize [2:ET S5FETH
ALET . ZO®. AT I7AILDELFIEERSN ., HER. LN TEET . COBEFREZHEAL
974D TTICHEETHEHEEE. BE (EEFH) H»° RotateRounds (ZEFBHFETI.2].
T31GEDERH=#FEALIZI7MILIMER SN ET , RotateRounds {EIZET 5L, R
NLUDOT7ALIBERSNET,
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9.2. 74— a EEtiE

=

TI)Vr—CavHEAENREOA T IV E AAMAVEEITIZ7ALD
[kav4ims:server.statistics] o avIzhyFET,

FIr—Lav OEFTHICE, UTFO 2 EEOHHENRESES
o BRESWTLAMGT TUr—oar BiEE RIY 5—RifaHE
o MEINIFAVE—STEITNESNBEME E

RESNDIFEHEDTELEL. Options /\5A—STHEELEY . EARRELERXUTDESYT
ER

HEHEDHTIY FFoasiE RESN DR

Ayt— messages ZEAVE—DOB AFYUERAAYE—DD
B REINAVE—DDOH BEELIAYE—D
D, Bof- (BIELE) Avt—C D%, TT
DAY= A XD EY (NAREHL) 1 DD
A= DF Ty ICEPINI-F M (SUR
BAf)

RTFLY—R resources MEHELNRBRICERSN B RH D DR AR
(PP BfL), BEIFS 70998 A4X (FO/AA(LE
f), A—HTEDEE CPU FRE. VRTLTE
MAEHCPU RS

BHSN-EB viruses REZICERAINT 10 BOIVAILA. REEZLDY
AIAREZEELI=LA 10D IP PRLR

AVTFUYITLINEY Y filters MIME J4ILRY TSNz AV E—D D, FfT
g T7AINZEDTIANAI TSN AV E—DD
B HAX(ZE>TIANABYV TSN AvE—D
D IMILRBIZE>TIA BTSN Y

-0
TRT all ERDIRT
Ayt—U T EDHEHE | raw Fyt—T T EDBIFEMEHEHE

#EHELL none MEHEXINEShELA
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Options /35 A—30D{E(E. HhVITRYIGN - EEREDYRAMTT,

Bi:

Options = all

HRETOMEHE (AvE—D UY—R DMILA, TAILE) EITEIRELET,

Options = all, raw
HAyt—U T EDIEHELIRELES
Options = none, raw

HAy—TZEDT AT ERELET (L),
WMEHEDIEZB =T BI1Z(E. Options /35 A—%% none LISLDIEIZERELFET

A |
= -

Options /\54—%% all IZREL CHEMFHEEENCLGYERA CORFHEZ4T L. B
THIZHEETORESHYFET .

HS#HEHETD7AIILDY T ILLO—K:

1210247100 1208 from@exmaple.com

rcpt@example.com infected EICAR-Test-File 127.0.0.1
1Jud4YW-000Du9-0U Default

NEDERA:

e 1210247100 - AyE—IhUNEEnF-BEZ] (UNIX F2X)

o 1208 - Ayt—THAX

. from@example.com - AytE—UEEZFBDT LR

e rcpt@example.com - Ayt—CUREHEDTRLR

o infected - RF YU RITAYE—DIZEIYHBTONFRT—HX

e  EICAR-Test-File - Ay t—CHNTRESNF-ZR DA

e 127.0.0.1 - AytE—UEEETAOICHEALZ IP PRLR

° 1Ju4YW-000Du9-0U - A—JLF1—TDAy+E— ID

e  Default - Ayt—C OMBITEALRECBEERTENTNEYT L—T DA
HEHBEE I 7AILICEERALIZEZ U TOITURERTLET:

# /opt/kaspersky/kavdlms/bin/kavdlms—-cmd -m statistics -x \
write

COARUFIE, BRFOHEHET7AILICERFHLWMERZ L EEZLES,
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RNEREEHER D V2% £y b T BICIE LTFOIATUREETLET:

# /opt/kaspersky/kavdlms/bin/kavdlms-cmd -m statistics -x \
reset

S¥ED:
P9 aE) YN ERICEERNRERBRT AT RFET7MIILELEESTIRENHYE
T,

it EE D/ S A—4IL. kav4ims.conf 771 )L D [kav4lms:server.statistics] &5 3>
TIL—TEEhFT,

WHEHEIZIZ LT D 2 2O24TDHYET :
o BE - HEOFEBIH-TREFESN, 2RMLEMOBEERRLEY

o  Ayb—UZL - REINfAYE—DTLICEFAEN, TOLNEICET HEMER
ERLET . chold EFMFHESEFFERET

et DO#EHEL. Destination /NSA—S2THEELZI7AILIZRESNET  EDMHEHEE.
RawDestination /A5 A—2TIEELI7MILICRESNET,

Ewr A
=&

=

AXvUHIEDEBDIEBDIATDAT O IMNAvE—DITEFNTNRE S HIET S
BENIURICEO TR AV E—DANIUIENE T LI 2T AV VBB RBHTRHYE
Bh DEY. AVVADEFIERFvoEn - AvE—D DA RLTOVEWATRESENHY F
ER

feEZEBEELIHREAT7AIL RRT—FRESNIZFAFT 7). application/msword 24
TOFRMIT7ANEESBE—AvtE—DF BEICECTUTOAIUATh OV RSh BT REME
NHYET:

o total_messages - irifSnizAvtE—2D 1 DTHSH=O

e scanned_messages - Ay t—UAAHESNTINVST=H

o protected_messages - (RESNT-T AN AV E—DITH LD
o infected_messages - FEELI-E DDAV E—DI2H D120

o filtered_mime - —2(3 % MIME 24T Avt—2I2H BT

HEHEIZ. LTD 2 DORATINETEET:
. txt o741l
e xmlI7A)L
WMEHED D7/ L HK 1L, Format /S5 A—42THRELET,




F10E. EELTHE

10.1. SNMP [Z&5REXT—ARXDER

N—23Y 5.6 UBEOTT)7r—3> Tl SNMP FOraLEERALTLUT OFEHRAD5AE
YERT7IVERERITTEET:

. BREE - TIVTr—2aVDBRET7AIL (JIL—TEEI7(ILEEL) D21
23V DINTA—E

o EMEDHEHE - 7T —Lar DEMEICEY 2 EENHEHE

SEED:

775 —3 00, SNMP ZOkajL vi v2,v3 EHR—LTWARI -V U bERLNVET, C
DB TIE V2 FSvTEZIETEE0. FNICTGLTINSY IV U IEZRETILENH D LIS
EELTESLY,

SNMP ET7 7R TESIFRIE. kavdims.conf XET7I/LD [kav4lms:server.snmp] =%
23VI2%H% SNMPServices N\TA—RATREINET , CD/NTA—ZRICIE, LT D{EZEFER
TEFET:

e config - 7Sy —a R EER

o statistics - BFDMFHE (RITSNSMEHEDFEMICDOLNTIE. 82 R—TD 9.2
i)

e admin - UTZELERHER:
e  Status.StartedOn - 77) 77— a3 #EEL =B+ (ISO 8601 f4 =)
e Status.UpTime - 7 )7 —avERBBILTHORBLIERM (FVE L)
e update - UTZELTIVr—La v EHIER:
e Last.Checked - #%ICE#HEFvyLI=B 1+ (ISO 8601 #5=)
e Last.Result - HEITITHON-BEHFORXT—2X:
o updated - EHIZHYIL. HLWEERT —FX—ZANAURb—LEn Tz
o not-needed - EHTELLTET LAY HILLVI7AILIFREL N T=
o error- BEHTOERAKRBLL-

o rolled-back - BFHIEHULI=A, EET —FIN—AMNBHIBL TV =8,
A— LNy IEFTEINT-

o unknown - REZEITITHONIZBFDRAT—AREHBTEEI o1
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e  Current.Loaded - #ZITEIILI=E D H{F (ISO 8601 A=)
e  Current.Records - REFEAFTDERT —FN—RIZHITDHV TR Fr D
«  Current.Released - & NEH M )—RSh 1=t (IS0 8601 s zt)
o all- LREOTATORER
e none - SNMP L Tl&, EDEHREARLEL

Kaspersky Anti-Virus (&, AgentX ZOIJLEREAT SNMP YRAT—UxhextEEd 5 SNMP 47
I—UxUMEERLET, AgentX TORIIL/FA—RITLUTDESYTT

e Socket - ¥EEV/ 7Yk, LTDHIZRY K32, A=A ITFAILEIERVENT—DY
TybEFERTEET:

Socket=local:/var/agentx/master
F=l&
Socket=inet:705@127.0.0.1

g

&
=]

O—AJL Unix Y7 yhEERT 2581 YT I—Cz U bR RAI—U UM ZE DY YRS
THORATEDIEEHZREL TS, BAIZE>TIE. RunAsUser &1 RunAsGroup %
EE.H—ER (VTybET—2T774IUARLCIAVEL—2 LIZHBBE (T AP —ER) A
FRTIVTINB LU T—EI7AINDT I LR EEZEET IBENHYET,

e Timeout - AgentX EXRDAA LTI+ (FBfL), TIH+ILMEIX 5 TH

e Retries - AgentX ERDBHITEE, TI+/ILMEIX 10 TT, 2D/
A—ADERESINTIVENE S B 5 AMERASNET,

T

==

EROBRITEHKIE. EELT- Retries EELERLDIEENAHYET . chLE
Twatchdog IOBMEMNEETHRAET 2D THY . FREEHYEE A

e PingInterval - YIHREEICH 1= TI—C U MMRREII -V VA DERE
R DR (P8 )

AgentX ORI EYR—FFBEED SNMP I—U U hERRAT—Uz VR ELTHERATE
FT . UTDEILIVTIE INET-SNMPIT—U U D REFERLET . COREHITIX. 7
TVr—2av Y II—Uz o b R—hAIL Y7y EFEALT NET-SNMP [ZHHELET .

&=
EBE!

AgentX TALIJLEELLRE T H/3—23> 5.1.2 LLED NET-SNMP 2FEA$ L5 HE1D
LET,

YRRV MERET BHICIE LTOFIEEETLET :




BREGRE 8

1. LIT®1T% snmpd.conf BREIT7AILIZEMLET :
master agentx
AgentXSocket /var/agentx/master
AgentXPerms 770 770 root klusers
rocommunity public localhost

trapsink localhost
FIRT—=UV Ty EERYT 2ERIF. 2 ITEELUTOLIICEELET:
AgentXSocket tcp:127.0.0.1:705

2. LT ®fT% snmp.conf SRET7AILISEMLET:

Linux Qi54E:
mibdirs +/opt/kaspersky/kav4lms/share/snmp-mibs
mibs all
FreeBSD M5 & :
mibdirs +/usr/local/share/kav4lms/snmp-mibs/
mibs all
/X R T Jopt/kaspersky/kav4ims/share/snmp-mibs | T (& . Kaspersky Anti-Virus @
MIB J7 A LBRESNDT I+ LT ALINIBEESNET . 7T r—2avh’

AMDTALIMIZAV A= LENTVDIEEIE. TRIZHLTIDNRREEEFL T
=&

3. NET-SNMP ZHBEELET

NET-SNMP [ZR89 %L L VE#R(E. http://www.net-snmp.org/ 12&YET , snmpd.conf & &
U snmp.conf RET7AILDEFEMICDNTIE, BHTHV=aTILR—DFSHL TS,

G OID IF. ULTFDISUFDELETT I ERATEET:
.1.3.6.1.4.1.23668.1043

FE UTOLRY IR TT IR TEET:
iso.org.dod.internet.private.enterprises.kaspersky.kav4lms

CO/—RIZIE UTOTIL—THREENET:

o config - /ET7 ML DHELRKRITERD I avIThton=7T)r—avik
EINGA—=F (TIN—TORELLE)

o statistics - LBz AvE—Y FRPOVY—R, BLUVBEESNIzI//LRIZHE
AT ER

e update - 77— a EHIER
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e admin - EBFR (T 7r—2avi@BRHMOIS—4LE)

BE)

config.Groups oL avIZH DA TV MDNSA—R{EFIBT HB A, Get TIEHEL
Walk AV yRZEFERALTZSU,

EHEE.BEDARUDFEELIZIHBEIC SNMP Trap & ET K37 TUr—ar %%
EIDHELTEEY, kavdims.conf SRET 7ML D [kavdlms:server.snmp] 5 3avIiH
% SNMPTraps /ASA—ATIE, 7T —30(2&% SNMP Trap DEEEFEIT I U0
NRESNFT EAFTHEGEFIUTOESYTY:

o config - BEFIET—IR—REBHARAATHESNMP Trap AEEINET
(ConfigReloaded k5w & 1=I% BasesReloaded +5v7)

e admin - SNMP Trap k. 7 FUsr—Tarhi@e F=EfF1EL1=54A (ProductStart
rSwFEt=IE ProductStop FS5v ) ©F7 TV —Lav [CBGRIS—NEEL-S
& (ProductError ;5w IZEESNET . F1=. AlertThreshold /85 A—4{EAE 0O
ISERESNTOVELMEEK. BE 1 BRERICR O REAVE—CDFEHE
EDEEHEZDE.SNMP Trap MNE{ESNET (AlertThreshold), LELMEEEZ T
LBE. BEAVE—C DB AN EREFADBEZ TR IECERM
AlertThreshold FSwTASEIEShET

EED:

FIVr—3vDBEHEAAHIZHIET S ConfigReloaded +Sv T AFEELE
¥, =L, ZD1iE &L ProductStart. ProductStop. &1 BasesReloaded
FSyTHEIESNET, T, watchdog W7 TV —SavEH4+—LY) R 8—hk
THEHIZERIVET,

e update - SNMP Trap (. 7FUr—LarDEHFERTLIZES (UpdateStatus +
Sv7) PEET—EAR—ZN 5 AR &YHE LGS (ObsoleteBases F5vY) [ZiE1E
ShEYT

e all- LEOVWTHAIDARUIAFEETSHE, SNMP Trap AEESNET
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e none - SNMP Trap IEZEShFEEA

L
f

==

NET-SNMP YRAL—Ux b ERAT 558, FovTEZIET 5126 snmptrapd ¥ —F
VERETAIRENDYET,

10.2. 77)5r—a3>Dtwyb7yvTRH)TR
DEA

Kaspersky Anti-Virus Tl BRIV TrEFERLT. AV A=V FEHOT T r—a> %
EETEFT,

YR TYTROYTME LLFDOLSIERALET:
# /opt/kaspersky/kavdlms/bin/kav4lms-setup.sh <option>
FERTRELRA T av U TOERYTT:

e -—-install-services - AMUH—ERBLIUVIAINEY—EREBREDIRT
LIZERLET

e —-remove-services - TRTDHY—ERFEZHFMREELET (COVATLTIE
BR/ B SNAKBEYET)

e —-check-services - ZFUr—avDH—ERANRZBFIATNEINEIME
HRLET

e —-install-filter=<MTA> - {EE®D MTA [ZT1L3EEHFLET . ChITK
Y. Z4IWAEY—ERELTERINET (RLTH5E)

e -—-remove-filter=<MTA> - IEED MTA NI/ EH—EREZZERIRL
T

e -—-remove-filters-MTA DTF7ITA4THIAINEET RTHIBRLET

e ——check-filter=<MTA>- MTA OREZENMTONIE=-NEIIEHERLET

e -—-—filter-options=<options> - JAIAERF T avERELES . D

FFavig. T4IVAERINTA—EERET 51012 --install-filter 73> em
HABDHLETOAMEBEINET, Sendmail DB EIX. AT 3> ELT tempfail .
reject. pass #FATEFET

e -—-install-cron=<component name> - #EEINIzAVKR—RUFAD
cron P3TEAVRP—ILLET

e -—-remove-cron=<component name> - lEESNFAVR—RUFHD
cron aJZEHIBRLET
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--check-cron=<component name> - AVR—RUrHA®D cron DaThE
FBENTVDIMESINEFIVILET

--user=<user name> - A UY—ERBLUTIIr—230 T4 )LADEST
ICERAShIEREREZE 1 —YE2Z2HEELET . 2OLTavE —-
install-cron &Y —-remove-cron /NSA—RE—EIZFERTIHE RS
D1—ILDERRREGD IS Th IV ERSNET

i

# /opt/kaspersky/kav4lms/bin/kav4dlms-setup.sh \
--install-cron=updater --user=root

Fiz&

# /opt/kaspersky/kav4lms/bin/kavdlms-setup.sh \
--install-cron=updater --user=gmailqg

--add-components-info - AVKR—RUEEHDA T 3% applica-
tions.setup 77 A JLIZIBIMLET

--del-components-info - AVKR—FRUFEFDA T avEaT7 IV r—3
VLA DSHEIBRLES

—-check-components-info - AVR—RUrDF T avNEETEINES
IERERELET

--install-webmin-module - Web R—XDEEEY 1—)L% Webmin (2
BmLET

-—remove-webmin-module - Webmin MoED 21— )LZHIBRLET

--check-webmin-module - Webmin 21— LA X r—ILENTLVSH
EShEMRLET

--register-key=key-id - #xt/8R, Ef=(Z licenses T4LZ ) IZBIEL =
id L& THF—%HBRLET

=

--group=<group_ name> - Kaspersky Anti-Virus ORTIZERTH IL—F
FRELEST . COFTLavEFERT L. TIVT—2avBkEI7AILD [op-
tions] £9>3av(Z%H% Group [ENEEINFET

--switch-credentials=<user name>[,<group name>] - 7747 —
VDAY —ERET IV ADRRICERT HERBEREFE DI —H LT IL—T
(FBELEBA) #HBELEFT . COF T avEERTHE. 7TV —avgkET7
1)L [kav4lims:server.settings] & U [kav4lms:filter.settings] 533
v1Z%% RunAsUser fEH U AN FHAHD RunAsGroup ENEEINET, £1-.
FTIVT—=23 DAY —ERET IR FEBISNET



SERE ot

it

<MTR> /\SGA—HZTIE HETRD MTAZIEELET , FARTRERELUTOESY TT:
e exim - Exim &® post-queue [Z& D&

e exim-difunc - BIMICHARAENDSA TSV EERALTz Exim £ pre-queue [Z&
&

e  postfix - Postfix £® post-queue 2L 5#E
e gmail - gmail LS
e sendmail-milter - Sendmail LD#&

<component name> /\FA—ETIE, 7TV r—2avDavR—RUbEEBELET, &
ArlgetsA 7 av & updater TY,

EE:

l--check ] A TLavidH AL UMNIETEN, FIvITEDTATLNGEET HI5E1E 0. 7
LEWEE 0 LS #RLET,

10.3. aXVRSAUDLDTI)r—a B8

Kaspersky Anti-Virus [ZI&, AY RSV BEEY—ILD kavdlms-cmd BAESNTLVET, Z
DY—)LIZ. Jopt/kaspersky/kav4lims/bin T4LZRJIZHYET,

BE

kad4lms-cmd Y—ILEERT BIZIE. 7TV —2a DAY —ERERTTHIHENHYE
ER

COY—=ILDIATURFAVATLavE UTFD 2 2OATIVIZHhNTOET:
1. —l7IIr—2avATiar, Chiclk ULTOLONEENET:
o —vEFIE -—version- FAYSLDN—CavERFLET
e -hFfE --help - (VFAUANTAvt—DERRLET

o -m Ff=lX --module <argument> - EHHEBHAIVEDE=HIZHEDE
Ta—LERRLET, EVa—ILICEATESAF T3V (. config. filter,
kavmd. statistics. update ©3

o -c FflF --config <argument> - TIAILMLUNDREI 7/ ILEIEEL
FY

o -1 Ff --list - FAMARERES2—ILEYRNTYTILET
2. EDa—-LROFTar
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a)

b)

o)

d)

e)

Config EXa— L, COED1—ILIE, EE/NFA—FDRBREEHEICLH>TT

TV —2a v DBREITFAINEERLES:

o -q <key> - RENTA—SFDEEZBELET . EXEL q
Path.TempPath

Filter €221—)L, COEV 21—V T4IAAVR—R U MEEBLES, EH

AHEIEA TV EUTOEBYTT :

o -x <command> - Z4NAAVR—RrOATUREFVHELET . FH
Al gelA T a4, start. stop. restart. status. test-service ©¥

Central service (kavmd) £E21— )L, COESa1—ILIE, A7 TUr—

ALY —EREEELES, FRATRELGA T avEUTOESYTT :

0 -x <service-command> - AP —ERATUREREVPHLET . E
FTRIRERA T av [, start, stop. restart. reload. status. test-service
TY

Statistics 21— )L, COED1—ILIX. 7TV —Lav DfEHEZ EELE

T EATEEART T avIEUTDERYTY:

0 -x <stats-command> - $FIATUFEEVHELET ., FRTRELGAT
< av(F, write, reset TY

Update E2a1—)L, COEY 21— /)LIE, kav4ims-keepup2date a>R—HR2k
EEHELET

o -e <event-name> - BEDARUIDEEFEELEFS . A T3y
I%. OnUpdated. OnNotNeeded. OnError.
OnRolledback, OnUnknown ©3
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10.4. Ayt—CRADEMEHRI—ILF

FIVr—2ar TR 2 BEOFEZOVWTALOEFERLTHBEREAYVT —T1—ILFELT
AL AYE—UCBITEET:

A= LAY E—T ADIRAYE—T4—LEDIE M

BRI, 7TVT—230nR—230 ERT—IN—RORKREFH A, Avt—2
AEF YU UDEBEBERERLET . VIIL—TEEIZ7IILD
[kav4ims:groups.<group_name>.settings] 73 3>12% % AddXHeaders
NFGA=BIZF>TRESNET,

~NyF—RR:

X-Anti-Virus: <product name and version>, bases:
<date of the last update to anti-virus databases in
YYYYMMDDTHHMMSS format> #<the number of records in AV
databases>, check: <scan date in YYYYMMDD format>
<scanning status or notchecked>

SiEA:
YYYY [F 4 iR XOFERLET
MM - A
DD - H
HH - F§fH
MM - 53
ss - #
R

X-Anti-Virus: Kaspersky Anti-Virus for Linux Mail
Server 5.6.17/RELEASE build 4,

bases: 20080415 #705877, check: 20080415 clean
A=Ay =D RXADRETFADEM

COFERITTL—oTFRMELTEMENET  ABO X2 TA R O— (FfzlE
TOMIL— ) IS THERSISAEERNEEFLTEY ..
[kav4ims:groups.<group_name>.settings] -3 3> ® AddDisclaimer /%
FGA—BIZE O THRESNET . TIALIDAYE—D TR RRMEI, AvE—TN
Kaspersky Anti-Virus [Ck>TREFYVEHTHHLEBMTHINETT . 7TV
F—ar T EBEDERICIELTHEROBREEETEFT (REAVE—DZ%
HTML 7% X CHERL T 575E),
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HIRRL <Ay E—2 8D DE#R

AytE—U DB, BIRUEMEICH>TAYE—D DO —EERIBRTEET, Al

BRU-EB5 (X, BHICEAT 2 EMICEETMADIENTEET . ZDHICIE.

UsePlaceholderNotice /85 A — 4 (L —TBEIT774A41L D
[kav4ims:groups.<group_name>.settings] > 3>) % yes [ZHRELET,
UsePlaceholderNotice D{EAY no DIHFEIE. TNZENDE DA AV E—DMB5E
2ITHIBREh, LELEFTELEN DD KITIREICHY FT,

BHTXRME, BHTIAHHR—KL TS part_<action_taken> ELVSEFIDT
VIL—RIFAIDLERBEINET FHEICDVTIE, 53 R—U M 5.7 £58),

10.5. ERShHEEEXOO—HS54X

Kaspersky Anti-Virus QEIEFICIE, FEaAVR—RUbDLR—eaA—HE IV EBEEICTT
HEEBEMMNREINET . TOLWERICIE. HNOBEBNEICHESNET,

T 74 JLETIL. Kaspersky Anti-Virus (& strftime 1ZZ#(Cx 632U TO BB X EFEALE

9

%H:%M:%S - B5%lH DR (hh.mm.ss)
%d-%m-%y - Bt OB (dd.mm.yy)

FEEX. BABERAZEFTTIIENTEET, BRDOO—hH54 XI&. kavdlims.conf BRET7
4ILD [locale] £92a>TITWET , ERTESERITLUTOESYTY :

%]1:%M:%S %P - 24 FFHEH X DEFZILE 1 (TimeFormat /354—%)

%y/%m/%d. Yom/%d/%y - H{titi}1 (DateFormat /354—%) (ZhZh.
yy.mm.dd. mm.dd.yy )



F11E. 7I)5r—a>DTAE

Kaspersky Anti-Virus Z4 > A b—)LLTEELZS, TRAMRAIVAMLR 1 EZ DO EEEFRALT,
TI)r—2ar DEEHRETICLEREOLET,

COTAMEVAILAIF elcar (The European Institute for Computer Antivirus Research)
PMERLI-7 o F ML RE R OEEERRAVMILRATY,

COTAMATANARZLDT U FIAIABETIAILAELTRASNET A, IMILAT
FHYFEEA, AVEL—FITEEZRETI—FEEFATOERA,

=7~
=893 -

EEREERICIERBRD VAW R ZEEALENTZELY,

ZDTARADIAILAIL, EICAR DAXY A (http://www.eicar.org/anti virus test file.htm) A
S O—KRTEET,

SEED:

anti_virus_test_file.htm 774 /L&, AVE1—RIZAV AR —ILENTWBRTUFIALILAY
J)2—23vIZk>T HTTP BEATERSINBEF TR ELTHEI SN TREBSNET, £
D=, B O—FDHNZT UoF I IR RELZEN T IHENHYET,
FARIAIWARERZ Y O—RLE=oT7 o FIAINAREEZT CIZADICTIVENHIDTEE
LTLEESLY,

EICAR DY (b AF (FIETFARITAETHER) LIEz77ALICIE. TREIAILAD
O—RMNEENTLVET, Kaspersky Anti-Virus [FChzBE (Infected) ATz ohEL T
L, RESNF-NBEITVES,

ZDMBEATDIANRIZHT HNEEHERT BICIE. TRAMAIALRIZWT b O%E S
BMLTEEZERLES (UTORESR), TFRAMIEBDOTHFACITAITHRETEES,

x
BT —IN—RADOFHEEHEA 2003 £ 10 A 24 BLE (2003 £ 10 AORBEEHFNE

FNTLD) DFZEIZDFH.EICAR FRMIAIADERICE>TT TV r—2ar MNIELHERE
LTWBIEERERTEET,



http://www.eicar.org/anti_virus_test_file.htm

9 Kaspersky Anti-Virus for Linux Mail Server 5.6
xR TANIAILADEEH
BeEAtE FISz O34T
ESEE2 AN B (Infected) - BRBRTEL LA T Ok
(EZ£DTARE
J4ILR)
CORR- ##%18 (Corrupted)
SUSP- BN ELHY (Suspicious) - KEADHAIJLRAI—FK
WARN- BN ELHY (Suspicious) - BENID YA IILRAO—FDEFRE
ERRO- %44 (Not analyzed) - TS—AEE
CURE- B (Disinfected) - A TS/ FDRBEENERIN, HAILADIA

{KJIETCUREIEVSI X FTEERAONEY

KD 1HBF ZBEDTRAMNIAMIILAXEINOZNIEBMNT ZEEEFHTT,
FARIAIJLR(ZHEEEREFBMLI=5., TNERDLHET (=X (X, eicar_corr.com) TZ7AILIZ

RELEY,

2 BB E, #EEFEA B ML= Kaspersky Anti-Virus [C&-THEBISNZEA TS HRIATT
T FNFNDOF TSI T THNEB(F, EERENEELETTIr—oavREIC

FOTERSNFET,



fT8A. BNFHR

Al PFI)r—a BREI7ZAIL
kav4lms.conf]

Kaspersky Anti-Virus QO /v —2E. 7TV —Sav OBRENRESNEZREI7ZAIL
lkava4lms.conf [N EENTNET , COEILaVTIE BREIT7MILDERFEIZDONT, R DIE
EAVRM— L EDTIHILMELEHTHLGRBALES .

BREIFANIE. 7Ty —2av i 0EAEERT €I av THRShET ., £ avn
BXELTIE., ZRUDITIC [section_name] BRD I/ aAvdT—HY. TD&IZEY
LAVINSA—ADERAHEEETT,

R

true|false ISR ETE ST U7 UEDIGE. REI7AILTIEREDETHS yes|no. y|n.
Ftzl& 1|0 LY R—FLTLVET,

HE/SSA—RIZ[E, UINT_MAX=4294967295 LL\5 ERAHYFET

Ewr A
=R -

SREAD I TIBAIERESNTWBNRSA—RF BEDT TV —avEEIZE>TARART
T INHDINSA—AE, BFTHELTLESW, F5LAE, Anti-Virus (ZHEELEE A,

A.1.1. [kav4ims:server.settings] o3>

[kav4ims:server.settings] £ avIZig, AT TUsr—avY—ERITHT B/8354—
ANEENFET:

RunAsUser - Af > H—EXDEFTIZERINIEREF -7 H OV DL
WNIBINDA—H
F I+ ILMEIX kluser TY

JERD:

TANBEA Y —EZRMNELIAVE1—RITA VR —=ILENT VDB S, TDME
HDAVR—FMIXLT RunAsUser /35A—2MREILIEICSEEIN TSI E
FHEEL TSV, ThizkY, EFEITF7AIVIZELLT IR TERLSIZHYET,
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RunAsGroup - A H—EZRDRITICFERASNSEREFHE 1= L—TDEH]
WIBINSA—H
T+ ILHMEE klusers TY

ServiceSocket=inet:<port>@<ip-address> | local: <path_to_socket> -
Kaspersky Anti-Virus 74 LAY —EZXDN T TYr—23> DA —EREXEET D
F=OICERT 5A—HILFEIERYENT—IVT Ik (AP —ER - TILAEHD
IURRAUE)

=7~
=893 -

CONGA—BEERBT BRI AT T —2av Y —EREE LT IRENHY
FYERRIE, Y —EREMIBLTHLIMEZBERAL TS,

B
ServiceSocket=inet:<port>@<ip-address> - RYrT—OY4y
0L 3=
ServiceSocket=local:<path to_socket>- A—AILVYTvrDi5
=

Bz R

e <port> - xtFEKR—F

¢ <ip-address> - IP 7KL X

¢ <path_to_socket> - O—A/ILY T YE~D /R
WIRINGA—S

F 74 IJUMEIL local:/var/run/kav4lms/kavmd.sock T%

b3
O—hAWITrIhEERT 256 &, TAILEY—EREA VT T)r— 30 —ER

DEHIZHLT YT IR IFAILDEBEBESNTODTALINIEZTDT7AILBARD
BAMYBLUVESTAAT IV ERAARETHHEFHERL TEZEL,

ServiceSocketPerms - O—AIL V7 yhEERT 5B ED ServiceSocket DIER, ¥
TybDFREE L. 7354—420 RunAsUser:RunAsGroup X7 IZ&>TERSNE
+

TIHILMERL 0600 TY (/NFA—LENEESNTLVENSEIZEREND)
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AdminSocket - A*f>H—EX% (f=&£ZI1E.SNMP #HT) BEI3:=HIZHERATS
O—AIVT Y AP —E R, BEOTURTHIEITEET, T, AU —E
RlE.SNMP OV R—R UMW S DERERLVIEBTEES, HEEE. COHEOY
TR ETIThNET

-]
=9 -

CONGA—BEEBT BRI AT TV —2av Y —EREELTIRENHY
T RERIF, —EREFRBLTHLIMBZEAL TS,

WBINGA—A
F I+ LD IS5 A—41EIL local:/var/run/kav4lms/kavmdctl.sock T3

=7~
=893 -

COREEEIRTIGEIE. 7TV —avhNEFTEINDZA—FTHIUMIHLT
DHITIRITFAINEI T INTHIVENEEAAT IV RRAARETH I EFHERLTK
it AN

AdminSocketPerms - AdminSocket O # R . V47 vy F D FF H & X
RunAsUser:RunAsGroup T3

F74ILHMEIL 0600 TF

MaxWatchdogRetries=0...UINT_MAX - 'watchdog % {# FAL T Kaspersky Anti-
Virus ZEEENT AN R ARBRITEN. & -1 . BEFIROBHATEKRIHEELE
9, lE%* 0 (2T B, watchdog [FESNZARYFET

TI74ILMEE 10 TT

MaxClientRequests=0...UINT_MAX - A( H—EZXNZITANTURET EI95(47
URERDBRRE XTA—2H 0 DIHFE . ERBILESHIRTT
TI+ILMEIE 20 TY

MaxScanRequests=0...UINT_MAX - Ayt—CDRF vV ERORKRI, /354—4
NODBZE, BRBIEHRTT
TI4ILMEIL 0 T

LicensedUsersDomains - Kaspersky Anti-Virus for Linux Mail Server DS54/t >R A
KIZH-TRETIDENHDITHIUIDEENTVERA(C DY R, DA T
DAVIEHEDHDA—IILTRLRIZDVDWTHF—INRITINTWDIGEEICOHERA
TEFET, AV TRYSEHDELIEETEET

T4 JLME(Z localhost. localhost.localdomain T3~
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A.1.2. [kav4ims:server.log] o3 3>

[kav4ims:server.log] o> avIzld. ALY —EROAJIZHT H/A5A—aNEENFE
ER

Options=<functionality_category>.<details_level> - OJ (& fZkEShi=A/ XU+
OHTI:

o <functionality_category> [Z[&. RDEZFERATEEY : all. config. app.
scan, cfilter. backup. notif, admin, smtp (79 R—CD+t5 3> 9.1 %
ZHR)

o <details_level> [C(3. RDOEZFERATEET : debug. activity. info.
warning. error, fatal (79 R—C D +=5 3> 9.1 #5H)

HOR TR EERDLRIVEIEETEET
i :

Options = backup.all, config.error, \
scan.all, -scan.debug

Options = backup.all, config.E, \
scan.all, -scan.9

WNBINS A—A
T 74 JLMEIX all, -all.debug T3

Destination=syslog:<name>@<category> | file:<path_to_file> - A7)
r—=2a Y —EROEEICET HIERIEHRINDITTAILADIRR:

e syslog:<name>@<facility>: L R—+rEL X TLATIZEEZAAET,
<name> TEF7IUHr—3av 4., <facility> TIEEHFESNIZATIUNESE
SInEY

o file:<path_to_file>  {§EL1=/SRICEBESN TSI 7S ILIZLIR—FEEE
AHET

WIAINGA—H
T 74 ILME(L syslog:kavmd@mail T3
Append=yes|no - 1§8E0J J7 M LIZEBMT 5 5EEFRELET:
o yes-HLWERZBRFEDI7AILISEMLET
e no-T7IUr—LarhRET AUITHLLAY I7AILEERLET
TI+ILMEIL yes T
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RotateRounds=0...UINT_MAX - O—F—>a>d(EfEhbdLR—rI7 1L D,
COHITETBE. 7IVr—2aVERIBFVLAR—LI7/IIL D LESERBLET,
ZOHHAIEOLSDOBEIE. O—F— avNERIHYES
TI74ILMEE 10 TY

RotateSize=1M - LR—rI7/ILDH A X (/A S, SOV A XITET HE, FHLL
LIR—r 7 ILDMERSNET

TIHILMEE IM T

=7-~]
=893 -

Append. RotateRounds. £ &1 RotateSize /\5A—%(k, SBERENT7MILD
BEICOHEHMTY

A.1.3. [kav4ims:server.statistics] o3>

[kav4ims:server.statistics] 2932 (2(& AU —ERFFEFHED /T A—INEENF
9
Options=none | all| messages | resources | viruses | filters |raw - A AN T—4
AT (82 R=CDEI3r 9.2 25 R). EHOATIVEA IR YYTIEET
Er¥a

il :
Options=none, raw
WEINSA—A
T 74 JLMEIE none TY
Format=xml|txt - HEHED 77 L X EEELET
T4 ILMEIE xml TY

Destination=file:<path_to_file> - A( Y —EXRQJ DR L, BIT/A—23>D
Kaspersky Anti-Virus Tl&, 774 ILERRFEDHHR—RLTLVET
TIAILMEFLUTDOERYTT:
file:/var/opt/kaspersky/kav4lms/stats/statistics.xml (Linux Di5&)
file:/var/db/kaspersky/kav4lms/stats/statistics.xml (FreeBSD D i5%&)

RawDestination= file:<path_to_file> - &0 (F=[EAvt—CTED) #HEHBED/E
Mk, BMIF/A—3> D Kaspersky Anti-Virus Tl 77/ ILEREDHHHR—FLT
WET

WIBINGA—A

TIHIMEZLUTDELYTY :
file:/var/opt/kaspersky/kav4lms/stats/statistics.raw (Linux ®55&)
file:/var/db/kaspersky/kav4lms/stats/statistics.raw (FreeBSD Di55)
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A.1.4. [kav4ims:server.snmp] 733>

[kav4ims:server.snmp] 53 avIZ(E. SNMP TALILBEHTOT FI7r—avEDXEE
EERTDINTA—INEENET:

SNMPServices=config | statistics | admin | update|all | none - SNMP Lt Ti#&E
BIENTERT TV r—aVER:
e oonfig: 7 ) r—La BREIFAILDEEYI AL DRTEICET H1ER
e statistics: 74— a  BIMEICRET S EHIMETIER
e admin: 7 r—a v ORTERICEET 2R (EERME. REEHL

&)
+  update: EET—SR—ROBHICET HHER (REEHA. F—E~—XK
DLa—R#AEE)

e al:TRTOMEEHRET TV —a> DREICHET T —4
e none:SNMP L TOEHRADT VX IEESIGYET

BHOEEZ 1 DDURMELTERTEET . F/NATA—R R RDITIZAHT 5
ENHYFET

il :

SNMPServices=config
SNMPServices=admin

WNBINS A—A
F74ILMEIE none TY
SNMPTraps=config |admin|update|all|none - SNMP Trap IZ&>TEEE~D

BHEZFHETHIAULDYRE
o config: 7 ) r—avBEDERR. FEERT —IN—XOERELEH
e

e admin: 77U 5 —La BB ELIIEILETEN, FOEETERLZIS—MN
RELEGEP, BELEATOz /D RS, AlertThreshold /35 4—4
TEESNRENFHINSE

e update:#ER(CHNDET | EET —IN—XDEHF
o all: LEEOVWITNILDARUELERELI-BE
e none:SNMP Trap [ZEShIZHYET

BHODEEZ 1 DDVRAMELTERTEEY  BNTA—FERN L DITICART 5%
ELrHYET
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i
SNMPTraps=config
SNMPTraps=admin
WIBINTA—H
T 74 ILMEIE none TY
AlertThreshold=0...100 - &% 1 BERIRNICAFroshiz£AvE—JICHBI1THREE
AvtE—CDEEDOLENME, COLEWMEZBZDE. 7T Ur—23vI(2&oT
SNMP Trap MiE{EShET (SNMPTraps /35 4A—4H admin [ZRESh TS
5E)
TIAIMERK 10 TY
Socket - YRAT—U I hEDMEBEIFERESNBY 7V, O—AILFEEFRYNT—HY
TUbEERTEERYT
HX:

inet:<port>@<ip-address> - FYRI—OVYSYLDIGHE
local:<path to_socket>- A—ALVTYrDIHE

%}l
=

<port> - xFER—~
<ip-address> - IP 7KL X

<path_to_socket> - O—AH/LY Y E~ADIRR

b3
O—HAILVTr kD5 EIL., «master» EWSBRIDT7AILERET DBHENHYE

9. IhlE SNMP TORRIMTIFHIFITY . LIz > T, #axd/ SR (&, «master» T7
1ILDLEFT%EEL <path_to_socket> ELTHRETIHENHYET .

FI4ILMEE inet:705@127.0.0.1 TY

Timeout=0...UINT_MAX - YTRAL—V I MANEESNDIERDAA LT DL (FPELL)
TIHILMEIL 5 TY

Retries=0...UINT_MAX - TRAL—C 1 hAREEINHIER DR TEIE
TIA4ILMEIE 10 TY

&
B

EREOBHTEBE.IEEL- Retries ELELDIHZENHYET . Ch I,
Twatchdog IOBEMNRE THRET 21D THY . BHERFHYEE A,

PingInterval=0...UINT_MAX - #E#EICEKKRLIZBRIZYII—Cz UMY REI—
IV DEGER A SRR (R E )

TI4ILMEIE 30 T
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A.1.5. [kav4lims:server.notifications] #7335

-~

~

[kav4ims:server.notifications] 5 avIC(d. @A T avnNEFNFET:
ProductAdmins - Kaspersky Anti-Virus EEEDA—ILT7RELR EHDTRELRELY
IR THEETEET
T 74 JLMEIX postmaster TY

ProductNotify=fault| update | license|all |none - {EE SN =AU bD LRI
Kaspersky Anti-Virus O BB EITEMLET :

e fault- EXHGIS—
e update - EET—AIN—XEHFOMHER
o license - #ZFX—DHFEMHR. BLVHSKF—ICHETE7/ o RFHERE
LTLBIKR
o all-TRTOIRUE
e none - EHMITEMIHYFET
BHOEZHAIRYY TIEETEET
WEINSA—A
TI4IMER all T
Subject - Subject 74— /LRIZEIMENDIZLEBINDAYS —
T 74 JLMEIX Anti-virus notification message TY
Charset - Z{EENHBMTHEATNLIXF YL
T 74 ILME(E us-ascii TF
TransferEncoding - BT a—T2J 7T X LODOE, T4 )L MEIE 7bit T
NotifierRelay - E& D MTA PRL RZHBELET
B

NotifierRelay=<protocol>:<host>:<port>
FI74JUMEIE smtp:127.0.0.1:25 T3

NotifierQueue - B510D MTA X 21— LEBI7AILERETHTALIM)

TIAIMEXLTDESYTT :
/var/opt/kaspersky/kav4lms/nqueue/ (Linux DI5E&)
/var/db/kaspersky/kav4lms/nqueue/ (FreeBSD M i5%&)

NotifierTimeout=0...UINT_MAX - BiEEDFA LTI~ (BB, TI+ILMEIE
5Ty
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NotifierPersistence=yes | no - BN MTA ~DIEHEHFGET INESIHEIRELET
Templates - 2 G EEEDFEMNATUIL—INEFLTLSETALIR)

TIHIMERUTDESYTY :
/etc/opt/kaspersky/kav4lms/templates-admin/en (Linux Di5E).
Jusr/local/etc/kaspersky/kav4ims/templates-admin/en (FreeBSD M35

&)
A.1.6. [kav4ims:filter.settings] o3>

[kav4ims:filter.settings] > a3>IZI&. Kaspersky Anti-Virus D71 LAY —E R(ZXxF %
INTA—EADEENFT:
RunAsUser - 7/ )LAY—EXDETIERSNSERZF -7 OO AR
WNBINGA—3
FIA4ILMEI kluser TY

R

TANBEA Y —EZRDNF LIV E 2 —RITA VA= ILENTWSIBE (X, T
HDaAUR—R ML T RunAsUser /A5 A—ANEILEIZEEIN TSI LS
AL TSN, INIZKY B ITF7AIVIZE LTI ERTESLSIZHYET,

RunAsGroup - 74 /)LAY—E XD ETIZHERASNIERZF =7 IL—TDEH]
WNBINS A—A
T 74 ILMEIX klusers T3

FilterSocket=inet:<port>@<ip-address> | local:<path_to_socket>
Kaspersky Anti-Virus 4 ILAH—EXMT T r—a DA 4 — I:X&‘T;:ET%)
FOIERTHO—HILELERIT—IVT Ik (AP —ER - TAILZERD
IURRAUE)

&
B

CONFGA—BEEETBEN. T4 AY—ERZFELETIVENHYET . EE
& —ERZERIBLTHLIMEZBERAL TS,

BX:
FilterSocket=inet:<port>@<ip-address> - RfYrT—HY4 vk
DiGE
FilterSocket=local:<path to socket>- A—A/ILVYSVLDi5
I _to_

SRR

e <port> - WFER—
e <ijp-address> - IP 7FL X
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e  <path_to_socket> - O—H/LYTYEAD/IR
WBINGA—A
FI4ILMEIL inet:10025@127.0.0.1 TY

bz

O—ALVrYhEERTRIEE X, TAILEY—EREA( VT T)r— a0 —ER
DEAICHLT YT IR IT7AILDBRESNTWNSTALIMN EZDT7AILBRERD
FAMYBLUVEZTAAT IV ERTARETHHEFHERL TS,

FilterSocketPerms - O—71)L Unix Y47 vbEERT 5155 D FilterSocket DE[R.
VDA% [ RunAsUser:RunAsGroup TF

T 7+ ILMEIL 0600 TT

ServiceSocket=inet:<port>@<ip-address> | local: <path_to_socket> -
Kaspersky Anti-Virus 74 LAY —EZRDBT TYr—23> DA —EREXEET D
FOICERTHA—ALELRERINTI =TV Ik (MUY —ERX - T4ILAERED
IURRAUR), La—F R FilterSocket ~ELTY

@A |
=9 -

CDINTGA—REERT BRI, TV —EREFELTILENHYET  EE
&Y —ERERIBLTHLIMEEERAL TS,

WBINGA—A
F 274 )LMEIL local:/var/run/kav4lms/kavmd.sock TY

AdminSocket=local:<path_to_socket>- J1/LAHY—E X% (f=LZI£. SNMP £
T) BEIIEOIZERTE0—HILYT Y, T2 —ER (I EBaTURTHI
HTEET, MEEIEL. COBTEDVT Y ETIThNET

£

CONFGA—BEEETBEN. TP —EREZFBLETIVENHYET . EE
&, Y —ERZERIBLTHLIMEZERAL TS,

WBINGA—A

T 74 JUMiEIZL local:/var/run/kav4lms/kavmdctl.sock T3

&
B

INGA—ADFRERFICIE. 7TV —2aV ORFTIERASN DT HhIVMITFIZY Ty
FIFZALELBVTISTALION) DEEAAERNH D EEHERL TZEL,

AdminSocketPerms=0600 - AdminSocket M #E R . V&5 v rD A HF (&
RunAsUser:RunAsGroup 9

ForwardSocket=inet:<port>@<ip-address> | local:<path_to_socket> -
Kaspersky Anti-Virus ZJL3H% MTA ExtEET HF=HICERT HO0—AILEIFRY
rI—9Vryb (FF)r—2ay - MTA D ITURRAUR)
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B

CONFGA—BERETHEN. TP —ERZRBLETILENHYET . EE
B U—ERERBLTHLIMEZE AL TS,

La—F# = X FilterSocket £FEIL T
WWBINTGA—H
T I4ILMEIL inet:10026@127.0.0.1 TY

*
ForwardSocket /35 A—#%(%. Postfix LU Exim ED#HMEICFEREINET,

FilterTimeout=0...UINT_MAX - J4/L3H—EX& MTA ORIDEEZAI LTI (B
B, CCTHEELEBRDIZT—42/av o RAEEShi L &, Kaspersky Anti-
Virus [& MTA ~D#EHERFCET
TI74ILMEIX 600 TY

FilterThreads=0...UINT_MAX - MTA BERZH T 5=HICTILEH—EZANERK
ERCYANOL ¢
TIA4IMEF 10 TY

MaxMilterThreads=0...UINT_MAX - Milter SA7SUIZk>TRKFIZEFTEINDR
LYRDRKE, % 0 ISRET 5L ALYFOFILESIRICHYET
TIAIMMEZ 0 T

£

Sendmail DIZEIZODHBEAL TFZELY,

A.1.7. [kav4ims:filter.log] o3>

[kav4ims:filter.log] £/ 3 IZid. Y—ERDOY T T B/SA—FNEFENET :
Options=<functionality_category>.<details_level> - 05 [Z&{ikShi=T1/L4
ARVEDATIY:

o <functionality_category> [CIZLL TDEZFERATEE T all. config.
app. scan. cfilter. backup. notif. admin, smtp (79 R—>Dto 3>
9.1 #&H,)

o <details_level> [C[Z. LT DEZEHATEZE Y : debug. activity. info.
warning. error, fatal (79 R—CD+t45 a3y 9.1 288)

AR TR FEBDLANILEIRETEET

WWBINSA—4
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FI4ILMEZ all,-all.debug T
Destination=syslog: <name>@<category> | file:<path_to_file> - 71/l 24—
EXDBEICETHEBRMNRHEINLET7AILAD/AR:

e syslog:<name>@<facility> - LIR—tb% S AT LOTICEERAHFT,
<name> TEX7FINr—3> 4, <facility> TERHFINZDTIUNERE
ShET

e file:<path_to_file> - {§E L=/ SRICEEBESN TS I7MILICLIR—EE
ERAAFET
WIEINGA—E
T 7+ LMiET syslog:kav4lms-filters@mail T3
Appe;(.i=yes|no - A LABEICET AEHREDNS I AIILISEBMT B AEFRELE
o yes-FHLWNMERERFEDI7AILISEMLET
e no-F7IUT—1avhBETSUICHLLNAY I7AILEERLET

T4 ILMEIX yes TY

RotateRounds=0...UINT_MAX- O—F—> 3> dZ{EREhBLR—b I 7ML D%, Z
DIETDE. 7TV —2avEFREBEVLR—F 7LD L EEERBLET
DEMNEOLANDBEIX. O—F—avnNBRIHRYET
TIA4IMEF 10 TY
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RotateSize=1M - LIR—,T7AIL DY A X (INAREfL), COHAXITET B, FHLL
LR—, o7 ILDMER SN ET

TI+ILMEX 1M TF

=3
=8 -

Append. RotateRounds. # &U' RotateSize /X54A—4(&, EBEFEENTFAILDEEIZD
HEYMTY,

A.1.8. [kav4ims:groups] o3>

[kav4lms:groups] £ avIciE. FIL—TDREI7AI~DSEINEENET:

_includes=<path_to_directory> - FIL—TDREIT7MILHNREESh TS TAL
GRUADISR  TALIR)RRIE, TIVT—2a DA UREIT7IILDBFEER
HELEERSRATHRIFNIERYERA

WIBINTA—S
T 74 JLMEIX groups.d/ TY

A.1.9. [path] oL 3>

[path] V2 avIZE. EBELTALINIADNRREERT HN\TA—INEENET .

BasesPath - E&ET—4X—XEELTALIRIADHERT /X
WIRINGA—E
T 74 )UMEIL. /var/opt/kaspersky/kav4lms/bases (Linux DB A) F1-1E
/var/db/kaspersky/kav4lms/bases (FreeBSD DiHF4&) TY

LicensePath - ¥—HREINTLSTAL IR ADHERF /X

T4 JLMEIX. [var/opt/kaspersky/kav4ims/bases (Linux DiFE) £l
/var/db/kaspersky/kav4lms/bases (FreeBSD Mi54&) TY

PidPath - A/ 7 T) 45— 303 —E X PID 74 ILAD /IR
WIBINSA—H
F 7+ ILMEIX /var/run/kav4lms/ TY

TempPath - —BI7A(ILEETLTALIMNIADIR, TTUr—Savl& fEESN T/
(2 .kav4ims-<id> T F4L IR EERLET

WWBINSA—4
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TI74IMEL [var/tmp/ TY
iCheckerDBFile - iChecker™ T—2~R—ZXAM/IR

WIAINTA—E

T 74 ILMEIL. /var/opt/kaspersky/kav4lms/iChecker.db (Linux Di5%)
F7=1% /var/db/kaspersky/kav4lms/iChecker.db (FreeBSD D i54&) TY

A.1.10. [locale] €Y 3>

[locale] £ avI(E. LiIR—hEHEHCBBERTT 5=HDA T avhEaEzFnEzd,

DateFormat - L/R—h&RREh b H AR
WIEINTA—E
TI4IMEIE %d-%m-%Y TH
TimeFormat - L/R—MMIRRENHEZIF K
WIEINTA—E
T I74ILMEIE %H:%M:%S T3

Bz DR 12 BEEK (am. pm) ICEBETEET: %I1:%M:%S %P

Strings - 7 —2a M ERT AXFINERESALEITAILADINR, T4LIM)
RRFETIVT =23V DA R ET7AINDIGFHERELLIZBR /SR TRITH
IEYEEA

WNBINS A—A

TI4ILMEIT locale.d/strings.en TY
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A.1.11. [options] &/ 3>

[;_)ptions] T2 aAVITE DT IV —TFIZALBNEET TV 7 —a S A—anNaEnE
e User- 77— aravR—R U rOEFICERASNDGL AT LT AU
WNBEINTGA—4
T4 LMEIF kluser TY
o Group - 7 ) —1a A iR—RUbDRITICERASNEVATLYIL—T
WNBEINTGA—4
T I+ ILMEIE klusers T

A.1.12, [updater.path] 53>

[updater.path] £/ 3> Tld. EHFO=-OIZERTETALINIADIRANERSNET .

BackUpPath=/var/opt/kaspersky/kav4lms/bases.backup/ - E&T—42~—X
DINVITITRAN—CATALYI R ADHERH /SR

A.1.13. [updater.options] &7 3>

[updater.options] /> avIZd. BHA T aEEERT /54— EENET,

UpdateComponentsList - Efch 53 R—RbDYRE
F2+LMEIL AVS. AVS_OLD. CORE. Updater. BLST T3
RetranslateComponentsList - *YyrT—9TAL IR IZBHFNRFSN SR —F
rDY A
CONFA—RENEH (TI4ILE) DFEE. UpdateComponentsList /35 4—
AELNERAINET,
KeepSilent=yes|no - BT BLR— &Y —ILIZRFRT EINEINEEELE
Foyes [SERET HL. LiR—hEavY—LITELNERA
TI4IMEIE no TY

UseUpdateServerUri=yes|no - UpdateServerUrl /N5 A—RIZk>TEFHTELT
ERINTZARRILRF—OT YT T—r—/\0 URL AT ENESNEERL
FY
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TI#4)MEIE no TY
UpdateServerUri=http://url/|ftp://url/|/local_path/ - E#HiTLLTHEAT S
H—/ADTRLR
TIHILEDINSA—SEIFZEEHTY
UseUpdateServerUrlOnly=yes|no - UpdateServerUrl TigESNhi= URL 1Z1+%
FRALTT—AR—REEHTINEINEERLET . COATaV#% no (Z5%
¥ 5L, UpdateServerUrl 7RLUANLDEHICKK T 50, 7TUr—ay
X7 YT T— =R DYRD SR DT RLRAEERALET

TI74ILMEIE no TY

RegionSettings - RLIEWVHRARILRF—DTYTT— I —N\HLEET —FN—R%
BT A -OICERINIBEEDMEZERLET
TIAIMER ru TY

ConnectTimeout - 7 74— 3V ANBH A D EGE A S H R (BB L)
T 74ILMENE 30 TY

ProxyAddress - 7A53H—/\0 IP 7RLR (AU A—RyMERIZTOI Y —n\Dis
BIG5E)
TIAIRTIE, EEFZESNEFREA

UseProxy=yes|no - 7OV H—NEFALT. WFIL DT vTT—hH—/ I8
LET, Z0/85A—=4H no DFEF. TOILH—NEERSNEEA. 2D/
A—4aH yes DB AL, ProxyAddress /S5A— 4 TERESNI=-TOSLH—N\TFK
LAMMERSNET
TI4ILMEIL no TY

PassiveFtp=yes|no - FTP TEHEF I O—KF5LE(2/yPT FTP E—F%&EH
TEMEM
TI+ILMEIE yes TY

Index=u0607g.xml - HARILAF—DTYTT— —N\LTEHDYFERIRT D
EOIERTS. BEHUBORTLADAA VAT IIREELT7AIL, CDEIFE
BLEWIEER#OLET

IndexRelativeServerPath=index/6 - EHNE L ATFLDAA VAV TIIREED
T7ANADINR CHIE TIVT—2a> DA VR ET7AINLDIGFHEREELLZ
HRSATRITNIERYERA, COEREELEVNLE2H8OLET

A.1.14. [updater.report] 73>

[updater.report] 5 av(Z(E, BHFLHR—MTA—2NREENET,

Append=yes | no - kav4lms-keepup2date I R—R U bDEIEZTERT DA EERTE
LFET:



E 113

o vyes- FHLWVEREBRFEDI7AILITEMLET

e no - OVKR—RUDEENIT B-UICHLLBS I7 ML EERLET . BT T7
AIVIZIF REDEFORERICET HBEREINEERETS

TI4ILMEIE no TY
ReportFileName - kav4ims-keepup2date LR—k277 4 )LD &l
F 7+ I)LMiEIX [/var/log/kaspersky/kav4lms/keepup2date.log T3

ReportLevel=0]1]2|3[4]|9 - EHLHK—FROEMLA/L (0: HAMHIS—. 1. T
55— 2.2 38N 4. TITAETA.9: TV ) TIAIMEIE 3 TT

A.1.15. [updater.actions] 93>

[updater.actions] 573 I(Z(F. BHE®D keepup2date A RUREFHCETEINDIREEES
FTBNGA—INEENET,

OnAny - A RURAFEET S1-UNICETTHaVUREERELET, TIHILLTIE, thD7
TN —2araviR—RUMMEZFDARUMIDNWTERMESNET

T2+ ILMEIL [opt/kaspersky/kav4lms/bin/kav4lms-cmd -m Clupdate -
e %EVENT_NAME% (Linux MI5E).

/usr/local/bin/kav4lms-cmd -m update -e %EVENT_NAME% (FreeBSD
MDi5E) TY

OnStarted - kav4ims-keepup2date a2 R—FR bDEEFFIZETT 5T FEIEEL
FY
FIAILTIE, COEFEBTT

OnUpdated - EH DO EER THICRTTHITURERELET
FTIAIWMEEERT HE. 7TIVr—avhhBRELET -

/opt/kaspersky/kav4lms/bin/kav4lms-cmd -x bases (Linux Di54&).
/var/db/kaspersky/kav4lms/bin/kav4lms-cmd -x bases (FreeBSD ) i5
)

OnRetranslated - E&T —AX—XADBNBINDETALINIIZRYRT—OT 4L IR D
LT —AR—ZRBEHFMNEREICA Yo O—RFEINIHEECETT SR

TIHILLTIE, COMEFEATY

OnNotUpdated - BN EITSNEN1IGEICRTT IV URERELET
TIHILLTIE, COMEFEATY

OnFailed - EFINABLIGEICRITT SOV UREEELES
FTIHILLTIE, COEFEATY

OnRolledBack - A—/L/ N\ DFEERFIZRITT 5OV RERELET



114

Kaspersky Anti-Virus for Linux Mail Server 5.6

FIHILLTIK, COERFEBATT

OnBasesCheck - EHZICETLTERT —IN—RERILT BN UFEREL

F9, TI4ILETIL, avbasestest A—T)T12FEALTERT —IN—RADTE
HEFIVILET, ZOI—TFTAUTAE. BEFTMOFTIUA—RFENT—HBT(LY
FICRESNEEHREFIVILET . BHAHBLTOELMEE X, —BNZIERT
MOEET —IRN—RERELTVWSTFALIMNIZOE—ShFET

R
avbasestest 1—T4 T/ ZBBMICEST 570, I—FHEE5TILEEHYF
HA.

TIHILMEIE.

/opt/kaspersky/kav4lms/lib/bin/avbasestest % TEMP_BASES_PATH%
% BASES_PATH% (Linux ®5&).
/usr/local/libexec/kaspersky/kav4lms/avbasestest % TEMP_BASES_P
ATH% %BASES_PATH% (FreeBSD Mi5&) TY

R

avbasestest MIRETIX. U TFDOTIOEHR—ALTLET:

%EVENT_NAME% - CODaATUREFZHRLI-AR UMD AR,
%BASES_PATHY% - BETE DT —ERN—A~D/R (LT HEE)

%TEMP_BASES_PATH% - T —2R—ZMNBEHINTWE—BEFTALIR)AD/IR
GEEKE 1))

%AVS_UPDATE_DATE% - 1 R r® B+ (mm:dd:yyyy hh:mm:ss #=)
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A.1.16. [scanner.display] 733>

[scanner.display] 433 IZI&. kav4ims-kavscanner LiR—hZ2EEICH H3 5= D%
ENEFENLET:

ShowContainerResultOnly=true|false - 7—hA T XX+ DI REEREICKRTT
HGEEDE—F, HEGEAOBERERTTDICIE. COFKEIC true ZEYBTE
T o TIHILETIE R R DAY E—CFFERALET

WBINGA—A
T 74 ILHMEIL false TF

ShowObjectResultOnly=true|false - BEAA T IPDR X v UEREETICKT
TEHEHBEDE—F, BEUBKXOBERERRTBHICIE. COHEIC true ZEYBT
FY . TIAITIK HRBER DAV E—CFFERALET

WWIEINSA—H
T 7+ ILMEIX false TY

ShowOK=true|false - ELLTWVEWI7AIVICET EAVE—CFE@ICKRTT 50
ES5D, ZOE—FEENTHICIE. COHRTIC false #F|Y LBTET

WHIEINSA—4
T4 ILMEIX true T

ShowProgress=true|false - E&ZT—2X—ADAHVAO—FUE BEDIT7AILR
FrUICETREREE . BEQAVR—FUrEEICET A EHREERICKRTT S
MNESH, COE—RZEHCT ZIZIT. ZOHREIC false ZENVLTET

WNBINS A—A

TI+ILMEIE true TT

A.1.17. [scanner.options] 733>

[scanner.options] £~ 3> IZ(%. kavdlms-kavscanner AV iR—R U rDRENEENET :

ExcludeDirs=maskl:mask2:....maskN - XX v &N LBRNEINEZTALIM) D
YR INSIE BT IIRVELTERSNET

FTI4ILMEITX /dev:/udev:/proc:/sys TF
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ExcludeMask=mask1l:mask2:....maskN - XX v &M oBRaASndI7/ILDYT
R TIAILTIE,. TRTOIT7AINRAF YU ENET, YTRIIE BESTILTR
JELTERSINET

TIAIMEXERSINTVEEA

Packed=true|false - A TN AF YU E—K, AF v U EEHICTBIZIE,
NINTA—45% false [CERELET

WBINGA—A
T4 IIMEIL true TY

Archives=true|false - 7—HATRAF ¥ E—F, COE—FEEDIZTBICIE. ZDK
iEIZ false ZEIUETET

WNBINGA—A,
FTI74ILMEIL true TY

Cure=true|false - BEF T DREEEBRE—F, COE—FEHEMICTHITIF. C
DHREIZ true YL TET

WBINGA—A
T 7+ ILMEIX false T

Heuristic=true|false - XX+ DIEICEa—Y R TAvIA—KT7FSA(HEFERTIH
ESH, COE—FEZEMNITT BHICIE. ZORTEIC false 2EYLTET

WHIEINSA—4
T4 ILMEIX true TY

LocalFS=true|false - O—HOIL 77 M IR T LETERF YT EMEI M, COE—F
EZREMTBHITIE. COEFEIC true ZEYHTET

WBINGA—H
TI4ILMEIT false TY

MailBases= true|false - A— /LT —4R—ZXRXAX vV E—F, COE—FZEMHIZT BIC
I%. ZDHREIC false ZE|YLTEY

WIBINSA—H
TI4ILMEIE true TY

MailPlain=true|false - L — TFAMERDA—ILAVE—SDRF v, ZOE—F
FENTTBHITIE. COEEIC false #EIY B TES

WNBINGA—A
T I+ ILMEIX true TY



E 117

Packed=true|false - EHEI7 (I AFXT¥YoE—F, COE—RZENIZTBICIE. ZDK
EIZ false ZE|Y HTET

WBINGA—A
T4 ILMEIL true TY

Recursion=true|false - 7 F V(I RARF YU DEIZTALIMN) EBIRMICRFr>
TENEIMN, COE—FEZEMIZTBIZIE. CORTFEIC false #E|YLTES

WBINGA—A
T4 IIMEIL true TY

SelfExtArchives=true |false - B2 ER7—HA T XX v E—F, ZOE—FEEYD
129 BIC1&. COFEIC no ZENYLETET, T—HAIT XX UE—RFBFHIHS
TW3B4&I1E (Archives=yes). SelfExtArchives [ false NEIYLTLATNT
LECRERT—HATERFroSNFET

WBINGA—A
T4 ILMEIL true TY

Ichecker=true|false - 7> F A ILRRAF ¥ DEIC iChecker HfiEERT HMES
Mo COE—FEEMNICTHICIE. COEKEIC false EIYETET

T 74 ILMEIX true TY

MaxLoadAvg - CPU DI K&, CDIEZEIBZ 5 L. kavdlms-kavscanner >
R—FMEBMFEELLLET

FIAIITIE, COERFEETT

UseAVbasesSet=standard | extended - X¥ v (Z7TYr—avMERTEE
ET—HAR—ZAD vk, extended vhZIL, standard YR ZEFNLBLO—F
DIFEMIVRIILT (PRI TOVE—IEERTOSSLEE) ORI EENET

F 7+ JLMEIT standard TI

FollowSymlinks=true|false - > >Ry ) o oDREBEIVNA—)LT EF T3,
INTA=EH true [ZRESNTWEE, 7TV —LaVERFvUOBRIZ, T4LIE
DEETIIEEEY . /ST EFRLRICEBSNTWSF TSI EFvILE
T o COE—RFEENCT BITIF, /NFA—5% false [CRELET

TI4ILMEIE true TY
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A.1.18. [scanner.report] 73>

[scanner.report] £33 IZI&. kav4lms-kavscanner IV R—R U bDENEFERICEET BL
R—rEERTHHEEDHRENEENET .

Append=true|false - 77 (/L RTLDTUoFIAIVARF Y HERICEHT HLER—F
EELTFANICH LN AV E—SF BT 20EIM:

o true- HLLAYE—CERFEDI7AILISEMLET

o false- 77— avhEEY BF-UICH LY I7MILEERLET
WIAINTGA—E

T I4LMEIE true TY

ReportFileName - OV R—R U D EHEFER AR EHEIN DL HR— T 7LD £
F 7+ )LMEIX /var/log/kaspersky/kav4lms/kavscanner.log TY

ReportLevel=0|1]2|3|4]|9 - L/R—FDEFHL AL (0:-BHHIS—. 1:T5—, 2:
Z2& 3 8H.4:T7IT1ET4.9:TR\vY)

WNBINSA—A
TI4ILMEIX 4 T

ShowOK=true|false - BZLTLVEWNIT7ZAILICET 2 AvE—FLR—MIEREET S
MESM, COE—FEENCT BT, COHREIC false £EYLBTET

WWIEINSA—4
T4 ILMEIX true TY

ShowContainerResultOnly=true|false - 7—hA I RAX v U DIERERTT 56
DE—F, HELELR—,ERTTDIZE. COHREIC true ZENYSTES, TI4/L
eI, SRR DAY E—CFFEALET

WIBINSA—H
TI4ILMEIT false TY

ShowObjectResultOnly=true|false - BEAF T ILDRX Y UHERERTT 515
BNE—F, BEABRATRTT HICIE. COFREIC yes ZENWLTET, TIAILE
TlE IBERRADAVE—C2FERALET

WBINGA—A

TI4ILMEIT false TY
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A.1.19. [scanner.container] €733

[scanner.container] 533 I(ld, Y—/N\DITFAILV AT LDTUFIAILATERIC
T—HAT IS L TRITIN DR EERET DRENEFLET,

OnInfected=action - BEEA T MERAMLIIGERICRITINDINE, BET7AIL
DRELBBFE—RBNEDIHE->TNDIGE I, BEEEBBRTELA 1A T DI MH
LT lREDREBAERTINET
FTIHIETIK, COEIFEATT

OnSuspicion=action - ZE&FEEILTLVSA Kaspersky Lab TlERHEEDFEHLLVA
Tz HRET TV —2ar M RALEERICETEINS0E
FTIHIETIK. COEIFEATT

OnWarning=action - BIXID BB EE BT 2I7MINETT)r—avhMRALIZIGE
IZETINBNE
TIHIETIK. COEIFEATT

OnCured=action - 77— aUNRBRET7 AL ERMLTCER ICRLERRLZHE
IZETINBNE
FTIHITIK. COEIFEBATT

OnProtected=action - /SR —KRE SN =A TS HET TV r—2 a3 REILTZ
BEICETEINDINE, COLSEF T IMNIRAF YU TEFHA

FIAIITIE, COERFEETT

OnCorrupted=action - 7745 —SavhABEI 7/ ILERHLE-ESICETSN S0
b

FIAILITIE, COERFEETT

OnError=action - # 7C P AF Yo (O AT LAIS—NRELEBEIZETEINDS
s

FIAIATIE, COEFEETT

action N\JA—EDEXIE 2 DDERTHEASH ., REBEEM/NATA—EHAR—ZATRK
PohFEY, BI/SA—FDER. ZE5IRFTHATHEET SBESHYET,

R
OnInfected=move "/tmp/infected"
WEBELT. UTOVT IO DELZIEETHENTEET:
e move <directory> - 774 JL% <directory> IZHEIT S

e movePath <directory> - 774 L% <directory> ~BEIRMICEET S (i
*/AREER)

e remove - 77 ILEFHIRT S
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e exec <parameter> - <parameter> ZEH TEZRINIS AT URERT
EK)

T—HATIZxT % exec WEDEM/IASA—FELT LTFOI/OEFRATEET:
e %VIRUSNAME% - &SN =B FE LTS5 —DEH]

. %LIST% - I7 I B FEET—HATRNTRHMSNE=RET7MIL, Fb
LWI7AIL . BEI7AILDOYRL, La—FDOREKIE <virus
name>[t<file name> T3

o %FULLPATH% - 7—HA T~ DRt /{Z
o O%FILENAME% - /SR EHEHENT7AILE
e %CONTAINERTYPE% - 7—HhAJ D24 T (XEFITHEE)

A.1.20. [scanner.object] o3>

[scanner.object] £/ avIZld. AV E2—3T7AINIRTLDTUOFIAIL AR KR4
AL TDBAEF T VMR L TRITSNIREEERT IRENEFENET,

OnInfected=action - BEZA T U MERMLUIZBEICETININIE, BRET7MIL
DBELBEE—RNESIA->TODIGE L. BREEBRTELI o= TV M
LTHEDREAERTINET

FIAILITIE, COERFEETT

OnSuspicion=action - ZE&ELIL T S Kaspersky Lab TIERFEZRDEFEHLLVA
IOz oRET T r—2ar NRALEHRICETSN S0

FIAIITIE, COERFEETT

OnWarning=action - BEMIOZRBEBUUT 2I7 MV ETTIr—2ao BN RELIEE
IZRfTENBNE

FIAIATIE, COERFEETT

OnCured=action - 77— 3oL T 7/ ILERMUTEE ICRLERRLI-IGE
IZRfTSh 08
FIAILATIE, COERFEETT

OnProtected=action - /S\XT—FREINF-A T HbETT)r—2avhRELT-
BERICETINDINE, COLIHF T IMNIRF YU TEFELA

FIAIATIE., COERFEETT

OnCorrupted=action - 77— a3V BRI 7ML ERALIZESICETIN S0
b

FIAILATIE, COERFEBTT

OnError=action - 7 7R XYV RTLIS—NEELIZBEIZETSIS
e



E 121

FIHILLTIK, COERFEBATT

action /\SA—42DEXIL. [scanner.container] 53> M action /\SA—4LFE
CTY (119 R—=P D3> A1.19 #5HR),

T7LIIZHT B exec LEBDEM/ASA—RELT UTFTORIOZFEATEET:
. %VIRUSNAME% - BRENSNT=-BREFE=IZTS5—NDLAH]

. %LIST% - BEZT7AIL, SFHOLWI7AIL, T=IEHKEBI7/ILD LT L
J—KDO R E <virus name>[<file name> TY

e %FULLPATH% - 774 JL~D#ERt/ SR
e %FILENAME% - /SR EHEHIEWNT7AILEA

A.1.21. [scanner.path] o3>

[scanner.path] £ 3 IZ(%. kav4lms-kavscanner a2 R—F 2 O HERET B 1= TIHETLR
TF7ANANDINREEZET D/INTA—INEENET,

BackupPath= path - OV R—RUMIEO>TRF YU ENZA T IMDINVITYTE
BRET B/ \VITYTRTALIMN) ADMERSZ

FIAILITIE, COERFEETT

A2. TI—TEEITFAI

CDFERTIE. default.conf FREIF7AILDE LI AVIZDONTEHLLERBALET , default.conf
BEIFAILTIE, AvE—C DNBITFERSNSERED Default ' )IL—THNERINET,

Default 7' )L— 72 LTI E &M 1=/ 35 A—21E, LTFOBEICERSNET:
o TIL—THMEREh TV
o BEOEDTIL—TTEAVE—CDEEBFLEZEBNR DML
o TIL—THOIRTA—AENEZSNTLEL

s

=8

Default ' /)L—7® default.conf FRET7AIICEDWTT IIL—THRET7AIEERT S
BERIF.HRETT7TANDEIDIVEAAMVIZAASNTWS T V—TE2EHTERL TS
(AN
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A.2.1. [kav4ims:groups.<group_name>.
definition] 733>

[kav4ims:groups.<group_name>.definition] 23> IC(&. FIIL—THEHA/S5A—4
NEFENFET:

Priority - 7' IL—TBEE, ZIEE (RIER) ITH-TAYVE—CHERD T IL—TIZET
BIEE. TN AVE—CEBEENARLEVNV L—TIL—ILEFRALTRESNET,
EEOBAMENGA—FELLTHRETEFTT RLBEEDT L—T . ELUVELE
ENO0 DT IL—TIIFERATEEEA
WBINGA—A
Default 7' )L—F D/S54A—4{E(X 0 TT

Senders - A—/LEEETFLADYR L, ETELRIIHZDITTIEET 2HENHYE
T YRVEERERBENYR—rShTWET . COFTLavEERLELE, BT
*@*% (TRTHFRLR) THHERLGShET

i :

Senders=userl@mycompany.com
Senders=reporter*@mycompany.com

Senders=re:officel@.*\.example\.com
Default 7 )L—TD/SA—FEEERSNTVEEA

Recipients - A—LZ{EZFE7RLADY R, F7RLRIERI R DITTIEET D EHLHY
FT VRVEERERBENYR—bSAhTOWET, COFTavEERLANE, I
*@* (TRTDTERLR) THIERLGINFET

il :

Recipients=user2@mycompany.com
Recipients=reporter*@mycompany.com

Recipients=re:office\d+@central\.mydomain\.com

Default /' /L—TDNSA—LEIFEREINTVEEA

B

Di<éL 1 D0 Senders F71-(% Recipients /\SA—4ZIEETIHELAHYE
ED
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A.2.2. [kav4ims:groups.<group_name>.
settings] &7 3>

[kav4ims:groups.<group_name>.settings] 7 avIZ(E, AyE—P RF v R —
ERBEHAYE—ANDEFRER T —ILREDBMNEERT 2/ TA—ANEFENET,

Check=anti-virus| content-filter|all| none - ¥ )L—F (2T HtFa)F49—E
S

WBINGA—A
Default 7' )L—F D /354—41% all T

ScanPolicy=message | combined - Ay t—> DB A EEEET DA—ILAF VYUK
IJ~“/_

WNBINS A—A
Default 7' /L—FD/35A—4{E L message TF

ScanArchives=yes|no - 7—hATDRFv>, COE—FEENITBICIE, X5 A—
A% no [CERELET

Default ¥ )L—TF M /35 A—4{E(L yes T

ScanPacked=yes|no - EfESN=RTI7AILDRAFY>, COE—FEEHIZT SIC
£, /85 A—4% no IZRRELET
Default ¥ )L—F M /35 A—4{E[L yes T

UseAVBasesSet=standard | extended - ¥+ 7 TYr—2avNMERTSE
ET—HAR—ZAD vk, extended vhZIL, standard YR ZEFNLBLO—F

DEMNNRI9T (PRI 7 UE—IEBTIOVS L RYRT—IRFvF .
AIWRVZAL—EHE) DRBAEENFT

Default 7' )L—7M/\S5A—41E L standard T

UseCodeAnalyzer=yes|no - E1—YRT(vYaA—F7FSA P E2ERALTEEDHD
TOTS L. VANABE. BLERMDVAILRERET ERFvY, COE—F%E
BT BIZIE, /8354—5%F no [THRELET .

Default 7' /L—F D /35 A—4{E(L yes TT

MaxScanTime - 7 U —SauBNBAEA Tz Hk (Avte—DFEAVvE—CF T
IR) DRFvUIZEOEHRAER (WEA), C0EEBZSE. 7TV r—avid
IS—%&BLET

Default ¥ )L—F D/ \5A—4{ElL 30 TF
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FERD:

BEIZEOTIE. BHEDAYE—C DEFAF YU BREA MaxScanTime /35A—40
EFEBZTHLIS—IRITINGNIENHYET, ZhidL, combined 24 TDRF v
RYO—ZBIRLTWDIGEEICRELET . TOHE. AvtEt—VXF v D& FHE G
[E.ATOTIRELTDAYE—DDAF YU EIR—YTEDRF Y DIETTY,

MaxScanDepth=0...UINT_MAX - BE—Ayt—C N TSN MIME #7249k
DBRAXALRANAI, COEEBZDE. TIVr—2av EIS5—%#RLETE 0 1L,
RAMDESIRICEFAI SN DI LEERLET

Default 7' )L—F D/ 5A—41EL 10 T

MIMEEncodingHeuristics=yes|no - RFC 1Z#(Z#EHL TLVELY MIME #7209k
RN HHDE—LK,

FTIHILTIE. 7TV —230T4L31E RFC DAY E—DEFER T YU RIS
#5% L E Y, MIMEEncodingHeuristics A% yes [ZERESINTULNSE, FEHERAY
=R —VRTavITILTYRXLEFERALTHETSN, TI—FICHTILZGE
FRFYURICEESNET, AvE—CDTI—FIZKKLT=54& % MIMEEn-
codingHeuristics A% no [ZERESNTVDIGEEIL. TDLSHAVE—DFRFr
RICEESINERA

Default 5’ )L—F D /35 *—4{El& no TY

RE:
CDINTGA—BEFMNTHE RFVYUNELLAEBEELHYET,

AddXHeaders=none | message|parts|all - *vt—C XX v ERZSDIHERAY
A—FEBMNT5HDHET GERICONTIE, 93 R—C Dty 104 #58),

WEINSA—A
Default ¥ /)L—7D/35A—4{E% message TT

AddDisclaimer=yes |no - NEBFAEITERBFAHADEAVE—VICRETF A EE
MLET, ZOTF R, disclaimer 7oL —rDHREICLH>THREAIAXT BT
ENTEFET RETIFAMITIFAMIDELTAYVE—CDREICEMSNET . &
BETFRANMIESTRDAVE—SORABNEEERTYVERSINYTEHILIEH
YEH A,

Default ¥ )L—TF D /35 A—4A{EE no TF
UsePlaceholderNotice=yes | no - Bl =4I VM EBT 2@BMEFMLET
Default &' /L—F D /35 A—4{E(L yes TT

RejectReply - EEFSNT=AVvE—VICETHBHMDAYST —, gmail LOHSHEDE
Bl COF T aviEERShEREA
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Default 7' )L—T D /35 A—4%1H:
Message rejected because it contains malware

A.2.3. [kav4ims:groups.<group_name>.actio
ns] /33y

[kav4ims:groups.<group_name>.actions] IZI&. 7V F I IL AR T ¥ D A— LA
TOIIMDRBHEERES 2T avhEFzFNFT:

InfectedAction=warn | drop | reject| cure | delete | skip - B4 T HMZER
SNBTIAILEDIRE

WNBINS A—A
Default &' )L—F M /35 A—4{E (L skip TY

SuspiciousAction=warn | drop | reject | delete | skip - KREDT /LI TIZEEELT
WBEEWAH LA T IMBERINST I+ ILEDIEE

WNBINS A—A
Default 7' /L—7 M /S5 A—41E L skip TY

ProtectedAction=warn | drop | reject | skip | delete - ZE N HHIMNEINERF v
TEEDST2NRT—FREA T HMBERASNBIRE

WBINTA—H
Default 7' /L—7 M /S5 A—41E L skip T

ErrorAction=warn | skip |delete - TS5—D=HIZRAF v TEEISHEATO
IMIBERESNHIRE

WBINTA—H
Default ¥ )L—TF M /35 A—4{E [ skip TT

VirusNameAction= warn|drop|reject - VirusNamelList /\5A—%(Z AT VT
SNFIAINRIZEELTWD AV E—DFIEA T OO MIERASN 51814

WIRINGA—H
Default ¥ )L—F D /35 A—4{E [ skip TT

FilteredMimeAction=skip | delete | drop | reject| warn - IncludeMime /X5 A—
ATEERINT MIME 24 TDHRAT7AIVICERAINSEHE

Default 4 /)L—F D /35 A—4{E[ skip TY
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FilteredNameAction=skip | delete | drop | reJect | rename|warn
IncludeName /A5 A—ATRV(CEO>TEBESN=ERID T =R/AT7AILIC J@
AShbigeE

Default &' )L—F D /35 A—4{El skip TY

FilteredSizeAction=skip | delete |drop | reject|warn - HF 77/ ILDH A XM
IncludeSize /\SA—FTHRESNBIZ—HTIBRICZFDRMNIT7AILISERS
hoRE

Default ¥ /L—F D /S5 A—4{ElL skip TY

A.2.4. [kav4ims:groups.<group_name>.
contentfiltering] 33>

[kav4ims:groups.<group_name>.contentfiltering] 233> Cl&, Ayt&—CT4)L4
DT DIL—ILREESNET:

IncludeMime - MIME 24 F2&BT4IWLE) VT DIRIEEELET, MIME 24T
BEDIRAVE—HL. RFvU MDD (ExcludeMime /X54A—4%) DEEIZE
AShBYRIE—BLEWMEE AT HMIT AT ENET
BHDIEE 1 DOVRMLTEETEET  R/N\TA—FILH R DITIZAHNT S0
EABYET, TAILRH—R (T*1,T2)) LEERKRBEN Y R—bEhTOET

i -
IncludeMime=application/octet-stream
IncludeMime=application/vnd. *
IncludeMime=re:image/.*

IncludeMime=re:multipart/ (encrypted|signed)

NFA—RENEESNTOENEELEBDHEE, MIME 24 7(2&870L5Y
VURETEShERA

Default V' /L—T D& INFA—RERFZEBTY

ExcludeMime - /L2 T WA SNEF T ID MIME 44 TFIRIEEEL
FT LD IRIIZ—BLEBEWIST DA T VMNERF Y TEINET

ExcludeMime ') X +AV#E EE . IncludeMime MiEESN TLAWEE(E.
ExcludeMime JXMIBEIHWIRIN TR VT ENFES

BHODOEEZ 1 DOVAMLTERTEEY , BN\FA—LEFR L DITITANT S
ENHYET, TMILRH—F (T* 1, 12]) EERRANY R—bEShTOET

K

ExcludeMime=application/octet-stream
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ExcludeMime=application/vnd.*
ExcludeMime=re:image/.*

ExcludeMime=re:multipart/ (encrypted|signed)
Default ¥ /L—TDIHFE . IRSA—REFZEATY

IncludeName - ZRBIICEDTAINBIVT DIRIEEELET . AT IMDEAIAEE
FEDIRIE—HL, RFvoh D DS (ExcludeName /354A—4%) DEEHIZHERA
INBYRIE—HBLEWMER. 7IVr—2avEd T obE TR T LET

INTA—REIEESNTVEWMEELEADEEIE. FAT7MILAICEDT LS
YUTIEETEINFERA
BHOEZ 1 DOYRMLTERTEFET ., F/ATA—FIRNRDITICAAT B
ERBYFET, TMILEH—K (T¥],12)) EERKRBA S R—FSATOES
i :
IncludeName=*accounting*
IncludeName=re:.*\. (doc|xls|ppt)
IncludeName=re:.*\. (pif|com|exe)

Default 7 )L—TDi5E . A5 A—2EIFEATT

ExcludeName - J/)LA) VT DLBASHEF TS IMDIRIEERELET . 7TV
F—2avlE, ChoDRRYICT—BT 24T orERFYTLET
ExcludeName #'3#§ F & f . IncludeName ANEESNL TLWEHWE &,
ExcludeName Y ANZBELRNVTR Y&, T4L3) oGt LY ET

BHOEEZ 1 DOURMNLTERETEET ., F/ATA—FIFN R DITICAAT B

ERBYFET, TAILEH—K (T¥1.12)) EERKRBA Y R—rSTOET

45l :
ExcludeName=re:.*\. (txt|rtf)
ExcludeName=re:.*\. (doc|xls|ppt)
ExcludeName=re:.*\. (pif|com|exe)

Default /' /L—TDFE . INFA—RERFZEBTY

IncludeSize - IAILE) T T BA—ILHAIT7ANDH A X, AL BEDEEIRET S
M (fz&Z1£.3456261), F=[FRESEFRIELLI—FERX (fz&£Z(£. 10KB,
100MB) #FATEET . TANEZETILEZ) T T BITIE, I854A—4% 0 IZRE
LET

La—KRRK:

IncludeSize=attachment size - {EEL-MBEICT—HT 21 XD F
RIFAND TR TENET
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IncludeSize=<attachment size - feELIMELYL/PNENF A XD
AMTFANB TN TENFET
IncludeSize=<=attachment_size - {8 ELIZELUTOH I XD H
FIFANDTANRITENET
IncludeSize=>attachment_size - IEELELYELREVNF A XD
AEIFAB TN TENFET
IncludeSize=>=attachment_size - {8 EELIEL LOY I XD H
FIFANDTANRITENET

IncludeSize=0 - ZMFRMIT7AINTRTIqINRI T SNET

INTGA—FEEERELLEWNE, FRITFAINDEATIZEETIILFI VT IERTSAE
A

Default ¥ /L—TDIHE . INSA—REFZEATY

ExcludeSize - 7L 3) VT MEBRASNEZA—ILBAFT7AILDY A4 X, La—FRIE.
IncludeSize /{5A—4LRLTT . BDORMIT7AIVERF VT T BIZIE, /18544
%0 IC/ELET
Default ' IL—FDI5HE. IS A—ABEIXZATYT

VirusNamelList - B2 XM DA TV brFERLRFAvE—JICEREIL S
VirusNameAction [C& > TEERESNIEFRBIREEDLELTHEBRDI R, BB
DAHNE. 91 ABERER (http://www.viruslistip.com/) TORFRERMLLHT
BETIDLENHYVET . FRVLERKRBEFFEATEET . BHOEZIEET SIS
X, RiEEHV I TRYYET

il :

VirusNameList=re:trojan.*, backdoor*

NIA—BEREBEINTWVEWNES . AT IMIRFroRICEIY B TENT=R
T—RXI-OTREEIIFEY

Default 7' /IL—TDI5HE. NS A—2{BEIXZATY
RenameTo=<file_name> | .<extension> - rename &%z EAITIEO4F TS

IrBDEEE—F::
e RenameTo=<file_name> - J7 AL AIF IEELEICELICEEH®RZS
hET
RenameTo=.<extension> - I E LR FNI7AILZITEBMEINET
1

RenameTo=.vir
J74 L file.doc IZ. file.doc.vir ICRRIEEINET
RenameTo=VIRUS-DO-NOT-OPEN

74 )L file.doc (&, VIRUS-DO-NOT-OPEN [CEFIEEINFET
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NIA—RENERINTVEWMEE . 7TV r—2avBA IOV O &REEEL
FEA

Default 7' )L—F D /35 A—4{#E (L vir TT

A.2.5. [kav4ims:groups.<group_name>.
notifications] 73>

[kav4lms:groups.<group_name>.notifications] o> avIClE, BRA T arnEE
nFEY:

NotifySender=all | filtered | infected | protected | suspicious | error |none - #§
FEDRT—RAREHEIA— L AvE—D (FlzlEAvE—TAT O Hb) ZRELIZERIC
TDA—ILEERITEMLET

BHOEEZ 1 DOYRMELTERTEEY  H/ATA—RIRN L DITICANT S8
ENHYUFET . EEDBEEEET HE. BHMEIAVE—DEEERICERESIFELEA

BN INGA—Z
Default &' )L—7 M /5 A—4{E( none TY

HEae:
SESFURT—HRE/SIF TP ERRA L BRICEBRAEIE SN D LIITT BIC
I%. NotifySender NS A—RZEHDEEZHRELET,
R

NotifySender=filtered

NotifySender=infected
NotifyRecipients £ &0 NotifyAdmin /SSA—24RLHETEY LK TEHIEMNTESE
ED

NotifyRecipients=all | filtered | infected | protected | suspicious | error| none -
BEDRAT—ARE/EI A=Ay E— (FEAvE—SFTOHh) ZRALIE
ISR A=V RIEFICEHMLES
BHODEEZ 1 DDOYRMELTERTEFT . F/N\TA—RFRRDITICANT B0

EAHYFET . ZADEZEET 5L BRIETDOAVE—CREBICEESIETE
A
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WEINTA—A
Default 7' )L—F D /5 2—4lE (L all T

NotifyAdmin=all | filtered | infected | protected | suspicious | error|none - Z M
ATF—RREHEIA— N AV E—CF AV E—CF T OV E R IRICE RS
ITEHMLES

BHODEEZ 1 DDOVAMELTERTEEY . B/N\FA—LFR L DITITANT B
ELNHYFET . EEDEEEET HE. BHMIEEEICRESLELEA

WBINGA—A
Default &' )L—F D /35 4A—4{E(% none TY

AdminAddresses - A—)LH—/\EBEDA—)LTFL R, BHDOTRLREHU TR Y
TRETEET

Default &' )L—7 M /5 A—4{E(X postmaster T3

RE:
AdminAdresses /33 *—4(%, Kaspersky Anti-Virus M &IEE (kav4lms.conf 774

JL®D [kav4lms:server.notifications] > 3>(2%% ProductAdmins /35 A—
BZEH>TEHREIND) TIHEL X1 TAEBEESRLES,

PostmasterAddresses - E{TSNBHMDEEEZET7RFLR (FROM 74—)LF) ELTE
LEBALGNDA—ILTFLR

Default &' )L—F M /35A—4{iE[Z POSTMASTER@Iocalhost T¥
Templates - BT IL—ERETETALIR)

Default 7' )L—FDNRSA—LEFLUTDESYTY
/etc/opt/kaspersky/kav4lms/templates/en (Linux DH5H&)
Jusr/local/etc/kaspersky/kav4lms/templates/en (FreeBSD Di5E)

Subject - Subject 74— LRITEMEN HIZLBHDAYE —

Default &' )L—7 M /35 A—4{E (% Anti-virus notification message TJ
Charset - BHIZFERAENEIXFEYE

Default ' )L—T 0 /35 A—4{El% us-ascii TF
TransferEncoding - & T>a—F7 /LT3 X LO{E.

Default &' )L—F M /5 A—4{E(L 7bit TT

UseCustomTemplates=yes|no - BHEERT 5=DDHREILTUIL—DEA
EFEWDLET, COE—FEEMIZT BICIK, /135A—4% yes ITHRFELFET

Default &' )L— 7 D/54—4{E(F no TT
SenderSubject - FEEFEBHMDA—ILHFBAVE—
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Default ¥’ )L—7 0 /35 A—4{iE(Z Anti-virus notification message T%
AdminSubject - ¥ 1) T EEBEBHMDA—ILEL~AYET—
Default &' )L—7 0 /35 A—4{iE(Z Anti-virus notification message T%

A.2.6. [kav4ims:groups.<group_name>.
backup] 733>

[kav4ims:groups.<group_name>.backup] 9 a Il A—)LAVyE—ITREEE
AT BRI\ Ty TAE—%ERT 5= DF T avhEFzFNFT:
Policy=message|info|none - /\v 7y 7R —EEHLET
Default ' )L—F D/ 4—4iil% info TF

Options=cured | deleted | dropped | rejected | warning | renamed|all - /Ay &
TTE BT D2RENH DAV E—DE(4T

BHOTRLRENIEYYTIEE CEET
WHIEINSA—4
Default 7' )L—F D/ S5 A—4{EIL all T

Destination=/var/opt/kaspersky/kav4lms/backup/ - *vt—CD/\vo7vT
ERETBHTALIN)

Default 7' )L—TDNRSA—ZEFLUTDESYTY
/var/opt/kaspersky/kav4ims/backup/ (Linux Di5&)
/var/db/kaspersky/kav4ims/backup/ (FreeBSD Di54)
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A.3. kav4ims-licensemanager
AVR—RMDARIRTA I INTGA—E

ANVTHToar:
-h kav4lms-licensemanager A R—R UM T AN TEREE @RISR RLET
-v FI)r—avn—avERRLET

*—FEF T3

-S

ARV EHF—ICETHEREE®EICKRTLET

-c (-C) <path_to_file>

BOKREIT7AIL <path_to _file> ZFALET

-k <path_to_file>

*— <path_to_key_file> [ 3R EERICRTLET

-a <path_to_file>

*— <path_to_key_file> Z/>X+—)LLET

-d(a|r)

TIT4T15F—DHIRR (-da) F=FEMDF—DHIRR (-dr) 17
WET

SAEVRSNAT O HMIBET SMEREZ Y —ILIZE 1L
EX)




E 133

A.4. kav4ims-licensemanager
AVR—R D) F—20a—F

kav4ims-licensemanager A R—R U ME, BIEFICLLITOI—RERLET :

0 AVR—R ML THF—ICET HEBRMNEFICHRAAEN, BEN BT
LELE

30 AVR—R U OBERICT SN RELELS:

64 F—EBIBHYER A, TF BET7ILTERESNIARIF—DHYERA

65 BEITANERARADERA

66 BEIFAINDFT T av N EHTT

70 kav4lms-licensemanager AV R—R U M BEELTLVET
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A.5. kav4lms-keepup2date a2 R—R2k
DATESAUVINGA—4E

ANLTATa:

-v TIVr—La v EREBEICR RLTIVR—R U MERALEY

-h AVR—R UM &> THR—,ENTNBITURSAUNFTA—ZITEHT LT
EREE@EICRRL, VR—R U ERCET

BiEATar:

-r RRICEAIN-EHEO—L/AYILTHIRN—CavIRYES

-s TYIT—r—N\OYRNEEEICKRRLET

-k EET —IN—XDEHM5ETLIz#%. PostUpdateCmd v F%E

EITLEEA
-q AVR—RUREIER . D RT LAY E—CFE@EICR TENERA
-e AVR—RUBMER ERBEIS—ICETHLRT LAY E—D T

AEEICRTENET

-x <path_to_file>

EET—ARN—ROBHFZEITARATE—HAILTaALIIY
<path_to_file> [caE—LZET

-g <URL>

ERT—IR—REHADTRELR, COBHFNEESN T 515
B.EBHEICOTRLANGETSNES

-d <path_to_file>

O—AILTaLYK) <path_to_file> I2HBa>R—%2 D pid
T7ANEFERLES

LiR—hERA T ay:

-1 <path_to_file>

AVR—R UMD EMEFERZT7 1)L <path_to_file> [Z5R8RLET
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A.6. kav4lms-keepup2date a2 R—R2k
D) A—2a—Fk

kav4ims-keepup2date I R—F & BIMEFICLLTOI—RERLET:

0 EHBT —IR—RICEHIELEHYFEEA

1 EET—AN—RIFEEICEHINEL

10 BERGIF—HRELEL . EFVEEZRTLET

11 IS—AFELEL = BIOT IV r—2av AV RIVANBEL TOEY

12 EHET—EIR—ADOO— LAY IHIZIS—ARELELE

30 EET —HN—XFEH%IZaT UK PostUpdateCmd #E£{TTEEHATLY:

60 i—'fﬁi&fﬁ%‘)iﬁ/\/o FFRET7ALTHRESNARIZF—DHYFEE

75 BREITFTANERARADERA, EERELS—TYT
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Kaspersky Lab & 1997 FICRIFRENELI=. SBATRE. FUFIMNR TUFRNLTUF
NIFVGTDVRTLERFLHEST BEEABREF LI TAV I T RHRERIESRYBIZ 1=,
FEMYIEIITRFERELLOTVET,

Kaspersky Lab IFEEEETYT AL TZICA#EZESE. KE. IR FIMY BER ARILIR
ZE. FE. R—32F, Lb—T=7.USA (AUTAIL=T) ICEBEMERALTLET, FHLL
FEZFrEL T, European Anti-Virus Research Centre M75 2 XIZHRESh FEL 1=, Kaspersky
Lab D /8—kF—RyrT—H(ZIE, tHRPD 500 #tEBZLHEENSMLTOET,

IR7E. Kaspersky Lab 1Z1%.10 &M MBA E{GE L 16 £M PhD BIGEZEL 1,000 &%
ZHBFLCEMARIEBNTNET, §TH Kaspersky Lab O E{BT7UFIAILAEMR (T E
& . CARO(Computer Anti-Virus Researchers Organiza-tion) M A2 /\—T79,

Kaspersky Lab MJmRADEEE. AVE1—F—DAMILRED 14 F(ZhH =DM ZEHEVENT
Ehhi-1—— LM EERRBRTY , AV E1— 32—V (L ABEDBEMLZ D ITICKY.
Kaspersky Lab DARS v YRMIBEDHZVIL I 7DHEBEDIERZTFHIL. HFLLEAT
DHBIZHLTHAAL)—HREZLSERICIRBTEET , COEBALMED Kaspersky Lab &
RmEH—ERDERELH>TLVET , Kaspersky Lab D& R (FihtD—HET2TE. BEHRICKE
BT UFIAINAREESEITLET .

REDENDHER. TFVFIALNRYILIzTRAEONTRED 1 DICHYFELT,
Kaspersky Lab &, 7o FIOAIAY I Iz 7 DRFIZED ZLENOTHRELEL -, HHD
RERMEZTHD Kaspersky Anti-Virus® (&, 7—IRTF—ar, T7AILY—N— A=)l
RTFLITFATI+— I A B—RINF—rz A EHERIFERESOHOD 21T DI
Eai—4—LRTLE DALV ARENSHRICRELET . FLPTVEEY—ILIZKY, OV
Ea—3—tBERINT—IDTUF IR REIRRKBEELINFET, HRAPOHEZLD
VI TRIREEEM, Kaspersky Anti-Virus h—RILEE AR SIFERALTNET,

BEFIZT. AGFORELEFEORIEL. BEDECKRRABEHADTELELBEANEINELR
HBMY—ERIZHRBLTW=EWWTHEYET , Kaspersky Lab [, BEDTUF IS/ ILRAV AT
LEERE RE HR—FLET,

B.l1. ®HASAVFvT
Kaspersky® Open Space Security

TERIFT—IRDELAYE "Space” EWLVSHETY IIL—TEL, RybT—V DB E
BEBICIHCEEF T2 BT Y a—230 T, ENALUTNA AN Y —NETDT
RTOLERINT—IIURRAUMER—FILIZRELET . A= LI TS T4vT . Sk
D—OBIEEE =T — AT T4VIERILITTDEFBINSRELET , /()L PC [ZHRYE
J—45 LD PC REHEDREMNRMEIN, N TILEBEBY—ILICE>THELE-EENTZAET,

Kaspersky® Open Space Security I3, RO RETHERINET

o Kaspersky® Work Space Security - /—F PC &L A T4 AN T—HY R T—3>
E—REBTICEVCEET S RERNMBOEX1TAAR—R TS . FT1RD



8% B 137

D—9RT—=2aVEDAILARRINITT I\NYHA—E X, KBA—ILXDEREH
55FYET , X¥Windows FS5vhI4A—LDH

e Kaspersky® Business Space Security - 7T—7XT7—avE LU IT7MILY—
NEJLIWARPRNAILT  FAADKRE, T—LEFEDOTILIITDEBEMNSFY,
A —OREEBFICEIEREREET . RV T =V LOEET—HDREICRETT

e Kaspersky® Enterprise Space Security - 7—YZX7—3>, I7/ILH—/N\E
KUA— Y —NEAE—2 b EDBEMSTFY. HBLET—20PYRYIFEES
A REGAVI—FYMERBLET

e Kaspersky® Total Space Security - 7T—2 R T7—33vuhbI7/ILELUA—)L
=N =7z REA— LR EETOLRERIVNT—IDTRTOLAVEI—
BIVICRELET

Kaspersky® Anti-Spam

Kaspersky® Anti-Spam [&. KB DREEA—IL (R/34L) [THRTHIEEBHELE. BER
[FDV)21—230TY, EEBBN TV /A0 —LREBDA—ILT(ILR) T H#EE (DNS TTv
SYRAMEBEOIRT AR RNMEEE) ZHAEDOETHEATEIET. FELEMSTVIDERK
95% ZEHAILT—H/LET,

FYRT—ODAYAIZEATEIET, ZIEA—NEERLTRNLERHINEF T HE
HE - NEBF EENTEET . EEDA NI RATLEDERMZEZEBL, BEDA—ILY—N
IZEBERAA =LY —NIZEAVR=ILT BIENTEET,

BELGRNLA—IORERE X ARRLAF—OEERARHICL-TEAN 20 SRRT
BHINDTAINA) YT T—ER—=RIZ&H>TRBEINTNET,
Kaspersky® Anti-Virus for File Server

ZDYIbz 78y —2 &, Microsoft Windows +> Linux, Samba A& 9 24—/ EDT7
ANV RTFLE . TRTDEIATDIILYT TS E#ELET, Kaspersky® Anti-Virus for File
Server [, ROERBTHEBINTULET:

° Kaspersky® Administration Kit

° Kaspersky® Anti-Virus for Windows Server

° Kaspersky® Anti-Virus for Linux File Server

° Kaspersky® Anti-Virus for Samba Server
Kaspersky® Mail & Gateway Security

Kaspersky® Mail & Gateway Security [&, /22— R yMIIERKT 5T RTOREBICRLLHR
EBREZRBLES  HTTP/FTP JORILTEHEEIN TS T 2D ILITTEYRI T E
BEMICHIBRLET,

e  Kaspersky® Administration Kit
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e  Kaspersky® Mail Gateway
e  Kaspersky® Anti-Virus for Proxy Server

. Kaspersky® Anti-Virus for Linux Mail Server

Kaspersky® Second Opinion Solution (SOS)

Kaspersky® Second Opinion Solution &, 3 TIZ#t 7o F I L RERNEASATINSIE
BIZ. EHURFEF VELTHRIAT 5007 T Ur—2a0 T D7 UF I ILRESR
EHEALTOTH. A ERIT LKA FTEID T EX 1T HERDEELEEIN DL
NTEBLWDAMILABRMEBLZREDEEI7AILEFHF O Kaspersky A3, /SvarntFxal)7q
ELYSEEIZLET .

* Kaspersky (&0 7 Kaspersky Lab & $FmiE £ /- (3FETYT
* Z0M. REIN TV IR, WRA(E SHOBEEZEIIEETT,

B.2. BREILVEhtE%

EHRITOVWTOEBNEDLEE, CEBATORFERBETEOTEYET,

— WG ER -CERFRIDRARLRAF—FTRFLFE] T ANIE2L—SIZT
BRALLTEYFET .

WWW : http: //www.kaspersky.co.jp
http : //www.viruslistjp.com

E-mail support@kaspersky.co.jp
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roT 7. RISRT EHIZEDVTHEASATLET,

C.1. Pcrelibrary

The following terms regulate Pcre library use:

PCRE is a library of functions to support regular expressions whose syntax and semantics
are as close as possible to those of the Perl 5 language.

Release 5 of PCRE is distributed under the terms of the "BSD" licence, as specified below.
The documentation for PCRE, supplied in the "doc" directory, is distributed under the same
terms as the software itself.

Written by: Philip Hazel <ph10@cam.ac.uk>
University of Cambridge Computing Service,
Cambridge, England. Phone: +44 1223 334714.
Copyright (c) 1997-2004 University of Cambridge
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are per-
mitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of condi-
tions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials pro-
vided with the distribution.

3. Neither the name of the University of Cambridge nor the names of its contributors may
be used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
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NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

C.2. Expatlibrary

The following terms regulate Expat library use:

Copyright (c) 1998, 1999, 2000 Thai Open Source Software Center Ltd and Clark Cooper.

Permission is hereby granted, free of charge, to any person obtaining a copy of this soft-
ware and associated documentation files (the "Software"), to deal in the Software without
restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom
the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

C.3. AgentX++v1.4.16 library

The following terms regulate AgentX++v1.4.16 library use:
AGENTX++ LICENSE AGREEMENT

THIS LICENSE AGREEMENT (this "Agreement") is made effective as of the date the prod-
uct is installed by and between (i) Frank Fock, the author of AgentX++ ("LICENSOR") and
the party executing this Agreement as Licensee ("LICENSEE").

1. DEFINITIONS.

1.1 The term "Software Product" means Frank Fock's AgentX++ computer software (in-
cluding Source Code, derived Object Code, and derived Executable Code as defined in
Section 1.3, 1.4, and 1.5) and documentation thereof, as specified in Exhibit A, that is
provided by LICENSOR to LICENSEE hereunder, including bug fixes and updates thereto
provided by LICENSOR to LICENSEE in connection with this Agreement. The term "derived"
in the above context refers to the process of creating machine executable code from the
original Source Code only. It does not refer to amendment or alteration of the original
Source Code by LICENSOR or any third party.
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1.2 The term "Intellectual Property Rights" means patent rights, copyright rights, trade
secret rights, and any other intellectual property rights.

1.3 The term "Executable Code" is a fully compiled and linked program that contains any
code derived from the Software Product. It can no longer be altered or combined with any
other code. Executable code is ready to be executed by a computer and is essentially a
complete software image for use in a specific product.

1.4 The term "Object Code" is any compiled version of the Software Product that can be
linked and therefore combined with other code to create Executable Code. Examples of
Object Code are libraries and software development kits, in particular SNMP agent devel-
opment kits.

1.5 The term "Source Code" is the human readable form of the Software Product, as speci-
fied in Exhibit A.

1.6 Documentation means the documentation regarding the Licensed Software provided by
LICENSOR to LICENSEE hereunder.

1.7 The term "Site" is a specific address belonging to a single business unit operating at
that address.

2. GRANT OF LICENSE.

2.1 Source Code Site License. Subject to the terms and conditions of this Agreement, and
upon payment by LICENSEE to LICENSOR of the one-time license fee set forth in Adden-
dum A, LICENSOR grants LICENSEE a perpetual (subject to termination rights in Section 6),
non-exclusive, non-transferable license to reproduce, use, modify, or have modified by a
third party contractor (modifications in accordance to Section 2.6) subject to a confidential-
ity agreement no less restrictive than this Agreement, the Source Code for internal use
only, for the sole purpose of developing AgentX-enabled SNMP agents at the Site (hereaf-
ter "Licensed Site") specified by LICENSEE during license purchase. Additionally, Custom-
er's contractors and employees reporting directly and only to a manager at the Licensed
Site, such as telecommuters, may use the Software Product at remote locations. Off-site
employees re-porting in any way to a manager at their location are not covered under this
Site License.

2.2 Except as specified in 2.1, neither the Software Product Source Code nor Object Code
derived from the Software Product may be redistributed or resold. Executable Code pro-
grams derived from the Software Product may be redistributed and resold without limita-
tion and without royalty, provided that LICENSEE added significant functionality to those
derived Excecutable Code programs. Functionality in this context refers to the program's
behavior, not appearance.

2.3 No Sublicense Right. LICENSEE has no right to transfer, or sublicense the Licensed
Software to any third party, except as specified in 2.2 and except if the third party takes
over the business of LICENSEE.

2.4 Other Restrictions in License Grants. LICENSEE may not: (i) copy the Licensed Soft-
ware, except as necessary to use the Licensed Software in accordance with the license
granted under Section 2.1 and 2.2, and except for a reasonable number of backup copies.

2.5 No Trademark License. LICENSEE has no right or license to use any trademark of
LICENSOR during or after the term of this Agreement.
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2.6 Proprietary Notices. The Licensed Software is copyrighted. All proprietary notices incor-
porated in, marked on, or affixed to the Licensed Software by LICENSOR shall be duplicat-
ed by LICENSEE on all copies, in whole or in part, in any form of the Licensed Software
and not be altered, removed, or obliterated on such copies.

2.7 Reservation. LICENSOR reserve all rights and licenses to the Licensed Software not
expressly granted to LICENSEE under this Agreement.

2.8 Delivery. Upon execution of this Agreement, and payment of the amounts due and
owing under this Agreement, LICENSOR will provide LICENSEE with one (1) copy of the
Software Product by downloading from LICENSOR's Web site.

3. PRODUCT WARRANTY.

3.1. LICENSOR warrants to LICENSEE that, at the date of delivery of the Software Product
to LICENSEE and for a period ending 90 days following the date of

delivery of the Software Product to LICENSEE the Software Product shall perform substan-
tially in accordance with the published specifications and Documentation. If notified in
writing by LICENSEE, LICENSOR may, at its option, correct significant program errors in
the Software Product within a reasonable time period. THE FOREGOING PRODUCT
WARRANTY IS IN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE, WHETHER IMPOSED BY CONTRACT, STATUTE, COURSE OF
DEALING, CUSTOM OR USAGE OR OTHERWISE.

3.2. In no event shall LICENSOR be liable to LICENSEE, in excess of the price paid to
LICENSOR by LICENSEE for the Software Product hereunder, for any breach of warranty or
any claim, loss or damage arising from or relating to the installation, use or performance of
the Software Product (including, without limitation, any indirect, special, incidental or con-
sequential damages).

3.3. LICENSOR reserves the right at any time to make changes to the Software Product.

3.4, IN NO EVENT SHALL LICENSOR BE LIABLE (WHETHER IN TORT, NEGLIGENCE,
CONTRACT, WARRANTY, PRODUCT LIABILITY OR OTHERWISE) FOR ANY INDIRECT,
INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES OR LOSS OF PROFITS OR SAVINGS
ARISING OUT OF ITS PERFORMANCE OR NONPERFORMANCE OF TERMS OF THIS
AGREEMENT OR THE USE, INABILITY TO USE OR RESULTS OF USE OF THE SOFTWARE
PRODUCT EVEN IF LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

3.5 In no event will LICENSOR be liable for any third-party products used with, or installed
in, the Software Product. LICENSOR does not warrant the compatibility of the Software
Product with any third-party products, whether hardware or software.

3.6 The above sections do not apply for liability for damages caused by gross negligence or
wilful default.

3.7 General Provision. This warranty shall not apply in any case of amendment or altera-
tions of the Software Product made by LICENSEE.

4. INTELLECTUAL AND PROPERTY INDEMNIFICATION.
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4.1. LICENSOR agrees to indemnify and hold LICENSEE harmless from any final award of
costs and damages against LICENSEE for any action based on infringement of any German
intellectual property rights as a result of the use of the Licensed Software: (i) under the
terms and conditions specified herein; (ii) under normal use; and (iii) not in combination
with other items; provided that LICENSOR is promptly notified in writing of any such suit or
claim against LICENSEE and further provided that LICENSEE permits LICENSOR to defend,
compromise or settle the same and gives LICENSOR all available information, reasonable
assistance and authority to enable LICENSOR to do so. LICENSOR'S LIABILITY TO
LICENSEE PURSUANT TO THIS ARTICLE IS LIMITED TO THE TOTAL FEES PAID BY
LICENSEE TO LICENSOR IN THE CALENDAR YEAR IN WHICH ANY FINAL AWARD OF
COSTS AND DAMAGES IS DUE AND OWING.

5. TRADE SECRETS AND PROPRIETARY INFORMATION.

5.1. LICENSEE acknowledges that LICENSOR is the owner of the Software Product, that
the Software Product is confidential in nature and not in the public domain, that LICENSOR
claims all intellectual and industrial property rights granted by law therein and that, except
as set forth herein, LICENSOR does not hereby grant any rights or ownership of the Soft-
ware Product to LICENSEE or any third party. Except as set forth herein, LICENSEE agrees
not to copy or otherwise reproduce the Software Product, in whole or in part, without LI-
CENSOR's prior written consent. LICENSEE further agrees to take all reasonable steps to
ensure that no unauthorized persons shall have access to the Software Product and that all
authorized persons having access to the Software Product shall refrain from any such dis-
closure, duplication or reproduction except to the extent reasonably required in the per-
formance of LICENSEE'S rights under this Agreement.

5.2. LICENSEE agrees to accord the Software Product and the Documentation and all other
confidential information relating to this Agreement the same degree and methods of pro-
tection as LICENSEE undertakes with respect to its confidential information, trade secrets
and other proprietary data.

5.3. LICENSEE agrees not to challenge, directly or indirectly, the right, title and interest of
LICENSOR in and to the Software Product, nor the validity or enforceability of LICENSOR's
rights under applicable law. LICENSEE agrees not to directly or indirectly, register, apply
for registration or attempt to acquire any legal protection for the Software Product or any
proprietary rights therein or to take any other action which may adversely affect LICEN-
SOR's right, title or interest in or to the Software Product in any jurisdiction.

5.4. LICENSEE acknowledges that, in the event of a material breach by LICENSEE of its
obligations under this Article 5, LICENSOR may immediately terminate this Agreement,
without liability to LICENSEE and may bring an appropriate legal action to enjoin any such
breach hereof, and shall be entitled to recover from LICENSEE reasonable legal fees and
costs in addition to other appropriate relief.

5.5. LICENSEE agrees to notify LICENSOR immediately and in writing of all circumstances
surrounding the unauthorized possession or use of the Software Product and Documenta-
tion by any person or entity. LICENSEE agrees to cooperate fully with LICENSOR in any
litigation relating to or arising from such unauthorized possession or use.

6. TERMINATION.
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6.1. LICENSOR may terminate this Agreement at any time after the occurrence of any of
the following events if LICENSOR provides 30 days notice of its intention to terminate as a
result of the occurrence and LICENSEE fails to cure such

occurrence within such 30 days:

(a) LICENSEE is declared or acknowledges that it is insolvent or otherwise unable to pay its
debts as they become due or upon the filing of any proceeding (whether voluntary or in-
voluntary) for bankruptcy, insolvency or relief from creditors of LICENSEE;

(b) LICENSEE assigns or transfers this Agreement or any of its rights to obligations here-
under, without LICENSOR's prior written consent; or (c) LICENSEE violates any material
provision of this Agreement, including without limitation, the payment obligations set forth
in Addendum A.

6.2. LICENSEE may terminate this Agreement at any time after the occurrence of any of
the following events if LICENSEE provides 30 days notice of its intention to terminate as a
result of the occurrence and LICENSOR fails to cure such occurrence within such 30 days:

(a) LICENSOR is declared or acknowledges that it is insolvent or otherwise unable to pay
its debts as they become due or upon the filing of any proceeding (whether voluntary or
involuntary) for bankruptcy, insolvency or relief from creditors or LICENSOR; or

(b) LICENSOR violates any material provision of this Agreement.

6.3. Upon the termination of this Agreement for any reason, LICENSEE will discontinue all
use of the Software Product and, within ten (10) days after termination, will destroy or
delete all copies of the Software Product then in its possession, including but not limited to,
any back-up or archival copies of the Software Product and Documentation. At LICENSOR's
request, LICENSEE will verify in writing to LICENSOR that such actions have been taken.

6.4. No termination of this Agreement for any reason whatsoever shall in any way affect
the continuing obligations of the parties under Articles 5 hereof.

7. APPLICABLE LAW

This LICENSE shall be deemed to have been made in, and shall be construed pursuant to,
the laws of Germany, without reference to conflicts of laws principles. All controversies and
disputes arising out of or relating to this Agreement shall be submitted to the exclusive
jurisdiction of Esslingen am Neckar, Germany, as long as LICENSEE is deemed to be a
merchant (as defined by Handelsgesetzbuch, §1-7). The United Nations Convention on
Contracts for the International Sale of Goods is specifically disclaimed.

8. GENERAL PROVISIONS.

8.1. This Agreement does not create any relationship of association, partnership, joint
venture or agency between the parties.

8.2. This Agreement (including the Exhibit and Addendum attached to the Agreement) sets
forth the entire agreement and understandings between the parties hereto with respect to
the subject matter hereof. This Agreement merges all previous discussions and negotia-
tions between the parties and supersedes and replaces any and every other agreement,
which may have existed between LICENSOR and LICENSEE with respect to the contents
hereof.
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8.3. Except to the extent and in the manner specified in this Agreement, any modification
or amendment of any provision of this Agreement must be in writing and bear the signa-
ture of the duly authorized representative of each party.

8.4. The failure of either party to exercise any right granted herein, or to require the per-
formance by the other party hereto of any provision if this Agreement, or the waiver by
either party of any breach of this Agreement, shall not prevent a subsequent exercise or
enforcement of such provisions or be deemed a waiver of any subsequent breach of the
same or any other provision of this Agreement.

8.5. Except in the case of merger, acquisition or the sale of substantial assets or equity of
Licensee or assignment to any direct or indirect subsidiary or affiliate of LICENSEE,
LICENSEE shall not sell, assign or transfer any of its rights, duties or obligations hereunder
without the prior written consent of LICENSOR. LICENSOR reserves the right to assign or
transfer this Agreement or any of its rights, duties and obligations hereunder, to any direct
or indirect subsidiary or affiliate of LICENSOR.

8.6. All notices required by this Agreement must be sent by certified mail in order to be
deemed effective when sent to the following:

FOR LICENSOR:

Frank Fock

Schlossstrasse 8

73765 Neuhausen, Germany
EXHIBIT A

Licensed Software
AgentX++

a. Source Code - (ANSI C++ for Linux, Solaris, Win32) Includes AgentX++ and
Agent++Win32 Source Code.

b. Executable Code - AgentX++Win32 Master Agent (Win XP/2000/NT4)
ADDENDUM A

For evaluation purposes and non commercial use only, a free license is granted, provided
that the LINCENSEE accepts this license agreement.

In order to obtain a license to use AgentX++ in a commercial environment,

LICENSEE has to purchase a commercial license from LICENSOR. The actual pricing list and
other related information can be found at http://www.agentpp.com

C.4. Agent++v3.5.28a library

The following terms regulate Agent++v3.5.28a library use:
AGENT++ API Version 3.x
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Copyright (C) 2001 Frank Fock, Jochen Katz
LICENSE AGREEMENT

WHEREAS, Frank Fock and Jochen Katz are the owners of valuable intellectual property
rights relating to the AGENT++ API and wish to license AGENT++ subject to the terms
and conditions set forth below; and WHEREAS, you ("Licensee") acknowledge that Frank
Fock and Jochen Katz have the right to grant licenses to the intellectual property rights
relating to AGENT++, and that you desire to obtain a license to use AGENT++ subject to
the terms and conditions set forth below; Frank Fock and Jochen Katz grants Licensee a
non-exclusive, non-transferable, royalty-free license to use AGENT++ and related materials
without charge provided the Licensee adheres to all of the terms and conditions of this
Agreement.

By downloading, using, or copying AGENT++ or any portion thereof, Licensee agrees to
abide by the intellectual property laws and all other applicable laws of Germany, and to all
of the terms and conditions of this Agreement, and agrees to take all necessary steps to
ensure that the terms and conditions of this Agreement are not violated by any person or
entity under the Licensee's control or in the Licensee's service.

Licensee shall maintain the copyright and trademark notices on the materials within or
otherwise related to AGENT++, and not alter, erase, deface or overprint any such notice.

Except as specifically provided in this Agreement, Licensee is expressly prohibited from
copying, merging, selling, leasing, assigning, or transferring in any manner, AGENT++ or
any portion thereof.

Licensee may copy materials within or otherwise related to AGENT++ that bear the au-
thorr's copyright only as required for backup purposes or for use solely by the Licensee.

Licensee may not distribute in any form of electronic or printed communication the materi-
als within or otherwise related to AGENT++ that bear the authorr's copyright, including but
not limited to the source code, documentation, help files, examples, and benchmarks,
without prior written consent from the authors. Send any requests for limited distribution
rights to sales@agentpp.com.

Licensee hereby grants a royalty-free license to any and all derivatives based upon this
software code base, that may be used as a SNMP agent development environment or a
SNMP agent development tool.

Licensee may modify the sources of AGENT++ for the Licensee's own purposes. Thus,
Licensee may not distribute modified sources of AGENT++ without prior written consent
from the authors.

The Licensee may distribute binaries derived from or contained within AGENT++ provided
that:

1) The Binaries are not integrated, bundled, combined, or otherwise associated with a
SNMP agent development environment or SNMP agent development tool; and

2) The Binaries are not a documented part of any distribution material.
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THIS SOFTWARE IS PROVIDED " "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

C.5. Boost v 1.0library

The following terms regulate Boost v 1.0 library use:

Permission is hereby granted, free of charge, to any person or organization
obtaining a copy of the software and accompanying documentation covered by
this license (the "Software") to use, reproduce, display, distribute,

execute, and transmit the Software, and to prepare derivative works of the
Software, and to permit third-parties to whom the Software is furnished to

do so, all subject to the following:

The copyright notices in the Software and this entire statement, including
the above license grant, this restriction and the following disclaimer,

must be included in all copies of the Software, in whole or in part, and

all derivative works of the Software, unless such copies or derivative

works are solely in the form of machine-executable object code generated by

a source language processor.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. IN NO EVENT
SHALL THE COPYRIGHT HOLDERS OR ANYONE DISTRIBUTING THE SOFTWARE BE LIABLE

FOR ANY DAMAGES OR OTHER LIABILITY, WHETHER IN CONTRACT, TORT OR
OTHERWISE,
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ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER

DEALINGS IN THE SOFTWARE.
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C.6. Milterlibrary

The following terms regulate Milter library use:

The following license terms and conditions apply, unless a different license is obtained
from Sendmail, Inc., 6425 Christie Ave, Fourth Floor, Emeryville, CA 94608, USA, or by
electronic mail at license@sendmail.com.

License Terms:

Use, Modification and Redistribution (including distribution of any modified or derived
work) in source and binary forms is permitted only if each of the following conditions is
met:

1. Redistributions qualify as "freeware" or "Open Source Software" under one of the follow-
ing terms:

a) Redistributions are made at no charge beyond the reasonable cost of materials and
delivery.

b) Redistributions are accompanied by a copy of the Source Code or by an irrevocable offer
to provide a copy of the Source Code for up to three years at the cost of materials and
delivery. Such redistributions must allow further use, modification, and redistribution of the
Source Code under substantially the same terms as this license. For the purposes of redis-
tribution "Source Code" means the complete compilable and linkable source code of send-
mail including all modifications.

2. Redistributions of source code must retain the copyright notices as they appear in each
source code file, these license terms, and the disclaimer/limitation of liability set forth as
paragraph 6 below.

3. Redistributions in binary form must reproduce the Copyright Notice, these license terms,
and the disclaimer/limitation of liability set forth as paragraph 6 below, in the documenta-
tion and/or other materials provided with the distribution. For the purposes of binary dis-
tribution the "Copyright Notice" refers to the following language:

"Copyright (c) 1998-2004 Sendmail, Inc. All rights reserved."

4. Neither the name of Sendmail, Inc. nor the University of California nor the names of
their contributors may be used to endorse or promote products derived from this software
without specific prior written permission. The name "sendmail" is a trademark of Sendmail,
Inc.

5. All redistributions must comply with the conditions imposed by the University of Califor-
nia on certain embedded code, whose copyright notice and conditions for redistribution are
as follows:

a) Copyright (c) 1988, 1993 The Regents of the University of California. All rights reserved.

b) Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:
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i. Redistributions of source code must retain the above copyright notice, this list of condi-
tions and the following disclaimer.

Ii. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials pro-
vided with the distribution.

iii. Neither the name of the University nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written per-
mission.

6. Disclaimer/Limitation of Liability: THIS SOFTWARE IS PROVIDED BY SENDMAIL, INC.
AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL SENDMAIL, INC,,
THE REGENTS OF THE UNIVERSITY OF CALIFORNIA OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

C.7. Libkavexim.so library

The libkavexim.so library is distributed in accordance with GPLv2, and its use is
regulated by the following terms:

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and
change it. By contrast, the GNU General Public License is intended to guarantee your free-
dom to share and change free software--to make sure the software is free for all its users.
This General Public License applies to most of the Free Software Foundation's software and
to any other program whose authors commit to using it. (Some other Free Software Foun-
dation software is covered by the GNU Library General Public License instead.) You can
apply it to your programs, too.
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When we speak of free software, we are referring to freedom, not price. Our General Pub-
lic Licenses are designed to make sure that you have the freedom to distribute copies of
free software (and charge for this service if you wish), that you receive source code or can
get it if you want it, that you can change the software or use pieces of it in new free pro-
grams; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these
rights or to ask you to surrender the rights.

These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must give the recipients all the rights that you have. You must make sure that they, too,
receive or can get the source code. And you must show them these terms so they know
their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this
license which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone under-
stands that there is no warranty for this free software. If the software is modified by
someone else and passed on, we want its recipients to know that what they have is not
the original, so that any problems introduced by others will not reflect on the original au-
thors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid
the danger that redistributors of a free program will individually obtain patent licenses, in
effect making the program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License.
The "Program"”, below, refers to any such program or work, and a "work based on the
Program" means either the Program or any derivative work under copyright law: that is to
say, a work containing the Program or a portion of it, either verbatim or with modifications
and/or translated into another language. (Hereinafter, translation is included without limi-
tation in the term "modification"). Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running the Program is not restricted, and the output
from the Program is covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program).

Whether that is true depends on what the Program does.
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1. You may copy and distribute verbatim copies of the Program's source code as you re-
ceive it, in any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices
that refer to this License and to the absence of any warranty; and give any other recipients
of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your
option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a
work based on the Program, and copy and distribute such modifications or work under the
terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed
the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains
or is derived from the Program or any part thereof, to be licensed as a whole at no charge
to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must
cause it, when started running for such interactive use in the most ordinary way, to print
or display an announcement including an appropriate copyright notice and a notice that
there is no warranty (or else, saying that you provide a warranty) and that users may re-
distribute the program under these conditions, and telling the user how to view a copy of
this License. (Exception: if the Program itself is interactive but does not normally print such
an announcement, your work based on the Program is not required to print an announce-
ment.)

These requirements apply to the modified work as a whole. If identifiable sections of that
work are not derived from the Program, and can be reasonably considered independent
and separate works in themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you distribute the same
sections as part of a whole which is a work based on the Program, the distribution of the
whole must be on the terms of this License, whose permissions for other licensees extend
to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work writ-
ten entirely by you; rather, the intent is to exercise the right to control the distribution of
derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program
(or with a work based on the Program) on a volume of a storage or distribution medium
does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that
you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,
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b) Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a com-
plete machine-readable copy of the corresponding source code, to be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange;
or,

c) Accompany it with the information you received as to the offer to distribute correspond-
ing source code. (This alternative is allowed only for noncommercial distribution and only if
you received the program in object code or executable form with such an offer, in accord
with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications
to it. For an executable work, complete source code means all the source code for all mod-
ules it contains, plus any associated interface definition files, plus the scripts used to con-
trol compilation and installation of the executable. However, as a special exception, the
source code distributed need not include anything that is normally distributed (in either
source or binary form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component itself accompanies
the executable.

If distribution of executable or object code is made by offering access to copy from a des-
ignated place, then offering equivalent access to copy the source code from the same
place counts as distribution of the source code, even though third parties are not com-
pelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense or distrib-
ute the Program is void, and will automatically terminate your rights under this License.

However, parties who have received copies, or rights, from you under this License will not
have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However,
nothing else grants you permission to modify or distribute the Program or its derivative
works. These actions are prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the Program), you indicate
your acceptance of this License to do so, and all its terms and conditions for copying, dis-
tributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipi-
ent automatically receives a license from the original licensor to copy, distribute or modify
the Program subject to these terms and conditions. You may not impose any further re-
strictions on the recipients' exercise of the rights granted herein.

You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by
court order, agreement or otherwise) that contradict the conditions of this License, they do
not excuse you from the conditions of this License. If you cannot distribute so as to satisfy
simultaneously your obligations under this License and any other pertinent obligations,
then as a consequence you may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by all those who receive
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copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circum-
stance, the balance of the section is intended to apply and the section as a whole is in-
tended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property
right claims or to contest validity of any such claims; this section has the sole purpose of
protecting the integrity of the free software distribution system, which is implemented by
public license practices. Many people have made generous contributions to the wide range
of software distributed through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of
the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the Program
under this License may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General
Public License from time to time. Such new versions will be similar in spirit to the present
version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version
number of this License which applies to it and "any later version", you have the option of
following the terms and conditions either of that version or of any later version published
by the Free Software Foundation. If the Program does not specify a version number of this
License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distri-
bution conditions are different, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Founda-
tion; we sometimes make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and of promoting the
sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.
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12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the
public, the best way to achieve this is to make it free software which everyone can redis-
tribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the
start of each source file to most effectively convey the exclusion of warranty; and each file
should have at least the "copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
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Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an
interactive mode:

Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'.

This is free software, and you are welcome to redistribute it under certain conditions; type
“show c' for details.

The hypothetical commands “show w' and “show c' should show the appropriate parts of
the General Public License. Of course, the commands you use may be called something
other than “show w' and ‘show c'; they could even be mouse-clicks or menu items--
whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to
sign a "copyright disclaimer" for the program, if necessary. Here is a sample; alter the
names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

* Gnomovision' (which makes passes at compilers) written by James Hacker.
<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary
programs. If your program is a subroutine library, you may consider it more useful to per-
mit linking proprietary applications with the library. If this is what you want to do, use the
GNU Library General.

Public License instead of this License.
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