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¶ 

 

 

5.2.1.  

 

 

¶  (mailgw-process-server) 

¶  (mailgw-kas-license) 

¶ SPF  (mailgw-spfd) 

Linux  FreeBSD 

Linux  /opt/kaspersky/mailgw/lib/bin/  (/etc/init.d/mailgw 

)  mailgw FreeBSD  /usr/local/etc/rc.d/ 

 mailgw.sh  

 

¶ start -  

¶ stop -  

¶ restart - stop  

start  
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5.2.2.   

 

¶  ([mailgw.policy]  SpamRateLimit 

)

 (4.3 

) 

¶ 

ProbableSpam  Obscene  (Spam-

MarkProbable SpamMarkObscene) 

¶ DNSBL SPF  DNS  DNS 

 (SpamUseDNS ) 

¶  DNSBL  IP  (Spam-

CheckDNSBL ) 

¶ DNS  IP  (SpamCheckHostInDNS 

) 

¶ SPF (Sender Policy Framework)  IP  

(SpamCheckSPF ) 

¶ SURBL (Spam URL Realtime Blocklists)  IP 

 (SpamCheckSURBL ) 

¶  

¶  (SpamHeader-

sToUndisclosed ) 

¶  (SpamHeaders-

FromOrToDigits ) 

¶  (SpamHeadersFromOr-

ToNoDomain ) 

¶  Subject  (SpamHeadersSub-

jectTooLong ) 

¶  Subject  (Spam-

HeadersSubjectWSOrDots ) 



52 Kaspersky®  Mail Gateway 5.6 

 

¶  Subject  

(SpamHeadersSubjectDigitIDOrTimestamp ) 

¶  Subject 

 (SpamHeadersMarkAllJapanese

SpamHeadersMarkAllChinese SpamHeadersMarkAllKorean

SpamHeadersMarkAllThai ) 

¶ 

 (MarkSubject ) 

¶  (Kb) (Spam-

CheckSizeLimit ) 

¶ /

/  

([mailgw.group:group_name] 5.2.3 ) 

5.2.3.  /  

 

 LAN 

 IP 

 

/

 (CheckSpam=false CheckAV=false) 

 

 

 deny  ConnectRule 

 

 

¶ 

10.10.0.0/16  

¶ 

 

10.10.138.99  
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¶ 

 

¶  

 

1.  [mailgw.policy] 

 

SpamRateL imit=standard  

2. 10.10.138.99 

[mailgw.access]  ConnectRule  

[mailgw.access]  

...  

ConnectRule=deny for ip 10.10.138.99  

...  

3. [mailgw.group:whitelist] whitelist 

 

[mailgw.group: whitelist]  

Recipients=*  

Senders=ip 10.10.0.0/16  

CheckSpam=false  

CheckAV=false  

5.2.4.  UDS  

UDS  

 UDS  

uds-rtts.sh UDS 

 

 (Linux )  

# /opt /kaspersky/mailgw/lib/bin/kas - filter/ \  

uds - rtts.sh - q 

FreeBSD  

# /usr/local/libexec/kaspersky/mailgw/kas - filter/ \  

uds - rtts.sh - q 
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UDS UDS 

cron  

10  15  

UDS  

UDS uds-rtts.sh  -a 

 

Linux  

# /opt/kaspersky/mailgw/lib/bin/kas - filter/ \  

uds - rtts.sh - a 

FreeBSD  

# /usr/local/libexec/kaspersky/mailgw/kas - filter/ \  

uds - rtts.sh - a 

Restarting as kluser  

uds - rtts: OK, updated  1 records.  

uds - rtts: uds.kaspersky - labs.com available rtt=4103  

uds - rtts finished successfully.  

5.2.5.   DNSBL  

 IP  DNSBL 2  

¶  (ConnectRule 

)  A  

¶  (  

Received  IP ) DNSBL 

 

 DNSBL 

 

 DNSBL  

 

IP  DNSBL Kaspersky Mail Gateway 

 IP 
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IP  DNSBL  

DNSBL  100  in_dnsbl  (  

A )  

IP  DNSBL 

 DNSBL  100 

 blacklisted 

 

 DNSBL  100 

 blacklisted 

 100 

 

5.2.6.   

 

¶  standard  

¶  Subject 

 

 

 [mailgw.policy]  SpamRateLimit 

 

SpamRateLimit=standard  

CheckSpam=true  

MarkSubject=spam,probable  

5.2.7.   

 

¶  standard  

¶ managers 
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¶  

 

1.  [mailgw.policy] 

 

SpamRateLimit=standard  

2. [mailgw.group:managers] 

managers 

 

[mailgw.group:managers]  

Recipients=*@managers. example.com  

CheckSpam=true  

BlockMessage=as/spam,as/probable  

[mailgw.policy] 

 

[mailgw.policy]  

CheckSpam=true  

BlockMessage=as/spam  

5.2.8.   

 

 

¶  standard  

¶ 

 

¶  
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1.  [mailgw.policy] 

 

SpamRateLimit=standard  

2.  [mailgw.policy] 

 

[mailgw.policy]  

CheckSpam=true  

BlockMessage=as/spam,as/probable  

QuarantineMe ssa ge=as/spam,as/probable,as/formal,  

as/blacklisted  

 

 Spam Probable Spam Formal  Black-

listed 

 

5.3.  

Kaspersky Mail Gateway 

 

5.3.1.  

 

 

¶  

¶  

¶ 

 

¶ 
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 [mailgw.policy] 

 

1.  

CheckAV=true  

2.  

AVCure=true  

3.  

ActionDisinfected=cure  

ActionInfected=remove  

ActionSuspicious=remove  

ActionProtected=remove  

ActionError= remove  

BlockMessage=  

 

 (5.3.4 )

 (5.3.6 ) 

5.3.2.   

 

¶ 

 

¶ 

 

 [mailgw.policy] 

 

1.  

CheckAV=true  

2.  

AVCure=true  

3.  
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ActionDisinfected=cure  

ActionInfected=placeholder  

ActionSuspicious=placeholder  

ActionProtected=placeholder  

ActionError=placeholder  

BlockMessage=  

 

/  

(5.3.4 ) 

 (5.3.6 )  

5.3.3.  

 

 

¶ 

 

¶ 

 

 

 1 /

/

 

 [mailgw.policy] 

 

1.  

CheckAV=true  

2.  

AVCure=true  
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3.  

ActionDisinfected=cure  

ActionInfected=pass  

ActionSuspicious=pass  

ActionProtected=pass  

ActionError=pass  

BlockMessage=av/infected,av/suspicious,  

av/protected,av/error  

 

 (5.3.4 )

Kaspersky Lab 

 (5.3.6 )  

5.3.4.   

 

¶ 

 

¶ 

 

¶ 

 

¶ 
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 [mailgw.policy] 

 

1.  

AVCure=true  

2.  

ActionDisinfected=cure  

ActionInfected=remove  

ActionSuspicious=remove  

ActionProtected=remove  

ActionError=remove  

BlockMessage=  

3.  

NotifyAdmin=av/disinfected,av/infected,  

av/suspicious,a v/protected,av/error  

NotifyRecipient=av/disinfected,av/infected,  

av/suspicious,av/pr otected,av/error  

NotifySender=av/disinfected,av/infected,  

av/suspicious,av/protected,av/error  

5.3.5.  

 

 ( ) 

/

 

 ( )

/

 

 (IncludeByName ExcludeByName) 

 MIME  (IncludeByMime ExcludeByMime)  
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¶ .exe  .reg managers 

 

¶ accounts .doc 

 

¶ sales .exe 

 

 

[mailgw.group:group_name] 

 3 managers 

accounts  sales 

 

[mailgw.group:managers]  

Recipients=*@managers. example.com  

IncludeByName=*.exe  

IncludeByName=*.reg  

ActionFilte red=remove  

é 

[mailgw.group:accounts]  

Recipients=*@accounts. example.com  

ExcludeByName=*.doc  

ActionFiltered=remove  

é 

[mailgw.group:sales]  

Recipients=*@sales. example.com  

IncludeByName=*.exe  

BlockMessage=av/filtered  

5.3.6.   

Kaspersky 

Mail Gateway  
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¶ 

 

¶ 

 

¶ 

/opt/quarantine 

 

 

1.  /opt/quarantine 

 (

kluser)  

2.  [mailgw.policy] 

 

AVCure=true  

3.  [mailgw.policy] 

 

ActionDisinfected=cure  

ActionInfected=pass  

ActionSuspicious =pass  

ActionProtected=pass  

ActionError=pass  

BlockMe ssage=  

av/infected,av/suspicious,av/protected,av/error  

QuarantineMessage=av/infected,av/suspicious,  

av/protected,av/e r ror  

AVQuarantinePath=/opt/quarantine  
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5.4.  

 

 3 

 

 

 

5.4.1.   

 

 

¶  (

 minimum) 

¶  

¶  Subject 

 

¶ 

 

¶  (

)

 

¶  
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1.  [mailgw.policy] 

 

SpamRateLimit=minimum  

2.  List1 

 

*.exe  

*.bat  

*.com  

*.scr  

*.bin  

*.dll  

3.  [mailgw.policy] 

 

AVCure=false  

AVScanArchives=false  

AVScanMailBases=false  

CheckAV=true  

CheckSpam=true  

IncludeByName=file:<path to file>/List1  

MarkSubject=probable,formal,blackli sted  

ActionFiltered=pass  

ActionInfected=pass  

ActionSuspicious=pass  

ActionProtected=pass  

ActionError=pass  

BlockMessage=av/infected,av/filtered,as/spam  

NotifyRecipient=av/infected,av/filtered  

 

/  ([mailgw.group:group_name] ) 

 ([mailgw.policy] ) 
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5.4.2.   

 

¶  (

 standard) 

¶  Subject 

 

¶  

¶ 

 

¶ 

 

¶  

 

1.  [mailgw.policy] 

 

SpamDetection=standard  

2. [mailgw.policy]  

AVCure=true  

AVScanArchives=true  

AVScanMailBases=true  

CheckAV=true  

CheckSpam=true  

MarkSubject=spam,probable,formal,blacklisted  

ActionDisinfected=cure  

ActionInfected=placeholder  

ActionSuspicious=placeholder  

ActionProte cted=pass  

ActionError=pass  

BlockMessage=av/protected,av/error  

QuarantineMessage=av/protected,av/error  

NotifyRecipient=av/protected,av/error  
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5.4.3.   

 

¶  (

 maximum) 

¶ 

 

¶  

¶ 

 

¶ / /

 

 

1.  [mailgw.policy] 

 

SpamRateLimit=maximum  

2.  [mailgw.policy] 

 

AVCure=true  

AVScanArchives=true  

AVScanMailBases=true  

CheckAV=true  

CheckSpam=true  

MarkSubject=spa m,probable,formal,blacklisted  

ActionDisinfected=cure  

ActionInfected=remove  

ActionSuspicious=remove  

ActionProtected=remove  

ActionError=remove  

BlockMessage=as/all  
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QuarantineMessage=as/all  

NotifyRecipient=av/infected,av/suspicious,  

av/protected,av/error  

Notif yAdmin=av/infected,av/suspicious,  

av/protected,av/error  

5.5. Kaspersky Mail Gateway  

 

¶  

¶  

¶ 

SMTP 

 

5.5.1.   

 

 

¶  ( )

[mailgw.archive] 

 IncomingArchivePath 

 

¶ 

[mailgw.archive]  

OutgoingArchivePath 

 

¶ BCC 

 ([mailgw.archive] IncomingBcc )
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5.5.2.   

 

¶ [mailgw.access]   ConnectRule

SMTP  

¶ [mailgw.access]   HeloRule

 HELO/EHLO 

 

¶ [mailgw.access]   Mailfrom Rule

 IP  MX 

 (MAIL FROM ) 

 

¶ [mailgw.access]   RelayRule

 

SMTP  (6.1.2 )  

 5.6 DNS 

 DNSBL 

DNSBL 

 [mailgw.access]  DNSBlackList 

 

 

 (  

A )  
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5.6.  

Kaspersky Mail Gateway 

 

 

Kaspersky Mail Gateway  

 

Kaspersky Mail Gateway 

 

 

 

DNSBL  (DNS-based Blackhole List) 

 IP 

DNSBL 

 DNSBL 

  

 

RBL 
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¶ 24  

¶ 1 3 

 

¶  

 (5.6.2 )  

5.6.1.   

mailgw 

 mailgw 

 

 

licensemanager  

 Webmin  

 

Linux   

# /opt/kaspersky/mailgw/bin/mailgw - licensemanager - s 

FreeBSD  

# /usr/local/bin/ mailgw - licensemanager - s 

 ( )  

Kaspersky license manager for Linux. Version 

5.6.0/RELEASE  

Copyright (C) Kaspersky Lab, 1997 - 2008.  

Portions Copyright (C) Lan Crypto  

 

License info:  

Product name: Kaspersky Mail Gateway  

Expiration date: 02 - 06- 2008, expires in 34 days  
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Active key info:  

Product name:  Kaspersky Mail Gateway  

Key file      00086CA1.key  

Type:       Commercial  

Expiration date: 02 - 06- 2008 

Serial :      0007 - 000487 - 00086CA 

 

Linux  

# /opt/kaspersky/mailgw/bin/mailgw - licens emanager - k\  

00053E3D.key  

00053E3D.key   

FreeBSD  

# /usr/local/bin/ mailgw - licensemanager - k\  

00053E3D.key  

 ( )  

Kaspersky license manager. Version 5.6.0/RELEASE  

Copyright (C) Kaspersky Lab. 1998 - 2008.  

Portions Copyright (C) Lan Crypto  

Product name: Kaspersky Mail Gateway  

Creation date: 02 - 12- 2007 

Expiration date: 02 - 06- 2008 

Serial       0007 - 000487 - 00086CA 

Serial 02B1 - 000454 - 00053E3  

Type: Commercial  

Lifespan:     91 

5.6.2.   

Kaspersky Mail Gateway 

5.6  

Kaspersky Mail Gateway  1  
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Kaspersky Mail Gateway  

Kaspersky Mail Gateway 

 

 

Linux  

# /opt/kaspersky/mailgw/bin/mailgw - licensemanager - a\  

00053E3D.key  

00053E3D.key   

FreeBSD  

# /usr/local/bin/mailgw - licensemanager - a\  

00053E3D.key  

 (

)  

Kaspersky license manager. Version 5.6.0/RELEASE  

Copyright (C) Kaspersky Lab. 1998 - 2008.  

Portions Copyright (C) Lan Crypto  

Key file 00053E3D.key is successfully registered  

 

 1 

 

2  ( ) 

 

5.6.3.   

 ( ) 

 

Linux  

# /opt/kaspersky/mailgw/bin/mailgw - licensemanager - da 

FreeBSD  

# /usr/local/bin/mailgw - licensemanager - da 
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 (

)  

Kaspersky license manager. Version 5.6.0/RELEASE  

Copyright (C) Kaspersky Lab. 1998 - 2008.  

Portions Copyright (C) Lan Crypto  

Active key was successfully removed  

 

Linux  

# opt/kaspersky/mailgw/bin/mailgw - licensemanager - dr  

FreeBSD  

# /usr/local/bin/mailgw - licensemanager - dr  

 ( )  

Kaspersky license manager. Version 5. 6.0/RELEASE  

Copyright (C) Kaspersky Lab. 1998 - 2008.  

Portions Copyright (C) Lan Crypto  

Additional key was successfully removed  
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 6   

Kaspersky Mail Gateway 

 

 

 

6.1.  

[mailgw.policy] 

 

(AVScanArchives  AVScanMailBases)  

6.1.1.   

 

 [mailgw.timeouts] 

 

 

¶ 

 (MaximalBackoffTime ) 

¶ 

 (MinimalBackoffTime ) 

¶  MinimalBackoffTime  MaximalBackoffTime 

 

(MaximalQueueLifetime )

 DSN  

¶ 

 (Sender  Receiver )  
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¶  (ReadTimeout )

 

¶  (WriteTimeout )

 

¶  

¶ SMTP 

 (SendingInitialTimeout ) 

¶  (  HELO/EHLO)  (Sendin-

gHelloTimeout ) 

¶ MAIL FROM 

 (SendingMailTimeout ) 

¶  (RCPT TO )  (Send-

ingRcptTimeout ) 

¶  (DATA )  (SendingDataInitia-

tionTimeout ) 

¶  (CRLF.CRLF ) 

 (SendingDataTerminationTimeout ) 

¶  (QUIT )  (Send-

ingQuitTimeout ) 

¶  

¶ DATA  (ReceivingDataInitiationTimeout 

) 

¶  (ReceivingData-

TerminationTimeout ) 

¶  HELO/EHLO MAIL FROM RCPT TO QUIT 

 (ReceivingCommandTimeout 

) 

¶  

(ScanTimeout  ) 
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¶  DNS 

 

¶ DNS  

(DNSNetworkTimeout ) 

¶ DNS 

 (DNSResolveTimeout )  

¶ DNS  DNS  

(DNSCacheMaximalTTL ) 

¶ mailgw  DNS 

 (UnreachableCacheTTL ) 

6.1.2.   

Kaspersky Mail Gateway 

 DOS  

 

 [mailgw.limits] 

 

 

¶ Receiver Sender

 (IncomingSessions OutgoingSessions

AntiviralSessions ) 

¶  (MaximalIncomingHops )

 

¶  (Maximal-

IncomingMessageSize ) 1 

 (MaximalIncomingMessagesPer-Session 

)  

¶ 1  (MaximalIncoming-

RcptsPerMessage )
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¶ 1  (MaximalIncomingSessionSize 

) 

¶ Receiver  Sender  IP (

)  (MaximalIncomingSessionsPerlP 

 MaximalOutgoingSessionsPerHost ) 

¶ 

 (MinimalQueueFreeSpaceSize )

 

 (AntiviralSessions ) 

 1  (MaximalIncomingMessageSize ) 

 

 

¶ Receiver  Sender 

 (IncomingSessions  OutgoingSessions 

) 

¶ 

(MaximalIncomingMessagesPerSession ) 

6.2.  

 [mailgw.network]  ListenOn 

Kaspersky Mail Gateway 

 25  

 25  
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 192.168.0.1  1025 

 

[mailgw.network]  ListenOn 

 

ListenOn=192.1 68.0.1:1025  

 ListenOn 

 

ListenOn=192.168.0.1:25  

ListenOn=10.0.0.1:25  

6.3.  

 

 ( ) [mailgw.forward]  ForwardRoute 

 

 

ForwardRoute=<address_mask> <recipient>  

ForwardRoute=<address_mask> [<recipient>]  

ForwardRoute=<address_mask> [<recipient>:<port>]  

 

<address_mask>  - * ?

 any 

 

<recipient>  -  (MX ) 

 

[<recipient>:<port>]  ï  IP 

 

[mailgw.forward]  

ForwardRoute=*@ example.com  [loc alhost:1025]  

example.com 

 1025  
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ForwardRoute  

[mailgw.forward]  

ForwardRoute=*@ example .com [localhost: 1025]  

ForwardRoute=*@ exampl e. net  [somehost. example.com ]  

ForwardRout e=*@example . org  example.com  

 

¶ example.com 

 1025  

¶ example.net 

somehost.example.com  25  

¶ example.org 

example.com  MX-host  (

) 

¶ 

 MX-host  

 

1  1 

 

6.4.  

 mailgwd  -k  --check-config 

 

 

 

6.5.  

Mailgw-tlv 

 /opt/kaspersky/mailgw/bin/  (Linux 

)  /usr/local/bin/  (FreeBSD 

)  
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Linux  

> /opt/kaspersky/mailgw/bin/mailgw - tlv ./dsn.tmpl  

FreeBSD  

> /usr/local/bin/mailgw - tlv ./dsn.tmpl  

 

Kaspersky  Template Language Verifier ,  version 

5.6. 12/RELEASE,  

Copyright (C) Kaspersky Lab, 1997 - 2008 

 

Parsing error: Unexpected end of line in the declar a-

tion, line 63  

B.13  

6.6.  

Mailgw-maila /

Mailgw-maila 

 /opt/Kaspersky/mailgw/bin/  (Linux )  

/usr/local/bin/  (FreeBSD )  

 

¶  

Linux  

> /opt/kaspersky/mailgw/bin/mailgw - maila  

-- show- all -- archive -

path=/ var/opt/kaspersky/mailgw/arch_in  

FreeBSD  

> /usr/local/bin/mailgw - maila  

-- show- all -- archive -

path=/var /db/kaspersky/mailgw/arch_in  
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 ( )  

Kaspersky Mail Archives Manager ,  version 

5.6.12/RELEASE,  

Copyright (C) Kaspersky Lab, 1997 - 2008 

 

-- QueueID -- Status - Size ------- ArrivalTime ---------

------ Sender.../Recipient...  

jFDpgGKo70777 av/suspicious 1065 Mon, 12 Dec 2007 

15:13:51 +0300 10.0.0.1 <test@ example.com > - > 

<test2@ example.com > 

jFDpg4Hc04120 av/error 1056 Mon, 12 Dec 2007 

15:13:51 +0300 10.0.0.1 <test@ example.com > - > 

test2@ example.com  

 

Total: 2 archived messages, 11 425 bytes .  

 

ID STATUS SIZE DATE IP <SENDER> - > <RECIPIENT>  

 

ID  -  ID  

STATUS -  

 

o incoming  -  

o outgoing  -  

o as/spa m -  Spam 

 

o as/probable  -  Probable 

Spam  

o as/formal  -  Formal 

 

o as/blacklisted  -  Blacklist-

ed  
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o av/clean  ï  -  Clean 

 

o av/disinfected  -  

Disinfected  

o av/infected  -  Infected 

 

o av/suspicious  -  

Suspicious  

o av/protected  -  Protected 

 

o av/error  -  Error 

 

o av/filtered  -  Filtered 

 

SIZE  -  (

) 

DATE -  

IP  -  IP  

SENDER -  

RECIPIENT -  (

) 

¶  

Linux  

> /opt/kaspersky/mailgw/bin/mailgw - maila  

-- remove - all =jHrWPC7s86253 -- archive -

path=/ var/opt/kaspersky/mailgw/arch_in  

FreeBSD  

> /usr/local/bin/mailgw - maila  

-- remove - all -- archive -

path=/var/db/kaspersky/mailgw/arch_in  
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 ( )  

Kaspersky Mail Archives Manager ,  version 

5.6. 12/RELEASE,  

Copyright (C) Kaspersky Lab, 1997 - 2008 

 

Total: 4586 archived messages have been r emoved.  

¶ /

 

Linux  

> /opt/kaspersky/mailgw/bin/mailgw - maila  

-- send - id=jHrWPC7s86253 -- archive -

path=/var/opt/kaspersky/mailgw/arch_in  

FreeBSD  

> /usr/local/bin/mailgw - maila  

-- send - id=jHrWPC7s86253 -- archive -

path=/var/db/kaspe rsky/mailgw/arch_in  

 ( )  

Kaspersky Mail Archives Manager version 

5. 6. 19/RELEASE,  

Copyright (C) Kaspersky Lab, 1997 - 2008 

 

Message with QueueID jHrWPC7s86253 will be sent 

asap .  

 

-- send - id  

-- send - id - without - check  

 

 

 

Mailgw-maila  B.16 

 B.17  
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6.7.  

 

Mailgw-mailq 

 /opt/kaspersky/mailgw/bin/  (Linux 

)  /usr/local/bin/  (FreeBSD 

)  

 

¶  

 

 

 Linux  

> /opt/kaspersky/mailgw/bin/ mailgw - mailq  

-- show- all  

FreeBSD  

> /us r/local/bin/ mailgw - mailq -- show- all  






















































































































































































































































































































