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2. TalbL—=LarH—nlE, RESNE=TONRTFoZFERALTHEN
UDSERZEBL. FNEHARILAZT—FTTRAOWLTALD UDS H—
NIZEELET,
COHEGIE. NEBA-)LOZEBZBLTFRA MORKREAHE
S BF— B ENBOF—NIEET B LEHY £t
Ao LEEN2T, COFZEEFEALTYH. BEHDOFERD
TEMELEIEEEINBIRICSLEINEIZLEEIHY FE
AJO
3. UDSH—/\H, BHIDRANLNBFEINTWET—IXN—XE#FHAL T,

ZELEEREFIVvILET, ZELEERMSBMOR/NNLYUTIL

E—HLEEBEIE. FOA—ILNRNLTHAAREENEN E5H5

FRAYE—UMN, T L= 30 —NIZEEShET, COIE

IZEDNT, A—LICRTF—E2ANEYHTONET,
UDSHEMIICK Y. avTFoyIqILbL—a v TF—4R—

ZETEHT BE=. BADRSLET LAY VT TEDE
ST YFELT,

T4l bLb—YarY—NE, BIEFR—F 7060 #FAL T, UDPBETHAR
WRAF—FTROUDS H—/NERYRmY LEF, UDS ZFERTBICIE. T

bL—

avH—N\NIDR— b EN L TEEROERERILITELRTNEL

YELA,

fEMTIREZ: UDS H—NICBE A1E8HAS. AV T oY T4 kL—2a 0 T4
N—RITEMENFET, A vE—ORICERSNS UDS (X, 7V ERATHER
UDS H—/\DEERHEICE SV TEBMNISEIRINET,

23. BERBRBLUAvE—VICHERT S

21E

DITNEDOER, UTOWTIAIDRAT—EAN A vE—JICEYBTORET,

[Spam] — 2D A v E—Tlk, RNLTHHAREEAS VN EREBIhEL
T=o

[Probable Spam] — 2O A vtE—UI2iE, RNLTHBEEZ LMD
LODKENEENTNETA, BERICRNNLTHSEHHTHI&LIET
EFFE A

[Formal] — ChEARDA v E—U T, EZIE. A—ILDEEDE
EREFELEDANINRBELEA Y E—DIZDOWVTHLE S A — LY —/D
SOBBMBEETT A—IWI AT MO EBMICEESNIzA Y E—
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CHEIDHATIVIZCEENTET, BEE. IN5DA Y E—VIFER/INALT
HdLHLENFEEA,

o [Trusted] — COAvtE—2E, BETEDY—X(AFA—ILY—/N\L
EWSRESNIZAYvE—DTT, EBEIL. EETEDHYV—RDOYR
FEEZBDRTA PR MNEERTIRENHY FT, ZBTHTIL—
TRYS—BEITHST, A—ILDRF Y UETHOHEVNI—HETDA Y
=224, [Trusted] RT—2 ADEIYETENET,

e [Blacklisted] — CO*wE—Tlk, TSy I URKMMIEEFRTLET K
LADNGZIESNE L, EBEE. T39I VR NEERT ILEND
YETd,

e [Notdetected]— CDAvtE—UlEk, RINATHBHERBHEINFELFATL
Tz,
BAYE—VICE, EEORT—2AN 1 D2EFEIY L TONET, SHRERICA
vE—UICEY BTHENIZRT—42 X[&, X-Spamtest-Status-Extended & LY 5
BRIGAYFICERBEEINET, T4 YD TRICA—LAYyE—DITEBMEN
BEAYHADEMIZOVTIE, 113R—SD Y L3 VASESRBLTIEZE,
Bk, AvE—CITHLTUTOWT A DOEEINEREINET,

o AyE—TOFIFAN
o AytE—TFELEFOIE—DHDT FLRAND T
o AvE—TOHLZLTA—ILEADTHFRI—Y DIEM
o AyE—TITHBIGA Y ZDEM
o AwtE—TDHIk
o AytE—TDER
DRATLEBEF, AVvtE—CDRT—ARTEICETTIBEEERTEFES,

A LRTFLEEEE SRTOBEREA—LOREEREEL TS
SV, 1 BTHEEERAYE—DERS T LIF. KEDR/INLAY
T—CERITMAIE LY L RELHBICENZAEEELADHY F
To BDEBELBA—ILEFEIDODBEWNKSICTEHE=0HI2, VT UYRHIC
FOTRNLFELIFRNLOAEEELHD EH G INTIZA—ILIC
BLTH. EREMNLEEDHEERATIEEESREOLET, 1=
EZIE, #ENYFIZ[N SPAMIBEDTNILEEBMTEHIEEH
Z2HLET,
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24. A TUYIT4ILL—2 30T —4
RN—X
FFVr—avid, EHMICEHRFINSAVTFUOY I« L= 30 T—4
R—Z2DLa—FE#FEALT, ANLAYvE—CERBHBLET, COT—ER—
RIZE, Z4 0205 T7aRTEREIASIL—ILtEY b, AE. B&UAY
TP OHEEMAEMIhTLET,
AVTFUOYITAIEL—2a 0 T—ER=—RE, BEHFRED 1 —ILEZFERLT.
NARWRF—STROBHFH—N\HALAHYO0—RTEFT, COFIA—
FTlk. ZEEFALHD I 7AILDHAO—RFEahBES(2HE->TWSE=H, ¥
VA—FT—RE2EMA S5 ENTEET,
HLOLRNRLAYE—CDH U TILHAEBAHERT 30, MR EEEICHEESE
BIZIE, ATV ITAIN L= a3 0T —EAR—XREEHNICEFHFIT 2HEN
HYET, 200BEICEHTHLELEDOLET,

A BEOEYFTYIRETLEDL. $CILALTUYT AR L—
DAVT—AR—REFBEHLTLESL,

25. 74 kL— a3 R O—

Kaspersky Anti-Spam [&. Z 4L kL—2 3 R O—%EAL T, RNLERH
Hik. AvE—TICERT S EME. BLUREBD IS VI VR MBLUKRTA
PURMERELET,

COHBE, TIANLECD—E{I AW L—2a 0 RYS—ETL—TT 4Lk
L—>a R o—moid2BRXO 74 L—2a3 0RO —2FEALET,
TI24IWNEDT I EL—2 3 R O—I2IE, RINLBEFEZCEEENDTS
YIYRLBEUVRTA FYRMHE, TRTOTNL—FITHBT EHRENEFE
NTWET, JIL—TRYO—IZE, ERBOREIZMAT, A vE—PDRT—
ARG L TEITINIBEOERIEENET,

EEEE, JIL—TR)—%BET DRI, AvE—CREFEOT FLAMY
A RENTWBYTIN—TEERTI2LENDHY FT,

T4 kL= 30 Ry —E, DFDOIL—NLIZH->TERASAES, — BT«
IWEhL—2avRyo—F, §RTOITL—TDOTIAILLMEREEZEELET,
TIL—TEREX. TIAHIFREDEEHET EH. EELESLET, LA
ST, FEAFBEMLEA VY E—CTI4ILML—2 30 ZREETZ1—H0DY
L—TIZ® LT, BERRANLREAZZFEAL CHELBEZERT LI LN
TEET,

BEREOHAEDLEIE. VT UYITALLL— 30 T—ER=—20OTAN
T4 EFEICERLET., FREORANRNLBIURNLRHE/IL—ILE LT, BHEH
EDHRAEHOEET—FIA—X[CEBMLEYZERLYTEET, AVvTUYD
AN L—23 0T—AR—XDEH L FFIZ. Kaspersky Anti-Spam Control
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Center [C& > TiEMEhEZA 2 7 —RIZLBENEBNESAET,

2.6. Control Center

Control Center [, Web R—ZXDF7FUr—30TY, BEEF, 07TV
F— 3 %FEAL T, Kaspersky Anti-Spam DEREL. 75 T 4 ET 1 D&
EFIHES T EMNTEET,
Control Center Tld, UTDRA RV #EITTEZET,

o HEHIULZIVKR—RU FOBEDRT—2RDER

o FAEVRXF—DA VR M—ILBELIUVRERNRRFASN VIR IDOEE

o WMIBAYE—UICETAHMEBEROBAE LTI RAAR—F

o RNLTANBYITDTIAINRELUITL—TR) O —DER

o JAIPL—=2arvH—NEIUVZFOMOERZIVR—R2 FOHRE

2.7. B51R

Kaspersky Anti-Spam [Z[&, 4L FL—2 3 o H—NODRATF—2 A Z&4HIHT S
=HDERED 1 —ILBNEFAhTNET,

VRATFLDRT—4R RIERIE. Control Center M[Monitoring]® FIZRREhE
‘g—o

I Wonitoring _, General Status
- ¥-1
KAPzR{KY 8
Anti-spam Maonitoring Statistics Paolicies Settings License
System nformation 1206
«» General Status (i) HostName: mail test.local
+ AntkSpam Engine @) Svstem: FreeBSD 5.4-RELEASE p7 1386
+ Updates
s License @ Load Average: 013

Kaspersky Anti-Spam

& Product: Kaspersky Anti-Spam Enterprise Edition

.@ Yersion: 3.0.0 [0221] KAS30/Release, built at Feh 17 2006, 16:22:45
) Anti-Spam Engine: Etrors...

@ Updates: 0K

@ License: Errors...

Copyright © 2002-2006 Kaspersky Lab
Al vights reservad.

2. Control Center M[Monitoring]® 7
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COEI DIV BRI RTLNBMT E/NTA—REHRED 21— D
DAy E—UDRRRINET, Ch 5 DFEHRM 5. Kaspersky Anti-Spam 3 > 7R—
T RDBREDRT—RARENNTEHIENTEET,

COERATLIE, BITHRICEMOLAR—FEERLET . BEHR YU T R,
EHMICEE SN, MEI IREIND L. TOILEMLEDIAYE—DEIR
TLEBEICEELET, MEIMEINLI LT CITA Y- EESN DT
H. EBEDONAZLELT ZRAPBEEERICEMEINET,

BAE., MESFERINGEN - BEIF. BRHSATRBREICHE->TWETAR
TOMEAFEEOONEARLR— FAEESIhET,

B R T AIZK Z2BMDEELXLEF A —ILT KL X% Control Center THEY
IBHENRBYET,



H3E KASPERSKY ANTI-SPAM DA
AR BF=IL

COEHYTarTIR, TATSLDA VA R—ILEE, KRR R A—JLH—/IN~AD
DSATNTSTA4ED 21— ILDHEHZE. H KU Control Center (B FhD +*
A VEBY—IILADT I ERABREICDVTHBALED,

3.1. 41 R F—ILDESE

Kaspersky Anti-Spam O 4 VX b—)LZBIET DHIIZ. LTOEHFEETILEN
HYVET,

e U RAFLH Kaspersky Anti-Spam DN—FHIz7ELUVYILHIT7D
BEHEBHELTVWDIEEZHBLTLLESL,

e Kaspersky Anti-Spam 3.0 D54 LU RX—MHEH I LEEARLTLIES
LY,

o bzZip2 BEXUperl A VA F—=ILENTWNDZ EFHERELTLESLY,

o FALTWAIRFLALIZAVARM—=ILENTWEA—ILYF—NMNEFEIZ
HRET D L EHRL TS,

o A—LHF—RORETFANDAYIT Y TERBLES,
e rootELTYRFAIZATAVLET,
A— LY —NOBEEARENS VEMSCRADA VR F—LE

IS5CLEBEHLET,
Kaspersky Anti-Spam DA > X b—JLIE, UT®D 5 D2DOFIBEIZHINET,

1. Kaspersky Anti-Spam B2f/Sy 75— DA VX k—JL

2. FAEVARF—DA R+

3. A=Y —NRADYVSATETSTAED 21— ILOHE
4. Control Center ~NO7 97 XA HTTP Y —/ D& E
5

AVTFUVIAN L= 30T —EAR—ADEHE LY UDS —F
ADFERAICET HETE

L€ 3T, LEROFIRICSOVWTEHLIHEBALEY,
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3.2. Kaspersky Anti-Spam B2 /Sy r— oM
A 20X M=)
Kaspersky Anti-Spam 3.0 &, ATD LS54 VR =Ly r—2 L LTEH
ENEJ,

o LinxARL—TFT 4 VI RTLDIFEAED/IN— 3 > (RedHat, SuSe,
Mandrake. Fedora. Z®D)IZ®IET H.rpm/Xy r—

e DebianLinux T4 A FJE21—arddeb/R\yyr—2
e FreeBSD 4.10 A RL—TFT 4 VL RTLAD Gz 1Ry r—2
o FreeBSD54ARL—T 4 VI RTFLADbZ 1Ny r—2
AVEL—RICA VA= LERTVEARL—T 4 VI VRTLICIELTA
VAM=UNRyT—DFEBIRLET,
a1pm /8y —Ohvis Kaspersky Anti-Spam DA Y R b—LZBIRY BIZ(E. a<
VRESAVTUTOAR Y FEAALET,
# rpm —i kas-3-<package version>.i386.rpm
deb /8y & — 5 Kaspersky Anti-Spam D4 >R b—JLERRT BI1Z1E. 37
VESAUTUTNARY FEAALET,
# dpkg —i kas-3-<package version>.i386.deb
gz /3y Hr— U 5 Kaspersky Anti-Spam DA Y X F—ILZBBT I, a<
VRSAVTUTOAT Y FEAALET,
# pkg_add kas-3-<package version>.tgz
bz /Xy r— UM 5 Kaspersky Anti-Spam D4 VX b— )L BB BIZIE, a7
VESAUTUTOaAR Y FZEAALET,
# pkg_add kas-3-<package version>.thz
A VA F—ILVRETE, ULTOBEARTENET,

e Kaspersky Anti-Spam # XTI ABICHER SN LB LERZHFD
mailfit3 L—Y7h oV b EIUTIL—THERShET,

e Kaspersky Anti-Spam XA — FZEFENTWEITRTOTOSF LA,
fusr/local/ap-mailfilter3 7« LY b JIZA VR b—ILENFET,

e J4J)LLL— 32T RE FO+E X(ap-process-server), SPFF—E >
(ap-spfd), 5S4t v FES a—)l(kas-license), &L UPHTTPH—/\
(kas-thttpd)Z A RL—F 4 F VAT LDREFICEBMIZESNT SR
DVTRIMER SN TS VR b—ILENET,

o MELTIOJUSLELUY—ERNEHENET,
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e Malflt37hH Y rDBE, AVTFUYTAILIL—30F—ER—X
DEHEFHDO—FT BRI TLETa L L= a0 —RTY
TAETA2ERT BRI T FEBBMIZETT S cron 2 R HBMER
ShEF,

TALbL—=2av8—n\Dty b7 YTHET LIS, SR F—%24 2
A k—=JLL., RR b A—JLHY—/NIC Kaspersky Anti-Spam Z#& LE T,

3. TGV RF—DA VA =)L

BALESAEURICHRIET 554 2 XF—AY, Kaspersky Anti-Spam DE2#
Ny r—YITFBLTVET,

ASADEETS A £V AF—HBHEEEE. NARLAF—FT
ADEMYR— b —ERITERKRLTLEEWVNDHARNLAF—F
T XD Web %4 +® TServices/Technical Support] £ 3>
=ZMH),

@ Control Center Z&FL THFHL VS 4 X F—F 12X f—/LT
BIZlE, UTDFIEFFETLET.

1.Web 595D 7 KL XTIZ Thttp:/localhost:3080/] EAALT
Control Center [T E#t LE T, EHRADI—HH L LT ladminl.
INATJ—FK&ELT Tadming ZAHLET,

2.4 RF—DEEE1T S[License]—[License Keys]R—T %#F
=ET,

3.R—UTFE®D[Install a New License Key][ o> a D TFIZHB T
1—ILREFERLTIAM Vv RF—T7MILDIRERET 5D,
[Choose] RA &V v I LTRELRIFAILEBRLET,

4.[Applyl RE2 &2V VY LET,

SAEVRF—DA VR F—ILEINTUVEMEED, 1 VR F—LEhizF—N
|5 E . Kaspersky Anti-Spam (KB A—ILD T 4 ILE ) VT EThhEE
ho TDHFE, A—NUHF—NRONRT+—T D RICEEETHY FRAD. Sich
TWEWA—ILEZ T4 v IDEESNET,

COEBIF, RERNELALS VYR MITHIY FAEBMENTWDEZEED
A=IDHTANF ) TTEHIEETNHENTLIEZE,

Kaspersky Anti-Spam DE A ZFAT DR1IZ. REXR KA DD
JRMEERLTLEESY,

HMIZDOWNTIE, 43R—=DDEI a3 434%BBLTLESL,
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3.4. *—)LH—/3~D Kaspersky Anti-Spam
DIfE

DSAT7o TS TAVED2a—ILEA VA M—ILLTHRETI7AIVIZHER
FEEEMZ B EITEK Y, RR kA —JLHY—/3[Z Kaspersky Anti-Spam D& &
nEY,

NoDEZEIE, HBRERV Y TR >THIMIZETSINET, £8BRY
)T ETHETELRWNGE XA =LY —N\PEBEMICRESNTOEWNEER
E) A—LY—NBEEORERY ) T E2FEALTHALET,
YR—FRAEDEA—WY—NIZIZAT NI TAVED2—ILEHET
PHEE. TNODBRET7MIIOEELAZEDFHEMMICDOLTIE, 83— D1F}
AR%FBRBRLTLEELY,

@ Y—IWICA 2R F—ILE A TLVE X —/LP—/sV/Z Kaspersky
Anti-Spam F#HE T S/Z/%. HBRER Y T FEFEFTLET,
# lusr/local/ap-mailfilter3/bin/MTA-config.pl

CORI YT I, A=Y —I\DEFEHREL. BETFANICRELRERZ
MmzAEY,

LAL., A—ILY—N\DBEZEENDBRRIZA VR F—ILEINTWREER., T4
LA DBREZFEAL TLSEBAE. MTAconfig.pl R ) T ENBRET 7ML
EFROFTONLBWNMEENHYFET. TOLSIGEEIE. A—ILY—/\EEHDHRTE
RO TrEFERALET,

e Kaspersky Anti-Spam % Sendmail [Z#i& 9 B(ZIE. root &E LTUTD
RUFEERITLET,
# lusr/local/ap-mailfilter3/bin/config-sendmail.pl <path>
path I&. Sendmail &ZE 77 1 ILD/IAR T,
e Kaspersky Anti-Spam % Postfix [Z#&F 5(Z(X. root ELTUTOaY
VRERFTLET,
# lusr/local/ap-mailfilter3/bin/config-postfix.pl <path>
path [%. master.cf (Postfix 5XE 7 7 1 JL)D/NRX TY,
o Kaspersky Anti-Spam % Exim [Z#i& T HIZ(E. root ELTUTOaT Y
FEEITLET,
# lusr/local/ap-mailfilter3/bin/config-exim.pl <path>
path [&. EXMEEE T 71 ILD/NX T,

& Exim * — LY —/3~ D Kaspersky Anti-Spam®D & 1&.
Debian Linux7 4 A R Ea—L a3 DBEEERDEN
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W2 HYFT, BYICKET 2L-OHIC.
lusr/local/ap-mailfilter3/bin/config-exim-debian.pl X & 1) 7
FEFEALTLEZEN, FHMITOVWTIE, 2R—2D+=5
DI VA242FBRLTCIZEL,

o Kaspersky Anti-Spam Z Qmail IZ#f& 9 4[ZIE. root L LTLUTDaT Y
FERITLET,

# lusr/local/ap-mailfilter3/bin/config-gmail.pl <path>

path [, Qmail E 7 71 ILD/NAX T,

Qmail T gmailg 7HA > KU gmail FIL—THERS
NTWBBEDH(T 74 b TERA SN B). config-gmail.p
A4 1) 7 %347 L T Qmail [Z Kaspersky Anti-Spam % IE L
{HETEET,
Exim (kas-exm 2 SA 7> b FS55 4 VED 21— )L EFEH)E & U Communigate
Pro IZ Kaspersky Anti-Spam ##i&9 256 1&. EEENHEEEEFETITS
WENHBYET,
NI ATV MED2—ILOBES K VBERAREELG A VX F—ILAEIC
DNTIE, 83R—=DDEHI L aVUBESEBLTEIL,
MEEZRICRLTA—ILY—N\OREEZERXTT HHEICODVTIE, 77TR—CD+
gavESRBELTESL,

3.5. Control Center ~D 7 49t A EXE

HWEDOtyY b7y TRETEIZ, kas-thttpdF—EZXANERFTENET, COHF—ER
IZ& Y. http://127.0.0.1:3080/M Control Center~M O —H LT & £ ANAREIZ 7T
UET, BERICIILUTOERMEBAINET,

e I1—H4% : admin
e /AXT—F: admin

Kaspersky Anti-Spam @A > X k—JL5ET#I[Z. Control Center IZ
TOERTBEHDL—HFEELIUVNRT—FELTERLTL
EEW, TIHILMEZFERLTWSE, YRATLDRENENS

NhBAEEMENHY £3,
F 1=, Control Center ~NDIEHKIFERAT A R—FELERTEHE%E
BEOHLET,

A—HEEIUNRT— KX, CGI R4 )7 FAE®D Control Center 74 LY k1)
T & % lusr/local/ap-mailfilter3/controliwww/IZ & % .htpasswd 7 7 1 JLIZRTFES
ij_o

FHA—TEZERLEYBRED/IRRT—RKEZEBELEY T BIZ(E. Kaspersky
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Anti-Spam [Z&EFN TULVS kas-htpasswd 1—F 4 U F 4 ZFERALET . 2D1—
TA4Y)T 4 DEEEFIC, BT 51— HFONRRT—RFEEET IEFOLI—FD
NRAT—FBLUVEFINEFENTVE T 7MILO/NRRZE, LTOLSITEELE
ED
# lusr/local/ap-mailfilter3/bin/kas-htpasswd
lusr/local/ap-mailfilter3/control/www/.htpasswd <user name>
LFROIATVFEERTTEE BESNA—HTONRRT—FEANTEELHE
RENFET,
BESNFA—HFDNRRT—FERET DI 7 M IVEHRERT BICE. a7
VESA VAT avEFERLET,
# lusr/local/ap-mailfilter3/bin/kas-htpasswd —c
/usr/local/ap-mailfilter3/control/www/.htpasswd <user name>
ISART—FDEFEIL, .htpasswd 77 LDEBEZT CICTHMZHRYET,

Control Center IZ7 7 2X T 5D /NXT—Fi&, BBEESHh

T.htpasswd 7 7 1 LICRTFSNET,
Control Center ~DEFICHERAINDIA V2 T —XBLUR— FEFIE.
lusr/local/ap-mailfilter3/etc/kas-thttpd.conf 7 7 4 LAT, FhZFh host BKU
port NS A—REZFERALTHELEFT LEAB UTOLSIBBEEEELET,
host=0.0.0.0
port=3080

Z Mi54&. Control Center [, TRXTHY—/\/ 32 T —XDR— b+ 3080 T,
BHNA-STLKDDEHFEERTET, T 74 TIE. Control Center I&.
Kaspersky Anti-Spam 4 VX b—ILENTWEIY—/1I N DHT I X TEE
F(host /8T A—412127.0.0.1 NERE SN TULVS),

R— FBEEZEZZEEL=S. Control Center DEREF ') A— FLZET, Linux T4 &
FJEa—arnFE. UWTOaAT U FEETLET,

# letc/init.d/kas3-control-center restart

FreeBSD Mi5&. UTDIaT Y REETLET,
lusr/local/etc/rc.d/kas3-control-center.sh restart

36. AT UYIAILIL—YILT—4
N—ZDEHFH LV UDS DEMIZET
%R TE

T 7+ )L kb TIE. Kaspersky Anti-Spam D4 VR b—)L#k, a>FUYT 4L b+

L—2avT—a8R—XDNEHH LV UDS OFERIZEMIZL>TWET, T—
AR—ZDODEHFZEHATL., UDS ZEHILT BICE. UTDO K SIS
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enable-updates.sh 29 1) 7 r#EfTLET,
# lusr/local/ap-mailfilter3/bin/enable-updates.sh

Restarting as mailflt3

Enabling UDS...

uds-rtts finished successfully
Enabling automatic updates...
Install crontab for user mailflt3 - ok

You can adjust automatic updates settings via control center.

Automatic updates and UDS are now enabled.

Ffz. Control Center{ 2 Jx—ZAMSH, AVTIUYITq4ILbL—I3oT—
BR—ZADEHEAMELIYGIR—DD 1Y 23 v44%58H), UDSH—E R
FEMELIEYTEETOOR—CDEY 3 v454%58H),



FATE R/NNLTa4ILFL—Y 30—
INDEIE

Kaspersky Anti-Spam Z#EHA L T, RELGR/INLA—IDLA—ILEZT 1D
FRETELENTEET, COT7TVT—S a3 DFEHETHIUTOEIRY
&Y., BREMNEBMHEShET, Kaspersky Anti-Spam [C&E > TETENB2 R Y
. EITUTD 3205 L—TIZRFbhFEzET,

o ANLMILDA—IL+S T4 v DRE

o ANLBHIZERINDZIVFUYIAILIL—2aVT—4R—2D
BE

o FUFARNRLIVSUT7ITAET A DELR

BIN—TIZE, BT R RIBVEFRTVET, COETIK, ABWEELR
JITDOWTHLCGHALET, BEEEE. AEEAOEHRICEHLET. 2hbHd
AR EHAEHOE THEEEBIETHIIENTEET,

AKETHEH, ATV KRSAUDALO—ALTERIEBRESLUVEFTTIAEE.
Control Center A L =& BEEAEICOVTHALET,

4.1. Kaspersky Anti-Spam 3 > 7iR—H > kD
EEHELUEE

T4IIBY) T AR TFO+€ X (ap-process-server), SA VI UTED I
(kas-license). 8 & U SPF T—E > (ap-spfd)Z ED T 1L b L—2 3 B —/\D
FEaAUKR—FRUME BRHBERI )T ML 2 TARL—=F A VIV RTLD
EEEICESHINET, CORI T RE ARL—TF 4 VF LR TF LA Linux
M FreeBSD MM & > TRARBIEBANERZY £, Linux ARL—TFT 4 VIR T
Ll fetclinitd T4 LY FYIZHB kas3 R ) T ~&FERAL . FreeBSDA R L —
T4 PV RATFAIX. lusr/localletc/re.d T4 LY RJIZ8H B kas3.sh RO 1) Tk
=EALET,
BEEE., UTOAIVERSAVNRSA—RELHRIZThOEDRY ) T r2ERT
BIEIZTEY, T4 L= 30 —NOTEIVR—RY FOER. F1E.
HEHNETSIENTEET,

[start] — Zq4 )L L= avHY—nOEBEaVR—R Y MEEBILET,

[stop] — Z4I kL—S a3 vH—nNOFEaVR—FR FOREBEEIEL

F9,
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[restart] — Z4 L bL—> 30 H—NDFEaVR—FR FEBRELE
9, stop BEEXZETLTH S start BMEEEITLIEAERLTY,
Kaspersky Anti-Spam@Control Center~® 7 % t R Z A #EIZ 7 %kas-thttpdH—
E X [& . kas3-control-center X ¥ 1) 7 k (Linux ® 35 & ) & & U
kas3-control-center.shX 2 1) 7 +(FreeBSDDBA)IC &k > TiREI SN F T,
kas-thttpd— E X ##2E), =1L, BEEHT HIZIE. CDRY 1 T k& Hikas3
AOYTrDEZATHRBALEZaAY Y RSIA VNS A—2FFHALET,

4.2. Kaspersky Anti-Spam Control Center

Control Center [X. Kaspersky Anti-Spam #EB§ 51=bD AL 2 Y—ILTT,
Control Center [&. Web R—XDF7 FY 47— 32T¥, COT7 TV r—ay
ZFEALT, Z4ILhL—2 30— NOBRTHERAESND/INTA—4 %) E—
FCERETDHCENTEES, COEYPaVTE COT7TYr—230nd
RTDA VAT T—RAVKR—R Y MIDWLWTEHELLEHALET,

I Moritoring —. General Status
4 Ne)
KAPzR{KY 3
Anti-Spam Monitoring ici icense
System information
+ General Status l\i) Host Hame: mail test local
+ &nti-Spam Enging @) System: FreeBSD 5 4-RELEASE-pT i386
« Updates
« License @ Load Average: 013

Kaspersky Anti-Spam

.\,} Product: Kaspersky Anti-Spam Enterprise Edition
-\1) Yersion: 3.0.0 [0221] KAS30/Release, built at Feb 17 2006, 16:22:45
) Anti-Spam Engine: Errars...
@ Updates: 0K
icense: ITOrs...
9 Li E

Cnlpyriglit ©2002-2006 Kaspersky Lab
All vights reserved.

3. Kaspersky Anti-Spam Control Center

A4V RODLEERIZH D2 THEHL T, Control Center D UL T D& HHE
5 aVIZTCIZTIERRATEEYS,
e [Monitoring] — COtEY L avIZlk, Zq4I)bb—Yarvy—/Oay
R—R Y FORT—2 XA THEENRTEINET ., S5 DFEHRN L.
HRELTWOHEEHETEET,
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e [Statistics] — SOtV 3 VITlE. HEILR— FARTEINET, Ch
SOEHEMN S, VAT LIZE > TREBEINZA v E—DHEMHTEES,

e [Policies]- COEI 2 avEFERALT, RNRNLT AR VTR —
EHhRZIAALET,

e [Settings]- SDEY T avIZF. TUFR/INLI D Control Center,
BEUVIVTIUYIANLIL— 30 T—EAR—RAEFHFITEIH TR
TLDEENRIRIEINET,

e [License] - SOtV 3 &#HEAL T, Kaspersky Anti-Spam® Z 4 -
VRAEEHE LY, EROEEEREHE DIV EEKLI-YTEET,

A4V FOQERRAIZIE, BEDEI I VvADR—UD) R A=
A1—ELTHRTENET, COAZ21—OREIE, BIRSh-EH>avIiZiBl
TEDLYFET,

LEROFES—La DFEOMIZ, AA 242 Fo®EEIZIE, Control Center
O A VERBATOREDR—SONRRERT 7 FLATTERTSNET,
RIS, T4 =23 Y —NELUZEIVR—R Y FOERICEHTHEESR
ROIZDOWTEHRBALET,

43. 74J)LkL— 3 R O—NDEHE

Kaspersky Anti-Spam D EH#EEIL, EKBA—ILOBEE LV T4 L FL—P 3
VTT, COTBVRATALTIE, ANLDEBBLUAvE—CONEBICEAT S
HREE. DRMICHEAEDOETIRELES.

Ayt—T T4 bL—2 a3 R —MERTEIL. Control Center M[Policies]
O aVIZRRINFET,

[Policies] * —a—IZl&, UTFOH T > avhHYET,

e [Common] — =7 4L bL— a3 RYO—DEE, SO TEI D
AVICIE, EBICUTOEI DI VHAEENRTVET,

e [Default Rules] — R/N\LRBH/IL—IEZEEBT DI I3,

e [Black List] - FAY YT HZEA—ILOEETT FLADY
A +EEETLZEID 3,

e [White List] - EEETES7 FLRADYR M E=EEBT LI
A, COYRKMIEENDT FLADLDAvE—DIE, R
NLF v IR ThhEEA.

e [DNS Black Lists] — 89 4DNSBLY—EXD ) X &= EH
593,
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e [Protected Domains]

e [Groups] - A—H¥JIL—T FTL—TITEBRTEHRHER) >—. B&
UA v E—VICERYT 58 Y FORE,

e [Grouplist]— A—H S IN—T&#EETEEoarv. TIL—7
EERBLIVHIBRLEY., YL—T 70T I T4 2 %28
LI-YTEET,

GIW—TR)—IFT4 BT, JL—TRYS—DISGA—2ERETEET,
ZDIT4RI&, [Grouplist]y 1 ¥ FonbiEELET,

[Build] #* =2 —®[Rebuild All Policies]') > 9 Z#ERL T, Z4/LZU2TKRY
D—DAVNRAILEEREREDHGAHAIFE L VERA) EEAMNICETTEET, 1=
ERE TANLPL—=2a R O—DRENT T r—2a Ik >TELL
HARAENLENSBALREIC, VRS LEBREETLCREZEHTTIHE
nHYET,

431. — 74 I bL— a2 R O—

[Default Rules] (R4%#8B) VL avItiE, IRTOITNL—FIHETZT7
AT EL—2a0R) O—DRENEFNTVET, OIS aVZE
FRT BIZIE, [Policies] ¥ ¥ 3 VIZKRREN H[Common] A = 2 —®D[Default
Rules]) > ##ERALET .

Policies —+ Commaon — Default Rules

y o
KAJPIR{KY 8
Anti-5pam Monitoring Statistics
oo I
e Settings below are used unless they are redefined in group policy °
+ Defaull Rules 1. General |j'
+ Black List General settings: may affect rules in other sections
+ White List Rules: 5
+ OIS Black Lists 2. DNS & SPF Checks E
+ Protected Domains All checks in this section will be skipped if the corresponding settings on the:
‘General' page are 'Disabled’
Rules:3
3. Head Check:
+ Group List # Ij’
4. Easfern Encodings
Lok _______| Rules:4 i
+ Rebuild All Policies 5 Obscene Condent I_?
Use of '[-Obscene-]' mark
Rules: 1

Copyright @ 2002-2006 Kaspersky Lab
All rights reserved.

K4 TIHILETaILbL—23 0K O—DFRE

RINLBHIL—ILDHREF. TOHERIZIECL T 2D ES Y avIZTiL—
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TRFENTVET ., A M UR=DIZE, ThboDEI 230D X MARTSE
nFEJ,

RELHELY D avOAGDEIF. ATV T L=
VT —EAR—RITE>THESNFTS, T—IXN—REEHIT S
ELHATRELAEI L avBIUNRFTA—EDEY MHIEDDIHE
NHYET.

JRABZE. 29232084 FLOMIZUTOERARTENES,

o YL aLDEEAEREA
o EHIIAVADIL—ILE

o AVTUYITANIL—2IVT—ER-ZADF Y OFILHREELLERL
T, EEAMZ 5N TLSIL—ILOH

B avOHEBEOERIZ. FOEI VI VIZTEEFTNTVWSIL—ILADI T«

9§ﬁ<$9>lj’ﬁ&Uiﬁo%Eéhtw—wﬁﬁihfbét7>a>
DRE VI ALY OBTHRARTEINET . COREEV IV ITHE RN—
URRTREN, T4 bL—2a R O—ERETEET. RUL—IT4 4%

. #EEE YL DR FLES Y vy LTEBT A5 TEET, © 7 K
BUEH b TBE. €93 VADEEARF v UL ENET,

4.3.1.1. [General| Yy ¥ a >

[General][ €9 > 3 DI —ILEERET BICIK.TIAILETo L FL—2a0R
JO—IL—ILDYRRTEI AV bLEY Y v LET(B5ESHR),



RINLT A FL—2 3 Y —/NDEE 33

Policies —+ Common — Default Rules — General

KAjPzR{KY 8

Anti-5pam Monitoring Statistics Policies

EEEE Dcfout Ruks: General i i 1

General settings: may affect rules in other sections
+ Defauli Rules

Detection: |Enabled

If disabled, ALL checks will be skipped

Detection Level: |Standard ( ) -]

Settings other than Standard may affect the number of messages recognized as spam

Assignment of the "Probable ‘Enahled
Spam" stafus: =

DNS & SPF Checks: ‘Enuhled

If disabled, all DNS-based and SPF checks will be skipped

SURBL Check: |Enabled

If disabled. all SURBL checks will be skipped

Use of While and Black Lists: ‘ Enabled

Apply Reset Defaul

Copyright ® 2002-2006 Kaspersky Lab
All rights reserved

K5 TI4ILETaILbL—2a UK —D[General])L—ILEs T3>

[Generall £y ¥ 3 v TlE. UMTDNFA—REHRETEET,

e [Detection]ld. * vE—CDARNRLF IV IETIDEINEEELET,
ANLBEEENCTEHE, TRTOA yE—TI[Trusted] R 7—2 X
MNEIYBTONFEFT(RT—E2XADFEMICOLTIE, 16R—CDEI T3
23S,

HBAY S— LAV TRALREEREN T D &R
&)L&iﬁA/o HMEDTALRIZ, DEOLI—FTIL—TD
HARANLETANR) O TTEBENHDIGELEEIC. C
DHEBENBRILDBEELNHY ET .

o [Detection Level]ld. EDREREREICRNLBHEETOINEERLET,
FIVE—23vE, Z4IL =23 EDa—AAvE—CATHR
HLUEEBEOKMRIZEDNT, A vE—CICRNLREENRTLENE S
NERELET., ZOREIF. A vE—CODRT—E2RERET HHIIC.
TAILININEDRKIEELED LS ICHEIRT E2MEBELET, 7aJL +
L—< 3 mRYy o—IZiE, [Minimum]. [Standard]. [High]. & & U
[Maximum]® 4 DOBHELARNILDAHYET, COLRNILAEWNIE, 4
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BOBORKETA Yy E—CHRINATHDERHINET RELANILE
B<F 2L, ALKEEE DAY E—CTH, RNNLDREWLH D LA
EhizY(Probable Spam]R T—2 X), R/INLTHEWEAGZINIZY L
ij_o

[Standard]#&H LA LEGET 5 £ BEDHLET .,

Kaspersky Anti-Spam MR /8L A v E—U EFHE LRGSO, R/SLA
=T FRINLDE A H S ([Probable Spam] R F—42 R)ERB#ET S
BEGEICHRELRALEGSSC LET EL.BRHLARLESLT S L.
BEDAYE—UDRRNLTHLILERBEEINDEZENHH=0., RERDFE
EHINELEYET,

BRELARNILEEST HE, BRBOMEILIFESCGRYFT ., =L, R/RNALS
VE—URNTANEEBBT HEREENEBYET,

TAILbL—2 3 UHERIE. BHLUANLOMIZ, FRIT LR
INLRBHEOEEILZITET, RBHLARETDHIHEE. X
NLZEEAEFLRETLENHY ET,

[Assignment of the '‘Probable Spam' status] — [Probable Spam]X 7—
BADENYETEADELIEMLET, ZD/X5 A—4I[Z[Disable]
NERESNTLSIHA. Kaspersky Anti-Spam (A —J)LA v E—TIC
[Probable Spam| R T—2 X Z&IY ETEE A,

[DNS & SPF Checks] —DNS HDEEZFFRDF = v 7 H LU DNS A—
ADHY—EX(DNSBL ¥ SPF i E)EFEHTHF vy,

DNSFz v IHKIUDNSAR—ZADF v I%T5E Ayt—
CONIBERENHNGYELLESAAREENHYET, 710 ILF DN
T+—IANELLIETTSGEF. COBEEFEMIZLTL
2&0,

CDINSA=RIE, T4 bL—2 a3 oY —/I\HDNSH—ERZFRT S
MNESHERELES, BLOY—EXDEEMICDOLTIX. [DNS &
SPF Checks] 272 a3 v THETEEFTRBEA—CDEI 3 043.1.2%
S,

DNSBLHY—ERB LUV ZDFEAAEIZDOWLNTIE, 41R—SDEHI 3y
433%8BLTLLESLY,

[SURBL Check] — SURBL 4—E R DA,

[Use of White and Black Lists] — S T& 5V —XBLUTOv I Eh
B2YV—ADIP7F FLABELUVEFA—ILT FLANEFATWSERTA
FIRMBEUTSVIVRMDER, RTA PR MELUTSVI Y
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A MDFERAEIZDODNTIE, 39R—SDEH 343228 BLTLE
LY,

[ApplylRE vix, BREZFEELET. COREVEIYYITBE. TaE
L—2avRYo—REEIATIVAASIILER, T4 ML= 3V ESa—
ILHABRBEIINET ., TNICKY . ANShEEBEARLST CITEMZHEY ET,
[Reset] R UlE, M A—FEZRUDBEIZRELET(DFEY. RESKTLVEL
EFEEIYUEILT D),

[Default]/RZ ik, BEZAVTUYIAILEL—2 3 T—EAR—X[ZHBES
NTWBTIAHIMEIZRELET, £z TN ETaLbL—2 30K

S L—LDYR T, &I aEA FLORABIZHS ~ - KL EER
LTT I+ MEICRT LB TEFET,

— BT IAILERYS—IL—ILD Y R MZIRBIZIE, [Applyl REvEH YYD
TEINBREDERZRAET H5HSE). Tz[EX[Common] * = 2 —®D[Default Rules
Yoo #FERALETEEZREFLLEVES).

4.3.1.2. [DNS & SPF Checks]t% > 3 >

[DNS & SPF Checks] (B6%58B) Y 3 vIZld, R/NLEEICERT 508

Y—EREERTHIRENEENTLET,

COEIIAVDONTA—FEFALT. UTOREEEDENTHILEMNT

%35-3—0

e [Use of DNSBL services] -DNSBLY—E Xt v F2EHT 5. ZEED

IP7 FLADF vV, COFzIIERTEIH—ERDY X M.
[Policies]=[Common]—[DNS Black Lists]|R—L THRE YA XTEFE
T, FHEMIZDONTIE, 41R—DD+E9 >3 433FBBLTLEEL,

e [Check ip addresses in DNS] — £{EE®DIP7 FL XHDNSIZEET
MESIMDF = v (DNSHF| &),

e [Check SPF Records] - SPF& AT 5. EEEDIP7 FLADF T v,
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s _ DNS & SPF Checks

KajPzR{KyY 2

Anti-Spam Menitoring Skatistics Policies Setlings License
Default Rules: DNS & SPF Checks .
All chacks in this saction will be ddpped if the corrasponding seflings on the 'Genaral page are Disablad 12410
+ Default Rules
Use of DNSEL services: Enabled

[4

Check ip addresses in DNS: | Enabled

[4

It enabled, the engine will chedkifthere is a DNE record for the serverwhere the message has come from

Check SPF Records: Enabled -

Apphy Reset Default

Copyright © 2002-2006 Kaspersky Lab
All rights reserved.

6. [DNS & SPF Checks]tzo 3>

4.3.1.3. [Headers Checks] o > a >~

[Headers Checks]t% < 3 /(H?’&/,.“)'Cli A=A YE—DDANYEES
T BBRIERTHIL—ILD/INT )‘ REBRECEET,

— Headers Checks

KAJPZR{IKY 3

Anti-Spam Meonitoring Shatistics Policies Settings License

Default Rules: Headers Checks 12:19

* Default Rules i i
Undisclosed list of Enabled z

recipients in TO: =

Digits mixed with letters in
TO or FROM heaters: SHehie Lz

Address with no domain Enabled ad
name: B

SUBJECT is longer than 250 [ o4
symbals: N

SUBJECT contains lots of

spaces or dots: SIELTEN =]
SUBJECT contains Digit ID
or Timestamp {like "Time: Enahled Ad|
14:30:35°):

Apphe Reset Default

opyright @2002 2006 Kaspersky Lab
rlgh(; reserved.

7. T2+ T4 bL—2 3 2R —)L—)LD[Headers Checks]E ¥ a3 >

ZDtH >3 U TIE. Kaspersky Anti-Spam B34 vt —S Ay S ORFIZFERT
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BIL—ILEITRTYRMLTWRDITTEHY ERA, BRTDE, HEDRN
LOKELRHIEBEA—INERETHREEELHBIIL—ILOH) X LT
F9, UTORIENYR FEhTLET,

[Undisclosed list of recipients in TO] — ZE#EAN Y FIZEARADZIEE 1)
A MDBFEELET,

[Digits mixed with letters in TO or FROM headers] - % < MDA, R/
LEMIOTILE. BFOEKFYVEZECEHBERT FLRAZEEEOR
EEDT FLRELTHEALES ., A—LY—R01—HD7 FLRIZH
FREENTLEWNGEE. COL—LEBEMTEIILEEEHLET,

[Address with no domain name] — /XY —[&, FEEHET FLA(A—
IWEAAVERABLET FLR)ZERTEZEALCHY FTH. BF
DEFA—NTATILIFE, FAAVEECREEHEFA—ILTFLR
(user@domain.com#E E)EBELET . AL T FLREFEALI-A Y
t—CDOREZEFRIHFALTLESRZEEFICH LTI, COIL—ILEEYD
IST52LEHEDLET,

[SUBJECT is longer than 250 symbols] - £ < D RA/NLEHTOT S L
[F. A—=ILT AL A EEBT 512D, #ET «—IL FIZELV250 XFLL
PSS LAEXFFELITREEBORIEZEBALET., A—ILVRTLTE
DESRAvE—DOREZHAT HIHEEE, COIL—IILOFERZEEMIC
LETS

[SUBJECT contains lots of white space or dots] — % < D A/ LEH T
AT SLIE A vE—IOAYFTIKTADRR—RPO Ry bZEIBALE
To A=WV RATLTEDEL I B AV E—DDBRIELZHAT HHEIF. O
DL—ILOEREENLES,

[SUBJECT contains DIGIT ID or Timestamp (like 'Time: 14:30:35')] —
A= DUHBIZHFR—RADIDOR A LRZ LV THEMT H5HES.
BE}R/ISLY I IR TUFRINLT AV EEEBT H=DIZER
T351DO0HETY,

BL—ILOERICHS D FOYTEI YR MEFRLT, L—ILEED
([Enabled]) E = (X £ ([Disabled))ITE£ T,
q, TIVE—2aviE, BROIZIEHODSETSEFHRENSRT—

BADNENY L TERELET, LE=MN-oT, S THEAFEIFER
DIL—=ILEBNENZTEET A VE—UNERIZRINLTH
BERHEINEY, RRICT«ILL—2 3 o —NTHA SN
UTdHITTEHY FRBA, CRHDIL—ILERET S LICEK
YU, Ay tE—CHRADBHEICHENT, BYNRET HHEENMELE
UET,
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NSDIL—ILOENEDNE. TIAILET AL FL—23 R S—RHOTAR
TOLI—Y, FEEBEDITIL—TR) O —ADI—F ST IL—TFIZx LTHRET
=FET,

4.3.1.4. [Eastern Encodings] ¥ > a >

[Eastern Encodings]t ¥ 2 3 Y (B8% S W) Tld. R/INLEAKGEINTITA—IL
VRATLRDZEE~NDREZHATIAvE—CDEEHLUVUIVI—FE
BETEET,

Palicies —, Common —, Default Rules —, Eastern Encodings
= o
KAjPzR{KY 8
Anti-Spam Monitoring Statistics Policies Settings License
Default Rules: Eastern Encodings 12:20
« Default Rules _
Chinese {gh2312): is allowed =l
Korean (iso-ir-149): is allowed =
Thai {windows, dos-874): is allowed L=
Japanese (iso-2022-jp): is allowed L=
Apply Reset Default

L‘.n|pyr|ghl ©2002-2006 Kaspersky Lab
Al ¥ights reservad.

K8 TI4IETaEL— 3 R o—)L—/LO[Eastern Encodings]t ¥ > 3>

AN—23UTIE, POT7ERB(PEE. BEE. 2/, BAE)EEELTR
NLZEFIHTEES,

A=Y RTLDA—FRINLDEEE A —IITHERT HEE. BRETHEHE
DRAOYyTEYUYRX KT, [is allowed| AT avEBRLES, Thiodsh
[CA—LSRTLOA—YHNFERALEVWVEENHDIIEEIE. TDOEEIC[is
treated as suspicious]Z®RELET,

4.3.1.5. [Obscene Content] 9 < 3 >

[Obscene Content] 4 & 3 Y(R9%E S TIX. bhLWEDAEENEFNTILVD
AYE—DICHEMITENE SN EEERLFEFT . Kaspersky Anti-Spamlk. A
TESLIUVHEEOODWEOHEEZ2RBHTEET,
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omman — Default Rules _, Dbscene Conten

= Q
KAPIR)KY 3
Anti-Spam itori Policies
Default Rules: Obscene Content 12221
e — Use of '[-Obscene--]' mark
+ Default Rules

Messages with obscene fark in Subject -
words and phrases: —

Curyrighl © 2002-2006 Kaspersl kv Lab
All vights reserved.

K9 TI4IETaLbL—2 3R o—)L—/LD[Obscene Content]Z49 3>

[Message with obscene words and phrases]/X5 A —4 [Z[mark in Subject] %
BETDHE,. DLWEIDHEENEFEFNLEITRTOAvE—COHEIC
[--Obscene--1& WS EIAMF EE T,

432. RI7A4A PR FBEEV TSI R FDEE

EETESZEEBD Y X F(White List])IZl&, R/SLF T v OBEMNLMEE
TEBAYE—VY—RERDT FLRAZHTRMICEELET, 2D X MIIE,
HATA LN EEET BEICERT A —ILY—/DIPT FLRXHO, REA—1)
DUYR DT FLRABEEZBMTEET, hI7AM4 FURFIEENTWSEE
ENSDA—ILIZIE, [Trusted| RT—2 AMNEYHBTENET,

JOvs ENBEEFEDY R M([Black List)IZlE, wT4 FJ R FORFDE
BHYET, T4 bL—2 a3 H—NOEEEIL. R/IT—NAEA—ILEE
ISERTS7RFLREZDYRMMIBMTEZENTEET, TSI YRR
BENTWE7 RLAMSEESNI= A vE—2(2I&, [Blacklisted| R F—4 R
MNEIYHTENET,

NEDURKME, RLAETEETEES, SOV >a>THE, flELTH
D4 RJRMDHREFZEICODVTHBELET(RI0ZSE),
EHETELIEEBEDHRTIA FYRMNEHET 57 +— LIk, [Policies]—
[Common]—[White List] A =2 —MoF7 I ERATEEF(FA VY ShEEEE
?D') X ~E[Policies]—[Common]—[Black List]h 5 7 7 £ X),
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1 B I Policies — Commeon — White List
KAJPZR{KCY 8
Anti-Spam Monitoring Statistics Policies

Common list of trusted e-mail and ip addresses
¢ Default Rules
* Black List
* White List
* DNS Elack Lists Trusted e-mail addresses: user_*@mycompany.com -
* Protected Domains alice@mycompany.com
bobi@sales mypartner.com

@accounting.mypartner.com

* Group List

+ Bebuild All Policies

e-mails | ip addresses

Apply Resel

Copyright ® 2002-2006 Kaspersky Lab
All rights reserved.

10. RTA R R FDBRER—D

EHETELREEFDYR NI, BFA—ILT RFLRADYRREIP7 KLADY R
FPCHRESNET, R—CHROTFRAIITA—ILRIZTFLREZANTEET,
[e-mails | ip addresses] R/ v FEFERAL T, XRTHKRTAS FJX DL O—
a4 TERRLET,

[Apply] RE2 >0 ) w3 BE. AALEBERARESNET, RELTLE
WEEZX v oILTBICIE, [Reset]h2 U EFERALET,

[e-mails | ip addresses]RA v FZERT HANEETZREFLT
{FEZEW, RREFYYEBZSE. RESNTLWEVWEENTARTEK
bRET,

BFA—LT7 FLRIE, UTORKXTAALES,

e user@domain — HENDT FLRAZIEET 5156

e @domain — [domain] FA A YOI RTHDEFA—ILT FLRFEEET
5548

BEFA—ILT RFLRIZIE, UTOITAILKHh—FZ2ERATEEY,
o *(FRRAYRY)- FEDRETDOXF
e ?(WIRFIVIY—Y)- FBED1XF
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fz& ZE. fuserr@mycompany.com/ & LV5 L a— K&, mycompany.com* —
IWEALVRAD lusers TWEST RLRAERLET,
IP7 FLRIF, LT/ T—2 3 UHMERATIREZ CIDR RETEHLET,

e aaa.bbb.ccc.ddd — HE®DIP7 KL X( 1192.168.0.17] # &)

e aaa.bbb.ccc.ddd/mm - BEEEIUIRVZEZHEBELEY TRV FF7 LR
( 7192.168.0.0/16] % &)

JRFHADT FLRIE, AR—X, HfTREE. A7, 220 TRYS &
NTEFT,

4.33. A9 A DNSBLHY—ERD X FDEIE

DNSBLHY—ERXMD Y R b EEBT EZR—TFFCIZIE, [Policies]£4 ¥ 3 vIZ
FRENB[Common] * =1 —M[DNS Black Lists]') 9 (R11%SE)&#FEAL
F9,

FATSHDNSBLDOY R FDEEF. TIAILET oI L= 3 0K —I(C
BHEINET, A—H T IL—TZEIZTDNSBLA—RADF v I EREFEAT S
NESHZERTRETEET, FATIH—ERDUR RI, §RTOI—HS
IL—TIZH#ETT,

I Policies — Common — DNS Black Lists

e 0
KAPIR{ICY 8
Anti-Spam Monitoring Policies
m Default DNS Black Lists 17:02

List of default DNS-based Black List services
+ Default Rules

Hostname Rate

+ Black List

+ White List 1 dnsblLnjabl.org 40

+ DNS Black Lists 2 blspamcop.net 40

+ Protected Domains

- 3 interceptdatapacketnet 30

m 4 hl.spamcannibal.org 30

N 5 dnsbl1.uceprotectnet 40
T Default list: Enabled |

+ Rebuild Al Policies User Defined DNS Black Lists
List of uzer defined DNS-bazed Black List services

Hostname Rate
: |
Apply Reset I

Copyright @ 2002-2006 Kaspersky Lab
All rights reserved.

K 11. DNSBLHY—ERJ X FD/RER—D
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R=hR(z, FHTZH—ERDY R ARRFENES, DNSBL H—ERXZ
EI2. ZERY—NADT7 I RIZERAT ST FLREFFBERRELET,
Kaspersky Anti-Spam (. SO X FADTARTOY—ERICERZEELET,
BESNE IP ZRELREIRBA—ILOEEICFERASNETEFLRATHD EWLS
REMENY—ERDNDRINDE, ZOHRENTEE LTEHSINET,
EAENT- DNSBL H—E RDFHADEETA 100 A 1-1H5E. TOXEHETT
FYDURKMMIEFENTWSEALE SN, HOF o v VRBRICERLGE . TDA
vt —IZ[blacklisted| R F—2 AMNENY BToNFET, —EDRH L AILTIE,
TSYOVRMIBEEBENEENTVWSI I LEZHR LY —ERDHED A
M 100 RFEDIFATHL, 7TV —2avIZkDomMThhiErd, Z0I5A.
TSI VRRMIEENTWEEEEBICET IEBRISR/NLOKIFEE LTHE
BICERASh, OIMAETESIZRINLDRKENHD ZEMNELMIZLE o1
BAE., FOAVvE—CHNRIRATHIERHEEINET,

DNSBLHY—EZRXDY R FTIE, UTODEEEZETTEET,

e TJ4JLFDNSBLY—EXRDEIME &L ESME

o 1—YEXRDNSBLY—EX~DEBMLEAIR. BLUFHEENEE
NoDBREICOVTHLLGHEBHLES,

e T 4Lk DNSBL 4—E XDOFIL/HESHL

Default list: 7> & %6/ %%} (Enabled/Disabled) % &R L <
[Applyl &% 27U v 7 LTIRIFELET,

o A—HFEDNSBLY—FERDY X MIBMT BIZE. LTOFIEEZEST

L/ij_o
1. BNMIB3H—ERODT7RFLRZE, YR NTEIZH S+
I—I BN ZEDITIZADLET,
2. Y—ERDFEHEEANLET,
3. [Apply]Zo U v LTAAZFRELET,
e IA—YEHDNSBL H—ERDFMELET SIZIX. UTOFIEZEZEITL
ij—o
1. 243 BH—EXD[Rate]FI, HLWELEDIEZ AR
L/id—o
2. [ApplylZ 2 ) v LTANZRELET,

o IA—YEZEDNSBLY—ERZFHIRTBHIZIE. UTOFIEEZRITLET .

BB B H—ERDT7 FLRITOERIZHZ X Ravx s YvsL
ij-o
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&; AT % DNSBL —ER#:ERT HRICILEENVLETT, U—
EXTEICEAGDRY S —FFERALTY R MBERSNTNET,
A=LT AN RL—2a 0 TINLDY—EREFERT S, &
Y—ERDKRY o—F K CHRTLESLY,

A34 REXNR KAL) R FDETE

RERJRFEACVYRMIE, bS5 T4 90 ERETERALAVDERIAYR b
ENFET, INSDFASMVD I T4 v IIE ZEAYE—DX M) —LAD
ANRNLBF v ENTHREENET, [Policies]=[Common]—[Protected
Domains] R— (K12 BB)T. COUR EEETEET,

Pulicies — Common — Protected Domains
- a
KAJPzR{ICY 8
Anti-Spam Monitoring Statistics Policies Settings License
Proectod Domains

List of domains to be protected by Anti-Spam enging

+ Default Rules
+ Black List

« \White List Protected domains: *example.com ;l
« DME Black Lists localnet? net

+ Protected Domains

Groups

« Group List

+ Rebuild All Policies

-]
e

Copyright © 2002-2006 Kaspersky Lab
All rights reserved.

K 12. REXHE KA DD R K

RALVBEDAATIE, T4V FRFH—FEFERATEET, ] TEEOREIDOX
FHl, 2] FEED 1XFERLET., &AL examplecom FALUEEK
VEDHTRAS VEFTRTRERNELFAA YR MZEBMTBIZIE. UTOL
I—FRZ#EMTEEIFTTERAET,

*example.com
FTARTDREA—NETANEIITTEHEIRETBHICIE. CDYRMEZE(C
T5Hh. UFTOLI—FZJXMIEMLET,
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DR FORENMET LI=5. [Applyl REZ U E Vv I LTERERET 5D
[Reset] K2 &5 v LTEEEZF Yy oILLET,
q; REMFZ XA MIBMENIZFASVIE SV RFIREESTT

BEIFHENFET (LA FAEVRICEWTA—ILEFZ T«
O ENHIRINTVRESEF. A*—IL S T4 v ENHEES A
).

REFARFAS VYR MDEREIF, AV RSAUNSA—HILTAAT R E

HTEFET, FUTTFILD KAL) R &, Just/local/ap-mailfilter3/conf T «

LY FYRIZH S protected_domains THFRX T 7 A LIZRTFESNTUWET,

T74ILDTwEER. root ELLTUTOATY FEEITLET,

# lusr/local/ap-mailfilter3/bin/kas-restart —f

Kaspersky Anti-Spam [&, fREXMERI X MIEEN TR FA A
SHDI—FDTRTDAYE—IF FLRIZ, UTOAYEEE
mLEI,

X-SpamTest-Info: Not protected

BRIGAY SOEMICDONTIE, 113R—CSDtEY v a VALESE
LTLIEELY,

435 I —TEHE

TAN L= a0 —NDEBEE, 12— TEICSETELR/NLRESRTE
EFEETEFET., ERTBHICIE. RIATA NV FL—2a v d—FR) o—
ERALET,
GIW—TRYS—DI—ILEHRET BRI, FIL—TR) —2@EHTDA—IL
FRELRADYR EEERTDHENHYET,

EEEMNMERT BT IL—TOMIZ. £y b7y THIZT 74 FTERS N BAI
GIL—THLHERATEFET, COJTIL—TE. OEDTIL—TITELBE ALV A—
WAvE—CFNBT EODIL—ILEEEZLET, AlITIL—TELRATLY
L—TThsb=H. HIRTEEEA,

JIL—THEX, [Policies]EY a4 FODERIZH S[Groups] * =
A—METFTHIERTEET,

[Group List]) v 4 #BiRT B & BEDTRTOTIL—TDY R HNRTEIND
R=—UHARHEFT(R13EBE),

TIL—TIZOVWTUTOREERITTEET,

o YI—TTONT 1 DFEE
o TI—TOIBER
o HEDITIL—TDHIK
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o JIL—TDIRMNEFDER
CNODEZEIZODNTHLCHBALET,

@ ON—TFOANT s DI T 1 ZEBICIE, UTDFIEFEETLET,

EETDHTIN—T2OAREICHSD |j’ R &)Y LET,

I Policies — Group List
-~ o
KAPzR{KY 8
Anti-Spam Monitoring Statistics Policies Settings License
| List of recipient groups e
+ Default Rules #
+ Black List |j
+ White List 1. Accounti Ij’ ~><
+ DNS Black Lists Accounting department employees -
Protected D
+ Protected Domains P [ — |j'><
e 3.4 Sales Ijr ‘><
+ Group List Sales department employees :
- E}
m All recipients not included in any other group

+ Rebuild All Policies
@ Setlings have been saved and applied successfully

Copyright © 2002-2006 Kaspersky Lab
All rights reserved.

13. Kaspersky Anti-Spam CER SN 35 )L—TD) X +

TN—TTARTADIT43TIE UTOEREHRETEFET,

o BRI ITIN—TIRSGA—E, FIL—T&, ar*2 b, FIL—TIL—IL %
WRTEHZA—ILTEFLRADY R M E,

o RINLEFEHEIL—IL
o A— )L AvE—TITERT HENE
o EEBEDITSYHIVRIBELUKRIAFYR K

(, All TIL—T1E, EBEENMERLEED T IIL—TITHLEEBEEZEEN
BEHWAYE—CZNEBTLEODIL—ILEEERZT HTIL—THED
T. COTIL—TDEETEA—ILT FLRY R MIRETETEE A,

@ FLOWTN—TEEET EIZ(E, UTFDFIEEZETLFT,

LITIL—TY X MZDWTIE |j’ REVEDY VI LET,
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2R EREIN=Y 4 Y FHOT(RI4ESE)., FIL—T4., 242 FWREIC
IECT). BEUA—ILTEFLRAOVRFEAALET,

[Group 1d] 7 4« —JL FIZIZ MERBFICEIYV B TOEN BT IL—T IDARRENFET,
CDINTA—RFEBTEFEEA,
[Comments] 7 4« —IL KIZAALETFHFRRE, FJL—TYRTHIL—TED
TIZRFTShFET,
A—=LT FLRIF, EEBOITZ VI VR MELUVERTA FJRMERLEAT
ABLFEFTEIR—=DD 1Y L3 43.2%B8),

@ BFDIN—TEHRT BI1Z(E, LUTFDFIEFETLFT,

’J")lz—?"%(DE Hd >< R &V VI LET,

— Group Policy , General
- o
KAJPzR{KY 8
Anti-Spam Monitoring Statistics Policies Settings License
m General Settings - Group: Sales 12241
e e —— @roup name, description and member list g
+ Group List
Group Name: Sales
Group Policy
+ General Group Id: 1
Actiong
* Rules Description: Sales employees )
+ Black List
«White List -
E-mail addresses of group | 3iice@sales.local o
members:

bob@sales local
jack@sales.local
johni@sales.local
mike@sales.local
anni@sales.local
bohi@sales.local

Reser

Co|pvrig||( ©2002-2006 Kaspersky Lab
All vights reserved.

14. I NL—THERRAR—

@ IIN—TDYX FEFEZET SICIE, LUTDFIEZZETLET,
TL—TR2OERIHD « RE2VEV VI LET, BRLETIL—
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THEIZBELET.
Ayt—UOMEHRIZ, T4 ML= 3 ETD AR, FIL—TYRMIE
ESNTWBIEFTNR FORNMSEDHOYET)IIL—TEFz v LET,
ZIEEDT FLANEENTVEIRNDDIIL—TOIL—ILEZFRLTAYyE—
CHAREBENET, ZEBENEDTIL—TFIZHEEATLRWNMEAE., [AI]Y
L—TON—LEFERLTAYE—CHAREBIAET,

436. FI—T T4 L—a Ry o—NDE

[ANTIL—TZELETIL—TIZDNT, RNLBENSA—2BLUEEED
TSI VRAMBEURTAS PR MDREEEFTNEFNIRETEET, ThIZEk
Y, A—HFITN—T LIS FEFITELRRHIL—ILEEETEET,
FIAILTIE, ETL—TOBHIL—ILDHREF. TIAILET4ILEL—D
VR —THESATWSEZFHERLET, L. ThoDEXBEET
=ET,

TIW—FTANRT 4 ITT 4 RIZKRENS[Group Policy] # =2 —®[Rules] ')
VHEFERLT, SL—TI740 L= a3 0R) O—DEHIL—ILERET S
ZENTEFT, L—LBEBEIL. TIAILR T L= a3 R —DIL—
LEEELRLTTRIR—CD+EY Y 3 V431525 8H),

W—DHERIE. TIL—TRYS—DFRETIE. BIRAEELGNSTA—FEDY X
FZ[by default] E VNS EAEFENTWLSEEWVNIRTT . COENEESNATILVS
IRSA=BIE, TIANLE T4 L= 3 0R) O—THEESA TS EEH#
ALEY,

151, FIL—F 7 4L bL—2 3 R S—®D[Rules]V 1 ¥ KHDOHITY,



48 Kaspersky Anti-Spam 3.0

Policies — Group Policy — Rules — General

KAjPzR{KY 8

Anti-Spam

Monitoring Statistics Policies

Group Policy Rules - General - Group: Sales 13:39

General settings: may affect rules in other sections

+ Rules

Defection: |~ by defautt -

If disabled, ALL checks will be skipped

Detection Level: |~ by defautt -

Settings other than Standard may affect the number of messages recognized as spam

of the

ptot |~ by defautt - B
DNS & SPF Checks: Disabled | > |

If disabled, all DNS-based and SPF checks will be skipped

SURBL Check: ‘—hyde'fault—

If disabled, all SURBL checks will be skipped

Use of White and Black Lists: ‘— by default —

Apply Reset Defaul

Copyright ® 2002-2006 Kaspersky Lab
All rights reserved.

X 15 YIL—T T4 kL—2 3 R —D[Rules] R—

EmhohhdiSc. TD5IIL—TIE, [DNS & SPF Checks]/85 A —% ZB& <
FTRTDINTGA—=EMN, TIAI LR O—REEH#HAL TLVET (by default]
MEBE SN TULVS), [DNS & SPF Checks|DH#EBEITESICH > TLVET,
EEBOIS VI VR MBEUVERTA YR FZEEKT BIZIE. [Group Policy]
A = a1—®[White List]# & U[Black List]') v 2 #FRALET, FIL—TFTT &Iz
NEDYRMEBRETIHEIE TIHNLEToL L= 30K O—DGE
ERILTTELIR—=DDEY L3 43.1%58),

4.37. AytE—IZEAT HEME

GI—TR)O—IZIE, Z4NL L= a3 EDa—)LIC&k>TREIN-A—
WA YE—CDEEBLUVERICET28EEY FEEFATHET, JIL—T
TORTF 4 IT 4 RIZRRTENSB[Group Policy] # = 2 —®D[Actions]) >4 &
ALT, ChoDEEZRET I ENTEET,

T4NLEL—2a3 B2 )LORBHRELLTAYE—DIZEIYHBTENDS
ATF—HARITLIZ, AvtE—PICBRAT 2EAMGEEZIEE LET, [Actions]
R—I(H16ESB)D T+ —LTIE, BIVHBTOENIAEENHDI A vE—DR
T—RARIELICHEAT AEMEEIEETEET,
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BRATIHER, AVvtE—CDRT—ERERTIAVIDOTICHZ KOV TEY
VYRLTHEELEY,
EEEEX. UTOBEEERTEZEY,

o [Acceptthis message] — A —J)LY—/\[F, AvE—CEZELTREE
ICEELET .

e [Send a copy of this message to other recipient(s)] — »* —JLY—s\I&,
Ayt—CEZELTREBICERFL. *vtE—T0aE—%[Send
messageto] 7 1 —IL RIZHEE SN TS T FLRIZEELET,

e [Redirect this message to other recipient(s)]- A —JLY—s\[E, A v
+—CEZEL, DA vtE—U%[Send messageto] 7 4 —JIL KIZIEE
ENTWB7 FLRIZERELET., COXAvE—DR REDZEFICZ
BESNFEFTA. RINLT—HA TORFERA LRI RIZAYE—D
X9 HBRIC. COAEEFERATEET,

e [Reject this message] — A —JLY—/\[F, AvE&—TPZFESFL. BIET
ARETHDA L ZHb B IBMEREBEICRELES . TNTOEEED
AyE—UERENMEESINZBE. SMTPEY L aviIz, H—/I\HED
ICEREETOEMER LET(EEX viz—2), L EDL 1 ADRESE
DFy—VRENHFAENGEE, —BOREEHICA v E—VZFEET
EEMNOCEEMOEDBHMAREEZBICEESNFT(FEEH), Th
5OBEHDTHFR LE, [Settings]—[Reject Messages] ¥ 3> THh
AT XTEETEMICDOLTIE, 60— D€V L3 V45458 8),

e [Delete this message] — A —JLHY—/\[E, AvE—CFZEL. ZIEH
ICBREETITA v E—VFBIRLET, A vE—DOEFEFICTE, BEF
ARETHI I LEHMOoEIBMMNEESILERA,
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— Actions

KAJPzR{KY 2

Anti-5pam Monitoring Statistics Policies Settings License

Actions - Group: Sales
Actionsto be performed on incoming messages

12:45

+ Group List

Group Policy

« General
« Actions Prepend to the Subject: [l SPAM]
+ Rules

= Black List
=+ iWhite List

If a message is recognized as "Spam":

Acceptthis message -

Set¥-SpamTestHeader:

If a message is recognized as ‘Probable Spam*:
MWessages suspected of being spam

Acceptthis message -
Prepend to the Subject: [?? Probakle Spam]

Set¥-SpamTestHeader:

If a message is recognized as "Blacklisted":
Messages from senders o relays included in commen of group black lists

Acceptthis message

|4

Prepend to the Subject: [ BLACKLISTED]

Set¥-SpamTestHeader:

If a message is recognized as "Formal’:
Automatic replies of nofifications

Acceptthis message -
Prepend to the Subject: [-Formal Message-]

Set¥-SpamTestHeader:

If a message is recognized as "Trusted":
Messages from trusted senders of relays (included in commen or group white lists)

Frepend to the Suhject:

Set¥-SpamTesk-Header,

If a message is recognized as "Not Detected”:
Other messages

Prepend to the Subject:

Set#-SpamTestHeader,

Apphy Reset

X 16. YIL—F T 1)L b L—3 a3 ViR —D[Actions]R—

[Not detected| RTF—2 AN A vt —J(RINLTHDERHINGEM oA Y

t—)FEIE[Trusted| RTF—F RADA Yy E—D(EHETEDLY—ANMLREL
A vE—C0, JL—TRYO—DREICEKYA—ILERF YU LGNNI EIC
BOoTWAREBRTOA v E—I)E . BITEESNLZERICL—T12TS
nEY,

A ConaE. RALBBOBEL T LAICLEERBOBLEDE
LTRIRAE DR TOETH, BEOA v E—SERKLTHD
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ERBT AN EELRICELS T ILIERTARETY, LA > T,

A VE—CFEIRT AEEFTAITERELTERALTZEL,
Ayb—UEEETIEEOMIC, AvE—UEERTIEELEETEET.
COBEIE. RERZERERTT HHE0. BRLETLI—YOEFA—ILI T4
TFURIIT RO TDITANE LAELETHEAT IHEEHEICRILET,
Kaspersky Anti-Spam Tld, UTD &L ICAvE—CFERTEET,

o AYtE—TOHEBETA—ILFBHEDTIRMDEE)ICSANILZEMLE
9, [Prepend to the Subject] 7 1+ —JL F T, IRNILDTHFXFEEEL
ij_o

o BFEEMNEBETDITIRFEETHFHIIEX-Spamtest N v FEEBMLET
COANYEFE, T RA—PAFERALTVWESEFA—ILY T LI T T,
AvE—COEBEBUBETSRICEACTEET . [Set
X-Spamtest-Header] 7 4 —JL F T, AV FTXR+EE&RLET, T4
WEL—Y a3y TAERAOEBRELTA—ILAYyE—JICEMEREA
YA DEMIZDONTIE, 113R—=DD+EY L aVALESBLTIEEL,

AA. ATV IT4ILML—30T—4
R—Z2DEH

A=AV E—CORNBENHT ARIZERAINZAVTFUOYI«NLEL—Y
3 T—2R—=X[E, sfupdates £ WVSHALGEHFRAED 1 —ILTEHFINFET,
CDEDa—IIE AVE—FY MARRLAF—FTROEHFY—/\)FE=(E
FYRI—=OFT4LYMN)E, QAVTFUOYITLILEL—V I VT—ER—XDE
HFOY—RELTHERLET,

BHME(X, AT RSAUNSEHFRY Y T FEETLTEHTHALT SH.
cron ZFEAL CEHEMICETINS LIRS Da—ILTEHILETEET,

4.4.1. BHFINS A —F DEHRTE

BHNTA—FZFZHNREZITALXF BIZIEL. Control Center D [Settings] —
[Maintenance]—[Updater]| R—C #EA L F T (R17ESH).
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I Settings —+ Maintenance — Updater
- o
KAPzR{IcY 3
Anti-5pam Monitoring Statistics Policies License
| soam enave — [t
Anti-Spam Engine g
Updater schedule and settings i
+ Common
+ Process Server e N IE"' 20 mi - |
+ Filtration Process ° = —
+ Check Options
+ MTA Clients Updater log level: [!divilv Ll

+ Reject Messanes

+ Updater
+ Control Center

Network fimeout

(in seconds): [Eﬂ |

Use passive FTP mode: | |

Updates Server

Region: [Russi! |

Updates server URL: | |

Use updates server URL: | | Use updates server URLonly: | |
Proxy Server

Proxy address: [hlﬁnﬁp’my.lunal:ﬂnm |
User: [rrmqvuaer |
Password: [mm |

Use proxy: v

[aeey || Reset |

Copyright © 2002-2006 Kaspersky Lal
All rights resarved.

17. Kaspersky Anti-Spam OEHAE S 1 —ILORTE

[Updater Settings]to >3 VIZIE, UTOLBMLGEHRNTA—INEENT

WEJ,

e [Run updater automatically] - EFH—/\moa3>FoY T4 )L FL—
DAVT—AR—ZADEHES Y O— LT SR, CORMREIE. &%
3N~3HRENHETHEETEET,

BHERE CEIRYECRET A LEREHLFET . OV

TUVITAIN L= 30T —AR—REEBIZEHFTNIL,
H—I\ANEYTEICH LWOWRNRLIZHRETEES,

INSA—SDfEIF. BREFHT ScronZ R AREBEENBERTT .

BISE LT, crong XY EFHTRET S ELTEET, FHITLIH
EORMDONTIE, 54— SDHY L3 V44268 BBLTIESL,
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[Updater log level] — BHHRDLR— T 71 IL~DEEDOFML NIL
EEETDHINTA—F, UTOFMLARNILEERTEET,

o [fatal] - MEMBIS—ICET AV E—CDHRHELET,

o J[error] - IRTOIZT—BHEHLEITI—BLUTENLUNDOT
)BT EA Y E—DUERELET,

e [warning] - EEBLUVIS—AvE—CERBELET,

e [info] - BEBKUVIS—AvtE—JI2MA T, HHRAOGL
A—FEHED2—IILORMBICEAT 2FEHRC. EFERLL)
EEERLET,

o [activity] — [info]LRILDIFTRTHOT—2 &, BHLEB(EH
Y—IAOEH. T—/\DLDITF7ALOL I O— L)
Y HEmEREEZELET,

e [debug] - [activity] LRILDFTRTHDTFT—RE, TNRYT Ay
t—UEREHELET,

[Network timeout] — AYF UV I AN L= a3 v TF—ER—R%E

I ORDRY FT—VEBRADE A LT MERE(FPELD), #ERAEL 30
»wTY,

[Use passive FTP mode] — FTPEH TR — /IR T 515812, /N
vy IBGE— FOERZHELET.,

[Updates Server][ €2 ¥ 3 vIZid, BEFIOV—RXELTERT Y —NICET S
INTA—EIPREENTHET,

[Region] — 2—H g, CO/NSA—FDEXFERAL T, HEBEMICR
BHMEBICHIEFY—/NEREINET,

[Updates server URL] — BHDY—R EHBZH—NDT KLR, T8
S A—4 1%, [Use updates server URL]# & Uf[Use updates server URL
only|/RS A =2 LHAADLETHERLEY, TIAILEITRE, 30T
YILIL L= 30 T—3R—XOEHICEARAT 59—/ D) X M.
BMWENRYHF—JIZE&FTNATWSupdefgxmZ 7 A LRAICEZ SN TLE
9, B, Kaspersky Anti-SpamM D X b SH—/FBEMIZ
IR LET, [Use updates server URL]A T a3 v AT S &,
[Updates server URL]J/ST A —R TERZINTWVAET7 FLADNEHFOD
Y—RELTEENITERSINET, [Use updates server URL only]#
T a EFERT B L. Kaspersky Anti-Spamik, HEEShf=H—nH 5
DHAAVTIOIITAINEL—23 0 T—EAR—RADEHETVET, 1D
7 FLRIFERSNEREA,
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CONRFA=EZITE UFTOURL ZEHFDY—RELTHETEFET,
e HTTPH¥—/\, La—FERK : http//l<—/V7 FLX>
o FTPH—/\, La—FER : ftpli<tf—/Y7 FLX>
e O—ALTaLOZ MY, LA—KBK : I<Fr Lo FJ/NZ>

A—ALTA LI M)EBHFOV—RELTHERAT S L. KFEL
Y RIT—=VIZBVT, B—DYV—ZADLEHDOY— /I \DEHEE
TTEET,
[Proxy Server]ty > avIZlE, TAFIH—NADT7 I ELRICHELHZLUTO/N
TA—EDEERLTVET,

e [Proxy address] — 4 4 —x v MEKIZERAIN S TO0X 25—/
7 KLR, Z0/5 A—4(F, http:/urlport&E WS KX TIEELE T, /urly
BEUY /ports 1. TOFSADEFKERTEI7 FLRABLUKR—+T
T, ZDT7 FLRADBEE SN TVALMEES . BHAET D 21— /LIEhttp_proxy
REZHOBEEZFERALET,

e [User]— 7OXLH—NADTHIERIZERT H51—H4%
e [Password]- TAFIH—NADTF7H/ERIZFERT 51— /NRT—F

e [Use proxy] — BEHH—/NADQEKICHTTPIOXF o H—N\ZFERT SN
ESNERELET,

4.4.2. B DR

AVTFUYITAII ML= a0 T—ER—ADEHEHRBIT B2, LTD 2D
DHERHYET,

e BEIR7TUa—LiEH
o AXUERSAUNLDFHICLDHEE

HEBR SO LEHERTS S L EBEHLET. ThICEY,. aVFoY
AL LT T AR R ERFOREIRDC ENTED . BEH
BMIZANRLEZ TN T TEET,
O EHEEHCEETS S TV RS AU TDI T FEA
HLES

# lusr/local/ap—mailfilter3/bin/sfupdates [key]
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keylld. B#HRY U T+ EBBT 50D aAY U RS4 24T 30T
F.sfupdatesR Y 1) T b DENF A—ZDFELA) R MZDULVTIE, 112
R—UDfHFA48ESEL TSN,

AYVRSAVF—2FRAETICCORY Y T ERB LGS, BEFfY—1\Hh
SFLLWEHFATY O—FSh, BEFHFOERLEEOF v IR Thh, #FHLL
T—ER—ZADBNA VA F—ILENT, T4 ML= a3 VED2—INBERS
hET, ZhITEY. ZqILbL—230FEDa2—bH HILLWT—4RA—X%
FERTBLSICHYET,

mailflt3 11— DFE . Kaspersky Anti-Spam D+ ;7 v FH(Z, cron A 20 7
BEICEHFRYV VT L EERTTBEES3TIAHILETHRESNET, @AS5HDEH
T. BHRVV TR EFHTRITTIIRVERTET IHELNHDEHEIF. UT
DFIEEXRITLET,

1L.mailflt3 A—4®d cron A RV EHET H=HIZ, UTDaATY FEFE
BLZET.

# crontab —u mailflt3 —e
2CDERYITFANIT, FEZFUTOES GITEEBMLES,
*/20 * * * * Jusr/local/ap-mailfilter3/bin/sfupdates -q
FEHOEAMEMERET 50, malla 1 — 4

lusr/local/ap-mailfilter3/cfdata ¢ & U/usr/local/ap-mailfilter3/conf 7
ALY MIICHT EEETAHERZFH>TWS I & xfERLTK

=&y,
A5 RINLT7Z4IL b L—S 3 0 —\DE%
TE

[Settings] Y &3 vDR—U(ZlE, RISAT LR Y o FH—"Oa vkR—x
VEDHBRENEFENLTVWET, R—CORTEUYEZ HIZIE. [Anti-Spam
Engine] A =a—@OUTOY v ZFERALET,

e [Common]— Z4JILbkL—> 3 H—/\OEBIEIINTA—4

e [Process Server] - BRBIZT 4L L—2 320 RE2TOER
ap-process-server CERIN B35 A —4

e [Filtration Process] — RA®IZT 1 JL2 1) 245 TO+E R ap-mailfiter T
AENdIRSA—4

e [Check Options] — R/SLFBH/NS A —4
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o [MTACIlients]- 7347 b TS TAVED2—ILDINSA—4

e [Reject Messages] — A v E—UMEBEINT=HBEIC. A vE—DDEE
FITRENZBEMDTFHR +

TaILbL—2a Y —nRavR—RY bDINT A—=42(Z, filter.confRET 7 A
LWEFHTHRELTEET S L TEET, filter.confFRE 7 7 4 LD EEMIZD
WTIlE. 100R—CDfEFA3LESHELTLESL,

A51. HBE I 4L bL—2 3 oP—/\NF A=A

TZ4L L= 30 —NOEB/INT A —FIL. [Settings] — [Anti-Spam
Engine]—=[Common]R—UIZRRENFT(RI8ESHE), UTD/NFTA—FH
HYET,

e [Syslog facility] — Kaspersky Anti-Spam® a1 Vi R—FR > bHASD A v E—
CERBTHIIVRTLOTHEE, T4 FTIE, maillEEEFERAL TA
vE—UHBRBEINETS, L BBEISHELTIAIL L= 30—
NDEEEMN, mail, user, locald — local7 DML O JHEEeERIRTE
FY,

[Syslog facility]/$5 A —4 DEFEHIE, 57T S hi-Hke
Ayt—UFEBRT DL IsyslogT—EVEFRELTLE
L, COEREZEITIICIE. FETlete/syslog.confZ 7 4 JL
ERETHIVLENHY FT, FHICDOLTIE, syslogdd &
Usyslog.confdY a7 IILESHBLTL S,
BRIRATLIF, YATFLAGTEHERBALT. Z40L2) 0T —NELU
ZOAVR—RUMIETEIAvE—CERRTLET, BRI RAT LI
BWEEITALDPREINTWVETALI MIEHET H20HIC,
letc/syslog.conf RE T 7 A LD/ A — S {EZFERLET,
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Anti-Spam Engine _, Common

- Q0
KAJPzR{ICY 8
Anti-Spam Monitoring Statistics Palicies Settings License
e = Common Settings -
(e T — i
+ Common
+ Process Server Syslog facility: mail =

+ Filtration Pracess

+ Check Options
+ MTA Clients Log level: normal

+ Rejectessanes

Maintenance

» Updater
+ Control Center

|4

Apply Reset

Copyright © 20022006 Kaspersky Lab
All rights reserved.

18. Z4 )L bL—Ya vy —/OHE@ER

e [Verbose level] — Kaspersky Anti-Spam®@DE L 2 —JLIZk > TEREIN D
FOTAETAOTDFEMLAL, CO/NFA—AIZIE, [minimum],
[low]. [normal]. [high]. [debug]. & & U[more debug]® WL \FILHDIE
ERETEET . NFA—RELHRTET HMIE. HAEE(SysloghaE)Ic L -
TI&L. /etc/syslog.confERTE 7 7 A LIADEREICK YIFROFML ALIZE
SIZHIBAMZ SN BEHREMEA H D Z EITFE L TL S, $HIZ. mall
WEEDIHEIZ FreeBSDD T 7 A )L MET & dmail.info LRILHIEE Sh
TWAIHE. [Verbose level]l’S5 A —4 [Z[more debug]fEZEREL TH.
HHMLANLNTAYES,

[more debugF¥MIL RNILEERET HE. T—/\DERH
ERELTHRIF—T U RNMET T HEREMENHY FT,
COLRNLEFERT DR, 7TV r—2avnunEs
TNV TFTBEEEFIZLTLEEL,

TANLRL—2a v —NORBINSA—L2ZERELEDL., [Apply] RE V&S
Dy L, UFOARY FEFEALTIqILbL—2avd—nNEBEELET,
(Linux T4 A FJEa— 3 vDiga)

# /etc/init.d/kas3 restart

(FreeBSD Di58H)

# lusr/local/etc/rc.d/kas3.sh restart
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452. 4L hL—2 3 0RRAATAERADING A—
3

[Settings]—[Anti-Spam Engine]—[Process Server] X—J(2(&, 4L kL —
YaVRRATOCLRADUTORENEENTVET(R19ESH).

—ms=

e [Max. number of filtration processes] — RIFFICETTED TR Y
J70ADORKE., TIAIIL MEIF10 TT,

e [Number of filtration processes at server start-up] — Z 4 JILZ U5
TOERDBBEICEBEINE 7 L L—2a3 0 TOEROH, T4+
IWHMEIXOTY, ZDHE. AvE—UNEFELIZEEIZ, TJqLML—
AaVvEDA—IILOMEARIBEINET,

e [Number of spare filtration processes] — S EREFHL TS T«
LEL—23 070t RA0RKRE, TAOEREIEESNI-FIREEZEX
BE. FRSATOWVENTOERAERTEINET, TIA4IIL MEIXO T
E

YRR TOCRDOEBENSA—2FERBLEL, [ApplylREa &Sy L.
UTDavY FEFERALTIq I bL—2a s —NnNEERELET,

(Linux T4 A FYE21—23 > DIEAR)

# letc/init.d/kas3 restart

(FreeBSD D5 H)

# Jusr/local/etc/rc.d/kas3.sh restart

ti-Spam Engine . Process Server

- a
KAJPZRYICY 8
Anti-Spam Meonitoring Statistics Policies Settings License

Anti-Spam Engine Process Server Settings 12:48
sl L— Settings of process servar (ap-processserver

« Common

+ Process Server Mazx. number of filtration 10

« Filtration Process Processes:

+ Check Options

« MTA Clients Number of filtration

+ Beject Messages processes at server start- 0

up:

R —— Number of spare filtration 0

« Undater processes:

« Control Center
Apphy Reset

Colpyrighx © 2002-2006 Kaspersky Lab
All vights reserved.

19. Z4IFL—230RRETORRDINS A —4
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A453. 7412 )5 TARADINS A—4

[Settings]—[Anti-Spam Engine]—[Filtration Process]X—(K20%SH)IZ(E.
T4 LAY 0T T Ot Rap-mailfiterDLLTDINZ A —EHREENTLET,

e [Max. number of mail messages to be processed] - E—D 7 1 JLA 1)
V7O XA TREARERA =LA Y E—CDRRE. BE MDA
YE—CDOURBIETTDEE. T TR TOERIFRTL. K
HYISHLWTOEZALSFRENES, CONSA—2DfEF, T4LF
L—2avy—n\0aFICIE CTHRBTEEY, #HEMBEIF300 TY,

e [Max. number of mail messages randomization] - E—®D 77 s L2 ) >
70X TCUEAGEEAYE—CORAKBEEET D01
Kaspersky Anti-Spam AR 518, ZOfEIE. [Max. number of mail
messages to be processed]/$5 * — 2 DfE%E&/IME. [Max. number of
mail messages to be processed] & & U [Max. number of mail
messages randomization]/AS5 A —42 DEHERKIEL T 5EEANT.
SURLISERENET, LA >T. SNHDNRFTA—L2DENENE
7300 & 30 DIFE. B—DT 45 ) 0T TOLRXTREBATREL A v
T—UHIF, 300~330 ITHYET, CONFTA—LERETHLITK
U, T—NOARIPE—VISELTWEHLEIC, T4 0L2) 05 TaER
ARKICERT LTHELEZHO T4 LE ) o7 TOE ANREEICEHKR S
NEDEHSCENTEET,

e [Max. idle time (in seconds)|— Z 4 JILA YT TOVANT A FILIKEE
TWARABBFELM), 7402 )0 TOLARRHTEAvE—D
EFZITROBVEFHEESATOLIREIBETEHE. 7TITAETAMN
PikEhFET, TI4I)L MEE 300 TY,

e [Exitdelay (in seconds)]— 742 )V 7OAMELEIR Y FER
(TE S THBEFIET 5 FETORKELERREFIEL). T4/ MEKXO T
T TOH/E, ATV EDEFET I L. TRTOIT 42 ) 25 TaER
N, BEOA v E—CONEBEORTH. BELITRTLES.
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ings — Anti-Spam Engine . Filtration Process
- -}
KA{PzR{ICY 2
Anti-Spam Settings icense
i Sns 0 Filtration Process Settings .

Singledindividual filtration process settings (ap-mailfilter) s

+ Comman

* Process Server Maz. number of mail

+ Filtration Process messages to be 300

s Check Options processed:

* MTA Clients

« Beject Messanes Max. number of mail a0

messages randomization:

| Max. idle time (in secondsy. 300

+ Updater

O (il D Exit delay {in seconds): 0

Apply Reset

Cufwrighl @ 2002-2006 Kaspersky Lab
All vights reserved.

20. 242U TARRDNGT A—4

45.4. RINLEBH/IND A —4

[Settings]—[Anti-Spam Engine]—[Check Options] R— (K21 %S )12, 7
1 IILR Y 2T T Ot Rap-mailflilter@ LU T DR/ AT A —2BEENRTUVET,

e [Number of 'Received' headers to be parsed while retrieving ip
address (for use in DNSBL checks)] — DNSBL Z#{&H L THEY—/\%
FIvITHRRENHDHIEERT/INTA—F, BERMIZ, TaIILEAE
BEDIP7RLREFIVITERICIE, A vt—S&TALBYVYT
Y—NITELEY—1 D IP Z2FERALTF v I EZTVET, LML, A
vE—UNEERITL DULOFEY—N\EERL TELESE. FED
EEEZED IPARAGLLES>TLEVET, REOY—/\ZIFTHHHE
=D IPFFLRLEFIVITHERE. CONFA—FT, Fxv
VB0 —/\OHMERELET . S TIL. [Received] N v FHME
SNFET, 0FBET S L. [Received Ny IR ESNERA,

A\ BEEAAEZOEE, T FL—S 3 Y—nid, £YB<
DEEY—NEF T v T o0, EROREMA—ILY—\E
BRLTELER LA v b— S RBTEARRASAY %
T, =1L, ERERBEIZ, T4 bL—Y 3 o —NIZRE
CEEAIAIN Y. TRk HEBEHEES ST
BEICH1-Y§ 2AEEMAS Y ET,
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KA{PZR{ICY 3

[Overall timeout of all DNS requests (in seconds)] - DNSR—XDF <
VI DERITHIZ. 7T TUT—2 3 UHDNSY—/I DS DIGEEFHT 505
FE(FbEfI), TI7+JL MEIX 10 TY,

[Check MS Word and RTF files] — Word K32 4 > k(doc)$ &K U RTF
EXORMT 77 ILORMEBNENCT 58744,

[UDS enabled] —UDS R—ZAD A vt —L R ¥ ¥ U E— REBWNEMNIC
FTENTA—R, COF vV EFERTHILICKY, aVTUYT 1)L
FL—2a v T—4R—RDBHELADA— LT BRI, R/SLA—)L
FEEIAYYITEET, COFVIICKYTa LR TH—DN
T+ —IVADBKIBITIETTBHHEEN. Jq4ILbL—230P—nNEAR
RIVRAF—FTRAD UDS H—/\DOHYERY SRR IGE LIS L.
UDSR—XADF v I EBMITEHIILEBEDLET,

UDSOEMIZDOWLTIX, 156R—2DDEI 23 022448 LT,

[Timeout for receiving response from UDS server (in seconds)] — 2
LB 2 TH—NE UDS H—N\BITHIL SN DERD S 1 LTV M
Mo Z4ILbL—230H—INUDS HNoDGEEZELLEVEFRTE
SNEHEHIRBT DL, T bL—2avd—nNE HRARLRF—
ZTRADAD UDS —/NITEHKLET,

Monitoring

Settings — Anti-Spam Engine — Check Options

Anti-Spam

Statistics Policies

ETETITT o

Settings of different check opticns

+ Common

+ Process Server

+ Filtration Process headers io be parsed while
+ Check Options refrieving ip address (for use

Number of 'Received"

2 |

+ MTA Clients in DNSBL checks):
+ Reject Messages

Overall timeout of all DN S |1 b |

tn
+ Updater Check MS Word and RTF
files: —

+ Conirol Center

UDS enabled: ~

Timeout for receiving
response from UDS server |1ﬂ
(in seconds):

Apply Resei

Copyright @ 2002-2006 Kaspersky Lab
All rights reserved.

21. RINLEBHE/INS A—4
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455 9SA T M EDA—ILDETE

[Settings]—[Anti-Spam Engine]—=[MTA Clients] R— (K22 %S B) 121, EF
A=Y —NETUOFRNRLIVDVDORBOPYRY EREEICTE29 54T Y
FISTAVEDA—LDBRENEENTNET,

&

[Filtering size limit (KB)]— Z 4 )L bL— a3 o —NICk>TRESH
A VtE—CDRRY A X(KB), lEESN=H A XEBATNSAYyE—
DI Ta L= a3 oY —NITE - TREIhERA, TI4IL ME
£ 500 T9,

[On filtering error] — 9547 bEDa—LIEK, T4 L= 3
P—NEDPYRY THRELEZII—ICHBELET SO/TA—2ITIE,
LTOEZRETEET,

o [accept message] - TS —MEELGFEE A vE—UHD
I bL—Yav—NIC&k o TREBEEINTICREEFITEES
nEJ,

o [reject message] - MEHICIS—DRELGE>F-AYE—D
MEREShFEEA.

e [generate temporary error] — A vE—UHAERESNFEL A,
TIVr—avic&y, —BHEA—ILY—NITS5—IET
ZEMMNEEEZEITRENET, COHE. FEEDA—ILY—
N, LESKLTA DAY E—CZ2BUEETHZLIZRY
EX I

[Default domain] — A—JL FAA UNERINTLNST FLRATRAS

NEIA—IKRALVE, FERIF. TITALERALDELT
/mycompany.com/ #$8E L1=i54&. /someusers &LV 57 FLRIE
/someuser@mycompany.com/ & L TEIRENWET,

[Connection timeout (in seconds)] - 7 54 7> b EDa—ILETa L
FL—>a oY —BITHRIINDERDOZ M LTV MEEFEM), T
JA I MEX 40 TT,

[Data exchange timeout (in seconds)] — 7«4 /)L bL—> 3 UH—/\E
D934T bEDA—IVHOT—E2RBEHIZ, 2y FT—VZNLTITH
NEHEHMYBLUVEERAADREA LT FERFEREA), T4/ ME
I£30 T,

TFUoFANRLI VO UDERPICEHMICIS—ARLET H5HEEF. &
BASHERERBECSBOELE CZE0,
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ti-Gpam Engine —, MT#A Clients
- o
KAjPzRiKY 8
Anti-Spam Monitoring Statistics Policies Settings License
. P MTA Clients Settings 7
[ AT e Eregire: B Common settings of MTA clients ey
+ Common

« Process Server

: Filtering size limit (KB): 500
= Filtration Process
+ Check Optiohs
+ MTA Clients On filtering error: accept message =l
« Reject Messages
Default domain: localhost
| Maintenance |
Connection timeout
+ Undater (in seconds): £l
+ Control Center
Data exchange timeout ag

({in seconds):

Apphy Reset

Co|pyright @2002-2006 Kaspersky Lab
All rights reserved.

K22 9547 FED2—ILDHRE

456. BB EINF=A v E—IZB89 HEAN

BEDRAT—8 AN A v+E—TIZ[Reject this message] B2 EAT 5 & 518
ESNTWBIEE, T bL—2aH—/RIE, COAYE—SERXDRE
FBITL—TFT 4T LERBA, KDYIZ, ZOA—ILDEBRIEFRETHDHIEEHDL
ERBEHMEA Vv E—CDREEFITRLET,

A= arY—N 2 BEORMEFEALEY, FATIAvE—D
DEATE, BRELBEHRICE>TREYFET,

BAD L DIF EEAYE—CTT COAYE—DE SMTP £y S 3 (T,
Ayt—UHABRESNGN I LEEMOEDHIIT T —O— FEHRICELITHEE
FICEESNET ULTOSMTP £y a v OBIIZIE EEA vE—PDTEX
FAEFENRTULET,

Server: 220 mail.mycompamy.com ESMTP

Client: HELO spamhost.whatever.com

Server: 250 mail.mycompamy.com

Client: MAIL FROM: <spamer@whatever.com>
Server: 250 Ok

Client: RCPT TO: <someuser@mycompany.com>
Server: 250 Ok

Client: DATA

Server: 354 End data with <CR><LF>.<CR><LF>
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Client: >>>

Client: >>> Message text ...
Client: >>>

Client: .

Server: 550 The message is rejected by spam filtering engine.
Client: QUIT

Server: 221 Bye...

AEXx v UERIZEY . BESMEZTRTOZEBFADA v E—CRENZLESH
IGEDH. FOFRNLIV D UIFERA v E—VEFERALET,
12DAyE—CHAERDZEFRBTICEESINATHEY., T4l L—Ya UK
D=2k UL ED L ADZEB~DRENFASINIGEE. A vE—IN
ZlIFANOGNIZSMTP £y a3 VOB H—/\DABELET . ZDER. F—NIL,
Ayt —UABRESNGIN>LREFICHT HFEREAICTERBMZEEEIC
BLET,

Control Center®[Settings]—[Anti-Spam Engine]—[Reject Messages]X—
T, 5D AyE—VDTHFRMERETEET(E 2355 H),

ettings  fnti-S; gine , Reject Messages
- 2
KAJPIR|KY 8
Anti-Spam Manitoring Statistics Policies Settings Licanse
e " Reject Messages .
[BRAnShamEnoin R Text of reject and beunce messages el
= Comman

+ Process Server
+ Filration Process

+ Check Options .
« MTA Clients Bounce message: This message violates our content filtration policy. -

» Reject Messages

Maintenance

+ Updater
+ Control Center

Reject message: The message has been rejected by spam filtering engine

Apply Reset

Colpyrigh( © 2002-2006 Kaspersky Lab
Al ¥ights reserved.

23. ERIFEBHMDHEER—

4.6. Control Center ME%E

[Settings]—[Maintenance]—[Control Center] R—J(K24%SH)IZ&FTNTL
BNTA—REFALT, UTOREXITI>ZENEAEETT .

o ERIATLOAVvtE—UHELUconY—ERIZKERV Y T FDOET

RICRELEIS—ICET R AvE—C%, BERVRTLNEIET HHED
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LT FLREHE LFI([Send alerts to]/8F A —4),
o kas-thttpd HTTP H—N\7 I T4 ET A OEREZFN/EDCLFET
([Monitoring of kas-thttpd daemon]/X5 A —%4),
e Sendmail £DYERYIZHERY S kas-milter 7 5472 FEDa2—ILD
ESHEAM/EDIZ L E I (Monitoring of kas-milter daemon]/85 * —
2)o
kas-thttpd & & U'kas-milter DM D EHPICER SN B A v E—Dlk.,
[Monitoring]—[Anti-Spam Engine] X—JIZRRESNEFT(TIR—CDEY >3
V4.8.11%B ),

Settings — Maintenance — Control Center
- o
KA{PIR{KKY 8
Anti-Spam Monitoring Statistics Policies
Anti-Spam Engine Conirol Center Seflings 13:44
+ Common
Send alerts fo: | postmaster
+ Process Server
+ Filtration Process o
+ Check Options Monitoring of kas-thttpd v
dasmon: =

+ MTA Clients

Reject M ] - .
T hEE Sssades Moniforing of kas-milier

[ uarerance [N

+ Updater bt mReanley
+ Conirol Center

Copyright ® 2002-2006 Kaspersky Lab
All rights reserved.

[ 24. Control Center D% E

AT7. 54 RXF—DERE

Kaspersky Anti-Spam ZERATEZ M EI MK, STEIF—DBEINE S H
ICEo2TRFVET . AR F—F, HBENRNVT—DITEFATVET, =
D¥X—IFE. F—FEBALTA VR =L LEENSTTUS—2 3 0 &FERATS
R EBERICEZ51DTT,

SA U RAF—MEE . Kaspersky Anti-Spam (F#EE L EFEB A, TD
GE. TRTDA—=ILAYE—=UD, T4 LR YU TENTIZEESH
ia—o

SAEVREF—IZIE, SAEVREA4 T, EHHR. RETICEAT IHERET L.
BEEIBALESA LU RICET ILELRBRATRTEENRTLET,
SAEVREMICT TV —2 a V& ERAT HEFOMIC. LTOHREZITS
hEd,
o 24 BSMFIATEEAEMT Y AR— b
o BEF 20 HBFIE#HENDIIVTUYI«ILIL—PaUT—4
R—XDEH



66 Kaspersky Anti-Spam 3.0

SAEVRAQEBENMINTH, 7TUr—2a OB ZOFEFEHITINET
M AVTFUYTAIL L= 30 T—AR—REBHTELHLLBYET, SR
UNBEERINLETANZ) D TTEETH, HRRICRTINT—E2A—X
FHEATEEREA, F0EH. FEOR/INLENERICTLILEY) VT TELHL
alEEED HY £9,

Lf=h' > T. Kaspersky Anti-Spam OFERAS A o X EEEHT I2HEHNHY
FY, T, NI TYTXF—2A VR =ILLTHEITIE, BEDOF—HHRY
NICHELEEZFITTCIZEFDF—FFERLTT TV r— a vhi88shEzd,
AR P=LENTVESA U RXF—DEEIZET 518/EIL. 9T Control
Center TITAFE T,

4.7.1. 514 AERORTE

SAEURBEBRORTE LUV RXF—DERIL. [License]—[License
Keys]R—U THTWE T (K252 S 1),

I License — License Keys

- a
KAJPzR)IKKY 8
Anti-Spam Monitoring Statistics Policies Settings License
m Acfive License Information 11:46
+ License Keys .\,} Product: Kaspersky Anti-Spam
(‘{} License: Users 10
Q Valid fill: Jul 24 2006 (expires in 90 days)

License Key Files
File Serial Type Volume Valid fill
O0DOFF1AE key 02B1-0004A0-000FF1AE Users (Beta) 10 Jul24 20086

Install a New License Key

License key file: | Choose

Apply

Copyright @ 2002-2006 Kaspersky Lab
All rights reserved.

25. Kaspersky Anti-Spam D 5 4 £ > X (BT 515k
R—T FEBD[Active License Information]t % ¥ 3 UIZIE, LT OFERMART
EhET.
o AVAL—ILENTLEHHREDEH
o BATITATLRFM LV ADER
o SAEVRADHEHR
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DRATLEBREX, TO2TDOERICEDVNT, BASA U AEHEETT S
FSHIELEFTEDHR. BESNIFHIE),
BWEDREIZIEL T, ETOEICRTEINEZTA AN, UTOLSIZELLE
?_0

(Eb - SAEVREHNEFEINTVETS,

f - SAEVATEESINTWLSHIRICIES TELVVIKE TR MO BEE
2/ LTWBA, 2 8RNICS A £ ROEDHRAINET,
{ﬁa - SA LV RADEHDPRAYIN TS, SAEZVATHEESAT
WAHIRMEBA—ILE ST VI ERE)FTFRBATVET,
BED2ODTAAVHARTIINTWVBGEE., TOFICHRBPIRTINET,
INSDFEROTIZ. 4 VR b—)LE N TLVS Kaspersky Anti-Spam D5 1 & >
AF—EHIZR X —DBEEERLRTINET,

AT2.HLWSAEVRAF—DA VA =)L

HLWSAEVARF—% 4 VR F—JLTF BIZIL, Control Center ZERI % hH.
ARV RSAUMLO—ALTEF—2A VA M—ILLET,
@ Control Center Z@FL TH LIV A XF—F 12X F—/ILT
BIZIE, UTDFIEFETLFT,

LS54V AF—NDEE%1T S[License]—[License Keys]R— L %
EFFEY,

2.R—UTFED[Install a New License Keylt7 > a>DTFICHB 7
A—ILETSAEVRF—T7AILDIINRERET M. AHAT
1—ILEDREBOREZLEGV YV I LTIFALI AT LOLO®
ERI7FALEERLET,

3.[Apply]EV Uy o LET,

©) G kS i ERALTO—ALTHLOS I E RE—F 1
SR =N TEIZIE, UTFDIvy FEETLET,
# lusr/local/ap-mailfilter3/bin/install-key <key>
key l&. 24V AF—PEFENTVEIT7MILD/INXTY,

REDX—OHBRNMUNDHICH LS AL RAF—F A VR F—ILLTEzWME
BlE. FLLWF—ZFHOF—ELTEMTEIIENTEET, FHEDOX—IE.
REDF—HIHRUNICHE Sz E EITHEELIROFET, NV I Ty THx—D34
ORI, F—DEMLE o EFICHBLET, FHEOF—IL1DLAA
VA R=)TEFEHA,
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4.73. 54 AX—0DHEIk

BEDSA LU RAEF—EFHDSA LU RF—%HIKRT BI2E, av Y RS54y
CUFOaTY REAALET,

# lusr/local/ap-mailfilter3/bin/remove-key -a

FHEDSA U REF—FHIRT BIZIE. ARV RSAVIZUTOaAT Y READ
LET,

# lusr/local/ap-mailfilter3/bin/remove-key -r

& Control Center DA Y4 7T —ANSIESA U RX—%HIRTE
Ft A,

48. 24— 320 —N\F7HTF 41 E
T4 DEER

Kaspersky Anti-Spam IZ[&, A VHR—RY FORT—ERZERTEORXT LA
NEFNLTVET, COVRATLICKY, EROEREZMEMICHETEES,
Ff-. BEEHEIL. Control Center DA V2 7z —AMB, PRATLOHELD +
STLEBETEET,

4.8.1. 2B RAT—45 RIEHR

AT LEEHIE, [Monitoring] —[General Status] X — < T. Kaspersky
Anti-SpamB LUV ZDEEaVR—F 2 MCET HHEGERERRBTEET
(B26%=SH),
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I Monitoring _, General Status
- o
KAPzR{KY 3
Anti-spam Monitoring Statistics Palicies Settings License
IR System iormation 1206
« General Status (i) HostName: mail test.local
+ Anfi-Spam Engine @ Svstem: FreeBSD 5.4-RELEASE pT 1386
+ Lpdates
s License @ Load Average: 013

Kaspersky Anti-Sparh

@) Product: Kaspersky Ant-Spam Enterprise Edition

.@ Yersion: 3.0.0 [0221] KAS30/Release, built at Feh 17 2006, 16:22:45
@ Anti-Spam Engine: Etrors..

@ Updates: OK

@ License: Errars..

Copyright © 2002-2006 Kaspersky Lab
All vights resarvad.

26. Kaspersky Anti-Spam 3 U R—R > FORT—42 R(ZET 5 £RMZIER
BEHEMFaVR—R bTEIC, RT—ERAT—RITMAT, aVR—R2 M
BT O2HEANRNY FOREFBRARTINET,
BINSA—BDBICKRTRINZTAaVIE, FNHEERERLTVET, 20
FTAaAVIE, ERFMEIVR—R FORT—F2RITIELCTEIELET,

@ - IS—:aVviKR—FRVIFOFREEG, T, BERAR/NTA—4
DENMEESNTVBEFBATVET,

T - L O UR—RVMOERLTCRENAREELTLET A, &S

) DL . BAMGEETESY A, EhE. K540

EA. BESNTLAHIREISERMWTLET,
@ - EE:aVR—FURFEELSHEELTVET, E£iz(E, B
BINT A= DENHFBIETT,
[System Information]t %2 < 3 »IZI&. Kaspersky Anti-Spam A3 X b—JL &
NTLWBSY—NIZET IUTORBNEENTLET,

e [Host Name] — #—/3\%

e [System] - FREINTWAARL—TFT 4 VIV RTFLDEH. /A—T 3
V. BLUBESS T

e [Load Average] — H—/\DEFRERTHE/NRNTA—F, ZO/IFH4A—4
DEMZDONTIE. top BL W uptime 1—F 4 U T4 DI =7 ILESR
LTLEEELY,

[Kaspersky Anti-Spam]t v L3 vIZlE, ERBLUVEEIVR—FV DR
TR RICHTIBENEENTVET, COEI D aVITE UTFDT 14—
FiBYUET,
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e [Product] - 4 YR F—LEN TS EZD AR

e [Version] - FRHINATVWSI4IILEL—2a 2 FDa—ILDN—Da Y
BELUVEL KBS

e [Anti-Spam Engine] — 74 )L bL—> 3 oY —/IOBREDRAT—4H R

e [Updates] - AV TUYIAILEL—L a3 T—AR—XBLUEHY
ATFLDRAT—H R

e |[License]l- SA VI UVITEDA—ILDAT—E R
48.1.1. 7 UFRINLAT VD UICET HaH1ER
[Monitoring] # — 2 —®][Anti-Spam Enginel') > 2 &#2 Jv o $dE. ZqIL K

L—Yarvy—n\OarvR—3xY FMIETIHMBEROR—CHARRINET
(R27%588),

I Monitering — Anti-Spam Engine

KAJPzR|KY 8

Anti-Spam Monitoring Statistics Policies Settings

m Monitering: Anfi-Spam Engine 14:03

+ General Status '\i? Version: 3.0.0 [0232] KAS30/Release, built at May 17 2006, 17:57:59
+ Anti-Spam Engine @ ap-processserver: OK, pid=70527
+ Updates
s License Q ap-mailfiller: OK, processes: 0
Q ap-spfd: OK, processes: 17
@ kas-htipd: OK, pid=71493
@ Monitoring & Stafistics:  OK

Lasi Anfi-Spam Engine Events

View: | Notifications, Warnings and Errors v

Q 0522 13:50:48 kas-restart: kas-rilter is restarted *

@ 0522 12:50:42 kas-restart No ap-mailfiler processes running

4 L3

Copyright © 2002-2006 Kaspersky Lab
All rights reserved.

K27. 4L bL—Sa v —N\OIERHZERTEZIR—
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[Anti-Spam Engine] €Y >3 vz, UTO 74— ERHYET,

[Version] - FAHIATWVWS 7L L= a3 EDa—ILON—D Y

BEVENLFES

[ap-process-server] — 74 )L hL—2 3 URREATORRDAT—E R,
EEIZTOEZRMTHhRTWSREIE. FRtEX ID E#R(pid)A. TOHIC

RERENFET,

[ap-mailfilter] - Z4JILA Y VT TOLRADRAT—2 R, EEICTOER
NThhTWBEIL, BERTHO IO RIZET B 1EHRN. TOHRICK
RENFET,

[ap-spfd] — SPF T—E VDR T—E R, T—E O TOEINEEIZT
O TWBEIE. REETHOT7O0REA T4 —IL RIZRFTERET,

[kas-thttpd] — Control Center [C& > THEA SN D HTTP H—/\ODRXFT—
E

[Monitoring & Statistics] — #FHEROERS LV TOLXICETH R
9 1) 7 +OEBRAEHR, mailflt3 I—HDIFEE., SLHITThLDRI YT
ERTT HconF R DFHELITHONFT . FHMICOVTIE, 1156-R—2
DIfTERA6ESHBL T,

[Last Anti-Spam Engine Events]® %9 < 3 VIZl&, Y X T LB (syslog)IZEiN
Enfz. TqalbL—2aoP—nNaVR—FRY FHLDA v E—SDOTNE
RENFET, BRLSFHLWBIZA v E—UABATEY ., }ET 574 3 2IE.
AYtE—CNEEEEZRLTVWET, [View]FAy T YR FEFERAL T,
OJICRRT DAY E—SDATIVEEETEET, COFAYTEIUYR
MZIE. UTOENEENTLET,

[All messages] - RRABELTRTOA v E—INRREINET,

[Notifications, Warnings and Errors] — {F#ME A v =LA D TR
TOAYE—UMR=JIZRRTEINET,

[Warnings and Errors] — @G IS —H S VEHICET A v E—
COHR—TIZRREINET,

[Errors only] - BMEMAG IS —ICEAT A vE—CDHAKRRENET,

4.8.1.2. BEAES 1 —I)LIZET B MIER

BHFRAED 21— ILICETIEREQA VDT UOYIANLIL—23VT—ER—-X
DATF—BANKRRENZR—CZEH < IZIE, [Monitoring] * = 2 —®[Updates]
Do EERLET(H28ESH),
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KAJPzR{KY 8

Anti-Spam

Monitoring Statistics Policies Settings License

Monitoring

+ General Status

+ Anti-Spam Engine
» Updates

+ License

Monitoring: Updates 1334
@ Automatic Updates: Enabled
u@ Anti-Spam Database Id: Daily update 17.02. 2006 (day060217) + Recent 21.02.06 12:44:00

@ Last Update: 2006-02-21 1313

Last Updater Events

Miew:  Notifications, Warnings and Errors | =

@ 02-2113:33:02 sfupdates: Data are up to date fupd time = 21.02.06 12:44:00 (MSK)) =
@ 0221131311 sfupdates: New data installed (upd time = 21.02.06 12:44:00 (MSK))

@ 02-2111:00:05 sfupdates: New data installad (upd time = 21.02.06 10:44:00 (M5K))
4 »

Copyright © 2002-2006 Kaspersky L ab
All vights reserved.

28. EHAED 2 —ILOERR—D

R—2 FED[Anti-Spam Updates]t9 > 3 VICE, UTOT 4 —IL ERHY E

ER

e [Automatic Updates] —- ATV I AL EL—2 30 T—2R—D
HEEHFAEDICH>TVWEINESIERT I4—ILE, 2TV T4
W= 30 T—4R—RZBHTHRXV YT FOHFEIZDOVTIL. 5L
R=UOtH>a 4415 LVIIER—CDHEFA6ZSHEL TS,

e [Anti-Spam Database Id] - 1 VXA F—)LENTWEHIVTUYT 1)L
FL—2 30 T—ER—X(IZHT B1ER. T—FN—ADY ) —XBEFE
RIREHZ,

e [LastUpdate] - ATV IAIN L= a vT—ER—ADREEHR
BE, REIET—2AXA—IDBNEHFIA TGN E, BRIV TLNES

RRLFET,

[Last Updater Events]® 49 3 VIZld, Y RT LAY (syslog)lZBME -, &

BDBEHFVRATFLOLREINEA v E—SDOTNRTEINET, BENEHLL

JEICA v E—UMEATEY., JETE27/aVIE AvE—CDEEEERL

TWET, [View|FRY TV YR FEFERAL T, AJIZRFTEAvE—D

DATITIERETEET, FAYTEI VYR MIRTINBEEZFTOEKRIE.
T4 =230 —NOERR—CDEY L3 U THREASATWSEDE

BLTTTIR—PDEY L 324811%B),
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48.13. 54t U ED 12— )LIZEET B EMIER

[Monitoring]—[License] R—JIZIE. HWED T A £V R ICET S EHRE T/ Y
VUG ED AN LRENFEAYE—DDOITARTINFTET(R29%SE),

I Moritaring  License
- o
KAPzR{KY 3
Anti-Spam Monitoring Stalistics Policies Selttings License
o EETEELEREE & Product: Kaspersky Anti-Sparm
+ Anti-Spam Enging (i) License: Users 10
+ Updates
« License @ Valid till: Jul 24 2006 (expires in 80 days)
@ License Daemon: Ok, pid=15984

Last License Daemon Events

View: | Motifications, Warnings and Errars | v

@ 04-2419:17:17 install-key: Key file jusilocalfap-mailfiter3iconfilk-license/000FF 1AE key has be
@ 04-2419:16:53 remove-key License keywas successfully removed
@ 04-2419:13:47 install-key: Key file Justlocaliap-railfilter3icantilk-licenseflack-001 061 78 key |

@ 04-24 19:13:30 remove-key. License keywas successfully removed

]

»
Cnlpyrigh( ©2002-2006 Kaspersky Lab
All vights reserved.

29. SAEVIUTEDA—IILDERR—D

R—T EED[Monitoring:License] 9 L 3 VIZlE, UTO 74 —ILERHY E
E

e [Product] — 41 YR F—/LEN TS HEDZET
e [License]- BEDSA R E, FOHIBIZET 51ER

o [Validtill- 1 AOFEHHR, ERORATLIF. 12V RADEM
HRAYINS 1 v AR L ELEEZRTLIBHET,

e [License Daemon]— SA VYUY —ERDRAT—E2 R, EFBIZH—
EXAREBEINTNAEIE. 7OtERID (pid)3 74 —IL FRIZRTSh
ij_o

[Last License Daemon Events]t 4 & 3 »I(Zl&, LA TL A (syslog)lZBhlE
h=, B8RS4V VT EDa—IUhbRENFEAVvE—SOATNRRTRS
nNEFT, BRIPFLWEIZA v E—UNEATEY ., ®ISTH7A4a0IE Ay
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t—CHEEEEZERLTVET, [View]FOyFE&H oYX t&FERALT, 045
ICRTT DA VE—CDATITYEEETEFET, FAYTHU YR MIRT
SNBEEZFDEKRIE, Za4ILFL—2a Y —NROERR—CDEI 30T
HEAINATWSEEDERLELTTTIR—UDEY 3 048.1.1%58H),

482 SRTLAYE—DERELAR—

Control Center THIFATZ 3B Y — )LD, Kaspersky Anti-Spam [ZI&, 7
UFRINLIV D VDA T—R R ERH B TE B sfmonitoring X7 1) 7k
NEEFNTVET, CORY Y T rF, cron—EXZFERL THEBMIZETS
NFEF, sfmonitoring (&, EEIHR. T4 I FL—2 30 HF—NODRT—E2REF
vy L., BEZRET S L. EEFICHEYGBEMERELET.
COEHRRVYTHE UTO2BEOA vE— V2 EBREICEELET,

o HEITBHINfIS—ICETEAYE—Y - JaLbL—a Y —
NOERAPICHEERHELI-CEZMLbEI A vE—T, BEARELS:
RRDFALEFENTT, SOIS—AvE—TF, LEALMEESIE
A, BEIBRREINENHIGE. 1B 1EEESNIEMOREEICE
TH5LAR— FCRENRESINET,

o BEHOMREICET 5ARLAR—bF — LAR—FEAERFICHBALTLNST
S—BRUEENDUR kb, TOLR—KZIK FILLWIS—&, LR—F
NERINDETICBRIW G > -EBHMOBEOEANEENET, &
DLR—FE 1B 1EFFIOBFICSEESNET(—/\DEFEHZE D),
LR— FZ&%IMICEET BICiE root ELTUTOaARY KEEFTLE
ER

# su —m mailfit3 -c ‘/usr/local/ap-mailfilter3/control/

bin/sfmonitoring —m'

H—n\DIA VY —LIZLER—FEHATBHIZF UTFOaATY FERTL
ij_o

# su —m mailfit3 -c ‘/usr/local/ap-mailfilter3/control/
bin/sfmonitoring —p'

RedHat A8 L T L)% H—/[Z Kaspersky Anti-Spam H 4 >
Ab=—ILENTWBHEEIE. UTOaT U FEFERALT
sfmonitoring 1—7 4 U T4 ZEELFT,
su — —m mailflt3 -c

'fusr/local/ap-mailfilter3/control/bin/sfmonitoring
-<parameters>'
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BHRURTLICE >TEREINA Yy E—U (&, [Settings]—[Maintenance]—
[Control Center] R—C THESNTWS 7 FLRIZEESNET(64AR—DD
493 v46ESH),

4.9. Kaspersky Anti-Spam D#istiE$R

HNEOERKEREHEMIZHMIT S1=5HIZ. Control Center [Z[F, NI A v +—
SIZBT B#ET T — 4 FUNE L T Control Center DA > 42 7 T —ARIZRFET S
EVaA-IREFENTVET,

cronY—ERIZK > TREISNBERNLERY YT LM, HstT—2FWNEL TR
BLEFT(CORY Y T ROFMIZDONTIE, 11I5R—SD18kA.625HE), NiE
#ERIL, [Statistics]EY 2 a v DR—JIZHT ST TREINET (HI0ESH),

Statistics —, Last Day
= a
KAJPzR{KY 8
Anti-Spam Manitoring statistics Policies Sattings License
— Daily Statistics .
Last 24 hours data LEED
.Iﬂast\?\rayk Spam  Probable Spam Blacklisted  Formal Trusted  Not Detected
» LastWee
o LARTE Messages 77,726 9,362 4,968 164 i 20,811
o LEE e Bytes 1.00Gb 77.5Mb 51.5 Wb 1.35 M i 262 Mb
- 50
E I
o 7.5 T+
Lo I
fr=
25 o h
& = i I I
I e T R SR AR R
@ [ R | [ N T T | LI T T T T T S B B [
2 TP RO N A A
14 16 18 zo 2 z 4 [ 8 10 1z
== Spam (63740
= Probable Spam (8.2%2
mm Blacklisted (4.35
== Formal (0,182
mm Mot Detected (18.7%)
View by: Messages | Bytes Export data: C5v | Himl

Copyright © 20022006 Kaspersky Lab
All rights reserved.

30. [Statistics] 27 a3 v DR—2

[Statistics] 29 23 Y DER—TIZE, FEOHROHETEBRIRTINET,
RRABRBUTOR—IADY VY B, [Statistics]V 1 > FoDOHRRIZH S
[Period] A =2 —AICBESNTWLET,
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o [Last Day] - ERID 24 BRAICLE S hiz A v E— S O#HEHER
o [Last Week] — EHID 7 BEICLE I n- A v E2— P O#iEHER
e [Last Month] - E#TMD 30 BEICALE I niz A v E— P O#HEHER
e [Last Year] - ERID 365 AMICME I hiz A v E— S DO#HiEHER

R=UEHIZIE, REBINE=SFTIFTLE2ATOA v E—COEBE L UH A XD,
RICFEHLNTLET,

ROFTICF BHEEASETELIATOAVE—CEDRTERT I 5 7(E
RENF-HRD) &, BIGUN—t Y MERTAIT I INRTENET,

M55 7T, RALBEEENSALRT—4 RE2Y LT B
A LAt SORRBAFENTRENET, BOTCT B0
2. BRI H A XAV S LR E, [Other]&E WS 1 DORBFICFEE
BHENTRRENET,

ETIZH B[Messages|HS &K U [Bytes]) vV EFEAL T, MBIz A—IL 5D
1V DHFERERTT IBOATREL(ZENENA v E—DHENA M) ZE
BIRTEET,

B TIZ#H B [Export data CSV | HtmI|) Y #ERAL T, HEtT7—2%CSV(h>
TERYPVBRXERIEHTIMLT—IILE LTIV RKR—+TEFET,




FE5E AARIAXF—TF UFRINLD
TFIOA2R =)L

HARIWVRFZF—TF VFRINLET A VA M—=ILT BIZIE, H#EIL—Y (root)

THEEELTLEEL,

ﬂl FUOAVRA=ILEITIE. BEMIZCARRILRAF—FT UFRINLD
HREMEIELET .

FUAVRAM=ILEITIE, HDARILAF—F U F R/INLBEREIZELEL, 1 VR

F—ILBIZERESNFET7AILOT o LY FUMNEIBREShET, =1L, RED

FAIL s TLINET—ER—R-S4RFT—T 7/ LIFHIKREhEEA, £

foo A=Y —NEREIX, 1 VA F—LBIDEDEETLESELET,

N HRRLZRF—FUFRIALEA VR F—IL#, BIZA— LY —/N\BE
EFEBRLTVWAEETEH, A=Y —NBEFEHARNILAF—T UF R
INLA VA= LERIDLDIZRYET, #-T. EXVHI5EETF
AATIY—CTHRLENHYET,

mailflt3 A—¥7Hh o> B L UVTIL—FFBIBRShER A,

N =D F2—DxI(2&kY, FoA4 VR F=ILEZERWN L DADEEIZHMIN
ij_o

o IMNYHT—UHEFRALTA VA R—ILLEBEIE. RIZOAXVRTTY
AVAM=ILLET :

# rpm —e kas-3-<package version>

o deb/\yHr—CEFALTA VA M—ILLEEEF. RIZATVRTTY
AR M=ILLET

# dpkg —P kas-3

o tgz HLIFthz /Ny Hr—PEFERALTA VR M—JILLEBEIE. RIZO
YUFRTCTPUA R M=ILLET :

# pkg_delete kas-3-<package version>

Communigate Pro mail server [C#i& L THRAL TWH5&(F. FEIfE
RIZRYET, 7oA X b—ILZEFTSHIIC Communigate Pro ME&FE
MEARRIVAF—FT UFRANLDOEBZHIBRLET (T8 A2.7 112
R—TSH) ,

A=Y —NEEE, NARLVAF—TUFRNLET VA VR F—LETIZ,

4 XA =Y HZEMOEEICREYT HEE .
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lusr/local/ap-mailfilter3/bin/MTA-unconfig.pl Z&HFL 7,
L. ROGEFA—IWY—NBEE'ANTELGVIEAHY FT

o HARIWAF—TFUFRNLEA VA M—JLEIZ, BIZA—ILY—NETE
ELTELTWDES,

o kas-exm P SA T TSI M % exim EELIZERALTLDEE,
e Communigate Pro 11—,

LROBE AN —NREEFERTERELTIESVFLIITA2IR(96
R=9) ZITBRESL,



FoE L HHIERELEZE (FAQ)

A VR F—LOHREAREICET AFAQTY . D LHNI EAH -6 . FF
HoESHBEBLTLESL,

B St R +—FL TRHBEHEETH?

FAEVRF—J|LTEH IO S LIFEMELERA,

TS LORAESEHDEEF 2 BE(EIT 1 4 B)ADD S
A7IVAF—ZRTVELET ARHAANBEL LSV F—
FEILEYET,

Ef. SA4tXF—DHRIGNSEEESHYETH?

AV AXT—DEDHRATNTEL TOT S LBEEERKITET.
TyIT— MEEEIAENELDIDT BRI Y o O0— FEADE
BI7ANENRALTA—I NS T4 IDTANE Y D TORINL
A—LDHEERTTEEITN . KFDRA/NLA—ILIZEHIETEE
A,

SA U RAHBEIYINEBEICITEBRECAMLESIN RETH DL
EFARRLRAF—FTRTHLOF—ZFBAL TS,

B GETEHHGT v TT— FOBELZDTIH ?

ARINLA—)UIEESRY FT—HA—HIZE>TEANLGRIBETT . BRFD
FT—=RIZKDEAVE—FY FEDBA—ILED S B 75~80%M R/
LA=LTHY., BIZ, RINLA—VIFHRZTHELVEZ A TOLDOHH
BLET, COLSTRRISHIET 21=DIC1E, BFOT—FR—ZMN
WHETT, BARILAF—TIFH 20 DEICT—ER—XOEHFEEMH
LTWES,

B TOTSABELEFCAESLESNTIHN?

HRRAZH S N FEEHY A FSRHIEENELON TV LAERELT
LY,
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BARLEVWVEBEAF. BEXTFLEEHSLSR—-— P —E X
(support@kaspersky.co.p)H B W LS 4 o X F—IERICEHF L TLY
BBEICHLEHLE T,

AT THEEHLEDRIZE. FEERD L. ROEHRE ZEEA
CEEVWGA—LETHFR MEXTHERLTLESWL)

o HBIZBELDOS. HARILRAF—HIOLF. 5 TILEE
= ZERRALESW A
Linux, ARRILRF—TF U FR/RL 3.0, 7vTT— Fhtte
LA

o AXDBOHIZOS ERBZDN—Var . SAEUARF—Fi—
FRALTLES N, SA 2 RF—FERIE. av bO—LEY
2 —® License R—U THEBENTEET, Q711 74 R—
CBR)

o NARLRAX—HANERAEELRT FLANOA—ILEZEELT
(S,

B TO0SADERIZR/INAX—JLET 1 ILZL THBHE S D
B B3HELBYFTH?

GTUBE (Generic Test for Unsolicited Bulk Email) QO#f#; & ERRIEETY .
GTUBE £/ L =81{F#RZEIX. TR 21 JLR EICAR Z {8 L =Eh{ERE
RERKTY,

UTOXFHINEELA—IILEER LTS

XJS*C4IJDBQADN1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBE-T
EST-EMAIL*C.34X

FDIZT, DARILREF—T OFRINLDRERFRICHE>TNSE A—)L
7 RURBIZA—ILZEZELTLES W, RNNLA—LEHIESANIE,
BESNFIIL—ILIZHWD, DARIVLRAF—F U FRANLFEET S TLE
50

B =/ \DEFH LY, RIVLT 1 L ZHEEEL FEA,
X-SpamTest-Info: Not processed
ENIANYIHEIHES,

FSTO49vODERIZEKY., SAEUAEDa—IL (kas-license) N7 7
Jr— a3 EBETELRLLHE>TWAAREEENHY £,
FilterLicenseConnectTimeout & FilterLicenseDataTimeout FRE/NS
A —H HEHBL, kaslicense DA A LTI FEERLTLESLY,


mailto:support@kaspersky.co.jp

L HSEMELEE FAQ) 81

B RIVAX—JFTANELFEFEA, RDNYZHHEIAET -

X-SpamTest-Info: No License

FA4 o RAEMHBRSATINTNS, HLLESM VAL VR =)L

SNTUWGELMRETY, 41V RZELLKA VR M=LLTLEZEN
(4718 74 R—TBE)

EBR - ANvEHEELSABIPYE FPRLRAFFT v TEFEHA,
IPV6 [ZIEXIE L TLVER A,

Ef Exim LEHES L S ETEEMTA-config.pl 5EHK L, KDA
t—SHHET -

Your Exim configuration file /usr/local/etc/exim/configure already
contains kas-exim local_scan configuration parameters. If your Exim
hasn't been integrated with kas-exim, remove all local_scan parameters
and try again.

CHAPDEXIMIE. BEIckas-exim TS5 VED a—ILEEH LTS K
5 TY, MTA-config.pl X% 1) 7 ki&k, kas-pipe T3 54 VEDa—IL%E
AVR =T BHLEDTTOT, £7. kas-exmEL 2 —ILOHIBRZEIT-
TLFEEL (A25IE 108 R—TUETSBFEELY)
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Al 274N ATLRAOEGL T 74 IILDIGFR

Kaspersky Anti-Spam 4 Y X b—LS b & BA T 71 ILHAUTOERICRE
EhFET,
lusr/local/ap-maiffilter3/ — B @A A VA F—ILENBZAL T4 LI R, 2D
T4LYRJIZIE. UFOTa LY FUBREENATLET,
bin/ — RITZ7AILBELUVRY ) T rHBARESNZ T4 LY RV
cidatal — AT UV T4 ILBY VT F—E2R—-—E KLUV Kaspersky
Anti-Spam EZC 2 —ILDEFNRESINETA LI RV
confl - JREIF7AILBRESINDZTaALI MY, SOT4LY FYUICZIE,
UTDHITT4LI FIDBREENRTNET,
def/ — A ytE—ST4UNBYUITRYS—DAVRSAVITRELD 7
AUDBEENTVEITALY Y, AVTUYTANRY T T—
BR—RDY—RIT7AINRT IR TR O—ICEHT B1E
W|OAEENTWVWE I 7AILAELE,
data/ — BENAFTVIF7AIUDBRESNAEITALY R,
sre/ — IL—ILDAVILIVICEREIND T 4 ILE ) 2T IL—ILD—BEHY
BRENEENRLTWVWSETALY LY
tmp/ — BET—FAORBICHERAINSIZ—BI7AILERETSTaL
2 kY
control/ — Control Center D 7 7 4 LS FEN TS T4 LY LY, 2ODT«
LY FUIZIE, UTOYTT4 LY FUNREEATVWET,
bin/ — Control Center DEIT I 7 A ILELURY U T ENEERL TS
T4LY Y
lib/ — Control Center IC& > THEASND A TZ U IT7AILDBEENT
Wa7T1s Lo kY
stat/ — OV NEBE LK UHEHERINE SR TLDT—2 I 71 ILHEE
hTWwadT4oLY kR
tmp/ — Control Center D—B 7 7 A LERET DT LY LY
www/ — Control Center ® Web £ 2 7 1 —X[Z&k>THEASIN S cgi
ROVTEBEVITSI T4 I ITI7ALNEENRTVNET ALY
1
etc/ — Kaspersky Anti-Spam 8 E 7 7 1 LDV EENTWAS T4 LI RV
i/ = S84 LZA4TZY
log/— Z4 WA TH—n\ODT#RETDIToLI MY, SOOTIEL,
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WMEtEHROMNEBICFERAINET,
un/— MEDEETALI Y, TOTALY RIS, Za053005
H—NOETHONED, pd 77 M IILEREFESIET,
sre/ — kas-exim EP A —ILDY—RIT7AILBNEENRTWS T4 LI R

A2. BREA—ILY—I\DI AT ED2—IL

Kaspersky Anti-Spam [Z[d, SESF A=W —NIZHREHRETESL LS,
UTDI 54TV hEDa—LAEENRTVET,

e kas-milter — Sendmail A — LY —/\ADY SA 7 FED21—L
e kas-pipe— #£BYV 547 FEY 21—, Postlix LU Exim * —)LH—
NOZE, TIHIFTERENET,
e kas-exim—Exim A —JLY—NADI AT bED2—IL(RE/N—D 3
~)
e kas-gmail — Qmail A —JLY—/\BHDY SA4F72 cEDa—IL
e kas-cgpro — Communigate Pro A —J)LY—/ DY SAT7 2 FEDa—)L
Kaspersky Anti-Spam O A YA b—)LBIZ, BRILGRER I T LE2ETTSHZ
sk Y, H@mhrA—ILY—NIHEShET,
CORBETIR IVZAT U REDAa—IILOBE.EEIFAIL. BEUA—LY—
NEEDHREICOWTHELCHBALET,

A21. 9SA T REDaA—ILETAIILRY Y
H—/\EDHYEY

DSATUREDSa—ILET AR ) T —RBOPLYRYIL, LTOT7ILT
) XALTIThIhET,

1. 95472 REDa—ILH, A=Y=\ A—)LAyvE—UFZEL.,
TN T —NICEGEREZELET,

2. RRAATOEAN, BIZEITEINTWE I70L2 ) 0570 R %ERIRT
M HRTIALAY T TR EERL. VSATFYRED 2L
EHEISNFET4ILE )T O ABOEBGRERILET,

3. AYtE—CDFIvIEZITREDIZ. YSATY REDI—IID, BT
SNEEHRENLTAYE—DFEEL. 7002005700
HEELZZ(TIRY £7,



84 Kaspersky Anti-Spam 3.0

4. ZBIWOMBRERICH DT VFATFT UV EDa—LAAAYE—DFEE
BLWEGHSR). A—ILY—/NIRBLET,

ISATURED 2=, T4LE)UTRAEATORR, BELKUTqILE2 Y
J70XOBOPYRYIE, *y kI—SFEO—ALY Y FENLT,
A=y bFOraLEFERLTTORET,

Iy RT—=0 Uy hEFERTIERE. T40L2) T —NEA— LY —N
FEHBELT. 9534 T7V rEDa—ILESEIERY—NIHETHIENTE
FF. A= STy DREBERHEY L RVEEIF. ER7Z4LEY Y
TH—NTEHOA— LY —NIZHRHETEIIENTEET, TOBEIL.
Kaspersky Anti-Spam & A —JLH—/NT VUR—x > FEIOP YR Y 24I1HT 55
EEFECRETILENHY FET,

A22. 95ATF7 2 FEDA—IILORBEHRTE

Kaspersky Anti-Spam /A—2 3230 TlE, Y547V b ED1—ILDRE(L.
TANE) U TH—IORBETE T 7 A )L(filter.conl)[TRTFSNET, CDT7
4 JLIE, lust/local/ap-mailfilter3/etc/T 1« LY R URIZER SN ET,
UTDHREIE. TRTDISAT UL ED 12— LIZEABREETT,

e ClientConnectTo — Z 4R YV TH—NNEDPYRY THERAIT R VYT
w k7 FL R, Ttcp:<host>:<port>] BRXDIT 2 kY (<host>[E T 4 LA
YoTH—DIPT7 FLR, <port>[FiEEfR— MERy bhO—2 Vs y
k%3 L. Tunix:<path_to_file>] XD I > k1) (<path_to_file>F 7
FALDNRRA)EA—HLY Ty FERLTVET,

e ClientConnectTimeout — 74 LA ) V59— NIZEET IBEORXE

HAS IR ] (B B A6E)
e ClientDataTimeout — Z 4 LB Y T H—NET—AXBMETIRDOER
KIFHE I R (R BEASL)

e ClientOnError - TS—EBE— R (T4 IILER VT —IN~DEGEHE
MTERWVGERT—ARBPITE A LTI MIEST5HERE), UT
DEEEETEET,

o reject — AytE—TEZIFTANTIC. SMTP Y 3 UHCT
S—a—F5xx&RLET,

o tempfail - —BMICA Y E—CFIEREL. SMTP Y 30
[CI5—a—FaxXERLET(TIAIL R,

e accept— AVtE—CEZITANET,

Sendmail A —JLHY—/NZFERAL TL\SI5EIZ accept #15
FTHE A vE—VEZITANETA, Y—N\THEAZL
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T\ Kaspersky Anti-Spam & Y % #& & 72 % Milter-filters (2
KHUENTHONEE A,

e ClientDefaultDomain — A —JL FA AL UABEESATLAEWT FLRIZ
HRESNDIA—IKAS VR, ERE, ZEZIE, TIHILEEASY
& LT /mycompany.coms Zi6%E L1=35&. /someuser/ LWZ\57 KL
A& /someuser@mycompany.com/ & LTHBRENET, ZD/85 A —
RETEELENSZBE. FAAVBADRARTORERA(TIAILE
TlE. TOIRTA—=RIEEEINTLELY),

e ClientFilteringSizeLimit — 74 LA ) U5 H—/NIZET I ENTARELGR
KA vE—TH A A(FONA FEfL), COY A XEBRIDA—IAY
=T TAB Y T —NTREINTITEBRLES, TILIL b
fi&lX 500 T,

e ClientMessageStoreMem — ¥4 A7 TO—BT—2 DRENFT L
BRINAYE—DH A X(FONA FEED, COE—FZEFERALT. RAM
DEAEZFHEMTEES, TXTOT—2F RAMICRET HICIE, 2D
INSA—BRIZO(TI+INMEYERELET,

e ClientTempDir— —B 7744 LIRTFET 4 LT L DI/RR

A.2.3. kas-milter — Sendmail * — LY —/\FADH S
A7 ED2—)L

Sendmail A —)LH—/\&D#EE TIL. Kaspersky Anti-Spam (& kas-milter € &
A—LEFERALET . V347 bEDa—ILEA—ILY—/HOPLYERY (E,
libmilter 54 73 ) AL TIThNET,

B 31IZi%. Kaspersky Anti-SpamAiSendmail& £IZFERINTNSHED, ED
A—LEDPYRYARENTULET,

S _
:b Sendmail . 1 kas-milter [ ap-mailfilter
N = B status

31. Kaspersky Anti-Spam & Sendmail A —)LH—/ D+ Y B Y

DSAT U RED2a—IEA—ILY—NEBOPLYRYIX, HHERIY T R4
R=ODtY a3 344SR EHERT N, FHTRET D ENTEET,
DIAT MEDA—IILEFETHRET HICIE. /usr/local/ap-mailfilter3/etc/T «
LY FUIZH B filter.conf RET 7 A ILERELET . V547 bED2—IL
DREE. COT7AILHADUTOERREENTUVET,

ClientConnectTo tcp:127.0.0.1:2277
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ClientConnectTimeout 10

ClientDataTimeout 30

SendMailAddress unix:/var/run/kas-milter.socket
ClientOnError accept

ClientFilteringSizeLimit 500
ClientDefaultDomain localhost

fHFA22THASIN TS EREIZINZ T kas-milter® ¥ 12— )L DIFE . filter.conf
774 LA TSendMailAddress/ST A — R ZRET I ENTEET , ZD/RS
A—4FI&, SendmailEDPYBY TERESNEYTY FEEELET,
Sendmail A% kas-milter £ YERY 5 & SFHET HIZIE LT DT % sendmail.cf
BRETFAIIZEMLETS,

Xkasfilter,S=local:/var/run/kas-milter.socket, T=C:10s,S:20s, R:30s

O InputMailFilters=kasfilter

sendmail.cf 7 4 L2 DEREICET HEFMIEERIC DL TIEX, Sendmail DX =27
ILESRBLTLESL,
—fRIZ, ARL—T 4 VT VRTLOA— KFHIZ, Kaspersky
Anti-Spam & Y % &1l Sendmail AEB) L £9, D=8 . Sendmail
M, BYGEYTY bERDFBHIENTET. YXAFLATITUT
DEEAVE—VEEZTAHAFET,
WARNING: Xkas: local socket name <socket_file> missing

ROMBGWY o7y T 74L&, Kaspersky Anti-Spam DEFT#
IZ kas-milter EY 2 —JLIC&k > TSNSz, CHOELHFTE
BETRTHLDOTIEHY TEA,
kas-milter €< 2 —JL% Sendmail A —)LH—/NERIZHERT HHE. UTDLS
HHELAHY ET,

e kas-milter [, MBI Ay tE—CDaAF—FERLERA, 2FY, B
BANEBIL—ILNRESNTWRSIEIEFLIIL—TICETIEHOZ
BEICAYE—UHNREESNEIEE. TRTOTIL—TDOERFEIH > TA
yE—CHAREBEINET, EZIE UTOESIZHYET,

HB A ytE—Uh, alice@mycompany.com & bob@mycompany.com & LY
SBEFA—ILT RLABTIZEFEEINET, CNHODEFA—ILT FLX
X, #hEFh[sales]FIL—TH & W[managers] FIL—FIZBELTLET,
TA4ILEY) UTHBIZHE ST, SO A vE—TIF, [sales] S IL—TDigE
IX[Spam] R T+—4 X, [managers] ¥ IL—FD54& 1£[Not detected] R
T—RAMNE|YETOoNEL=[sales]TIL—TIZEZShTWLBIL—IL
IZ-ST. RINATHD ERESIN-([SpamRAT—2 ANEYHTHHh
Ay E—CDHLIZ, [ SPAMEVWS ZOINFITONET,

[managers] ¥ IL—FICEZE SN TS J/L—ILTIE. [Not Detected] R F—
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BADAYE—VREITRTRZITANONET, TOHEE. [I! SPAM]Z S
DFNF=A—I Ay =N, MADREFICEREShET., ZDAY
T—TIClF, UTOAYEREENZZ EICHYFT,

X-Spamtest-Status-Extended: SPAM
X-Spamtest-Status-Extended: Not detected
X-Spamtest-Group-ID: 00000002
X-Spamtest-Group-ID: 00000001

hoDAYHIE, 1 & 2 ([sales]F )IL—F &[managers] Y /L— T DID)
DIDEFHFDTIL—TICEREINTVBIL—ILIZH>THA v E—UH0E
SN, A vtE—IC[SPAMIRT—4 X &[Not Detected] R 7—42 AHVE|
YBTHONEZEERLTWVET, Ay FOFEHICOLTIE, 113R—
DEYIVASESRBLTILESL,

o FAYtE—UHABHDREBRTICEESATNT, —BOZEE~DEIE
AR SH(REETHENEREINLTND), BYDZEE~DEIEIXEH
AISNTUVD(REFAHENERSNTND)ERIF. FREFITHLT
TERBMIFEESNFTEA,

e Sendmail TR— b 25 ~DORIBEHHZHIR T E 4LV, ap-mailfilter
TALB) T T ROETHRIT. ANERBICEKELET ., 2070,
H—NIZRFALAFSHINDTREELHY T,

A.2.4. kas-pipe — Postfix $ & U Exim A —JLH—/\
B S4T72ED2—IL

kas-pipe £ ¥ 2 —JLI&. Kaspersky Anti-Spam QH£@EY SA 7> hED 21— T
T COEDa—LE, YR—FHFROITRTOA =LY —/NEDHEITERT
FET,

T4 b VX F—ILTIE, Postfix & & U Exim & D#fE & kas-pipe AMER S
nEY,

kas-pipe EVa—/LIE, A—ILEZITRY. 2402005 FOoeR%,. SMTP
FIELMTP FO L EFERALTEDOA v E—CFA— LY —NITRLET,
kas-pipe EVa—JLIE, A7 TV r—> a3 (A=Y —nNgEhLEH S
FT, A—ILDEEICIE 2y FI—VFLEO—ALY Ty FHRERINET,
Ffz. fork &V exec AIU FEFERLT. ZITWMY T TU 44— 3 U EET
TEH5ZELTEET,

32[ZI%. Kaspersky Anti-SpamhSkas-pipe& £IZFER SN TNSHED., €D
A—ILEDOPYRYDRENTVET,
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p— MTA " kas-pipe MTA 2 :’) @

r Y

= status

ap-mailfilter

32. kas-pipe EL 1 —ILDEMA

BRENRLGD 2 DEBDA VRAE VADEFTEYR— T A —ILY—/\ LMTP
70 FIVBEHTREZTI A —AY—/N\ FLETATODA—)L%E SMTP #£H
THERESNFA—ILY—NICEET DA —ILY—/I\DOBEIC. COREREZEME
ATEEY,

DSAT U RED2a—ILEA—ILY—NEBOPLYRYIL, HHERIY T R4
R=DDtEI a4 REERT EN. FHTRETHENTEEY,
ISAT U MEDA—ILEFHTHRET HIZIE. /usr/local/ap-mailfiltter3/etc/ T «
LY RJIZHD filterconf /RET7AIVEEBLET, V54T EDa—)L
DEEIF. COT7ALHADUTOEAFEFNTLET,

ClientConnectTo tcp:127.0.0.1:2277

ClientConnectTimeout 10

ClientDataTimeout 30

PipelnProtocol Imtp

PipeOutProtocol Imtp

PipeOutgoingAddr exec:/usr/shin/sendmail —bs

PipeMultipleMessagesAllowed yes

ClientDefaultDomain localhost

ClientOnError accept

ClientFilteringSizeLimit 500

fHEFA 22 THA SN TS EREICIZ T kas-milter® ¥ 12— )L MDIGHE . filter.conf
T7AIATUTDINGA—FERETIIENTEET,
e PipelnProtocol — * —J)LA v t—CDZEICERT S A 3L, smip
FfzlEImtp #HEETEET,

e PipeOutProtocol — MEFEH A —ILA v E—CDFEEICFEATST0 +
)b, smtp £=1E Imtp Z2HEETEET,
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PipeHELOGreeting — kas-pipe E¥a—JLA SMTP v 3 >d(zd
=T« VTRIZERT B KA VR, T4 MEIE, kas30pipe.+ <
Y—NFASLVB>TT,

PipeOutgoingAddr — LEBFEH A v E—CDREEIERT LIV Y LT
KL R, Ttep:<host>:<port>] XD I > b1 (<host>IZT a4 LR YT
Y—/DIP 7 FL R, <port>lFEfmA— P)IERy bO—0 V5 y bEiE
L. Tlunix:<path_to_file>] XD T > k) (<path_to_file>lEV 4 v k
T7ANLDNRR)FE—ALY Ty FEE L. Tlexeci/<path to the
program executable> — <parameters>] BXDIT U b JIEA v E—DD

RZERICETINE TOISLEEBLTVET,

PipeOutConnectTimeout=5...600 — V7 v b EIERNEBEEA A vE2—D
DOFEIZEREN S T0 S S L(PipeOutgoingAddr /35 A —4 TES
NB)DEREHELT DED R A LT MR

PipeOutDataTimeout=5...600 — PipeOutgoingAddr /X5 A —4% TEH
NBVy bERRITOTSLEN LT —R2REEDZ2 A LT MEE

PipeMultipleMessagesAllowed — 7 4 LA ) VT ERENI—HF LIS
BRBGEEICAYE—CDaAE—2ERTEMNE S M, yes £izldno &
BETEET,

PipeUseXForward — A v — S DFEERTY—/D IP 7 RLRAZKRET
% XForward 3% > KDY R— k(Postlix ZEAT 2BEDH). yes 1=
IEno ZEBETEET,

Pipe8BitHack — 8BITMIME #i3kDEMA, yes F£f=l&no ZHETZFT,
FRAL TS A—ILY—/ D, 8BITMIME #EiRZH R— b 5L 5RES
NTWBIEEIE. yes #HELET,

PipeBufferedlO — A —)LA v &2—SMBHD/NY T7 1) 5 DER, /8
wITYUTEERTAHILIZEY, RAM OERENEMEINST=8,
Ayt—UNBESRIETEET, yes £=[dno ZEETETET,

kas-pipe 7 A7V FEDA—LEFRATIEE UTOL I BRHENHY TS,

A—ILA yE—Th SMTP E1zI& LMTP %4t L T kas-pipe [CEfESh b
2, AvtE—CDREETY—/\D IP FRLRAEERETHENTEE
A (Postfix LASAD A —)LH—/ADIHE), [Received| Ny FRDT KL R
12 L TDH . TRTDHDDNS F vy EETTEFET Postfix A —J)LH—
NEFERAT 54, PipeUseXForward [Z yes 2% E T 5 & . kas-pipe A
AVE—VDEETY—/I\NDIP7RLRAERETESLLIICHYET,

kas-pipe [&. A v =V F a1 —ICA21zRICA—ILY—NIZHESI N BT
H.SMTP v 3 il reject MEERETTEEF A, A vE—TIIxt
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L T reject this message BMEAER SN TN BIHE(E. FEBHAEE
BIZEESLFES,

A.2.4.1. kas-pipe &EEIT B & 5 Postfix ZEET S

DLV I TR, UTOERKREEET D Postfix A —JILH—/\EHOD
kas-pipe DEREFIZDWTHBALET,

e kas-pipeld. A>TV T 1)L (content_filter)& L THEREL F T,

o kas-pipe IX. Postix ZE 77 A IICEVWTFHFTER SN
localhost:9026 v b T—9 V4 vy FE KU kas3scan U —ERXFMHL T
A—ILEZIELET,

e kas-pipe I, SMTP 7O bralLZFRALT, NEFH A —ILE
localhost:9025 ¥ 4 k%4 L T Kaspersky Anti-Spam IZ%{E L F T,

kas3scantt—E X [&. RIEFEHEOEZEHIEL.
smtp_send_xforward_command4+ 7L 3 VU &FEHA L T, X EZEDHY—/\
DIP7 KL R %kas-pipeEP1—ILICEELET,

@ ©

CDEFRREERT SIZIE, LITOFIFZETLET,

1. filter.conf S REIZ7AIL T, LTDEFHELZET,

ClientConnectTo tcp:127.0.0.1:2277
PipeMultipleMessagesAllowed Yes
PipelnProtocol smtp

PipeOutProtocol smtp

PipeOutgoingAddr tcp:127.0.0.1:9025
PipeUseXForward yes

2. Postfixs¥E 7 7 1 JL(master.cHZUTD LS IZEBLET,

smtp inet n - n - - smtpd
#it# KASPERSKY ANTI-SPAM BEGIN ###

-0 content_filter=kas3scan:127.0.0.1:9026
#i## KASPERSKY ANTI-SPAM  END ###

pickup fifo n - n 60 1 pickup
### KASPERSKY ANTI-SPAM  BEGIN ###
-0 content_filter=kas3scan:127.0.0.1:9026
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### KASPERSKY ANTI-SPAM  END ###

### KASPERSKY ANTI-SPAM BEGIN ###

127.0.0.1:9026 inetn n n - 20 spawn
user=mailflt3 argv=/usr/local/ap-mailfilter3/bin/
kas-pipe

127.0.0.1:9025inet n - n - 25 smtpd

-0 smtpd_authorized_xforward_hosts=127.0.0.0/8
-0 local_recipient_maps=
-0 relay_recipient_maps=
-0 smtpd_restriction_classes=
-0 smtpd_client_restrictions=
-0 smtpd_helo_restrictions=
-0 smtpd_sender_restrictions=

-0 smtpd_recipient_restrictions=permit_mynetworks,
reject

-0 mynetworks=127.0.0.0/8

-0 strict_rfc821_envelopes=no

-0 smtpd_error_sleep_time=0

-0 smtpd_soft_error_limit=1001

-0 smtpd_hard_error_limit=1000

-0 receive_override_options=no_address_mappings

kas3scan unix - - n - 10 smtp
-0 smtp_send_xforward_command=yes
### KASPERSKY ANTI-SPAM END ###

Postiix /\—< 3> 21 LMEDHEA., 7FARF L T 4L A
(smtpd_proxy_filter)& L TH#HEET 5 & 5 kas-pipe ZRETEET, TD
BE. SMTP v ¥ a v reject IENER SN Z=H. A vE—
DMBAEL B YET, EEL. A—ILH—NRDEFINEVNESRE,
DREZFRALLNTLCESN, 7BFXFV T2 ELTHEET D LS
kas-pipe #RET HIZE. LREOBFIORVD 2 TELUTOITICEEHZ
TLFEELY,

smtp inet n - n - - smtpd
-0 smtpd_proxy_filter=127.0.0.1:9026
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A.2.4.2. kas-pipe £EEIT 5 & D Exim ZERET B

kas-pipe & Exim X — LY —/NITHET BHICIF . EXMBET 74 ILADIIL—3 Y
A FDEBIZHHRIL—F ZEBML. kas-pipe DEEIFERTIZDIL—2HD ~
FURR—FZEBMLET., COIL—FIE, O—HJITESMTP A FaL &
ALTEESNA—ILOREBIZIZFERAIA BN O, FHAFEDIL—2TT,
Exim [Z#i& SN TULVS kas-pipe 75472 FEDa—ILIE, UTOERRIZHK-
TA—ILAYE—CERELET,

1. Eximlx, A2TL3Ayt—C%KR—+25 TRZIEL. ThoExa—
IZANET,

2. Exim [E. Fa—DmoAvtE—CFERL, YVRFRADIL—2FEHL T,
AYyE—UICETBHIL—FERELET, kas-pipe 2T IL—FHNU R
FDREIZHZT=0. TRTDAYvE—UH, ®HiET SRS RKR—+
ZHEALTkaspipe 7514 F7 YV FEYa—ILICEEShET,

3. AytE—COMEMNET LIz5. kas-pipe [, exim —bs A< > F&{ER
LTAYE—CERLET, AvtE—2F BUEXM DT a2 —ITAYE
T, 2L, A=A —AHIILTREESIhT=Iz0. kas-pipe EP 21—l
AOL—NRFyTEhFET,

4. ExmP, A vt—CEREFBICEELET,

®  cpamnEEEEF St UFOFEEESL £

1. filter.conf RE 77 AL T, UTDEZEEELET,
PipelnProtocol Imtp
PipeOutProtocol smtp
PipeOutgoingAddr exec:/ust/local/sbin/exim -bs
2. EXMEBET7AINEUTOESICEELET,
e ROUTERS £4 > 3 VICUTOIT&EEMLET,

begin routers

# ROUTER ADDED BY KAS 3.0 INSTALLER
kas30router:

driver = accept

local_parts = passwd;$local_part : Isearch
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condition = "${if leq {$received_protocol}
{local-esmtpKyes}}"

transport = kas30transport
e TRANSPORTS £/ 3 VICUTOIT£EMLET,

begin transports

# TRANSPORT ADDED BY KAS 3.0 INSTALLER

kas30transport:

driver = Imtp

batch_max = 100

command = /usr/local/ap-mailfilter3/bin/kas-pipe

return_path_add = false
Debian T4 XA RV E2 =30y 5—U0FE. A—ILY—NDOHREHN
letclexim4/exim4.conftemplate 5+ ¥ 7 L — F OB M K X 4 Y T b
(update-exim4.conf ). FE1=I&/letcleximd/conf.d/ T« LY FURDEHRDT T
L— b SERBEINET-0H. ExXim EHETAHIETIESELERDOHIELE
ATER&SICRYFET, TUTL—FO#HA DFELIFEH) K. Exim O
exim4-update.conf.conf 2% 7 7 4 /LM use_split_files ¥ T 3 v TCERINE
I, ERESNh=FEIX. Ivar/lib/lexima/config.autogenerated 7 7 € JLIZRTES h
FY,
DebianTA4 R MY Ea—2avnRvs—C05E, FEFELIFBEETHINLER Y
1) 7' k% L TKaspersky Anti-Spam#ZExim A — LY —/RIZ#HE TEE T (24
R=2DOtY T ar34%=5H),

@ kas-pipe EXa2—/NEEEHT EL S EXim X —/ILY—/NWNERET S/
(E. UTDFIEFZETLET,

e eximd.conftemplateT > 7L — b FEXimDEREICFEAT 5156 (&.
tROXFIZE. #iT HROUTERSH &K UTRANSPORTS - &
IVICEMLET,

o Jetc/leximd/conf.d/T 4 LY FURADT YT L— FEFEXMDREIZfE
A3 38B481F. UTOFIEZEFTLET,

1. /etc/leximd/conf.d/router/ & « L 2 k U A 2 .
099_exim4-config_kas30router& LN5 7 7 4 ILEFRBER L. Z
DI 7AIVIZUTOXFIZEEMLET,

kas30router:
driver = accept
local_parts = passwd;$local_part : Isearch
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condition = "${if leq {$received_protocol}
{local-esmtpKyes}}"

transport = kas30transport

2. [etclexim4/conf.d/transporty & 4 L ¥ b+~ U R (T |
30_exim4-config_kas30transport& LV3 7 7 A L EFRIER L .
COITFAIICLTOXFSEEMLET,

kas30transport:

driver = Imtp

batch_max = 100

command = /usr/local/ap-mailfilter3/bin/kas-pipe
return_path_add = false

FEMNTET LI5S, update-eximd.confRAS ) T rZETLTHLIMEZER
l./i?-'o

A.2.5. kas-exim — Exim A —J)LY—/\BDY 547
hEDaA—IL

kas-exim €2 2 —JLIZ& Y. localscan APl ZEH$ % Exim A — LY —/\/\—2
3 ¥ 4.xx ~M Kaspersky Anti-Spam DS A TEEICZ Y T,

kas-exim Ea—J)LIE, REY Y a—2 a3 ELTHERASINET, 1ZENLTS Y
A b—=ILDIGA. kas-pipe 7 S5AT 2 FED1—ILZFERALT Exim LDHEEH
ThnFET, kas-pipe EFEL Y, kas-exim EZLz—/E, A =LA vE—CD
BERICA—LY—/I D2 O2EBNIE—%EETIHLENDY T A
localscan APl Z{#HAd AIZI&, EXm Z3 /A ILLETRENHYFET., TOD
=&, kas-exim E¥ 21— JLIE,. CEBETRbShizY—Ra—FE& L THFESN
THY. FETIURM—ILTIBHENHYET,

@ Exim X —/LH#—/NE#HE S h/-kas-exim ESa—NFI/INTILLE
T2/, UTFDFIEFETLFT,

1. /usr/local/ap-mailfilter3/src/IZ¥ER E L TLVS kas_exim.c 774 L
Z.EXim V=R T 7LDV —HND Local T4 LU FUIZREL
E I8

2. Local T4 L% FYJKH®D Makefile 77 A ILEUTDESICERLE
ER
CFLAGS= -l/usr/local/ap-mailfilter3/include

EXTRALIBS_EXIM=-L/ust/local/ap-mailfilter3/lib
-lspamtest

LOCAL_SCAN_SOURCE=Local/lkas_exim.c
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A

LOCAL_SCAN_HAS_OPTIONS=yes
3. EximZav/Aq4)LLET,

kas-exim DIRMEICHELEIL, TRTEXMBE I 7M1 ILNTIEES M
F 9 (filter.conf TIEHY FEA),

LT DOHFIE. Exim BREZ 74 ILAD., kas-exim EZ a—)LRADA T 3 onE
FNTWEEH T,

begin local_scan

kas_connect_to = tcp:127.0.0.1:2277
kas_connect_timeout = 40

kas_data_timeout = 30

kas_default_domain = localhost
kas_filtering_size_limit = 500

kas_on_error=accept

kas_log_level=3
COERE. UTOA TP avhEFENTLET,

kas_connect to — Z 4R YV TH—NERYRYTEE0DY 5y

FD7RFLR, 2OT7 FLADOFERKIL. Ttcp:<host>:<port>] (<host>l&
TA4NLE) o TH—RDIPF7 FLR, <port>lgry bT—9 V45 y L&
FY SHR— F)Et=IF Tunix:<path_to_file>] (<path_to_file>[ZV 4 v k
FZ7ALDNRA—=AILY Ty FEEET H)OBEAOLa—FEEA
LEY,

kas_connect_timeout — Z 4 LAY T H—INEDEKREHEILT HRK
B R (R B L) o

kas_data_timeout— Z 4 IR Y T —NEDT—AKBEYI I LD
RAFEFEA).

kas_default_domain — A1 FIL KA AL UHBEE SN TLEWGEIC,
7 RELRIZERT A —IL KA AL O DEHT,

kas_filtering_size_limit — Z 4 LA Y VT H—/NITEET 52 LA ETHE
A wE—SDRAYA X (X011 FEf), DY A REBZIBAY
=Tl REBEIATISEBLET,
kas_on_error - TS5 —RBE—F (74 L2 )27 70X EDERE
MM TERMEED, T—EAXBOI A LTV FHEZBELIBELR L),
LTOEZEETCEET,

o reject - A2 TLBAytE—UFEEFL, SMTPEy I 38

[25xx a—F#RLZET,
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o tempfail - A2 TLK Ay E—CF—BERIICIESR L. SMTP &
v aVHIZax A—FERLET (T 74/ MME),

o accept— AVtE—CEZITANET,

e kas_log_level— BF 77 A LOFEMML NILExim T/NY T E— RFTT—
AMBRINET,

kas-exim € 1 —)L%& Exim * —J)LH—NERIZFEHAT EES. LTO LS 14
BrAHYET,

e kas-milter & E#kIZ. kas-exim [, LEHIZAvE—PDaE—%/ERL
FHA, 2FY., SEIELHEREL—INRESATWESETIFELHY
W—TIZBT2EHDZEERTICA Yy E—CAEEShDES. Thb
DETIN—TDIL—VIZH>TAYE—CHNREBEINFET,

o BHOZEBEEWTICEEEINLAvE—UN, —HOREBE~DRENE
LEENT(REER). BYDZEE~ORENZITAN LN (RIEFHT)
BE. —HOREFICTA vE—VEBRETELGAN -2 EIFEEHICIE
b ENFEHATEBAITEE NG,

A.2.6. kas-gmail — Qmail A —JLY—/\HD I 547
VhEDa—-IL

kas-gmail €L a2 —JLIZ & VY  Kaspersky Anti-Spam & Qmail A4 —)LH—/\fE DA
UMY DREEIZHRY ET, COED2—ILEFERTIIEE. UTOT7ILTY XL
TA=L ST v IDBREBEINET,

1. Qmail®gmail-queue® ¥ 1 —JLAY, kas-gmaily S A4 7> b EDa—IL &
BEEMZAONET, kas-qmaily SA T2 FEVa—ILIE, ZEA—ILE
TANE) O TH— IR OREBIZELET,

2. WEBEHADA—IETT4vIh kas-gmaill ED a1 —JLICBRSI .
gmail-queue IZESNET,
33 (. Kaspersky Anti-Spamaikas-gmail®EL 1 — /L ZEHRTHBADEY
A—ILEDPYERY EZRLTWET,

i = = il = Queue of
::) gmail-smtps . kas-gmail : amai- N 1es for
¥ ¥| queue.original Y
sending
= status

ap-mailfilter
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33. Kaspersky Anti-Spam & Qmail * — /LY —/ BN+ Y E Y

FEFEFEHTHINGRVY T E2FERALTIOYI AT MEDa—ILE
Qmail A — LY —NITHETEFT(UXR—CD1Y 2 3 V345 5H),

D93 A7 FED2a—LATLavaFHTHRET DI,
lusr/local/ap-mailfilter3/etc/IZfERR S TULVS filter.conf FRET 7 A ILEEBLE
ER

LT OB, filter.conf BEZ 7 A4 ILAD, kas-gmail ADREA T a vhEE
NTLEHHATY,

ClientConnectTo tcp:127.0.0.1:2277

ClientConnectTimeout 10

ClientDataTimeout 30

QMailOriginalQueue /var/gmail/bin/gmail-queue.kas

ClientOnError accept

ClientFilteringSizeLimit 500

ClientDefaultDomain localhost
FERA22THASINATLEF T avottic, COT7MILISE. BED
gmail-queue €L 1 —JILDTLE/NRA EHET 5QmailOriginalQueuerd 7 a v
LEFENLTLET,

kas-gmail 257 7> FES2—/NEEET EL 5 Qmail #RETS/Z
(%, UTFDFIEFETLFT,

1. UTOavy RF#EALT. gmail-queue E2a—)LOF ) SFIL
J7ALDBEEEELET,
# mv /var/qmail/bin/gmail-queue /var/gmail/bin/gmail-queue.kas

2. UTOavr KRZERLT. gmail-queue Ot YIZ kas-gmail %
AR M=ILLET,
# cp /usr/local/ap-mailfilter3/bin/kas-gmail
Ivar/gmail/bin/gmail-queue
# chown gmailq /var/gmail/bin/gmail-queue
# chgrp gmail /var/gmail/bin/gmail-queue
# chmod 04755 /var/gmail/bin/gmail-queue

A.2.7. kas-cgpro — Communigate Pro * —JLH—/\
B SA4T72RED2—IL

kas-cgpro €2 1 —JLIZ& Y. Kaspersky Anti-Spam & Communigate Pro » —JL
Y=L YRYNAEEICHRYET, UTOTILITVXLTA—=ILES T 1Y
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IREBENET,

1. Communigate Pro ¥, ¥ R TDZIEA—IL% kas-cgpro V A7V FED
A—JLIZELET,

2. kas-cgpro EVa—IIHAYvE—TUFEMLEBL, BAVE—JITHERILEAY
FHEBATBILEELTAYE—DFEEL, LEEH A —)L % Submitted
T4 LY FJIZEELZET ., DISCARD [EZ&A Communigate Pro 3R &
nEd,

3. PIPE FZ4/\H%, Submitted T« LY FYICRESh-AvE—D%
Communigate Pro *—JLH—/NIZELFEY, Communigate Pro A —JL
H—nNIE, TOAYE—T%F kas-cgpro EP a2 —ILISRLET,

4. kas-cgpro ED a1 —LIFREBEA A v E—DHEREAY IHBF A Y
t—I)E M L4 L= 8. Communigate Pro A [OK]| &= (TERY (A vt —
OHREEBICEESNET,

Communigate Pro & DA (L. FEITOARTAET . VSA TV FEDa—ILE
PURY T EE00DF T 3 vIE, fiterconf 774 ILHATEELET,
Communigate Pro A —JLY—/BADF T a3 ik, A—ILY—/"D Web 1 > %
TJr—REFERALTEELET,
9547V M EDA—ILDEREIZ. filter.conf 77 A LRDUTOEHIZEENT
WET,
ClientConnectTo tcp:127.0.0.1:2277
ClientConnectTimeout 10
ClientDataTimeout 30
CGProSubmittedFolder Submitted
CGProMaxThreadCount 50
CGProLoopHeader X-Proceed_240578_by_spamtest
CGProAllTransports No
ClientFilteringSizeLimit 500
ClientDefaultDomain localhost
HERA22THBASN TS A T a3 VITMA T, kas-cgproDRERIZUTOA
ToavEFERATEET,
fERA22THBASATINSA T 3 VITMA T, kas-cgpro®E&TE FIZ L
TOATLavEFERATEET,

e CGProMaxThreadCount — RIRFICEEIND A vE—DDRRE,
e CGProLoopHeader — SLBEFEH A vtE—TITEBMENDEAY S,



1174 99

e CGProAllTransports — SESFEFH S VRR—FEFERALTRELL:
A= ONBEHAE (TR, UTOEEEETEET, yes— §T
DA—ILERELET, N0 —SMTP A= +S T4 v I DARBLET
(T 74 ~MB),

@ kas-cgpro €=z —/LLZE)F 4 5 Communigate Pro #RE T 8/C
£, X—)LY—/"\DWeb 728 T —XFEHL T, LUTFDFIFFE
TLFET,

1. [Settings]—[General]—[Helpers]* Z2—T. UTD/NTA—4%
/A L TH L L content-filter 2B L F T,
Use Filter: kas-cgpro
Log: Problems
Path: /usr/local/ap-mailfilter3/bin/kas-cgpro
Time-Out: 5 minutes
Auto-Restart: 15 seconds

2. [Settings]—[Rules]* =1 —T. FHRIL—LZERLEFT., 2D
IL—ILIZHES> T, 500KB LTI ARTD A v t—TUh, RA/INLTH
WHEIRFIVIENET,

Data: Message Size
Operation: less than
Parameter: 500000
Action: external filter
Parameters: kas-cgpro

Communigate Pro & #£(Z kas-cgpro #7256, UTO LS GHENHY F
E

e SMTPtwi 3>fhZ kas-cgpro ¥ 54 7> bED 2—)LIE. reject this
message EIEAEE SN TLAZEAvE—VFERTEEFEA. Kb
YIZ, Communigate Pro A3, A vt —C#ZEFICEETELAMN-Z
LEMOE AR ERMEEETITEELET,

o FEBHOTF R M. Management Center®dWeb4{ > 32 7 = —X CHE
SNEFPEBH/NATA—FDETIEGEL A= LY=L >TERSN
FFTOOR—TDEY 3 0454%B8),

o TANBNITH—NE BRVATLALD Ay E—DET5—H4y
t—C%. mailfitd a—¥7h oV FEFERLTEELET. T4 H
Tl&. Communigate Pro [V RTFLA—HFDTHI Y hET—ER—=2
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BN LA L =8 mailfit3 22— 7 h ™ > k% Communigate Pro ® 11—
PT—ER—RICFHTHERT ILENHYFET,

e Communigate Pro T Drop Root 7> 3 UhMERINEHBE. A—IL
H—/\H nobody A—HDERZFRATS5L50MVBRIONET, 2D
YEBZIZEY, A=Y —nNEDSAT Y FED 21— ILEOERI I &
NFETH, kas-cgpro EL 1 —IL~ADELEHY FHA., ERLESTIC
&, UTOFIEEETLET,

o Communigate Pro M [Settings]—[General] —[Helpers] * =
1—%BIRL. [Use Filter] Fzw IRy I AEFTIZLT.
kas-cgpro 7 4 LA DFERAEEMIZLET, [Update]RE > %
DUy LTEEZEHLES,

0 kas-cgpro AL RAEBUEBMLET, T4ILADNFTA—4
IZDWLTIE, AIRD kas-cgpro V7 A4 7V b ED a— )L &EE)
95 &5 Communigate Pro %R E 3 5 HEDRBAZEZSEL T
{FEELY,

A.3. Kaspersky Anti-Spam X E 7 7 1 L

COEI2IVTIE, Z4N2 ) TH—NROEFEIA VR FDNFT A4
MEZFTN TS Kaspersky Anti-Spam SRE 7 7 1 JLICDWTERBAL F T,

A3.1. A A UERTE T 7 4 )L filter.conf

lusr/local/ap-mailfilter3/etc/filter.conf & FE 7 7 4 JLIZIE. T X T®D Kaspersky
Anti-Spam A VHR—HR Y M EHRAED 1 —ILERO)DERERAERT 5/85 A —
ANREFENTOHET,

2HENTERE

RootPath — Kaspersky Anti-Spam f X b—JLT 4 LY bUDI/IRKR, T+
JU MEIE. /usr/local/ap-mailfilter3 T9,

LogFacility=mail|user|localO]locall|local2|local3|local4|local5|local6|
local7 — Syslog #EETL O— FAREHINBEIKShTT Y., T4
JU MEIE mail TF,

LogLevel=0|1|2|3]|4|5 — Syslog #aeD L a— FOFEMLNIL, T I+ MME
2<T9,

User —- COI—HYDERZFERL T, Z4ILE2 ) 07— N"TOEXHEH
EnFEd, 1—FRELFEI—FDuid 2HEETEET,

Group— COJTIL—TDERZERLT. 2412 ) o 5F—nNTOERN
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BthENnET, JIL—TRFdLgid HEETEET,
AR T —\ERE

ServerListen — 4 LAY U5 H—NEA— LY —NRITHESNA TS E
Pa—LEDPYRYICERESNSLEY TSy M, COER.
ltcp:<host>:<port>] (<host>[EA—JLH—/ D IP 7 FLR(F1=EH
A, <port>lEHx Yy bT—0 Yy FERETHIR—FEB)FELE
lNunix:<path_to_file>] (<path_to file>lZ VY4 v F 774 ILDI/INR
(O—ALVTy bEIEETR)OEXDOLI—FEFEALTEELE

T

Hf SR8 510z, A—LHF—NET 4Lk L—
A —/N\EOPYIRYRIZERSNI-O—ALY Ty
FME OTAYLTVBTRTOI—FICEBEEAHE
HALET,

FilterPath — ap-mailfilter 7 4 JLZ ) VT TOERDETI 74 IILD/IR

ServerStartFilters — Z 4 LA UV EDa—ILOEBBKICEHIEINS
ap-mailfiter 7 4 LAY 25 FOEXOH, T+ MEIK 0 TT,
ServerStartFilters M{E(X. ServerMaxFilters /85 A —2 DEZHEZ T
FWITEEA,

ServerMaxFilters=1...200 — BEFICETTES 7022570 ER
ap-mailfilter D X%, 77+ /L MMEIEL 10 TT,

ServerSpareFilters — 74 FJLREE(A v E2— D # 0B L TLVELKEE)D D
ANE) T TOERADRNML, TOCREHIIEESNI-HIREEZEX
&, 74 FILKREO TO XA EHMBITET ESNET, TIAILE
fEI% 0 TY, ServerSpareFiltersDfElL. ServerMaxFilters/3\5 4 —%
DEFBATIEWTERA,
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Z2402Y) 05 TOERADERE

FilterMaxMessages=10...1000 - 1 2D 7 «4 L2 J 5 T Ot X CURETTHE
BRAAYEZ—VH, EESNEZEHOAVE—COREBAET TS L.
TANR)TTaERANMET LET, T4/ MMEIE 300 TY .

A BEOI/LEULITOLRCRETEERAA vi—
ik, 77— 3 Uh[FilterMaxMessages;
FilterMaxMessages + (FilterRandMessages—1)|D & T &
RIS UFLGRITBYFET . COF T avIicky . H—
NOBFRNPE—VITELTVD EEIC, BHOFLLT 1L
BY T TOEANEBFITKRT L. AKICFABShIDER
CTEMNTEFET,

FilterRandMessages=0...50 — HED 7 1 IL2 ) > J O X CUEAEE
BRRAVE—SHEERT AL-OICEREINLIE

FilterMaxldle=30...3600 — Z 4 /LAY VT TAEANT A FILRETLS
NEZERREBFEL), 24020205 70XN, NEBIFEZAYE—
CEZITMOBVWEFEESN-HBENIRBIT L. TOEAN/KETS
nEJ, F74J)L MMEE 300 TI,

FilterDelayedExit=0...30 — 7O+ XADEFEILIAT Y FEZITH>TH ST«
LAY TOeRAMELT 2 FE TORAERMFLELML), 0 USNDEZ
BET S E. EBSDRER. [0; (FilterDelayedExit-1)| D&MD 5 >
BLISEIRSINE-DEOBIC T4 L2 0T TOEANELEEShETS,
T4 MMEIXOTY,

FilterDataTimeout=10...100 — Z 4 ILA Y5 7O ANRISAF7 U +E
CA—IUHEDT—FEFHET I LT CERGFRMEL), T2
Do 70eRMN, T—2E2ZTMOBVWEFHRE SN BRI IRBT
B AyvtE—CDTAEANEILEESNET, T T4/ MEIX 30 T,

FilterLicenseConnectTimeout=1..10 — 7O+ XERMN S A & 2 X EZHIZ
ERLTVWEINESHFTYITEHEHIZ. T402) 05 TaXM
SAtEUL VT ED a—)l(kas-license)IZHEHT HED R A LT
M EfL), T4/ MEIX2 TT,

FilterLicenseDataTimeout=1..10 — Z 4 LAY 57O R AU
DHEDA—ANMERTEIENLEY T Y FORFY/IEEAHRED
AA LT MERFMEL), T4 MEKLLTY,

FilterSPFDataTimeout=1..10— Z 4 /LA Y245 FOt A& SPFT—EUN
FRTHEUNHEVTY FPOHEHABY IZEZAHRED 2 A LT 7 MR
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(PEfL), T4 MEX L TY,

FilterDNSTimeout=1...60 — DNS Z#{FR 3 2ETRIEEHRIT R TOF = v
FIT5BDA A LT CEREVELD), T4+ MEX 10 TY,

FilterLicenseConnectTo — S A4 2 U EDa—ILADERKICHERT S
VT v bDIT7A4ANL~ANDIINR, T+ +1{EIK.
lusr/local/ap-mailfilter3/run/kas-license.socket T9,

FilterSPFConnectTo - SPF T—E >V EDPYRYIZERT Vv b7 7
4 L o N R ., T T #F L + B F .
lusr/local/ap-mailfilter3/run/ap-spfd.socket T3,

FilterReceivedHeadersLimit=0...100 -DNSBL 4 —E XD IP 7 KLAJ R
FEERAL THHTE S [Received| Ny ¥ D, T 74 )L MEIX 2 TT,

FilterParseMSOffice=yes|no — Word K&z A > k(doc)dB & U RTF 2D
AT 7ANDTRER N EDHTEINE SN EERT D/INTA—F, T
J# )L MBIXno TY,

FilterStatLogFile — 7 U4 —> 3 UAIE A v+ — D29 S HEHER

ERETHI7AILD/IRR
FilterUserLogFile — 5t T—2 & RET 5=OIC1—FHRERTHT 74
JLDIRR

FilterUDSCfgFile - UDS ¥ EMNEEN TS T 71 ILD/IR

FilterUDSEnabled=yes|no —UDS #{#H$ % 4 —ILF = v ¥ EHN/EMIC
TBHINTA—A

FilterUDSTimeout=1...60 — 74 JL kL—Y 3 >4 —/\& UDS H—/ BT
A SNDEHEDI A LT MR, 71 )L L—2 3 5 —/\H UDS
MoDEEEZELLEVWEFRESNEDHELIBRTSE. T F
L—>avd—nNE, BARILRAF—STRADRD UDS H—/\[ZHE#
LET,

SAEVYUTESA—ILDRE
LicenseListen — SA Y VG EDa— N TR )5 TOwRE

DOPYBRYITERTEIVYTY T 7AILDIRR, TIT4)L MBI,
lusr/local/ap-mailfilter3/run/kas-license.socket T9,

LicenseKeysPath — 54 2V AX—HNRESNDZ T4 LY UDIRR, T
74+ )L MEIE. /usr/local/ap-mailfilter3/conf/lik-license/ T3,

LicenseMaxConnections=10...300 - SA Y U5 ES a1 —)LEDREIE
EHOmAE, 774/ MEIF 200 TY,
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LicenseldleTimeout=1..100—- SA YL VT EDa—ILN, T—H ZEE
LTWEWTZA FLREDT A LE2 )T TOREDEREZHIET
ELRKBEEFEEL), 7402005 TOANLERNEESAT
CHVWEEZOWHISARAT D L. BHESUBSNET, T4 ME
£ 30 T9,

LicenseDataTimeout=1...100 — 74 /LA Y5 TOLREDOYIY IZE
BA35V5y bOREHFRYIEEAHREDE A LT FEEREF B L),
TIAIILMMEIELLTY,

SPF T—E VOHRTE

SPFDListen —SPF T—E VN7 4 LR )05 TOEREDWPYRY IZfERA
TE53YH5YRFTFALDIRR, T T+ bIEIK.
lusr/local/ap-mailfilter3/run/ ap-spfd.socket T3,

SPFDPooISize=1..50 — SPF T—E UA\RIIZETTE2F 0 A0,
TI7A4I MEIXS5 TY,

SPFDMaxRequestsPerChild=50...10000 - SPF T—E>®D 1 2OF A+
ANLEBTEZERODERY, FTOELRANEE SN -HOERENE
5L, TAERANMERT L, SPFT—EVIZE>TH LW ITAERAE
MENET, T4/ MEIX 1000 TT,

SPFDMaxQueueSize=10...1000 - 7O+ XAAD X 1—IEKIZEETE 2
BERODERKRE, 774/ MEIX 200 TT,

SPFDCleanuplnterval=30...3600 — SPF T—E DX vy a1y )—27F
v TOREREEAL), 774 )L MMEIX 600 TT,

V54T FEDI-ILDERMEERE

ClientConnectTo — 9 SA 7V hEDa—LUDBTANLEYTED2—IL

ERYRYTEIRICERT SV Y EDT LR, 2OT7 FLADRER

I%. Ttcp:<host>:<port>] (<host>lE 74 LB Y V5 —IDIPT KL

R, <port>[FRry b —O Vs bEBETIEHZA—MNBELY

lNunix:<path_to_file>] (<path_to file>IZ V4 v k774 ILD/INR
(A—ALVTy bERETD)OBAOLI—FEERLET,

ClientConnectTimeout=10...100 - 95 A 7Y bEDa—ILET 4 ILE )
DO TOCRABTHILINSERO A LT NEMFEVES), T4
JU MEIX 40 T,

ClientDataTimeout=10...100 - 2 SA 7Y b EDa—ILETaILB Y VYT
TOERBTITHONDEZT—EXBD R A LT 7 MR EAD

ClientOnError — TS—U0BHER(TANA VT ED 12— ILICERTER
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WMBEE®, T—ARBDE A LTI FRRZBEIBEE L), UTOE

ZHEETEET,
o reject — AV E—TFEEL. SMTPEY S 3 UHITEx OI—
FERLFET,
e tempfail - —BMICA Yy E—UFIERL, SMTP Y 300

[Caxx A—FZEBRLET(TIAILF),
e accept— Ayt—CEZIFTANET,

ClientDefaultDomain — FA A UAEESNTLVEWLT FLRIZKAT S
A=W EFAL DR, EZAIE, TITFILEFFAAL DN
Imycompany.com / D 3%H & . /someuser/ & W57 FL XIE.
/someuser@mycompany.com/ & L THIRENFET, COEHNEES
NTOEIMEE, 2OESET7 RLAAD FAL VEDRARTHRE
Bho TIHILEITIH, COFTLavDERFEESNTVERA,

ClientFilteringSizeLimit=0...10000 — 7 4 LR YV HFEDa—)LIZET Z
EDFEER A v E—DDHRRY A X(FA/NA MEfiL), COY A X%EE
ZBAvE—VIF, TANB) U TENTICEBBLEY, T4 ME
£ 500 T,

ClientMessageStoreMem — —BT—4 W T 4 AT ICRBFEINDZR/NA Y
t—TH A X(F0/NA ~EfI), COE—FZ#FARALT, ARL—F 4
VAR DOFERAEEHEMTEET, 0 (TIHILME)ZERET S L.
BIZTRTOT—EDBARL—TFT A VT ARV ICRESNET,

ClientTempDir - —B 77/ JLAD T+ LS
Control Center ME&5E

ControlCenterSendAlertsTo — BRIV ATLNOD A vE—TH KU cron
Y—ERIZK2TRITEINERIV T EONRIT+—T VRICHT ST
S—AyE—UFEEETHT LR

ControlCenterLang=en — Control Center f 2 7 T —XANDE:E

MonitoringHttpd=yes|no — kas-thttpd HTTP ¥—/\D 79 T4 ET 1 %8
BRI ODNEINERET BT 4 —4

MonitoringKasMilter=yesjno — Sendmail ¢ D P YR Y ICFAT 3
kas-milter Y 547V FEDaA—ILDTITAETAEHBRTHEINES
MNEEET H/NTA—S

q, BOISGATUREDSA—ILIZEBD/INS A—FI2D T, 83R—2M
FTERA2ZSHBL T EEELY,
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A.3.2. kas-thttpd.conf BXE 7 7 1 JL

lusr/local/ap-mailfilter3/etc/[ZEZE S TLV3 kas-thttpd.conf $&E 7 7 4 JLIZIE.
Kaspersky Anti-Spam @ * 1 &% Y — L T # % Management Center @ Web A
VAT —RERBETEHTTP H—NORENSENTNET,
CDITFANICE, UTFOF T avhdENTHET,
user — COIA—HDHEREMEA L T. Management Center DR 5 1) F kA
RITSINET, COATLavEERTEIERATLNELLEELE
KBEBAHEMENH D120, TI+IL MED mailfit3 ZZDFHEFEAT S
CLEEBEHLEY,
host — Web #—/3A%, Management Center 4 >3 7 T —XA~DEHER %
YR LD OHRT 5402 T7—RAD IP 7 FLR, [0.000] %
BET D E, Y=/ \DBIRTORY b T—V A48T —REYAVL
ia_o
port — Management Center f >4 7 1 —X~DE#EICHEAT HKR— b+
pidfile — HTTP 4 —/X® pid 7 74 L&, T 74+ )L FER.
{usr/local/ap-mailfilter3/run/kas-thttpd.pid T3,
logfile — HTTP ¥—10 O 45 774 1L%, T4 MEIK.
lusr/local/ap-mailfilter3/log/kas-thttpd.log T3,
dir — Management Center ® cgi R ) F LR ET ST LI FUDIRZ,
T 74 )L MMEIL. /usr/local/ap-mailfilter3/control/iwww T3,
cgipat—cgi RV T hBDTFUTL—F, TOF T a vk, Fregiy
FEHRELET,

A.4. Kaspersky Anti-Spam D 1—F 1 ') T«

ZM+4 >3V TIlE, Kaspersky Anti-Spam DEHRI—F 4 U F 4 I2DNT, 14
BEMRFHESIVR—FR Y FOREICERATSIT U FSM0FToavIcD
WCTEHBALES. 1—T 4 ) T4 &8I 5121, root T—HHERNBETT,

A.4.1. kas-htpasswd

kas-thttpd 1 —7 « ') 7« [&. Management Center f 3 J T —XADT7 IR
ISERTHRRT—FARESATVSI7AMILOERICHERLET,
BEaT UK

# lusr/local/ap-mailfilter3/bin/kas-htpasswd [-c] <password_file> <username> [-h]
ARV RSAvAFToay:



18R A 107

e password_file - 7O ERNRRT—FHBRESN TS T 71 ILDIRR,
T4 EDT7AI)LIE htpasswd T o 1—T 4 U T AL TD/NRT—
FEFERALT, 274 LICHFRI—TZEM., FLEBREOLI—TFD/IX
J—REZEELFET,

e username— NRAT—FDFREETHDH1—HFDEH]

e —c - NRT—FEFEALT.FRI7AIILEERTILENHINES
NERETSA T ar, COXTLa DEERELEVGEIE.
password_file # 7L a VICBBED I 7 A LERET 2HELHY T,

o h-I1—TFT4a4)TqICEATIERZEI VY —ILIZHALET,

A.4.2. kas-show-license

A<y K54 Um5 kas-show-license 1—F 4 T4 £RBITHE. 41 VR b—
LENTWE IV RAF—T 7 LICET 2ERABEEICKRRINET,
wEaT> K

# Jusr/local/ap-mailfilter3/bin/kas-show-license

[-k <key_file>] [-c <configuration_file>]

aARVKRSAVFToay:

—k <key-file> — key_file 54 £ AF—ICHAT RHEWRIARTINAET,

—c <configuration_file> — filter.conf FRE 771 ILD/IXREBEELFET,
filter.conf BT T4 FUSNDT 4 LY FUICRESNTLSIHE.
configuration_file /85 A—4|Z filter.conf 7 7 1 ILDTEE/NREHEEL
i?_o

ARV KRSA VAT avaFRETICCOI—T 1) T4 %8ET
B, AV F—LENTVBTRTOS A 1o 25— (T 1ER
Ngy—nNavy—JLIcEhEhFET,

A.4.3. install-key

install-key 1—7 1 |J 7 « [&. Kaspersky Anti-Spam D51 2 XF—% A VR
F—LT BRI ERLET .

HEIOTU KR

# lusr/local/ap-mailfilter3/bin/install-key -i [-q] [-d]

[=v] [-] [-V <details_level>]

[-L <details_level>] [-c <configuration_file>]

[-k <kas-conf_script>] [-h]

avY RS Toay

Ai— F—DA VR P—ILBIZISAE R EREA VY —IILICH AT ANESE
EBRLET,
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- IS—Ayt—SOHRTLET,

-d - FAEVRXF—DA VR F—)LRBICEET HFMAELR—FERTL
ij—o

-V - TIHILEDFEBLALEIY S HICHEMGERZa Y —ILICHS
LEY,

-V <details_level> — IEEINFHMLAILTIDY—LITAvE—DFS
HALFET, 1L.I0DEFEETEET,

= TFIFLEDLANLEYLFEVFMLALT, AvE—VEVRTLO
JIzEmLET,

—-L <details_level> — IEESNFHMLANILTIORTLOTICAyE—D%
BMLET, L.I0DEEZEETCEET,

—c <configuration_file> — filter.conf FXE 77 M ILD/IREBEELET .
filter.conf MT T4 FUSNDT 4 LY FYICRESATLRIEA.
configuration_file /85 A —4(Z filter.conf 7 7 1 LDTEL/NREHBEL
F9,

—k <kas-conf_script> — Kaspersky Anti-Spam D% E & 55 #&5A L kas-conf X
ST rDNRREBEZLET kas-conf ST I+ RS DT 4 LY k
JIZEBE SN TULSIEE. kas-conf_script /85 4 —#%[Z kas-conf 7 7 4
ILOFTL/NRREEBELET,

-h— 2—F 4 UT4ICBEYBEHRE YV —ILITHALET,
A.4.4. remove-key

remove-key 1—7F « 1) T « I&. Kaspersky Anti-Spam D5 1 & > R ¥ —% I3
BEIZERALET,
wEaTU K

# lusr/local/ap-mailfilter3/bin/remove-key [-a|-r] [-q]
[-d] [=V] [-]] [-V <details_level>]

[-L <details_level>] [-c <configuration_file>]

[-k <kas-conf_script>] [-h]

AV RSA VA Toay:
—a- AVAR—LEINTVETRTDFA UV AF—FHIBRLET,
- FHEDSA LR F—FHIBRLET,
- I7—AvtE—COHRTLET,
-d- AL VRF—OHIRLEICET 2#ELELR—FERRLET,
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—V - TIHIFDOHEHALRNILEIY LSS (CEHEMEERZa Y —ILICEA
LET,

-V <details_level> — IEEINFHMLAILTIDY—LITAvE—DFS
ALET, LIODEEEETEET,

| =TI EOFEMLANILEY EBOHMLALT, Ay E—VFIRT
LOTISEMLET,

—-L <details_level> — IEESNIFHMLANILTIORTLOTICAYE—D%
BMLET, 1L..I0DEZEETCEET,

—c <configuration_file> — filter.conf FXE 7 7 M ILD/IREBEELET,
filter.conf MT 74 FLUHNDT 4 LI FYICRESATLSIEA.
configuration_file /85 4 —4(Z filter.conf 77 4 LDFTE/RREIEEL
E3 8

nca

—k <kas-conf_script> — Kaspersky Anti-Spam D% E & 55 #&5A L kas-conf X
YT FDNRREBEZRZLET kas-conf BT 74V FUSADT ALY k
JICEESINTULAIGE. kas-conf_script /85 A —4(Z kas-conf 7 7 A
ILOEENRREZRELET,

h-aA—FT4 VT 4ICEATHERZFaY—ILICEALET,
A.4.5. kas-restart

kas-restart 11— « 1) 7 « [X. Kaspersky Anti-Spam 8 LU &V R—R> b %
BESTHIEICFERALET.

E) e N

# lusr/local/ap-mailfilter3/bin/kas-restart [-f] [-p] [-s] [-m] [-w] [-W] [-q] [-d] [-V] [-]]
[-V <details_level>] [-L <details_level>]

[-c <configuration_file>] [-k <kas-conf_script>] [-h]

AR KRSAvAFToay:

o - TJ4q4)AY S TOtRap-mailfilterzBRELET, CHOTALR
F. BESKTWATOERETEEBMELIUA v E—HIZH - T
AytE—TFENBLTHLEEZRT LETEEHRICOLTIE, 59R—2
NDEH L a453%88H),

e p-—RAREAIT4ILAEY S FTOER ap-process-server ZHRELET,
ZDFTLaviE. 740205 FTOER ap-mallfilter L HEBLET,
COFTLavEFERTRE. 4027 TOLREBRAEDA vE—
COF VI ERLELT. ZOERICHEEEIAET ., cOF TP a3 VI,
TANE) T TN AOESICETIRELEETHRICHLERE
E3 8
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e S— 5S4tV UHTEY 1—)l kas-license ZHERELET,
e —m-—kas-miter E>1—I/LZBRELET,
e —w—WebH—/\kas-thttpd ZBESH L ET,

e —W-Web¥—/\kas-thttpd DAT 77 A ILERBLETFLLAT T 7
1 ILEER),

o q- HALUbI E-FEEMLET., I5—AvE—CBLUVE
EDHRTSINFET

-d- 31—T 4 )T DREICEHT HEFMLELAR—FERTLET,

—V - TI7HIFDOFEHALRNILEIY LSS (CEHEMEERZa Y —ILICER
LET,

-V <details_level> — IEEINIFHMLAILTIDY—LITAvE—DFS
ALET, 1LLIODEEEETEET,

= FIHILEDFHEHALARILIYIEVFHEHLANILT, AVvE—CFIRT
LOJIZEMLET,

—-L <details_level> — IEESNIFHMLANILTIORTLOTICAyE—D%
BMLET, 1L..I0DEZEETCEET.

—c <configuration_file> — filter.conf E 7 7 M LD/IREBEELET .
filter.conf MT 74 FLUNDT 4 LY FYICRESATLSIEA.
configuration_file /85 A —4A(Z filter.conf 7 7 1 ILDTL/NREEEL
ij_o

—k <kas-conf_script> — Kaspersky Anti-Spam D% E & 5 #45A L kas-conf X
JUTFDNRREBEZLET kas-conf BT 7+ IV FUSADT ALY k
JICERE INTLASI54E. kas-conf_script /85 A —4[Z kas-conf 7 7 A
ILOFTELNRREEELET,

“h—-A—TFT 14U ToIZETEEREIY—IVICHALET,

ARV RSA VATV avEERETICIOA—FT 1) T4 28T
BE. AATL AU EBALTA—T« T4 AEHLAEEER LD
BT ET,

A.4.6. mkprofiles

mkprofiles 1—F « 1) 7 « &, Kaspersky Anti-Spam D7 4 LA Y TR o—
OBELS LTV IVIZERLET,
wEaT >R
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# lusr/local/ap-mailfilter3/bin/mkprofiles
[-c <configuration_file>] [-] <log_file>] [-q] [-V] [-h]

ZEATXURBEIUNTA—2OEBKRIIUTORY TY,

e —c <configuration_file> —filter.conf XE 7 7 1 LD/XREBEELET .
filter.conf MT 74 FUADT ALY FUICERESATWAIBE.
configuration_file /85 A —#& | filter.conf 7 7 1 LDFEE/NRZEHREL
ij—o

o - <log_file> - A—TFT 4 )T 412k >TERITSIN-EEICET B LKR—
F%. log_file NS A=A TEESNATWD I 7 ILIZRELET,
o q- ALY E—FEHYICLET. I5—AvtE—TB&UVE
EDHARTINET,
o v — OVNRANVICHETEITRTOAvE—SFa0Y—ILICHALET,
o h-1—TFT4a)TqICEATIERZEI Y —ILIZHALET,
AX U RSA VATV avEFERETICZOA—F 4T+ Z2RBHTHE. T
S—dyt—C, BE BIUERICETLERBIZET A vE—UAKRTS
nEY,

A.4.7. sfmonitoring

sfmonitoring 21— « 1) T « [X.Kaspersky Anti-Spam @3V R—FR > FD X T—
AREEHRLES., T7—ZRHETHE, VY —LITEREEALET,
52 e N

su —m mailfit3 -c ‘/usr/local/ap-mailfilter3/control/bin/

sfmonitoring [-p] [-m] [-q] [-h]'

RedHat 5 £f8 L TUL\5H—/\(Z Kaspersky Anti-Spam A4 > X b—)L &N TLY
BEHEIF. UTFTOIT Y FE2a7 2 F54 VIZTAAL T sfmonitoring 1—7 1 1)
T14ERELES,

su — —m mailflt3 -c '/usr/local/ap-mailfilter3/control/bin/
sfmonitoring [-p] [-m] [-q] [-h]'
avyv kRS Toay
o p— VATLDAT—AREF T v% L. .Kaspersky Anti-Spam DI 55—
I B AYE—VFEIDY—ILITHALET,
o M- VRTLODRT—RR%EF vy L. Kaspersky Anti-Spam DT
F—ICETHERLAR—FEBEBFA—ILTEELET,
e - A LUF E—FEEDILET, T53—FAVvE—CUBIUVE
EDHERRENFET,
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o h-I1—TFT4a)TqICEATIERZEI Y —IIZHALET,

tEROA T avEFERETICCOAI—T s T 2T SHE, 2—T1UT
11F. VATLOBREDRT—2REF v I L. FF-GBI>—%RHE LGS
X, ZOIS—ICATIELEEZEFA—ITEELET,

A.4.8. sfupdates

sfupdates A—TF 4 VT ql&. AVTFUVITAINEY VG T—RAR—XDEH &

Forvao—kL, Z403 YT —NTHATEDLIICEDEHESA VR

}“_)l/ Li'a_o

mEIaOT K :

# lusr/local/ap-mailfilter3/bin/sfupdates

[-c <configuration_file>] [-f] [-k <kas-conf_script>] [-s] [-q] [-V] [-d] [-V

<details_level>] [-]]

[-L < details_level >] [-h]

ARV RZAvFToay

e —c <configuration_file> —filter.conf XE 7 7 1 LD/XREBEELE T,

filter.conf MT 74 IL FUSNDT ALY FUICERESATWSIHE.
configuration_file /85 A —4|Z filter.conf 7 7 1 ILDTEE/NNREHEL
ij—o

o f— EEZMHMCAVASMILLET . COF T avEB/ELEN ST
SE.AVTIUYITANB) VI T—ER—RAOEH NI 70— FEh
B BDH, BRENIVRMILENET,

e —k <kas-conf_script> — Kaspersky Anti-Spam D% E % e #AA L kas-conf
A9 TrDIREBEELET kas-conf ST T+ IL FRUSADT 4 LY
FUJICEE SN TLSIES. kas-conf_script /35 A —4 [Z kas-conf 7 7
AILDEENRERELET,

o —s— BEFOFIUO—FEEHBLET,

o g - IF—FAyt—CDAHAAVY—LIZHNTEHIE—FEEFHMILETS,
cron —EREERATHEEIX. COE—FERBTHILEREDHLE

?—O
o V- TFTIAILFEYLEWEMLAILT, avVY—ILITAyE—CFH
hLET,

o d- REFVEHMLAILT, avVY—ILITAvE—CFEHALED,

e -V <details_level> - IEESN=FHEHL AL TOAVY—ILIZAyE—D
#FHALFET, L.IODEEZEETEET,
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o - TFTIHILFKYILEVEMLAILT, Syslogl=cT—2%HEHLET,

e —L <details_level> — fEESNzFHHLANILTORATLAYIZAYE—
CHEBEMLET, 1. 10 DEEZIEETEET,

EROVWThOAF T avbiEELLGEN oGS, T7— A vt—D BLE B
FUERICET LEREICET I AvE—ONa VY —ILIZRTENETS,

A5 41RO 5ED 1—)LAOERIL
Ny

A—IL A ytE— DR, Kaspersky Anti-Spam [Z& Y MEBFHD A v E—
PIZUTOANY IHRBIMENET,

e X-Spamtest-Version — Kaspersky Anti-Spam BE#/Sv 45— MD/N—2 3
VICETABEERAEEATLEAY S

e X-Spamtest-Status # & U X-Spamtest-Status-Extended — 7 1 L& 1)
VURBICEIYETONEAYE—DDRT—E2ANEERTLEAY S,
X-Spamtest-Status ANV A& BNA—2 a3 VORBTHEAIA TV ZAY
FTY, TOANYHIZ(E. Kaspersky Anti-Spam 2.0 IZHIET B A TF—4
2ty FAEENTOET . SEDNN—2 3 VITENTIH. 2OAY FIE,
ERM BT 5EMTERSINET., CONYTDEZTUTOXRICRL
FY,

Ay H iE B
X-Spamtest-Status | Trusted DA YE—UDEEEINE
EEORIA YR FIEE
nTunadh, JL—7RY
V—IZBVWTZDZEERET
DA—ILDRINLRF v UM
|HICHH>TVET,

SPAM DAYy E—TlF, RINLE
LTHREINATOWET,
Probable Spam | ZO#* vE—T . R/NLD
AHEMERHD A vE—TEL
THEINTVET,

Not detected CDAytE—Tlk, RILB
K URNLDETREEH B B A
yE—JE LTHEINTLY
T A
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Ay H -] EiiEA
X-Spamtest-Status | trusted DA YE—UDEEEINE
-Extended EEDORIA LYRKIEE

nTWwadmn, JIL—TFKRY
S—[Z2BWTZDREBET
DA—ILDRINLA T v o
A H>TULET,

blacklisted DA YE—DDEEEL.
EEFEODISVIURKNIE
FNTLET,

spam DA yE—DlE, RNLE
LTHEINATVET,

probable_spam | SO XA vE—Tlk, R/SLD
MR HD A vE—TE L
THEINTLET,

formal DAy E—TlE, A=
H—n\HhoDARDEEEL
THEINTWWET,

DAV E—DIF, RNRLE
K UR/INLDTEEMED B A
vE—YELTHESATY
FH A

not_detected

X-Spamtest-Header — B & HManagement CenterZ{EHR L THEEL 1=
TEXERMPEENTVNDEIAYZ(ASR—DDEY 2304375 R)
X-Spamtest-Obscene — HWHEDHEANEENTND A v E—DITE
maEnidAy4y

X-SpamTest-Formal — Formal & L THfShizAvE—TTEBMEN
By

X-Spamtest-Rate — MEBHIZA v E—TI2H L TEIY HTENFHEL
EENTWSA YA, Kaspersky Anti-Spam (&, COEZFRALT, D
A=A YE—DICRT—RREEYETET,

X-Spamtest-Group-ID - CD X v E—COUEBIZEREINIZIL—ILHE
EINTLRYTL—TOIDAEEFATNEAYS
X-SpamTest-Categories — 7 4 LAY U TFERICEDNTA Yy E—DIC
BB ToNATIIDEFNEEFALTLEAY S

X-SpamTest-Info — ERMLET—EANEERTVEAY S
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X-SpamTest-Method — A v E—CDRAT—H2ADEY B TIZFERAS L
2403 DT FEDERIDPEENTVEIAY ST, CONY T DIEZE L

TORIZELET,

{E

B

white ip list

IP Z7RELADKRTA R R BMZHEDL
PRSI PXi

white email list

BFA—ILT RKLADKRTA YR+
IZEDSLCT4 0BT

black ip list

P 7RLRADITSvH )R RZHEDL
T24NBYDY

black email list

BFA—ILTELRAODITZ I )R
ICEIKTa a2y

GSG EREdoF g

headers Ny E DRI

BLU

headers plus

DNSBL l?N%BL Y—EXZHEATEHIT4IILEY
vy

uDS UDS AT 57140225

SURBL §UF38L Y—EXZHEATEHIT4IILEY
vy
Ayt—=—0a0TFoYDT IR

Content 5

probable [Probable spam] A Y v K

detection disabled

TIL—TRYS—IZBWTZDZIESE
BBTDA—ILDRINLRA T v UHES
IZHE->TWLWET,

AT—RAZADENY HTIZEHRDAEN

multiple EREAELE,
WTNDAETEIAYE—CERET
None EFEHA, CDESHAYE—DICIE,
[Not detected]| R T—R AAEIY HTH
nEJ,
A6.cron—ERXRZFRAL-ETE

Kaspersky Anti-Spam #1E L <:EM9 5 I1Zl&. mailflt3 2—H¥DIFAE. cron ¥—
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EXZFEALT—EDRY ) T EETTEIHELHY ET,
ARGYTRDIRT A= EHET HICIE. UTOaT Y REFEALET,
# crontab —u mailfit3 —e

UTDRY YT +E22AH YR MZEBMLED,

AVTFUYIANB Y VT TF—ER—ZADEHFARI ) T+

B <> K Jusr/local/ap-mailfilter3/bin/sfupdates -q
HAZEERERE : 20 0B F
BT H5Y—NICERIINMYBELZNESITT HHIC.
FELTWARY Y T FETHBERD S 5 il & - FZl
FEELTLLESL, EAEF. UTOLSICHEELET,

7,27,47 * * * * [usr/local/ap-mailfilter3/bin/sfupdates —q
BERRIUTH

580 R N
lusr/local/ap-mailfilter3/control/bin/sfmonitoring —q
HEEHHER: 598 E

Z4NE Y T00TDREE L THEHEROEFHZIT5RU T

DR YT RE, RBAYE—CHICEAT B85 T—4 % Kaspersky
Anti-Spam OO M SURE LTV, Control Center DA >4 7 = —R [T A
VE—CERTTBEHICTALEY T —nOOTEREBLRZY L
F9,

) e R N

/usr/local/ap-mailfilter3/control/bin/dologs.sh —q

HREHRERE: 1908F
M S 720EFRARY T

CORY YT HE REAY—DICBETIMAT T TEERLET . 4%
kEhi=4 S5 71k, Management Center D[Statistics] % ¥ 3 VIZKRR
EhET,

HEEaOTU K

/usr/local/ap-mailfilter3/control/bin/dograph.sh —q

HEEHERE 528
TANENTH—RORT I 74 ILDBRARY ) T+
TARYAR—RETHITHERL, ERMBN T+ —I R ERLEES
OIS, 4B TH—nR"OnT 77 LVEERMICKIBT S L%
BEOLET, ZTORY Y FRE, Management Center &k UEEH T R
TLNMERTA2NMBOT I 7ALERBLET,
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HEaTY K

/usr/local/ap-mailfilter3/control/bin/logrotate.sh —q

HREFHER: 1B 20, P XTLOERIELLLEEHEEE, o LEE
SO 7ML ERBTHEIRELTLLEEL,

UDS Y —/I~DT7 Yt ADRERKBZHET RV U T+

7IUr— 3 0E, udsritssh RO T REFALT, AARILAF—
STADE UDS H—/I\~ADT7 OV AOFREERZHHMLET, ZITER-
f=7—4Mh5, UDS BREEET IRELT—NEHELET,

580 R N

lusr/local/ap-mailfilter3/bin/uds-rtts.sh —q
HAEEZBMR - 10~15 98 F

ERORV VT FERET HHMIC. UTOEEXZETICLERIBEDLET,

LEORV ) TRBETEINDET ALY FJDINRE HOME EHOE L
LTHEELET, #HRE SN B/ RIE, Jusr/local/ap-mailfilter3/run T3,
sendmail'! 1—7 4 U T4 28O RTFLDERI—TFT 4 YT A DISAD
JR+%E, PATHEHOEE LTEMLEST, T4/ MEIK.
/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin Td ,

AT EDOEFTICETEA v E—CDOEEXT FLRAEFEELET, C
D7 FLARIE, MAILTO ZHEFEALTEELE Y. T4 )L MERK
postmaster T,

LITOHIIE. crontab 774 ILRT., LEDERENEESATWLSEATY,
MAILTO=admin@mycompany.com
PATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin
HOME-=/usr/local/ap-mailfilter3/run

7,27,47 * * * * Jusr/local/ap-mailfilter3/bin/sfupdates -q

*/5 * * ** Jusr/local/ap-mailfilter3/control/bin/sfmonitoring -q

* % %% * [usr/local/ap-mailfilter3/control/bin/dologs.sh -q

*/5 * * ** [Jusr/local/ap-mailfilter3/control/bin/dograph.sh -q

0 */12 * * * Jusr/local/ap-mailfilter3/control/bin/logrotate.sh —q

4-59/11 * * * * Jusr/local/ap-mailfilter3/bin/uds-rtts.sh -

VERADIT ML THERASNET,
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DARWVRAF—=FTRIEFHLWVWRISNLAA—ILHE LLFBR>TANLELEHIESL
ELWSHEZEEFL LTVET, HEICH L TIEEMRMBENE ST EITL
F9, 2T, ZHOWVWoHEF. ANLBRAMEDOLE - RBRAMEDERFEIZET
LYEBLGDTY,
EBREIUTTY,

RINLA—JLOEE . spam@kaspersky.com

MRADBE - notspam@kaspersky.com

FUTILIEERMT 7 AL TEELTL S0,

A—ILY T FIZE-TIX, BEMIZAY S ZEHIBRTEZZENHYET, LUTIC.
FHA-LY T LOEEERLET :

1. Microsoft Office Outlook MIHE :

o THMEM R2 >3 L <IE TNew Mail Message] a< > K
THERLEZA—ILIZ, BELEZVWRSRLA—LEFRFS YT &F
Ry FLET,

o BHODRNLA—LERET DHEEIE. TALDA—)LFER
L. TEEEl 29Uy I LET,

2. BatlDigs :

o HELILVLR/NLA—JLEEZERL. TlAlternative Forward] #
2y H LET, COHEEEY—IL/N—D TSpecials] [2H Y
£9,

o BHEMIZR/NLA—LEFRETBHICIE. UTOLSIZY—F
L—ILERELET :

o MR I7ANEREELEN] FzyvsRyI XENT,
e MEETMME Z2ERT2] FxvI Ry IRIZFTVvIE2AND,

3. Microsoft Outlook Express # {4 25 & (&, IET DA —ILEERL.
AyEe—2) - B I7Z7AILELTEE #21T7LFET,
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1997 F D AItE LIk, Kaspersky Lab (. F@HREZFa)VTHMROV—F—LLTHOEN. YRS
DITRANANYNI—RBEDEHMSAVE2a—9ERVNI—JERET S, GhEENDE
FENRBEREF2UTAVY2a—Ya ERE-RBELTOET.

Kaspersky Lab (A&#AY7Z#(ECH A, F 8 K R A B R—FVRIL—Z7 XXJ)vY
A3 EICKXHEEAZERLCET HRERZE 500 ULEDREEDN— F—RIbD—UDH
YETALCEI—AYNT O FIAINRIG—F 2 IDOFHEABPIBFRISNEL.

I8 7 Kaspersky Lab (3 500 28Ul L& EHEMREMZ. D5 10 &4 MBA #.16 &hfE+
BEMBL.AVE2—9T7F VAN RV Y —F+— X148 (CARO) DAVN—HEELTNE
kR
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e  Kaspersky® Administration Kit
e  Kaspersky® Anti-Virus for Windows Server
. Kaspersky® Anti-Virus for Linux File Server

e  Kaspersky® Anti-Virus for Samba Server

® .

Kaspersky ~ Open Space Security
TERYNTI—TADELA Y E"Space” WO E TN —TL. FYbT—TDHERP L E
BRBICHCELFaUTAZRBETE/)a—2arTT ENAMILTNLADSY—NETOT
RTDRERYNI—IIVRRAVMEN—FIITRELE T AR ITT NS Tav 7. Tk
D—VBIELEE LT —IMNTIT4vIERI DT DEZERDPORELET . ENAI PC [THRy
FDO—2 LD PC AHFDORENIRESN. XD IZUBEBY—ILICL>TRELEZEENITZ
£

Kaspersky® Open Space Security (#. U FO R KB THBENET :

e Kaspersky® Work Space Security — /—FPCEE LA T4 ADT—YRT—3>
E—RNEBRTICBWVCEETS. HERKRNMNROELFIVTAAR—ATT . A T74RAD
T—IRT—=2aVEIAINARANA DT Ny A—RBEXK KBA—IL KO EZHH
S5FUET,

X Windows 7Syh74—ADH

e Kaspersky® Business Space Security - 7—272F—a3> 8L UBT7 I —N
EIAINARCANADIIT . NAAMDKE. D—LZEDIIL DT DEBMPSTFY. AN
—DREBFCHIEREHEET XAV T -V LDEETF—YDRECHKETY

e Kaspersky® Enterprise Space Security — 7—J 27 —3>, 774 Y —NEL
VA=Y —NEAVI—Ryb LDOBBMHSTFY, ABET—IDOPYRYIEDES A,
RBBAVI—RyMERBLET

e Kaspersky® Total Space Security — D—2 257 —3> D577/ I BLUA—IL
=N T—rI1A. EBA—INHRETOLERYNI—TDTRTOLA YV E—F
WICRELET

Kaspersky Mail & Gateway Security

Kaspersky® Mail & Gateway Security [d. 4> F—FvMCEHTIT RN TOREBICRLARE
ERIEZRMELET HTTP/FTPOR I TEHERINTLKET—IDIIN DT EVRI DT %
BENMICHIBRLET,

Kaspersky® Mail & Gateway Security (3. U FO & BB THEREINET
e  Kaspersky® Administration Kit
e  Kaspersky® Mail Gateway (3¢Anti-Virus @ #)
e  Kaspersky® Anti-Virus for Proxy Server

. Kaspersky® Anti-Virus for Linux Mail Server



123

® .
Kaspersky ~ Anti-Spam
Kaspersky® Anti-Spam (. KB D KRAHEA—)L (R/NA) [CHATHIELEBMELE, ¥
MITDY)a—a>TT, EBBRTI/O—EREFBDA—I 747U THEE (DNS 7
Sy AMEBERRD AN ANERE) ZHAEDETERTBIET. R ELMNS TV IDRK
95% Z#HALT—wLET.
FYPI—UDAYOICEATEHILET, BEA—NEERLTANALR#EINDIA T2 ME
B MBS BIENTEET - EEDOA—IN Y RATALOERMEEEZE L. BEOA—ILT—N
ICHFERA—NT—NICOL A= THENTEXT,
BEBRANLA—=IORBBEEIZ AARNIILZAF—OEEHARFAICL>TERHN 20 $EIRT
BHEINDTANII D T T—IR—RICL>TRBEEINTNET

Kaspersky® Second Opinion Solution (SOS)

Kaspersky® Second Opinion Solution (d. ¥ TICM#E T FOAINRARBEAEASNTNSIE
BICL WV RAEZA DV ELTHRAT 2007 ST —a> T it D7 F IO AE R
EERLTWVTH, BEERITILMKHEBRTELRNT, EFXaUYTA KDL EEEINZIE
MTEBVWIMNINABRMEBLEZRDEE 774 IV EH DOKaspersky . XA tFaU5+4
ELYBEIICLET,

Kaspersky® Anti-Virus for Windows Server Enterprise Edition
Kaspersky® Anti-Virus for Windows Server Enterprise Edition (3. x64 N—< 3> % &8¢
Windows77 A L —NEDF—9E2FT X TOINLIITDEBNPSTFIET. CORREL. &
TOBIRYDEREEDA T4 AR —NTHICEWATF—I U RERBTILIICHTEN
TWET,
ZOTATIAICIE. UTOBENHYET:
BHEEEEINTA—T A

o RU—FEYT4 - YIAF/OLYHRETIH. EBEEY—NTUFIAMIRIRIIC

BATH/OCYYEIEETHENTEET

o BHONE — TUFIANRIRIPIL. LUTSAAUTADBBNIRINEFTENL
BEIC.Y—NYY—RAOBNEETOIENTEELE T F/o. AF v ENYITSIY
RE—RICYIVEZBIEBTEET

o HiE{LAFy> — iSwift & iChecker D ZDDFy/OYV—%#BHL. AF vV ICETS
BREKBICHBLET . IBAFvBOHITXTDI7AILDRAFrEN. 2 EE
LIBIETHIRICHERBLIVRESINAZT7AINDHEFTRELET

o FEHETAT/OVRDRBEIR — F—9DNYITYTRFISTAYT—avDL51RY
Y—2AEEBETE/O0vREEETA/OCRIICBHRTIETAF v HROSBRIH
THIENTEET

EHRLGEBY—I

o —EEY—)L — Kaspersky Administration Kit 57O SADA Y Ab—IL. BE
DEERT7TVT—avOBEBREDEBREEERBEDY—NICTHLT—EIICTIZE
HTEES

o EHRLEEATSVar - UE—NEHEESEL Microsoft B>V —)L. Kaspersky
Administration Kit, £7/2(Z2AY> RS54 DSOBEER NP AIEETT .



124

Kaspersky Anti-Spam 3.0

BEIEH — EET —IN—RBLVEYV2—ILIE FELERTY2a—ILICAI-oTH
BUBENE T, FE}TOEFHICOHRIGL. BEH 774 OBMETHIy— Ry MER
RO—HN TN EIRETEET. £ BEH 7740 I O—RICIERHBETTD
BONS—NDEBNITERINET

FHBEAFTPUBERE - EEEEA VT IVRRAF DRIV 2 —IILERETSH
ET.H—NYY—RELBLETHZFHOAFREFIC. A—HFICAMN REEZTFICEF2
TRIRIBEHFTHIENTEET,

LR—MEEE - 2T AEEE (L. Microsoft Windows * Kaspersky Administration
Kit DA X OTESBLELR—IEFALTTIVT—a 288 THIEMNTE
FT. ZDLR—=FRATATHEH. EXEZOATOFDISHLEREREB[EICKEDFHET
EHAEETT

ATF—YRAE®R - EEH(E.SNMP 7Oba)L® MOM DHR—kd3 E A—)L%®
NetSend [CL>T. HRADARNUMNIBETE2EERBFREAFTHIENTEET,

* Kaspersky (A< 7 Kaspersky Lab D& HBEEEALEEETT

* ZDfth,

C.2.

EHEINTNI2uE. HAERE. SHOERBREELEAHETT.

HEWEDHhEE

CER - CHERZEREWARLVRAF—FITRELIFERT A R M) Ea—2ICTHRALLT
BYET,
WWW : http : //www.kaspersky.co.jp
http : //www.viruslistjp.com
E-mail support@kaspersky.co.jp




{F8xD.
THIRD PARTY SOFTWARE

AARWVRAF—FFRINLBO0 T, ROY—FNR—FT4BY T bIT7%E
BALTWET :

Berkeley DB 1.85 library can be used on the following terms and conditions:
Copyright (c) 1990, 1993, 1994 The Regents of the University of California. All
rights reserved.

This code is derived from software contributed to Berkeley by Margo Seltzer.
Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

¢ Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

¢ All advertising materials mentioning features or use of this software must
display the following acknowledgement: This product includes software
developed by the University of California, Berkeley and its contributors.

e Neither the name of the University nor the names of its contributors may
be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

libjpeg 6b library can be used on the following terms and conditions:

LEGAL ISSUES
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In plain English:

1. We don't promise that this software works. (But if you find any bugs,
please let us know!)

2. You can use this software for whatever you want. You don't have to pay
us.

3. You may not pretend that you wrote this software. If you use it in a

program, you must acknowledge somewhere in your documentation that
you've used the 1JG code.

In legalese:

The authors make NO WARRANTY or representation, either express or implied,
with respect to this software, its quality, accuracy, merchantability, or fithess for a
particular purpose. This software is provided "AS 1S", and you, its user, assume
the entire risk as to its quality and accuracy.

This software is copyright (C) 1991-1998, Thomas G. Lane.

All Rights Reserved except as specified below.

Permission is hereby granted to use, copy, modify, and distribute this software (or
portions thereof) for any purpose, without fee, subject to these conditions:

(1) If any part of the source code for this software is distributed, then this
README file must be included, with this copyright and no-warranty notice
unaltered; and any additions, deletions, or changes to the original files must be
clearly indicated in accompanying documentation.

(2) If only executable code is distributed, then the accompanying documentation
must state that "this software is based in part on the work of the Independent
JPEG Group".

(3) Permission for use of this software is granted only if the user accepts full
responsibility for any undesirable consequences; the authors accept NO
LIABILITY for damages of any kind.

These conditions apply to any software derived from or based on the 1JG code,
not just to the unmodified library. If you use our work, you ought to acknowledge
us.

Permission is NOT granted for the use of any IJG author's name or company
name in advertising or publicity relating to this software or products derived from it.
This software may be referred to only as "the Independent JPEG Group's
software".

We specifically permit and encourage the use of this software as the basis of
commercial products, provided that all warranty or liability claims are assumed by
the product vendor.

ansi2knr.c is included in this distribution by permission of L. Peter Deutsch, sole
proprietor of its copyright holder, Aladdin Enterprises of Menlo Park, CA.
ansi2knr.c is NOT covered by the above copyright and conditions, but instead by
the usual distribution terms of the Free Software Foundation; principally, that you
must include source code if you redistribute it. (See the file ansi2knr.c for full
details.) However, since ansi2knr.c is not needed as part of any program
generated from the IJG code, this does not limit you more than the foregoing
paragraphs do.
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The Unix configuration script "configure” was produced with GNU Autoconf. It is
copyright by the Free Software Foundation but is freely distributable. The same
holds for its supporting scripts (config.guess, config.sub, ltconfig, Itmain.sh).
Another support script, install-sh, is copyright by M.L.T. but is also freely
distributable.
It appears that the arithmetic coding option of the JPEG spec is covered by
patents owned by IBM, AT&T, and Mitsubishi. Hence arithmetic coding cannot
legally be used without obtaining one or more licenses. For this reason, support
for arithmetic coding has been removed from the free JPEG software.
(Since arithmetic coding provides only a marginal gain over the unpatented
Huffman mode, it is unlikely that very many implementations will support it.) So far
as we are aware, there are no patent restrictions on the remaining
code.
The 1JG distribution formerly included code to read and write GIF files. To avoid
entanglement with the Unisys LZW patent, GIF reading support has been
removed altogether, and the GIF writer has been simplified to produce
"uncompressed GIFs". This technique does not use the LZW algorithm; the
resulting GIF files are larger than usual, but are readable by all standard GIF
decoders.
We are required to state that
"The Graphics Interchange Format(c) is the Copyright property of
CompusServe Incorporated. GIF(sm) is a Service Mark property of
CompuServe Incorporated.”

libungif library can be used on the following terms and conditions:

The GIFLIB distribution is Copyright (c) 1997 Eric S. Raymond

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS
OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

libevent library can be used on the following terms and conditions:
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Copyright (c) 2000-2004 Niels Provos <provos@citi.umich.edu>

All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice,

this list of conditions and the following disclaimer in the documentation and/or

other materials provided with the distribution.
3. The name of the author may not be used to endorse or promote products

derived from this software without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE AUTHOR TAS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

thttpd web-server can be used on the following terms and conditions:

Copyright  1995,1998,1999,2000,2001 by Jef Poskanzer <jef@acme.com>.
All rights reserved.

1. Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

2. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

3. Redistributions in binary form must reproduce the above copyright notice,

this list of conditions and the following disclaimer in the documentation and/or

other materials provided with the distribution.
THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
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THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

libspf2 library can be used on the following terms and conditions:

The code in the libspf-alt distribution is Copyright 2004 by Wayne Schilitt, all rights

reserved. Copyright retained for the purpose of protecting free software

redistribution.

This program is free software; you can redistribute it and/or modify it under the

terms of either:

a) the GNU Lesser General Public License as published by the Free
Software Foundation; either version 2.1, or (at your option) any later version,

OR

b) The two-clause BSD license.

Some code in the 'replace' subdirectory was obtained form other sources and
have different, but compatible, licenses. These routines are used only when the
native libraries for the OS do not contain these functions. You should review the
licenses and copyright statments in these functions if you are using an OS that
needs these functions.

The two-clause BSD license:

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

libpatricia library can be used on the following terms and conditions:

Copyright (c) 1997, 1998, 1999
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The Regents of the University of Michigan ("The Regents") and Merit Network, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice,

this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must
display the following acknowledgement:

This product includes software developed by the University of Michigan, Merit
Network, Inc., and their contributors.

4. Neither the name of the University, Merit Network, nor the names of their
contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

pcre library can be used on the following terms and conditions:

PCRE is a library of functions to support regular expressions whose syntax and
semantics are as close as possible to those of the Perl 5 language.

Release 5 of PCRE is distributed under the terms of the "BSD" licence, as
specified below. The documentation for PCRE, supplied in the "doc" directory, is
distributed under the same terms as the software itself.

Written by: Philip Hazel <phl10@cam.ac.uk>

University of Cambridge Computing Service,

Cambridge, England. Phone: +44 1223 334714.

Copyright (c) 1997-2004 University of Cambridge

All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:
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1. Redistributions of source code must retain the above
copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials
provided with the distribution.

3. Neither the name of the University of Cambridge nor the
names of its contributors may be used to endorse or
promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

xdr library can be used on the following terms and conditions:

Sun RPC is a product of Sun Microsystems, Inc. and is provided for unrestricted
use provided that this legend is included on all tape media and as a part of the
software program in whole or part. Users may copy or modify Sun RPC without
charge, but are not authorized to license or distribute it to anyone else except as
part of a product or program developed by the user.

SUN RPC IS PROVIDED AS IS WITH NO WARRANTIES OF ANY KIND
INCLUDING THE WARRANTIES OF DESIGN, MERCHANTIBILITY AND
FITNESS FOR A PARTICULAR PURPOSE, OR ARISING FROM A COURSE OF
DEALING, USAGE OR TRADE PRACTICE.

Sun RPC is provided with no support and without any obligation on the part of
Sun Microsystems, Inc. to assist in its use, correction, modification or
enhancement.

SUN MICROSYSTEMS, INC. SHALL HAVE NO LIABILITY WITH RESPECT TO
THE INFRINGEMENT OF COPYRIGHTS, TRADE SECRETS OR ANY
PATENTS BY SUN RPC OR ANY PART THEREOF.

In no event will Sun Microsystems, Inc. be liable for any lost revenue or profits or
other special, indirect and consequential damages, even if Sun has been advised
of the possibility of such damages.

Sun Microsystems, Inc.
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2550 Garcia Avenue
Mountain View, California 94043

zlib library can be used on the following terms and conditions:

zlib.h -- interface of the 'zlib' general purpose compression library version 1.1.3,

July 9th, 1998

Copyright (C) 1995-1998 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no

event will the authors be held liable for any damages arising from the use of this

software.

Permission is granted to anyone to use this software for any purpose, including

commercial applications, and to alter it and redistribute it freely, subject to the

following restrictions:

1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software in a
product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not
be misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly Mark Adler

jloup@gzip.org madler@alumni.caltech.edu

The data format used by the zlib library is described by RFCs (Request for

Comments) 1950 to 1952 in the files ftp://ds.internic.net/rfc/rfc1950.txt (zlib

format), rfc1951.txt (deflate format) and rfc1952.txt (gzip format).

expat library can be used on the following terms and conditions:

Copyright (c) 1998, 1999, 2000 Thai Open Source Software Center Ltd and Clark
Cooper

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS
OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
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SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
STLport library can be used on the following terms and conditions:

Copyright (c) 1994

Hewlett-Packard Company

Copyright (c) 1996-1999

Silicon Graphics Computer Systems, Inc.

Copyright (c) 1997

Moscow Center for SPARC Technology

Copyright (c) 1999, 2000, 2001, 2002

Boris Fomitchev

This material is provided "as is", with absolutely no warranty expressed or implied.
Any use is at your own risk.

Permission to use or copy this software for any purpose is hereby granted without
fee, provided the above notices are retained on all copies. Permission to modify
the code and to distribute modified code is granted, provided the above notices
are retained, and a notice that the code was modified is included with the above
copyright notice.

libmilter library can be used on the following terms and conditions:

The following license terms and conditions apply, unless a different license is
obtained from Sendmail, Inc., 6425 Christie Ave, Fourth Floor, Emeryville, CA
94608, USA, or by electronic mail at license@sendmail.com.
License Terms:
Use, Modification and Redistribution (including distribution of any modified or
derived work) in source and binary forms is permitted only if each of the following
conditions is met:
1. Redistributions qualify as "freeware" or "Open Source Software" under
one of the following terms:
a) Redistributions are made at no charge beyond the reasonable
cost of materials and delivery.

b) Redistributions are accompanied by a copy of the Source Code
or by an irrevocable offer to provide a copy of the Source Code for up
to three years at the cost of materials and delivery. Such
redistributions must allow further use, modification, and redistribution
of the Source Code under substantially the same terms as this license.
For the purposes of redistribution "Source Code" means the complete
compilable and linkable source code of sendmail including all
modifications.

2. Redistributions of source code must retain the copyright notices as they
appear in each source code file, these license terms, and the
disclaimer/limitation of liability set forth as paragraph 6 below.
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Redistributions in binary form must reproduce the Copyright Notice,
these license terms, and the disclaimer/limitation of liability set forth as
paragraph 6 below, in the documentation and/or other materials provided
with the distribution. For the purposes of binary distribution the
"Copyright Notice" refers to the following language:

"Copyright (¢) 1998-2004 Sendmail, Inc. All rights reserved."”

Neither the name of Sendmail, Inc. nor the University of California nor
the names of their contributors may be used to endorse or promote
products derived from this software without specific prior written
permission. The name "sendmail” is a trademark of Sendmail, Inc.

All redistributions must comply with the conditions imposed by the
University of California on certain embedded code, whose copyright notice
and conditions for redistribution are as follows:

a) Copyright (c) 1988, 1993 The Regents of the University of
California. All rights reserved.

b) Redistribution and use in source and binary forms, with or
without modification, are permitted provided that the following
conditions are met:

. Redistributions of source code must retain the above
copyright notice, this list of conditions and the following
disclaimer.

Il Redistributions in binary form must reproduce the
above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other
materials provided with the distribution.

M1l. Neither the name of the University nor the names of its
contributors may be used to endorse or promote products
derived from this software without specific prior written
permission.

Disclaimer/Limitation of Liability: THIS SOFTWARE IS PROVIDED BY
SENDMAIL, INC. AND CONTRIBUTORS "AS I1S" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
SENDMAIL, INC., THE REGENTS OF THE UNIVERSITY OF
CALIFORNIA OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
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CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

OpenSSL library can be used on the following terms and conditions:

LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the
OpenSSL License and the original SSLeay license apply to the toolkit. See below
for the actual license texts. Actually both licenses are BSD-style Open Source
licenses. In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2004 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must
display the following acknowledgment: "This product includes software
developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used
to endorse or promote products derived from this software without prior
written  permission.  For  written  permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor
may "OpenSSL" appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS" AND
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ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim Hudson
(tih@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written by Eric Young
(eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the
following conditions are aheared to. The following conditions apply to all code
found in this distribution, be it the RC4, RSA, Ihash, DES, etc., code; not just the
SSL code. The SSL documentation included with this distribution is covered by
the same copyright terms except that the holder is Tim Hudson
(tih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code
are not to be removed. If this package is used in a product, Eric Young should be
given attribution as the author of the parts of the library used. This can be in the
form of a textual message at program startup or in documentation (online or
textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list
of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
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this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must
display the following acknowledgement:

"This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com)”

The word 'cryptographic’ can be left out if the rouines from the library being
used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an
acknowledgement:

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The licence and distribution terms for any publically available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put
under another distribution licence [including the GNU Public Licence.]

FreeBSD libc library can be used on the following terms and conditions:

Copyright (C) 1992-2005 The FreeBSD Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY AUTHOR AND CONTRIBUTORS AS IS"
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AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

mcpp front-end program can be used on the following terms and
conditions:

Copyright (c) 1998, 2002-2004 Kiyoshi Matsui <kmatsui@t3.rim.or.jp>
All rights reserved.

Some parts of this code are derived from the public domain software DECUS cpp
(1984,1985) written by Martin Minow.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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