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INTRODUCTION

The main source of viruses today is the global Internet, and the majority of virus infections occur via email attachments.
The overwhelming majority of computers have an email client program installed, with an address book which malicious
programs can potentially use to find new victims. As a result, the user of an infected computer will send infected email
messages to his or her contacts. If infected files, due to someone's negligence, enter the commercial mailing lists of large
companies, the virus can affect hundreds or even thousands of direct recipients, who infect their contacts in turn.

It is acknowledged that information has become an important asset, to be guarded and protected. At the same time, to
gain profit through the use of the information, it must be available to the company's employees, clients and partners. This
raises the issue of data security, and in particular: the protection of corporate mail servers against external threats; the
prevention of virus outbreaks within corporate networks, and the filtering out of unsolicited email.
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OVERVIEW OF THE APPLI  CATION

Kaspersky Security 6.0 for Microsoft Exchange Server 2007 (hereinafter referred to as Kaspersky Security or the
application) protects mailboxes, public folders and relayed email located on Microsoft Exchange Server 2007 (hereinafter
Microsoft Exchange Server) against malicious programs. The application scans all email traffic passing through the
protected Microsoft Exchange Server.

Kaspersky Security performs the following functions:

e Scanning and analysis of incoming and outgoing email messages for the presence of malicious objects. This
analysis processes the body and attachments of the email message. The application can be configured to
disinfect or delete a malicious object, or to add a warning message to the email message.

e  Saving backup copies of scanned objects. Before attempting to disinfect or delete an object, a copy is stored in
a special storage to enable subsequent restoration if required. Configurable filters allow the easy location of
stored objects.

e Notifying the sender, the recipient and the system administrator about messages that contain malicious objects.

e Maintaining event logs, and creating regularrepor t s about the applicationdéwusoper ati
protection. The application allows the creation of reports with a user-specified level of detail, either at a specified
interval or upon request.
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e Detecting virus outbreaks as they emerge, automatically taking emergency steps and sending notifications. The
application identifies attempts to mass-mail infected messages, either from the Internet or from computers within
the corporate network.

e  Configuring application settings depending on the intensity and the nature of the traffic, as well as the
characteristics of the serverés installed hardware, incl
processors.

e Updating the Kaspersky Security databases, either automatically or in manual mode. The anti-virus databases
can be updated from the Kaspersky Lab's ftp and http servers, or from a local/network folder that contains the
latest set of updates.

e Re-scanning messages for the presence of new viruses, using a schedule. This task is performed as a
background scan, and has only a small effect on the mail

e Creating the list of protected storage areas, which offers additional flexibility in regards to license restrictions on
the number of protected mail boxes.

e Managing licenses.

certain r ol eMicrdssfteerchasge Sdrvier@007 roles and corresponding anti-virus

@ Some application features are only available when the protected Microsoft Exchange Server functions in
configurationse on XIage

THREATS TO COMPUTERS ECURITY

There are many different types of threats that can affect your computer. This section gives you a general overview of
them.

Worms

This category of malicious programs propagates by exploiting vulnerabilities in the operating system. This group was
named because of their ability to tunnel from one computer to another, using networks, email, and other channels.
This ability allows worms to spread extremely quickly.

When a worm penetrates a computer, it calculates the IP addresses of other locally accessible computers, and

sends copies of itself tothesec o mput er s . In addition, worms also utilize da
books. Some of these malicious programs occasionally create work files on system disks, but they can run without

using any system resources at all, except for RAM.

Viruses

Viruses are programs which infect other files, adding their own code to them to gain control of the infected files when
they are opened. This simple definition explains the fundamental action performed by a virus, which is infection.

Trojans

Trojans are programs which perform unauthorized actions on infected computers, such as erasing information on

hard drives, making the system Afreezedo, and stealing conf
as they do not infect programs or data, and are unable to propagate independently into computers. They are

distributed by malicious users as "useful" software. However, the damage inflicted by Trojans can greatly exceed

that from a traditional virus attack.

Recently, worms have become the commonest type of malware, followed by viruses and Trojans. Some malicious
computer programs have characteristics of two or even all three of the above categories.

Henceforth in the text of this Administrator's Guide the term "virus" will be used as a generic term to include
viruses, Trojan Horses, and worms. A particular type of malware will be mentioned only when it is required.
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The following potentially dangerous types of malware have also become widespread:

Adware

Adware comprises programs which are secretly included in a program, usually freeware, to display advertising

messages. The advertising component is situated in the pro
other actions: for instance, they can gather the users' personal information and send it back to the developer; they

can change the web browser's settings (browser's home page, search page, security levels, and so on); they can

create traffic that is not controlled by the user. This activity may lead to a security breach and to direct financial

losses.

Riskware

Riskware is potentially dangerous software which does not itself perform any malicious functions, but which, since it
contains security breaches and errors, can be used by intruders as an auxiliary component of a malicious program.
Under some conditions, having such programs on your computer can put your data at risk. These programs include,
for instance, some remote administration utilities, keyboard layout toggles, IRC client programs, FTP servers, and
some utilities used for stopping or hiding running processes.

Spyware

Spyware obtains unauthorized access to the user's computer, and secretly gathers information about an individual
user or organization. It usually provides no clue to its existence, and often escapes detection. As a rule, the goal of
spyware is to:

e keep track of a user's actions;

e gather information about the contents of the hard drive; this usually involves scanning some folders and the
system registry to compile a list of software installed on the computer;

e gather information on the quality of the internet connection, such as the bandwidth and modem speed.

Jokes

Joke software does not inflict direct damage to the computer, but displays messages stating that the damage has
already been done, or will be done under certain conditions. These programs often warn the user of non-existent
dangers, such as imminent hard disk formatting (although no formatting is actually taking place) or the detection of
viruses in uninfected files.

Automatic dialers (PornWare)

Pornware programs make modem connections to various pay-per-visit Internet resources, generally pornographic in
nature.

Hack Tools

Hacker tools are programs used by hackers to obtain unauthorized access to your computer. They include illegal
vulnerability scanners, password cracking programs, and other types of programs for cracking network resources or
penetrating a system.

Other malicious programs

This category includes programs created to implement Denial of Service attacks on remote servers, to hack other
computers, and programs that are part of the development environment for malicious programs. These programs
include hack tools, virus builders, vulnerability scanners, password cracking programs, and other types of software
used for obtaining unauthorized access to the system under attack.
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Malware is distributed mainly via email and the Internet, although a memory stick, floppy disk or CD can also be a source
of infection. Therefore, the comprehensive anti-virus protection extends beyond simple regular scans for viruses, and
includes the more complex task of real-time computer protection from malicious software.

APPLICATION STRUCTU RE

Kaspersky Security comprises these components:

e The Security Server which scans email traffic for viruses, performs anti-virus database updates, ensures the
integrity of the application and its data storage, and enables administrative services for remote management and
configuration.

e The Management Console whichpr ovi des the user interface for managing
services, and enables configuration of the application and management of the server component. The
management module is implemented as an extension of the Microsoft Management Console (MMC).

SOFTWARE SYSTEM REQUI REMENTS

The Security Server requirements:

e Microsoft Small Business Server 2008 Standard / Microsoft Small Business Server 2008 Premium / Microsoft
Essential Business Server 2008 Standard / Microsoft Essential Business Server 2008 Premium / Microsoft
Windows Server 2008 x64 Enterprise Edition / Microsoft Windows Server 2008 x64 Standard Edition / Microsoft
Windows Server 2003 x64 R2 Enterprise Edition / Microsoft Windows Server 2003 x64 R2 Standard Edition /
Microsoft Windows Server 2003 x64 Enterprise Edition / Microsoft Windows Server 2003 x64 Standard Edition.

e Microsoft Exchange Server 2007 x64 or Microsoft Exchange Server 2007 x64 Service Pack 1, should be
deployedi n one of the appropriate Microsoft ExcMaosote Server
Exchange Server 2007 roles and corresponding anti-virus configurationsé o n XIla ge

e  Microsoft Core XML Services (MSXML) 6.0.
Management Console requirements:

e  Microsoft Small Business Server 2008 Standard / Microsoft Small Business Server 2008 Premium / Microsoft
Essential Business Server 2008 Standard / Microsoft Essential Business Server 2008 Premium / Microsoft
Windows Server 2008 / Microsoft Windows Server 2003 x64 (with Service Pack 2 installed) / Microsoft Windows
Server 2003 x64 R2 Standard Edition / Microsoft Windows Server 2003 x64 R2 Enterprise Edition / Microsoft
Windows XP x64 (with Service Pack 2 installed) / Microsoft Windows Vista x64 / Microsoft Windows Server 2003
R2 Standard Edition / Microsoft Windows Server 2003 R2 Enterprise Edition / Microsoft Windows Vista /
Microsoft Windows Server 2003 (with Service Pack 2 installed) / Microsoft Windows XP (with Service Pack 3
installed).

e  Microsoft Management Console 3.0.

HARDWARE SYSTEM REQUI REMENTS

The hardware requirements of the Security Server are identical to the requirements of Microsoft Exchange Server 2007.
Depending upon the application settings and its mode of operation, considerable disk space may be required for backup
storage and other service folders - for instance, the default size of the backup storage folder can be up to 1024 MB.

Management Console hardware requirements:
e Intel Pentium 300 MHz or higher;

e 256 MB free RAM (recommended);
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e 100 MB disk space for the application files.

DISTRIBUTION KIT

You can purchase the boxed version of Kaspersky Anti-Virus from our resellers, or purchase it online from Internet shops,
such as the eStore section of http://www.kaspersky.com.

If you buy the boxed version of the program, the package will include:
e A sealed envelope with the installation CD containing the program files and documentation in PDF format.
e A User Guide in printed form (if this item was included in the order) or a Product Guide.
e The program activation code, attached to the installation CD envelope.
e The end-user license agreement (EULA).

® Before breaking the seal on the installation disk envelope, carefully read through the EULA.

If you buy Kaspersky Anti-Virus from an online store, you will download the product from the Kaspersky Lab website
(Downloads Product Downloads). You can download the User Guide from the Downloads Documentation section. You
will be sent an activation code by email after your payment has been received.

THE END -USER LICENSE AGREEME NT (EULA)

The End-User License Agreement is a legal agreement between you and Kaspersky Lab that specifies the terms on
which you may use the software you have purchased.

Read the EULA through carefully!

If you do not agree with the terms of the EULA, you can return your boxed product to the reseller from whom you
purchased it and be reimbursed the amount you paid for the program, provided that the envelope containing the
installation disk is still sealed.

By opening the sealed installation disk, you accept all the terms of the EULA.

SERVICES FOR REGISTER ED USERS

Kaspersky Lab Ltd. offers an extensive service package to all legally registered users of Kaspersky Security, enabling
them to boost the application's performance.

After purchasing a license, you become a registered user and, during the period of your license, you will be provided with
these services:

e hourly updates to the application databases and updates to the software package;

e support on issues related to the installation, configuration and use of the purchased software product. Services
will be provided by phone or via email;

e information about new Kaspersky Lab products and about new viruses appearing worldwide. This service is
available to users who subscribe to Kaspersky Lab's newsletter on the Technical Support Service web site.
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Support on issues related to the performance and the use of operating systems, or other non-Kaspersky
technologies, is not provided.

OBTAINING INFORMATION ABOU T THE APPLICATION

If you have any questions regarding purchasing, installing or using the application, answers are readily available.

Kaspersky Lab provides many sources of information about the application, from which you can select the most
convenient source, depending on the urgency or importance of your question.
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DATA SOURCES FORINDE PENDENT SEARCH

Information about the application is available at these locations, which are discussed below:
e application page at Kaspersky Lab's web site;
e application page at the Technical Support web site (in the Knowledge Base);
e online help system;
e documentation.
Application page at Kaspersky Lab's web site

http://www.kaspersky.com/security ms_exchange 07

On this page you can find general information about the application and its features. You can purchase the
application or renew your license in our online store.

Application page at the Technical Support web site (in the Knowledge Base)

http://support.kaspersky.com/exchange/security6.0

This page contains articles published by the Technical Support experts.

These articles contain useful information, guidelines, and answers to frequently asked questions about the purchase,

installation, and use of the application. Thetapasare grouped

updateso, or fATroubleshootingd. The articles provide
Kaspersky Lab's products, and contain news from the Technical Support Service in general.

Online help system

The application package includes a complete help file which describes all aspects of working with the application,
including: application setup; configuring protection for email accounts, public folders and transit mail on Microsoft
Exchange Server 2007; scanning email for the presence of malware; configuring notifications, and other tasks.

nfor
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To open the help file, select Help in the Help menu of the product console.

If you have a question about a specific application window, you can use the context help.

To open the context help, open the window or the tab that interests you, and press the <F1> button.
Documentation

The Administrator's Guide describes how to work with the application, prevent virus outbreaks, generate reports,
and many other aspects.

The PDF file containing this document is included in the application package (installation CD).

You can download the documentation file from the application page at Kaspersky Lab's web site.

CONTACTINGTHE SALES DEPARTMENT

If you have any questions regarding selecting or purchasing the application, or extending your license, please phone the
Sales Department in our Central Office in Moscow at:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00
The service is provided in English or Russian.

Alternatively, you can forward your question to our Sales Department by email at sales@kaspersky.com.

CONTACTINGTHE TECHNICAL SUPPORT SERVICE

If you have encounter problems while using Kaspersky Security, first check if the solution to your problem can be found in
this documentation, particularly in the section Frequently asked questions (see section ¢Frequently asked questionse

on page 99).

If you cannot find the solution to your problem and you have already purchased the application, please contact Kaspersky
Lab's Technical Support Service by phone or via the Internet.

Technical Support Service specialists will answer your questions regarding the installation and use of the application, and
will assist you in neutralizing the consequences of malware activity if your computer has already become infected.

Before contacting the Technical Support Service, please read the Technical Support Terms and Conditions
(http://support.kaspersky.com/support/rules).

Email request to the Technical Support Service (for registered users)

You can send your question to the Technical Support Service specialists by filling out a Helpdesk web form at
(http://support.kaspersky.com/helpdesk.html).

You can send your question in Russian, English, German, French, or Spanish.
To send an email request, you should specify in it your customer ID, received during registration at the Technical

Support Service web site, and your password.

page (https://support.kaspersky.com/en/personalcabinet/reqgistration/form/). During registration enter the
activation code for your application or the key file name.

@ If you are not yet a registered user of Kaspersky Lab's applications you can fill out a registration form on

You will receive a Technical Support service specialist's response to your emailed question, at the email address you
have specified in your question and in your Personal Cabinet (https://support.kaspersky.com/en/PersonalCabinet).

Describe the problem you have encountered in the request web form in as much detail as possible. In the mandatory
fields specify the following:
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INTRODUCTION

e Request type. Questions most frequently asked by users are grouped into special topics, for example "Product
installation/removal problem" or "Virus scan/removal problem". If you have not found an appropriate topic, select
"General Question".

e Application name and version number.
e Request text. Please describe your problem with all necessary detail.

e Customer ID and password. Enter the client number and the password which you received during registration
at the Technical Support service website.

e E-mail address. The Technical Support service specialists will use this email address to reply to your request.
Technical support by phone

If you have an urgent problem, you can always call the Technical Support Service in your city. While asking for
English (http://support.kaspersky.com/support/support_local) or international
(http://support.kaspersky.com/support/international) technical support, please remember to provide the necessary
information (http://support.kaspersky.com/support/details). This will help our specialists assist you with maximum
efficiency.

DISCUSSIONOF KASPERSKY LABAPPLICATIONSONT HEWEB
FORUM

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users in
our forum located at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics, and use the search engine.

For example, you can discuss strategies for using the application in a corporate context, or configuration options.
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OPERATION OF THE APPL  ICATION

Kaspersky Security scans and, if possible, disinfects all incoming and outgoing email messages, as well as messages
stored on the server. The application analyzes the message body and attached files in any format.

The detection of malicious programs is based on records contained in Kaspersky Security's databases. These databases
are regularly updated by Kaspersky Lab, and uploaded to Kaspersky Lab's update servers. Additionally, the application
uses a special analysis facility called a heuristic analyzer which can detect previously unknown viruses.

The application scans objects received by the server in real time. The user cannot open and view a new message before
it is scanned.

The application processes each object using the rules specified by the administrator for each type of object. For instance,
an infected object can be disinfected, deleted, or replaced by a notification text. The administrator may also specify that
the application will deliver messages to the user containing infected objects, although it will change the object name (by
adding information about the virus) and the object extension.

Prior to modifying an object, the application can save a copy of it in a special backup location to allow subsequent
restoration, or for forwarding to Kaspersky Lab for analysis.

The application sends notifications about events as they occur to the anti-virus security administrator, the recipient, and
the sender of the infected message, and also places a record of the event in the application log file and in the Microsoft
Windows event log.

If the virus outbreak detection facility is enabled, the application will register the virus activity level, and will automatically
take emergency measures to prevent the outbreak. It can also send notifications about the threat of a virus outbreak, or
record the event in the Microsoft Windows event log and the Kaspersky Security application log files.
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MICROSOFT EXCHANGE SERVER 2007 ROLES AND
CORRESPONDING ANTI  -VIRUS CONFIGURA TIONS

Successful operation of Kaspersky Security requires that the protected Microsoft Exchange Server 2007 should be
deployed at least in one of the following roles:

e Mailbox.
e Hub Transport.
e Edge Transport.

If Microsoft Exchange Server is deployed as a Mailbox, Kaspersky Security interacts with it using the VSAPI 2.6
standard. In other cases the Transport Agents technology is used. Please note that in the Hub Transport role, objects
are first scanned by Kaspersky Security and then processed by Microsoft Exchange Transport Agents. In the Edge
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Transport role, the procedure is reversed - the objects are first processed by Microsoft Exchange Transport Agents and
then by Kaspersky Security.

To avoid object rescanning on each role, check the Optimize performance (s e e t h e Comrfiguting anti-virgs
protection performancee o n 58mr g e

SECURITY SERVER ARCHITECTURE

The server component of the application, the Security Server, consists of the following main subsystems:

e The E-mail Interceptor intercepts objects arriving at the Microsoft Exchange Server and forwards them to the
anti-virus scan subsystem. It is integrated into the Microsoft Exchange Server processes using either VSAPI 2.6
or Transport Agents, according to the configuration selected during Microsoft Exchange Server deployment (see
section ¢Microsoft Exchange Server 2007 roles and corresponding anti-virus configurationse on page 14).

e The Anti-Virus performs anti-virus scans of objects. This component includes several processes, with one anti-
virus kernel per process. The anti-virus scan subsystem also includes storage for temporary objects while
scanning objects in RAM. The storage is located in the working folder Store in the installation folder, and must
be excluded from the scan scope of any anti-virus applications installed in the corporate network.

e The Internal Application Management and Integrity Control Module is launched in a separate process and is
a Microsoft Windows service. The service is called Kaspersky Security 6.0 for Microsoft Exchange Server 2007,
and is launched automatically when either the first message is being transferred, when the Management
Console attempts to connect to the Security Server and after the initial configuration wizard has completed. This
service does not depend on the state of the Microsoft Exchange Server (that is, whether it is started or stopped),
so that he application can be configured even if the Microsoft Exchange Server is stopped. For correct operation
of the application, the Internal Application Management Module must always be running; stopping this service
manually is not recommended.

SERVER PROTECTION DEP LOYMENT

®» To create a system using Kaspersky Security to protect email servers against malicious software:

1. Install the Security Server component on all protected Microsoft Exchange servers. The installation must be
performed from the distribution kit individually for each server.

Management console is installed together with Security server. It provides centralized access to all Security
servers of Kaspersky Security from the single administrator's workplace. If necessary, Management console can
be installed separately on a computer, belonging to the enterprise network. If several administrators are working
jointly, the Management Console can be installed on each administrator's computer.

2. Create a |list of man a @reating thelistwfenarmged sewetse s eat ®p g e ¢

3. Connect the Management Cons olCenndctngthelManagemenvConsae tqttee e s ect i
serveré on 3Page

4. Configure the anti-virus protection system for each server:

e Configuretheanti-vi rus updat e s et Wpdating the Kaspersky Seauctyt databasese on page
34).

o Verify the correctness of the settings and of the application operation using the EICAR test "virus" (see
section ¢Checking application functioningé on 32n ge

e Configure the notification system which issues notifications about registered events during the application's
operati on (NMotfieationseé c ©ino @A g e

e Configure the eve reEditinglogseattingsés e@n s38rde on ¢

e Editthereportpar amet er s (Geeegting reportsé oo n ¢g§la g e
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o Edit the settings for detecting virus outbreaks and sending corresponding notifications (see section
¢Preventing Virus outbreaksé o n f8hage

@ The anti-virus protection of the server will be enabled automatically when Microsoft Exchange Server is
started.

SERVER PROTECTION SYS TEM MAINTENANCE

Keeping the server protection system up-to-date involves:
e periodic updating of the anti-virus databases;

e receiving and processing notifications about the detection of objects containing malware, and about threats of
virus outbreaks;

e regular review of reports about the applicawiiuonds operat
protection;

e processing and cleaning backup storage.

APPLICATION OPERATION ON A CLUSTER OF SERV ERS

Kaspersky Security 6.0 for Microsoft Exchange Server 2007 supports the following types of clusters:
e single copy cluster (SCC);
e cluster continuous replication (CCR).

The application automatically identifies the server cluster during installation. This means that the order in which the
application is installed to different cluster nodes does not matter.

Q The procedure for installing Kaspersky Security on a cluster of servers differs from the usual procedure in
that:

o Before installation of Kaspersky Security is completed on all cluster nodes, the clustered mailbox
servers (CMS) must not be moved between different cluster nodes.

e Inthe course of installation of Kaspersky Security to all cluster nodes, all installation folders must
have the same location.

e The user under whose account installation is performed, should have write permissions to the Active
Directory configuration.

@ The Data Migration Wizard is installed on a cluster of servers, but does not allow migration of the application
data.

After installation to a cluster of servers, all application settings are stored in the Active Directory, and all cluster nodes use
those parameters. However, parameters which refer to the physical server are set for each cluster node manually. These
parameters are edited in the Anti-virus protection window on the Performancet a b ( s e e Cafgwibgiaati+virug
protection performanceé on page 53).

Kaspersky Security automatically defines active cluster nodes, and applies the Active Directory settings to them. When a
cluster node moves from active to passive mode, a notification about disconnection from the server will appear (the
notification will appear only if the Management Console is open and connected to the server).

The scan results for each cluster node will be displayed only for those messages which were forwarded by the Microsoft
Exchange virtual server to this cluster node. The scan results include:
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e the backup storage content;
e information presented in reports;
e the set of events registered in the application log.
e the values of the virus outbreak counters.
The procedure for uninstalling Kaspersky Security from a cluster of servers differs from the usual procedure in that:
e  Clustered mailbox servers (CMS) must not be moved between nodes before application removal is completed.

e Inthe process of uninstalling the application from the active cluster node, the cluster resource of the Microsoft
Exchange Information Store, and all resources of the Microsoft Exchange Database Instance which depend
upon it, are stopped. Once the removal procedure is complete, the original status of these services will be
automatically restored.




INSTALLING, UPDATING AND REMOVING
THE APPLICATION

Before starting installation of the application, make
requi rement s Hardware systanordquirenmentsg o n Paangde s e Bdftware Isystem requirementse
page 9).

server. To use Microsoft Windows Vista and Microsoft Windows Server 2008 with the User Account Control

To install, update and remove Kaspersky Security, the user must have local administrator's rights on the
function (UAC) enabled, the user must have extended local administrator's rights.

IN THIS SECTION

PN o] o] [for= o] TN 4TS c= LI = Lo o SRR 18
LaT1 s LN O] 1o [0 =i Te g INAYA 2= (o F PR 21
Modification Of the SECUITY SEIVEI SELLINGS. ... ciii ittt et e e e ettt e e sbeeeesbeeeeaasteeeeanseeeesanneeesannneeeannes 24
REMOVING the @PPICALION ...t e e e e e e sttt e e ettt e e ante e e e sabeeeeasteeeeanseeeesnseeeeaneneeennnee 25

APPLICATION INSTALLAT ION

The application installation program is designed similarly to the standard Microsoft Windows Setup Wizard, which will
guide you through the steps, and which can be navigated using the Back and Next buttons. The setup wizard will
complete its work after the Finish button is clicked. The Cancel button can be used at any time to exit the wizard.

The setup wizard will allow you to install some or all/l
for the different Microsoft Exchange Server roles, and the Management Console. The installed interceptors together

comprise the Security Server. This configuration i sirusecommen

protection system. You can select either complete or custom installation of the application, or to repair an existing
Kaspersky Security installation.

After the Management Console is installed, a group Kaspersky Security 6.0 for Microsoft Exchange Server 2007 and
an application icon will appear in the BRuh/Programs menu in your computer.

The Security Server will be installed on your computer as a service, with the following attributes:
e name’i Kaspersky Security 6.0 for Microsoft Exchange Server 2007;
e startup type - manual;

e account - Local system.

TheSecurity Serverds properties can be viewed using standard

the operation of the Security Server is registered in the Microsoft Windows event log on the computer on which the
Security Server is installed.

Information about installing Kaspersky Security on a cluster of servers can be found in the corresponding
section( s e e s pplicationnopecation on a cluster of serversé o n Xa ge
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FIRST -TIME INSTALLATION

To install Kaspersky Security on your computer, run the executable file on the installation CD included in the distribution
package. There follows a detailed discussion of each step of the application installation.

The procedure used to install the application from the distribution kit downloaded from the Internet is identical
to the procedure used to install the application from the installation CD.

STEP 1. GREETING AND LICENSE AGREEMENT

The installation process begins with a greeting window, followed by a window containing the License Agreement.

Please, read the License Agreement carefully, and accept the terms and conditions contained therein to proceed with the
installation.

STEP 2. SELECTING THE TYPE OF  THE INSTALLATION

During this step you must choose the type of installation. You can choose either Typical or Custom installation. Custom
installation allows you to select the specific components you want to install.

STEP 3. SELECTING APPLICATION COMPONENTS TOBE INS TALLED

If you selected custom installation in the previous step, you must specify which application components will be installed
on your computer in the dialog box shown (see figure below).

i'i..‘!r! Kaspersky Security 6.0 for Microsoft Exchange Server 2007

Custom Setup YN
Select application components ta install \IFK

Click the icons in the tree below to choose the features that will be installed

Kaspersky Security 6.0 for Microsoft

SR b4 | Service Exchange Server 2007
: o v | WSAPT Intercepto
fos 2= w | Transport Interce
O — M I Management Console This Feature requires 1932 KB on

vour hard drive. It has 2 of 2
subfeatures selected. The
subfeatures require 77 MB on your
hard drive.

< | B

Destination folder:  C:\Program Files (x86)\Kaspersky LabiKaspersky Broveeiy |
Security 6.0 for Microsoft Exchange Server 2007}, =

Reset I Disk usagel < Back I Mext > I Cancel |

Figure 1: Selecting components for the installation

The set of components available for installation will differ depending on whether Microsoft Exchange Server 2007 is
installed, and how it is configured.
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If Microsoft Exchange Server 2007 is deployed as both Mailbox and Hub Transport, the following components will be
available for installation:

e Interceptor for Mailbox role.
e Interceptor for transport configurations.
¢ Management Console.

If Microsoft Exchange Server 2007 is deployed as Edge Transport or Hub Transport only, the following components will
be available for installation:

e Interceptor for transport configurations.
e Management Console.

If Microsoft Exchange Server 2007 is deployed as a Mailbox only, the following components will be available for
installation:

e Interceptor for Mailbox role.

e Management Console.
In all other cases, only the Management Console is available for installation.
Select the components to be installed.

The full name for the default installation folder is displayed in the lower part of the window. To change the installation
folder, click the Browse button and specify another folder.

Using the Reset button, you can undo any changes, and return to the default settings.

Clicking on the Disk Usage button opens a dialog box showing the free disk space on local drives, and the disk space
required to install the selected components.

STEP 4. ENABLING SERVER PROTE CTION

If you selected at least one interceptor in the previous step, you can choose to enable automatic anti-virus server
protection immediately after the wizard completes. Alternatively, you can do it later manually using the Management
Consol e ( s &wrting ineapplicatoneg on 26R g e

I f the applicationds def aulMdlsewer pretecton vathout additionaéconfiqustoree scerct i on ¢
page 31) meet your requirements, check the Enable anti-virus protection immediately after application installation
box.

By default, all mailbox storage areas and public folders on the server will be selected as protected storage areas. If the
maximum number of protected email boxes quoted by your license is less than the number of storage areas created on
the server, some of the mailboxes should be moved to unprotected storage areas before protection is enabled (see

s e c t Unpmotected storagearease o n Wh g e

If you wish to edit the default settings, disable automatic activation of anti-virus protection.

STEP 5. RESTARTING MICROSOFT EXCHANGE SERVER SERVICES

If earlier in the installation you selected the installation of at least one interceptor, during this step you will see a
notification about restarting the Microsoft Exchange Transport service and the Microsoft Exchange Information Store.
During the installation procedure these services will be automatically stopped, and then restarted.
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STEP 6. ADDITIONAL INFORMATIO N ABOUT THE APPLICAT ION

This step displays information about using third-party anti-virus software with this application. Press the Next button to
continue.

STEP 7. COPYING FILES

To proceed with the installation, press the Install button in the wizard window. This will start the process of copying the
application files to your computer.

STEP 8. INSTALLING THELICENS E AND COMPLETING THE  SETUP

After the installation is complete, the license installation window will appear.

The license is a file in special format which confirms your right to use the application. The license contains all service
information required for the full-featured functionality of the application, and reference data for the user, namely:

e support information (who is providing support and how you can get help);
e restriction on the number of mail boxes which can be protected;
e the license name, number, and expiration date.

You must install the key t o e nJadothis, prasetheaAueBution and selechtdekeyf ul | f u
file in the standard Microsoft Windows file selection window.

If, at the time of application installation, you do not have a key (for example, you ordered it from Kaspersky Lab via the

Internet but have not received it yet), you can install it later using the Management Console when you run the application
for the first time.

Email messages will not be scanned for the presence of malicious objects and database updates will not be
available, before the license is installed.

The Initial Configuration Wizard will be launched immediately after application installation is complete (see
section c¢lnitial Configuration Wizarde on 2Zda g e

REINSTALLING THEAPPL  ICATION

Reinstallation of Kaspersky Security may be required if the initial installation of the application was cancelled or incorrect,
or if during program operation the integrity of executable files was compromised.

To reinstall the application, run the executable file from the distribution package and select the Restore option in the
wizard window that will open. This will reinstall Kaspersky Security using the same set of installation components as in
the previous installation.

Q All parameters will return to the default settings when the application is repaired!

INITIAL CONFIGURATION WIZARD

The Initial Configuration Wizard starts immediately after application installation. It allows modification of the basic
notification parameters and the connection settings required for application updates.
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@ The Initial Configuration Wizard only starts up after installation of the Security Server.

The first wizard window contains a brief introduction to the application. Press the Next button to begin configuring the
application.

Use the Notifications settings (see figure below) to specify:

e The address of the web service that will be used to send notifications. By default, in the Microsoft Exchange
Server it is the following address:

https://<client_access_server>/ews/exchange.asmx

e The name and password of the account that will be used to send natifications. The user must have a mailbox on
the Microsoft Exchange Organization, and be able to access it via Outlook Web Access (OWA).

e The email address(es) to which the application will send any notifications not related to detection of dangerous
objects.

' 7 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 B3 I
Notification settings

- o]

KA{PZR|KY 2

Specify client access server name instead of the anale brackets

Ihttps:j‘,l'plmailbox.nlb.Iocalj‘ews,fexchange.asmx El

Specify account credentials For notifications

MName |DUMAIN"Administralor Password |eeeeeessss

Specify address for system notifications delivery

Address Administrator@nlb.local

< Back I Mext > I Cancel

Figure 2: Initial Configuration Wizard. Configuring notification settings.

You can modify these settings later in the General settings window on the Notificationst ab ( s e e Custendzing on ¢
general notification settingsé o n il Tpeontinue, press the Next button.

In the Updater settings window (see the figure below) the Enable hourly updating (recommended) box is checked by
default. If you wish to disable hourly updates, uncheck this box.

If you connect to the Internet using a proxy server, define its address and port and the user authentication parameters, if
necessary.
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You can modify these settings later in the Update window, on the Connection settingst ab ( s e e Editiegechei on ¢
connection settingsé o n 38R Tpeontinue, press the Next button.

' 7 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 [ X | I
Updater settings

- 2

KA{PIR|KY 3

V' Enable hourly updating {recommended)

V' Enable proxy

Address Port
Ilocalhost |8080 E

V' Use authentication

User name |Administrator

Password [eeccccceesl

< Back I Mext = I Cancel

Figure 3: Initial Configuration Wizard. Configuring the update settings

Press the Finish button in the last wizard window. The application will start using the specified settings.
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MODIFICATIONOF THE SECURITY SERVER SETTINGS

By default, the folder containing the Security Server data (quarantine, log files, reports, statistics) is located within the
destination folder specified during the application installation on the server. The folder paths can be found in the Folders
tab of the General settings window (see figure below).

General settings [ 2] X
General | Licenses | Diagnostics  Folders INotificationsI

Application installation Folder:

lersky Lab\Kaspersky Security 6.0 for Microsoft Exchanage Server 20074

Application data Folder:

I i\Program Files (x86)\Kaspersky LablKaspersky Security 6.0 for Micros

Use migration wizard to change the data folder. See Administrator's
Manual for more information.

| oK I Cancel Apply

Figure 4: Destination folder and the application data folder

If you specify an alternative path for the application data folder, the data will be moved to that folder. To do this, select the
Kaspersky Security 6.0 for Microsoft Exchange Server 2007 program group in the Programs menu, and choose Data
Migration Wizard.

The wizard will display a warning message that Kaspersky Security, and some Microsoft Exchange 2007 services, will
have to be stopped. You will be offered to specify the new application data folder, which must be an empty folder on a
local hard drive, and cannot be a subfolder of the current folder. The hard drive should provide enough disk space for the
backup storage (the default size of this folder is up to 1024 MB) and other service folders.

If the disk on which the application data folder is located has insufficient free space,theapp | i cat i o1
performance may be impaired. In particular, message scanning and delivery may be stopped.

The migration wizard does not wo rApplication operatidn onsatclaster 0b
serverse on I6pge
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REMOVING THE APPLICAT  ION

You can remove the application from your computer using the standard Windows Add/Remove Programs tool, or using
the application distribution kit. This will remove all installed components (i.e. both the Security Server and the
Management Console) from your computer.

Information about removing the application from a cluster of servers can be viewed in the correspondent
secti on ( sApglicason aperationron acluster of serversé  on Xa g e




GETTING STARTED

This chapter contains the necessary information about starting the components of Kaspersky Security and the
Management Console interface.

IN THIS SECTION
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STARTING THE APPLICAT ION

The applicationbés server component is started awituwmatically
protection of the server is enabled, it will start immediately after the Microsoft Exchange Server is launched.

The applicationds operation can be controlled from the admin
®» To start Management Console,

select the Management Console item in the program group menu Kaspersky Security 6.0 for Microsoft
Exchange Server 2007, from the standard Start / Programs Microsoft Windows menu.

APPLICATION INTERFACE

The user interface of the application is provided by the Microsoft Management Console (MMC) component. The
Management Console is a dedicated isolated facility integrated into MMC.
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MAIN WINDOW

The main Management Console window (see figure below) contains a menu, a toolbar, a view pane and a results pane.
The menu provides management functions for files and windows, as well as access to the help system. The buttons on
the toolbar allow direct access to some frequently accessed items of the main menu. The view pane displays the
Kaspersky Security 6.0 for Microsoft Exchange Server 2007 namespace in the form of a console tree, while the
results pane lists the elements of the selected object in the console tree.

" 7 Kaspersky Security 6.0 for Microsoft Exchange Server 2007
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Figure 5: Main application window

The Kaspersky Security 6.0 for Microsoft Exchange Server 2007 namespace will contain a node for each of the
servers managed via the console. The hamespace does not contain any elements immediately after the installation of the
Management Console.

A newly added Creairgthe Isteoftntanaged sexversé o n Z9)sgneer will appear in the console tree as
a <Server name> node. When the server is selected in the console tree (see figure above) the results pane will display
hyperlinks which can be used to control and configure the application on that server.

e General settings - used for viewing general application settings, including license details and information about
the licenses and installed key files, and for actions including renewing the license, configuring the application
operation diagnostics, and also editing the server settings related to sending notifications.

e Anti-virus protection - used for viewing and editing the settings for managed server anti-virus protection.

e Update - used to edit the settings for the Kaspersky Security database update service, to set up an automatic
update schedule and to update the databases manually.

The <Server name> node will include nested folders, each of which is used for managing a particular function of the
application:

* Notification templates - for configuring notifications about infected or suspicious objects detected during an
anti-virus scan.
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e Reaction rules for threatening events - for specifying criteria used to identify virus outbreaks, editing settings
for related notifications, and specifying the application's automatic responses.

e Backup - for working with the backup storage of objects; includes the list of objects currently stored.

e Reports - for managing reports, through a list of templates used to create reports about application operation
and about email traffic scanned by the application.

CONTEXT MENU

Each category of objects in the console tree has its own context menu, which opens by right-clicking on the object.

In addition to the standard Microsoft Management Console (MMC) commands, this context menu contains commands
used for handling particular objects. The list of objects and the corresponding set of commands which are accessible via
the context menu are provided in the table below.

Table 1. Context menu commands

OBJECT COMMAND PURPOSE
Kaspersky Security 6.0 for Add server Add a new Exchange server with Security
Microsoft Exchange Server 2007 Server installed to the list of servers managed

via the console.
<Server name> Disconnect from server Disconnect an Exchange server with Security

server installed from the Management

Console.

Connect to server Connect an Exchange server with Security

server installed to the Management Console.

Delete Remove an Exchange server from the list of
servers that have their Security servers
managed via the Management Console.

Notification templates New notification Create and configure a new notification
template.
Backup storage New filter Create and configure a new filter used to
search for objects in backup storage.
Properties Edit the general settings for backup storage.
Reports New task Creating a new task of report generation.
Properties Configuring the statistics parameters.

Additional context menu commands are provided for:
e notification templates;
e virus outbreak detection rules;
e backup copy storage objects;
e report generation tasks.

The Enable command allows you to enable creation of notifications for objects in the Notification templates folder
based on a template. You can disable notification creation, using the Disable command.

You can enable the virus outbreaks detection rule in the Reaction rules for threatening events folder, using the Enable
command. You can disable notification creation, using the Disable command.
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The Save to disk command allows you to obtain the original copy of an object from the Backup folder that was saved
before processing by the application. Additionally, the Send file for analysis command is available for objects with the
status suspicious, which sends an object from backup storage for analysis to Kaspersky Lab's specialists.

A report for the selected task is created for objects in the Reports folder using the Create report command, which can
be opened using the View report command.

CREATING THE LIST OF MANAGED SERVERS

To control the application via the console, the Microsoft Exchange server on which the Security Server component is
installed must be added to the list of managed servers. You can add either the local computer or any Exchange server
within the network to this list. A connection between the Management Console and the Kaspersky Security application
can also be established immediately after adding a server.

®» To add a server to the list of managed servers:

1. Select the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, and select
the Add server command from the context menu or the Action menu. This will open the Connection window
(see figure below).

2. Specify the computer on which the Security Server component is installed. If the server component is installed
on the same computer as the Management Console, select Local computer (localhost). To add an Exchange
server from the computers installed in the network, select Other computer and specify the computer name in
the entry field. You can enter the name manually, by specifying one of the following:

e |P address;
o fully-qualified domain name (FQDN) in the format <Computer name>.<DNS-domain name>;
e the computer name in the Microsoft Windows network (NetBIOS name);

or select the computer using the Browse button.
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The connection is established using the current account.

Connection [ X

Connect to server
Specify server connection settings K

" Local computer
¢ Other computer

Computer name: ltesd Browse... |

< Back I Finish I Cancel

Figure 6: Connect to server window

When the application is connecting the Management Console to the Security Server, this name will be used
to establish the connection.
The connection is established using the DCOM protocol.

@ The server you select must have the Security Server component installed.

As a result, the selected server will be displayed as a <Server name> node in the console tree. The local computer is
displayed as localhost. The node structure will include the following nested folders: Notification templates, Reaction
rules for threatening events, Backup and Reports. If the connection has not been established, or could not be
established, youcanconnect to the server @Eamectiaglthe Manggsneert Cansole toithe servere
on page 30).

®» To remove a server from the list of managed servers,

in the console tree, select the node that corresponds to the server you wish to remove. Open the context menu, and
select the Delete command from the console tree, or use the corresponding item from the Action menu.

As a result, the selected node will be removed from the console tree.

CONNECTING THE MANAGEMENT CONSOLE TO THE
SERVER

To configure and manage Kaspersky Security using the Management Console, you must connect to the Security Server
component installed on the Microsoft Exchange server. The application will then receive information from the server and
display it in the console tree.
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To connect to the Security Server, the local administrator's rights are required for the computer to which the
connection is attempted.
The rights verification uses the standard Microsoft Windows network user authentication process.

®» To connect to the Security Server:

in the console tree, select the node that corresponds to the server to which you wish to connect. Open the context
menu and select the Connect to server command, or use the corresponding item from the Action menu.

If the connection with the server was successfully established, the following nested folders will be displayed in the main
application window: Notification templates, Reaction rules for threatening events, Backup and Reports.

One Security Server can have several Management Consoles connected to it. In this case, while working with the same
server from several consoles, you should regularly update information on each console. To do this, use the Refresh
command, available via the context menu or the Action menu. Notice that if several administrators are working
simultaneously with a server, it is the last saved settings that will be used.

MIN IMUM REQUIRED CONFIG  URATION

After its installation, the application will start working with the minimum set of parameters, most of which are the default
settings as recommended by Kaspersky Lab. If necessary, depending on the network properties and the characteristics
of the computer on which Microsoft Exchange Server is installed, you can change the settings.

If you connect to the Internet using a proxy server, you will have to configure your connection settings to
receive updat eHlitngthecennector dettiingsée ©n 3IBr g e

To ensure that the mail server is fully protected, it is necessary to edit the following:

e parameters related to notifying the administrator, or other users, about application events (see section
¢Notificationsé o n 6G6a g e

e parameters related to notifications about the threat of a virus outbreak ( s e e s eonfigurmgnotiications
about virus outbreakse o n fhge

The application settings are configured from the administrator's workstation using Management Console. The operation
can be performed irrespective of whether the Microsoft Exchange Server application is running on the server.

MAIL SERVER PROTECTIO N WITHOUT ADDITIONAL
CONFIGURATION

The anti-virus protection of the Exchange server starts immediately after the Security Server component is installed. The
default operation mode of the application in this case is as follows:

e The application will scan objects for the presence of currently known malicious software, using the standard anti-
virus protection level;

¢ the body of the message, and attached objects in any format, will be scanned, except for container objects
with a nesting level above 32.

¢ the maximum time for scanning an object is 180 seconds;

e when an infected object is detected, the application saves a copy of it (attachment or message body) in
backup storage, and attempts to disinfect the object. If disinfection is impossible, the application deletes the
object and replaces it with text (message body) or a text file (attachment) containing a notification in the
following format:
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Mali cious object <VIRUS_NAME> has been detected. The file (<OBJECT_NAME>) was
deleted by Kaspersky Security 6.0 for Microsoft Exchange Server 2007. Server
name: <server_name>.

e when a suspicious object is detected, the application will save a copy of it (attachment or message body) in
backup storage.

Suspicious objects are replaced with text (message body) or a text file (attachment) containing the following
information:

A suspicious object (possibly <VIRUS_NAME>) has been detected. The file
(<OBJECT_NAME>) was deleted by Kaspersky Security 6.0 for Microsoft Exchange
Server 2007. Server name: <server_name>.

e when a protected or corrupted object is detected, the application will save a copy of it (attachment or
message body) in backup storage.

Protected or corrupted objects detected in messages are replaced with text (message body) or a text file
(attachment) containing the following information:

The file (<OBJECT_NAME>) was deleted by Kaspersky Security 6.0 for Microsoft
Exchange Server 2007. The file was password - protected or corrupted. Server
name: <server_name>.

e The application protects the content of public folders and email messages stored on the server.

e If during installation the update process for Kaspersky Security databases was enabled, updates are performed
on an hourly basis using Kaspersky Labds update servers
Configuration Wi hnitatGbnfijusatoeWizaele€ t 0 o nZly g e

e Administrators will not be notified about infected and suspicious objects.
e The rules for control of virus outbreaks are disabled.

e Report about anti-virus scans are not generated.

CHECKING APPLICATION FUNCTIONING

After Kaspersky Security is installed and configured, you are advised to verify its settings and operation using a test
"virus".

The test Aviruso was speci fi tnsttute fpr Conepatéer 4niiveres Résgarch to @gt &nti-( Eur op e a
virus products.

The test "virus" IS NOT A VIRUS because it does not contain code that can harm your computer. However, most anti-
virus products identify this file as a virus.

You can download the test "virus" from the official web site of EICAR, at: http://www.eicar.org/anti _virus_test file.htm.

The file downloaded from the EICAR website contains the body of a standard test "virus". Kaspersky Security will detect
it, assign it the Infected status and apply the action defined by the administrator for processing objects with this status.

To test the application's response to other types of object, modify the content of this standard test "virus" by adding one
of the prefixes (see the table below). Any text or hypertext editor can be used to create test "virus" modifications.

Table 2. Prefixes for the te
PREFIX OBJECT TYPE
No prefix, standard test "virus" Infected. An error occurs during an attempt to disinfect the object; apply an
action set for objects that cannot be disinfected.
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CORR- Corrupted.

SUSP- Suspicious (unknown virus code).

WARN- Suspicious (modified code of a known virus).

ERRO- Object causes a scan error which corresponds to the detection of a corrupted
object.

CURE- Infected (curable). The object will be disinfected; the text of the "virus" body will
be replaced with the word CURED.

DELE- Infected (incurable). The application uses the action set for objects that cannot

be disinfected.

The first table column lists the prefixes to be added at the beginning of the string of the standard test "virus".

After a prefix is added to the contents of the test "virus", save it as a file named, for example, eicar_dele.com. Rename all
the modified "viruses" in the same manner.

The second table column indicates how the modified files will be identified by the anti-virus application. The actions taken
by the application for each type of object are defined by the application settings as set by the administrator (see section
¢Selecting actions to be performed on objectse o n 4v¥a ge

After the application is installed, you are advised to test its operation:

To check incoming email protection, send a message containing the test "virus" from a mailbox in unprotected
storage area to a mailbox within the protected storage area. The test fvirusdcan be sent in the message body,
or as an attachment.

To check outgoing email protection, send a message containing the test "virus" from a mailbox in a protected
storage area to any address. The test "virus" can be sent in the message body, or as an attachment.

To check the protection of public folders, place the test "virus" in a public folder within a protected storage area.

The list of protected storage areas can be found on the Protected Mail tab of the Anti-virus protection window
( see t heUnpretected storage@reasé on $¥Rr ge

Please note that if Microsoft Exchange Server is deployed as a Mailbox only, the application will
not scan outgoing email sent using the SMTP client (for example, Microsoft Outlook Express, or

@ The Bat!.

Check the application response upon detection of viruses in the message body using the SMTP
client only!

After each of the steps described above, check that the application has processed the test "virus" in accordance with the
action specified in the Actions tab of the Anti-virus protectionwi nd ow ( s e 8eledtirg@dtionsta be performed
onobjectsée on 4/mge




UPDATING THE KASPERSK Y SECURITY
DATABASES

Kaspersky Lab provides all its users with the opportunity to update Kaspersky Security databases, which are used to
detect malicious programs, and to disinfect infected objects. The database files contain a description of all currently
known malware and methods of disinfection of infected objects, and also a description of potentially dangerous software.

immediately after your application is installed, because the databases included in the distribution kit will be

It is extremely important to keep your databases up-to-date. You are advised to update your databases
out of date by the time you install your application.

The databases on Kaspersky Lab's update servers are updated every hour. You are advised to set up
automatic updates to run wi t hAutorhatic database updlatingeq ucem 3R ¢

The Kaspersky Security databases can be updated from the following sources:

e from Kaspersky Lab's update servers on the Internet;

e from a local updates source, such as a local or a network folder;

e from another HTTP or FTP server, such as your Intranet server.
The updating is performed either manually or automatically, according to a schedule. After the files are copied from the
specified update source, the application automatically connects to the new databases, and uses them to scan mail for
viruses and spam.

®»  To review the status of the databases, and modify the update settings,

Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the node
corresponding to the required server, and follow the Update link in the results pane.

The database update settings window allows you to:

e reviewthe databasest at us and | aunch t he upMaaualepdaen wal Boa gles e e

e set the schedul e f or autAummatiddatabasp upbdatingess o s e38Bgp gseect i on

e specify the sour ce Seldctinglthetupdates scurceé p @ @t g% g ¢

e edit the networ k ¢ onn e cEdiingthe cenaection setingse ( e ee3Brgcti on
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M ANUAL UPDATE

®» To update the databases in the manual mode,

Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the node
corresponding to the required server, and follow the Update link in the results pane.

The General tab in the Update window (see figure below) gives information about the current database version and the
result of the last update.

Update [ 2 | X]

Connection settings I Startup options
General Updates source | Schedule

—Anti-virus database status
Created: 7/22/2008 7:46 PM | lipdate now |

Mumber of records: 890868

Update is in progress...

oK Cancel Apply

Figure 7: Configuring the update settings. The General tab

To update the anti-virus database immediately, press the Update now button in the corresponding section. The
application will launch the update process using the current settings.

AUTOMATIC DATABASE UP DATING

®» To update the databases automatically:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Update link in the results pane.

2. Switch to the Schedule tab in the Update window that will open (see figure below).

3. To enable automatic database updates, select one of the following options:
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e Update regularly. If you select this option, you should enter the time interval between updates in the fields
below.

e Daily at. If you select this option, you should enter the time for daily updates.

If you select Disable automatic updating, automatic database updating will not be performed, but you will still
beabletoupdat e the dat abases nrvanua aeptlatey ¢ s e3ppgecti on ¢

Connection settings I Startup options l
General | Updates source Schedule
—Updates schedule

" Disable automatic updating

.y

1 = Ihours _'_]

| QK I Cancel Apply

Figure 8: Configuring the update settings. The Schedule tab

If you enable regular updating, the first update will be performed immediately after this option is applied, and
also each time the Kaspersky Security service starts.

SELECTING THE UPDATES SOURCE

By default, the databases are updated from Kaspersky Lab's update servers on the Internet.
You can configure the updates to be downloaded from a HTTP or FTP server, or from a network folder.
®»  To select a different source of database updates,

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Update link in the results pane.

2. Switch to the Updates source tab in the Update window that will open (see figure below) and specify the
required source of updates:
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e Updates servers of Kaspersky Lab (default option) i Kaspersky Lab's HTTP and FTP servers, to which
new updates are uploaded every hour. You can reduce the time necessary to download updates by
specifying your current location from the drop-down list, which will identify your geographically-nearest
update server.

e HTTP or FTP server, local or network folder i an HTTP or FTP-server, or network or local folder in which
the updates are stored after being downloaded from the Internet. If you select this option, you should either
specify the folder's path in the entry field, or select the folder in the Browse for folders window that opens
by pressing the Browse button.

Update [ 2 | X]

Connection settings | Startup options
General Updates source I Schedule

Updates source
(¢ Updates servers of Kaspersky Lab:

IOther country _:l

" HTTP, FTP server, local or network folder

Diagnostics

Browse. .,

™ Log debug information

| oK I Cancel Apply

Figure 9: Configuring the update settings. Updates source tab

To keep an update log, check the Log debug information box in the Diagnostics section. The application will maintain
a separate file for the update component log, which contains debug information.

The update component log file is saved as _upd.log in the Logs folder within the application data folder (see section
¢Modification of the Security Server settingsé o n  Z¥a The application appends new information to the file after each
update. The f il eds ma xthemspediiedlimitieexdeededbal preMiBusly r€corded information is
erased, and the file starts filling up again.

If the log is inaccessible for writing during a database update (for example, it has been opened by the
administrator for editing), the update process will complete with an error.
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EDITING THE CONNECTIO N SETTINGS

=®» To view or modify the network connection settings:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Update link in the results pane.

2. Switch to the Connection settings tab in the Update window that will open (see figure below) and configure the
network connection settings:

e If you connect to the internet using a proxy server, check the Use proxy server box and specify the proxy
server address and number of the port used for connection. If you use a password to access the proxy
server, specify the proxy user authentication settings. To do this, check the Proxy server authentication
box and fill in the User name and Password fields.

e  Specify the time limit for establishing connection with the update server in the Connection timeout (sec.)
field. If no connection was established within the specified time limit, the application will attempt to connect
to the next update server. This progression continues until a connection is successfully established, or until
all available update servers have been attempted.

e Check the Use passive FTP mode box if your server has a firewall installed and you cannot connect to the
required FTP server in active mode.

Update [ 2 | X]

General l Updates source | Schedule
Connection settings I Starkup options

™. .
Addres: Port:
I localhost | 3030

IV Proxy server authentication

User name: I Administrator

Password: |

Connection timeout (sec.).: 20 ==

™ Use passive FTP mode

Restore the default settings l

| OK I Cancel l Apply I

Figure 10: Configuring the update settings. The Connection settings tab

You can restore the default settings by pressing the Restore the default settings button.
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RUNNING UPDATES UNDER A DIFFERENT USER ACC OUNT

The updates for Kaspersky Security can be run under different user accounts. By default, this feature is disabled, and the
tasks are run under the system account.

This feature is useful if, for example, you are updating fro
access to, such as a network update folder. You can use this feature to launch the updates under a user account that has
those rights.

®» To configure an update to run under a different user account:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Update link in the results pane.

2. Switch to the Startup options tab in the Update window that will open (see figure below), specify the account
that will be used to perform updates. You can enter the username manually, or add an account in the window
that will open when you click the Browse button.

Update [ 2 | X]
General I Updates source | Schedule l
Connection settings Startup options
Start update

" Local System account

%' This account: |Administratorl Browse.., |

I****************

Password:

i seopeopokokokokokokokokokokokokok
Confirm password:

| oK I Cancel Apply

Figure 11: Configuring the update settings. The Startup options tab
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The main purpose of Kaspersky Security 6.0 for Microsoft Exchange Server 2007 is to provide protection against viruses
transmitted by email. It does this by anti-virus scans of email traffic, messages in mailboxes and public folders, and by
disinfecting infected objects using information in the current version of its databases.

Dependingontheanti-vi rus protection | evel sel ectAntvirdsyprotectioslevalsemiomi str at
page 41), the application can detect:

e malicious objects;
e potentially dangerous objects.

All email messages arriving at the Microsoft Exchange server are scanned in real time. Both incoming and outgoing email
traffic are processed, as are all transit email messages. To decrease the load on the server, you can disable scanning for
outgoing email traffic i Disablingthedamnningobautgoingdmailé ( s @e4brget i on ¢

When traffic scan mode is enabled, the application remains loaded in the computer's RAM, and the E-mail Interceptor
analyzes emalil traffic received from the Microsoft Exchange server and transfers it to the Anti-Virus Scan Subsystem.
The Anti-Virus Scan Subsystem processes each email message based on its current settings:

e it scans and analyzes the message using the anti-virus database;

o if an email message or its part is infected, the application processes the detected object in accordance with the
selected settings ( s e e s &eldctingattiorngs to be performed on objectsé 0 age 4¥);

e before processing, a copy of the object can be saved in the backup storage.

Ifant-vi rus protection of t he Emablinganddisaslingamiaitu$ serder froteetien. Seleatingi on ¢
the anti-virus protection levelé o n 4R) tep#ic scans will start and stop simultaneously with the startup and stopping
of the Microsoft Exchange Server.

Kaspersky Security does not scan messages created by protected users in the Public folders of unprotected Microsoft
Exchange servers. If messages are transferred from the Public folders of an unprotected area to a protected one, the

application will scan them. During data replication between protected and unprotected storages, any changes made by
the application as a result of the anti-virus scan are not synchronized.

Email messages which are stored on the server, and the contents of public folders, are also rescanned on a regular basis
using the latest version of the anti-virus database (if the background storage scan is enabled). Using background scan
mode decreases the load on the servers during busy hours, and increases the security level of the email infrastructure in
general. Background scans can be launched either automatically (using a schedule), or manually (see section
¢Backgroundscané on Hlage

Operation of the application in background scan mode may slow down the operation of Microsoft Exchange
Server: therefore it is best to use it during periods of minimum load on mail servers, for example at night.

When background scan mode is enabled, the Internal Application Management Module will receive all email messages
located in public folders and protected storage areas from the Microsoft Exchange server, in accordance with the current
settings. If a message has not been analyzed using the latest anti-virus database, it will be sent to the anti-virus
component for processing. Objects are processed in background mode in the same way as in traffic scan mode.

The application analyzes the message body and attached files in any format.

It must be remembered that Kaspersky Security differentiates simple objects, such as executable files, or messages with
a simple attachment, from containers, which consist of several objects (such as an archive, or a message with an
attachment).
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separate object. In this case, the application can detect malicious code only if the code is fully located in one
of the volumes. If a virus is also divided into parts between volumes, it cannot be detected when only part of
the data is loaded. In this situation, the malicious code may propagate after the object is restored as one
entity.

@ When scanning multiple-volume archives, Kaspersky Security treats and processes each volume as a

Multiple-volume archives can be scanned after they are saved to the hard drive by the anti-virus application
installed on the user's computer.

If necessary, you can define a list of objects that should not be scanned for viruses. The following types of objects can be
excluded from the scan scope: archives; all containers above a specified nesting level; files with names specified by
mask; or files speci fScaenihgatachmenispe ofselrgeecti on ¢

Kaspersky Security supports the simultaneous scanning of multiple objects. The number of objects that can be
simultaneously processed depends on the number of started instances of the anti-virus kernel running. By scanning
objects in RAM, the application can avoid saving them to a temporary folder on the hard drive, which improves
performance. Depending on the value of the Number of the anti-virus engine instances parameter (See section
¢Configuring anti-virus protection performanceé o n §8@thge @rogram can simultaneously analyze up to 33 objects of
up to 1 MB each in RAM without using the disk subsystem.

data folder of the application. The Store folder and the temporary file storage folder TMP must be excluded

Files over 1 MB will be saved to the working folder Store for processing. The Store folder is located in the
from the scan scope of any anti-virus applications operating in the enterprise local network.
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ANTI -VIRUS PROTECTION LEV  ELS

Kaspersky Security detects and prevents the propagation through the protected mail server of the following types of
objects:

a. All currently known malicious programs.

b. Programs that do not contain malicious code as it is commonly understood, but may pose a moral threat, inflict
financial damage, or facilitate theft of confidential information. This software category includes:

e adware;
e various utilities that can be used by malicious software and intruders;

e automatic dial-up programs that connect the user's computer to commercial Internet sites (including porn
websites);

e programs that automatically download porn files;
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e keyboard loggers;
e password hacking programs;
e backdoor programs.

c. Joke programs and programs with "bizarre" content or form that affect the system in a prejudicial way. This
category includes:

e programs that cause unexpected video or sound effects;
e programs that cause problems in the system operation;
e virus simulators.

d. Programs that do not contain malicious code and do not inflict damage on the user, but can be a part of the
environment used for developing malicious software. This software category includes:

1. licensed software hacking programs, key generators, and credit card number generators;
2. certain Java classes;

3. programs that gather information about the system security (including anti-virus software installed, and
firewalls);

4. network utilities, such as scanners.

Apart from the programs listed above, each of these categories may include legal software that works in a way which the
application views as being characteristic of malicious or potentially dangerous software. Such software includes, for
example, backdoor and remote surveillance software.

The categories of objects detected by Kaspersky Security in protected server email traffic are determined by the anti-
virus protection level selected. The application provides the following protection levels:

e Standard - protection against all currently known malicious programs. This level is applied by default.

e Extended - protection against all currently known malicious programs and potentially dangerous software listed
in paragraph b of the above list.

e Redundant - protection against all currently known malicious and potentially dangerous programs included
under paragraphs b, ¢ and d in the list above.

ENABLING AND DISABLIN G ANTI -VIRUS SERVER
PROTECTION . SELECTING THE ANT |-VIRUS PROTECTION
LEVEL

If the anti-virus server protection is enabled, anti-virus scanning of the email traffic will be started or stopped at the same
time as Microsoft Exchange Server. If the anti-virus protection settings specify background scanning of storage areas,
scanning can be | aunched manual |l y orBackgoondscane ngntflhagbe schedu

Objects are scanned according to the specified anti-virus protection level.

If anti-virus server protection is disabled, then neither anti-virus traffic scanning nor background storage scanning will be
performed.

Please note that disabling the anti-virus server protection considerably increases the risk of malware
penetrating the email system. You are advised not to disable anti-virus protection for long periods of time.
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®» To enable or disable the anti-virus protection, or change the anti-virus protection level:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Anti-virus protection link in the results pane.

2. Gotothe General tab in the Anti-virus protection window that will open (see figure below).
3. To enable anti-virus protection, check the appropriate boxes:

e Enable anti-virus protection for Mailbox role;

e Enable anti-virus protection for Hub Transport or Edge Transport roles.

To disable anti-virus protection, uncheck the corresponding boxes.

The initial status of anti-virus protection, whether active or inactive, is specified during application setup (see
s e c t Btepr. Epabling server protectioné o n 2Da g e

4. Inthe Security level group of fields, select the required level of anti-virus protection: Standard, Extended or
Redundant ( s e e s utitvirug protectionlevelsée on 4lage

Anti-virus protection H m
Protected Mail I Background scan | Performance
General | Attachment Scan | Actions |

[V Enable anti-virus protection for Mailbox role;

™ Enable anti-virus protection for Hub Transport or Edge Transport roles

—Security level
% Standard
" Extended
" Redundant

— Description

Protection against all currently known malicious programs.

Restore the default settings |

| oK I Cancel Apply I

Figure 12: Enabling the anti-virus protection

Additionally, some programs may be treated as potentially dangerous programs when transferred by email,
and may be deleted, depending upontheanti-vi r us pr ot ecti on Ardi-vilud progdion( s e
levelse on 4lpge

Q The use of extended or redundantanti-vi r us protection | evel may affec

You can restore the default settings by pressing the Restore the default settings button.
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To apply the changes, press the Apply or OK button. The anti-virus protection will then be enabled (or disabled) when
current scanning tasks finish.

You are advised not to disable anti-virus server protection by disabling the Kaspersky Security 6.0 for
Microsoft Exchange Server 2007 service manually using the Computer Management > Services snap-in.

®» |f you need to disable the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 service manually, perform the
following actions:

1. Disable the anti-virus email protection using the Management Console (see above).
2. Stop the Microsoft Exchange Transport and Microsoft Exchange Information Store services.

3. Stop the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 service and specify the Disabled startup
type for it.

4. Start the Microsoft Exchange Transport and Microsoft Exchange Information Store services.

®» To start the application after automatic startup has been disabled for the Kaspersky Security 6.0 for Microsoft
Exchange Server 2007 service, do the following:

1. Specify Manual startup for the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 service.

2. Enable anti-virus email protection using the Management Console (see above).

SCANNING ATTACHMENTS

To decrease the load on the server imposed by anti-virus scanning, you can limit the list of objects to be scanned. These
scanning restrictions will apply both to the email traffic scan, and to the background storage scan.

Please note that the message body will always be scanned: the restrictions apply only to the scanning of
attachments.

®» To define which objects will not be scanned:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Anti-virus protection link in the results pane.
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2. Go to the Attachment Scan tab in the Anti-virus protection window that will open (see figure below).

Anti-virus protection ﬂ E

Protected Mail l Background scan | Performance
General Attachment Scan | Actions |

—Exclude from the scan scope
[T Archives
[V Obijects-containers with nesting level above: 32 =

IV Eiles defined by mask:

* bxt

IV Files defined by type:

CAE file

Restore the default settings I

OK Cancel Apply I

Figure 13: Configuring restrictions for attachment scanning

3. Inthe Exclude from the scan scope group, specify objects to be excluded from the anti-virus scan scope:
e Archives - select this option to exclude archives from scanning.

e Objects-containers with nesting level above - select this option to exclude from scanning containers with
a nesting level greater than the value specified in the field to the right.

Since archives are a type of container, restrictions applied to scans of archives and of
containers are interrelated.

If you impose a restriction on scans of containers, archives will be scanned only to the
specified nesting level, if they are not explicitly excluded from scanning.

However, excluding archives from the scan scope will not affect the scan of other types of
containers.

There are some types of objects that cannot be infected. To reduce the load on the server imposed by the anti-
virus scanning of email traffic, you can exclude these types and/or names of attachments from the scan scope.
To do that, specify exclusions by mask or type:

e Files defined by mask - using the Add and Delete buttons, edit the list of exclusion masks. In the dialog
box Adding a mask (see figure below), enter the exclusion mask in the corresponding field.

Examples of allowed masks:

e *txt - all files with the *.txt extension, for example, readme.txt or notes.txt.
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e readme.??? 1 all files named readme with an extension of three characters, for example, readme.txt or
readme.doc;

e test - all files without extension named test.

Adding a mask B3 |

Enter a mask for files that will not be scanned for viruses, The
following wildcard characters can be used in the mask:

* - arbitrary string of any symbols
? - any single symbol

Example: *.avi

| * xct|

| QK I Cancel

Figure 14: Specifying the type of files to be excluded from the scan scope

e Files defined by type - using the Add and Delete buttons, edit the list of object types which the application
will not scan. In the dialog box Adding a type (see figure below), select a type from the drop-down list.

Adding a type E3 l

Select file types that will not be scanned for viruses:

| OK I Cancel

Figure 15: Specifying the type of files to be excluded from the scan scope

You can restore the default settings by pressing the Restore the default settings button.

DISABLING THE SCANNIN G OF OUTGOING EMAIL

To reduce the load on the server deployed in Mailbox mode, you can disable the scanning of outgoing mail.
®» To disable the scanning of outgoing email:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Anti-virus protection link in the results pane.

2. Goto the Protected Mail tab in the Anti-virus protection window that will open (see figure below).

It should be noted that the tab is only available when the Microsoft Exchange Server is deployed as a Mailbox,
or as a Mailbox and Hub Transport simultaneously.
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3. Select the Do not check outgoing messages on Mailbox role box.

Anti-virus protection ﬂ m
General I Attachment Scan I Actions
Protected Mail I Background scan I Performance l

Protected mailbox storages

PLMAILBOX\First Storage Group\Mailbox Database

Protected public folder storages

PLMAILBOX\First Storage GroupiPublic Folder store

Additional

™ Do not check outgoing messages on Mailbox role

| OK I Cancel Apply

Figure 16: The Protected Mail tab

If the Microsoft Exchange Server is deployed as a Mailbox only and this checkbox is enabled, the outgoing
email message will not be scanned!

In the event of delayed message sending (if the Kaspersky Security database has been updated) the
message will be scanned twice on the Mailbox role.

SELECTING ACTIONSTO  BE PERFORMED ON OBJE CTS

Following an anti-virus scan, each object is assigned a status which can take the following values:
e Notinfected - object does not contain viruses.
e Infected - object contains at least one known virus.

e Suspicious - object code is similar to the code of a known virus, or conforms to the general principles of
malware structure.

e Protected - the object is password-protected.
e Corrupted - object is corrupted.

The actions will be applied to the object depending on its status.
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A very important function of the application is the disinfection of infected objects, which uses information contained in the
anti-virus database. Following the disinfection process, an object is assigned a status which can have one of two values:

e Disinfected - object was successfully disinfected.
e Non-treatable - object disinfection failed.
A special processing procedure can be used for non-treatable objects.

@ Infected objects found in the message body are processed using the action assigned to non-treatable
objects.

The following actions can be applied to objects with one of these statuses: infected, non-treatable, suspicious, protected
and corrupted.

e Allow object to pass without processing - pass the object to the recipient with no changes.

e Rename infected attachments, replace message body with text - replace the message body with text created
using the corresponding replacement template, and change the name and extension of the attached objects.
The renamed files will have a .txt extension.

e Replace any infected part of message with text - delete the detected object and replace it with text (message
body) or a text-file (attachments), created using the replacement template.

e Delete entire message with object - delete the message along with all attachments.

for each recipient is saved in the Microsoft Exchange server database. To reduce the size of the Microsoft

@ If the infected attachments are disinfected, replaced with text or renamed, a separate copy of the message
Exchange database, you are advised to defragment it regularly.

Bef ore processing, a copy of the obj ectBackupstoragee o av g@faqrien back
subsequent restoring, or for forwarding to Kaspersky Lab for analysis.

The application can send a notification about the detected object to the message sender, message recipients, the
administrator or to other users, and register this event in the Microsoft Wi nd ows event | Ndificgticsmeee osnect i o
page 66).

By default, the application attempts to disinfect infected objects which it detects, and if disinfection is not possible, the
application replaces the object with a text file. The action Replace infected objects with text is assigned to objects with
any other status. The text of the informative message will include the name of the detected virus, and the name of the
infected object.

®» To define the rules for processing objects detected during an anti-virus scan:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Anti-virus protection link in the results pane.

2. Goto the Actions tab, and in the Anti-virus protection window that will open (see figure below).
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The tab displays the rules for processing objects with the following statuses: infected, suspicious and
protected / corrupted.

Anti-virus protection n m
Protected Mail I Background scan | Performance |
General | Attachment Scan Actions

— Infected objects
Disinfect infected object. Replace any non-treatable part of
message with text.

Modify rule... I

—Suspicious objects
Replace any suspicious part of message with text.

Modify rule. .. |

—Protected and corrupted objects
Replace any protected/corrupted part of message with text.

Modify rule... I

v Save a copy of the original object in the backup storage:

Restore the default settings |

| oK I Cancel Apply I

Figure 17: Configuring actions to be applied to infected, suspicious and protected objects

3. To ensure that a copy of the object is saved to backup storage before the object is processed, check the box
Save a copy of the original object in the backup storage (see figure above).

4. Specify individually the rules for processing object of each status. To do this, press the Modify rule... button in
the corresponding section, which will start the Rule Wizard.




KASPERSKY SECURITY 6.0 FOR MICROSOFT EXCHANGE SERVER 2007

5. Inthe window that will open (see the figure below) select actions from the list.

Infected object processing rule (step 1 of 3) E3 |

Select the action to perform on infected objects:

:Disinfect objeck

Allow infected object to pass without processing
Rename infected attachments, replace infected message bady with text
Replace any infected part of message {attachments or message body) with text
Delete entire messaqge with infected object

—Rule preview (step 1 of 3)

Disinfect infected object. To select action for an object that could not be disinfected,
press the Next button.

Cancel = Back Next = l | Firishy I

Figure 18: Selecting an action to be performed on an infected object

Depending on the status of the object for which the configuration if being performed, the list may contain
different values. A detailed description of the option selected from the list is provided in the bottom part of the
window.

The next steps will depend on the selection you have made. To continue using the wizard, press the Next
button.

If no additional changes to settings are required, the Finish button will become enabled. Press it to complete the
wizard.

6. If you selected disinfection as the action to be performed on the object, during the next step you must determine
the procedure to be used to process non-treatable objects (see figure below).

Infected object processing rule (step 2 of 3)

Select action to be performed on non-treatable object:

Allow non-treatable object to pass without processing

Rename non-treatable attachments, replace an non-treatable message body with text
‘Replace any non-treatable part of message with kext
Delete entire message with non-treatable object

—Rule preview (step 2 of 3)

Disinfect infected object. Replace any non-treatable part of message with text. Press
Next button to create the replacement template.

Cancel < Back I MNext = I Firishy

Figure 19: Selecting an action to be performed on an objects that could not be disinfected
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Select the required option from the list in the wizard window and press the Finish or the Next button.

7. The informational message created using this template will be copied to the message body and into the
replacement text file (see figure below).

Infected object processing rule (step 3 of 3) E3 |

Edit replacement template:

The malicious object "%%VIRUS_NAME%" was detected. The file (%OBIECT_MAME%:) was deleted by ;l
%PRODUCT_NAME®% on server: °/oSERVER_NAME°/o.I

Macros |
—Rule preview (step 3 of 3)

Disinfect infected object. Replace any non-treatable part of message with text.

Cancel < Back Mdext = Finish

Figure 20: Creating a replacement template

To create a replacement template, enter the message text in the wizard window. The text of this notification may
include information about the virus detected and about the infected object. To include this information, add
corresponding substitution macros to the template, selecting them from the dropdown list accessible via the
Macrosbut t on ( s élable sfenacroisubstitutipne on I0H.g e

To complete the wizard, press the Finish button.

You can restore the default settings by pressing the Restore the default settings button.

B ACKGROUND SCAN

Kaspersky Security scans email messages stored on the server and the content of public folders, including all protected
public folders and mailbox storages. Only those messages which have not been scanned using the current version of the
Kaspersky Security database will be scanned. The application scans message bodies and attached files using the
general anti-virus scan settings.

@ Background scanning is available only if Microsoft Exchange Server deployed as in Mailbox mode.

The application scans public folders and email boxes only in protected storage areas (see section
¢Unprotected storage areasé o n ¥age

®» To ensure that Kaspersky Security scans the email messages stored on the server and the content of public folders:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Anti-virus protection link in the results pane.
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2. Goto the Background scan tab in the Anti-virus protection window that will open (see figure below).

Anti-virus protection H m

General I Attachment Scan I Actions
Protected Mail Background scan | Performance |

[V Start background scan automatically:

Configure schedule... I

Scan messages

&+ all messages

" arrived I 3 |rm:|r:r_h-_: _:J before scan beginning

Start now I I Scanning status: waiting

[ Stop background scan in I 3 3: hours

Restore the default settings |

| oK I Cancel I Apply I

Figure 21: Configuring background scan settings

To launch the scan immediately, press the Start now button.
Check the Start background scan automatically box (unchecked by default). Press the Configure

schedule... button, and use the window that will open (see the figure below) to define the run mode and start
time for background scans.

Schedule [ X| l

;

* On selected days:

[~ Monday [~ Tuesday [ Wednesday
[ Thursday IV Friday [ saturday
™ Sunday

" Monthly, on the specified date: L
Start time: |12:00:00 AM ==
| OK I Cancel I

Figure 22: Scheduling background scan start
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If the background scan is done periodically, you can restrict the duration of scanning. To do this, check the Stop
background s c a boxiamd speciffntleeunterval in hours after which scanning will be stopped.

3. You can restrict background scanning to messages from a specific range of dates. To do this, select one of the
following options in the Scan messages group :

e All messages - scans all messages, with no date filtering.

e Arrived ¢é bef or e -tseoption défieeg thenimerval go that the application scans messages
dated within the specified interval.

You can restore the default settings by pressing the Restore the default settings button.
To apply the changes, press the Apply or OK button.

Please note that background scan will run until it is stopped manually by the user or until the time, specified
in Stop background scan in ... hours setting elapses.

Q If some background scan settings are modified while a scan is running, they will be applied at the next scan
start only.

CONFIGURING ANTI  -VIRUS PROTECTION PER FORMANCE

The performance of Kaspersky Security can be optimized to take account of both the volume and type of email traffic
transferred through Microsoft Exchange server, and the system characteristics.

®» To configure the anti-virus protection efficiency:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Anti-virus protection link in the results pane.




KASPERSKY SECURITY 6.0 FOR MICROSOFT EXCHANGE SERVER 2007

2. Gotothe Performance tab, in the Anti-virus protection window that will open (see figure below).

Anti-virus protection B E

General l Attachment Scan | Actions l
Protected Mail I Backaround scan Performance
] f i : & X
Mumber of scanning threads =
Mumber of the anti-virus engine instances: 3 _:‘
! ki o D
ax scan time, sec 180 =

[V Optimize performance by canceling scan of messages that have been
already scanned on transport level

Warning
‘While operation in performance optimization mode messages and
attachments that were excluded from scan on transport level will
not be checked on all roles of Microsoft Exchange Server 2007,

Restore the default settings I

| oK I Cancel Apply I

Figure 23: Configuring anti-virus protection efficiency

3. Specify the settings that determine the level of anti-virus protection efficiency:

e The number of threads used to scan objects, which is useful in the presence of interceptors for the Mailbox
configuration. The default setting is the value recommended by Microsoft, equal to (2*
number_of_processors+1). The number of instances of the anti-virus kernels running simultaneously.

e The default value is 3. Using the instances of the anti-virus engine running simultaneously, the program can
simultaneously analyze in RAM up to 33 objects of up to 1 MB each, without using the disk subsystem.

e The maximum scanning duration for a single object in seconds. The default value is 180 seconds.

If the object scanning requires more time than is specified, the object will be excluded from the
scan scope and delivered unscanned!
Later, if the database version is updated and the object is accessed again, the application will
attempt to re-scan it.

4. Edit the settings for anti-virus scanning optimization.

Checking the box Optimize performance by canceling scan of messages that have been already scanned
on transport level avoids rescanning the message when it is transferred through Microsoft Exchange servers
(this parameter should be enabled on all servers). The optimization is enabled when different servers use the
same database version (the easiest way to achieve this is to configure the database update schedule
identically). Unchecking this box means that all messages transferred through this server is scanned.
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canceling scan of messages that have been already scanned on transport level parameter is

If the Microsoft Exchange server is deployed as a Mailbox, then the Optimize performance by
0 always enabled.

You can restore the default settings by pressing the Restore the default settings button.




BACKUP STORAGE

Kaspersky Security allows duplicates of untreated objects to be placed in backup storage before the object is processed.
Subsequently, objects located in backup storage may be:

e restored - to obtain information contained in the object (see s e c t Reastoring;objects from backup storagee
on page 63). Additionally, you can restore the infected object and have the application re-scan it using an
updated anti-virus database;

e deleted ( s e e s deldtingobjectgfrom backup storageeé o n Glage

e sent for analysis to Kaspersky Lab - only for suspicious files containing a modification of a known virus, or an
unknown virus. Our specialists will analyze the file, attempt to recover the data, and if the file is infected with
malicious code, make an entry in the anti-virus database. Then, when you re-scan this file using the updated
database, you can disinfect it and recover the data intact.

actions to be performed on objectsé o n 4¥)the box Save a copy of the original object in the backup
storage is checked.

@ A backup copy of the object is created only ifintheanti-vi r us pr ot ecti on Sedetting ng ¢
The object is stored in backup storage in encrypted form, which ensures:
e norisk of infection, as the object is not accessible without decoding;

e better performance for the anti-virus application, as encrypted files stored in backup storage are not identified as
infected and are not rescanned.

The data volume that can be stored in the backup storage may be restricted by one of the two following parameters:

e The total number of objects in the backup storage should not exceed one million. This restriction cannot be
lifted.

e The wuser can additionally specify restrictions on
peri od ( s &€enfigurngtheibackup storage settingsé on 6Gla g e

Compliance with these restrictions is checked when a new object copy is saved to backup storage, and also as a regular
background task (once per minute). The application performs the following actions:

o if the allowed number of objects in the backup storage is exceeded, the application will remove the required
number of the "oldest" objects;

e if the backup storage size is limited and there is not enough free disk space to save the new object, the
application will free the required space by again deleting the foldestoobjects;

e if the object storage period is limited, the application will remove objects which have been stored for longer than
the limit.

The Backup folder allows you to:
e Viewing the backup storage ( s e e s &/iewing thebackup storagee  @age 57);
e edit the backup settings ( s e e s &/iewing thebaakup storageé on 5H/a ge

e manage backed-up objects: view their properties ( s e e s @&/iewing properies of a backed-up objecté o n
page 59), restore them ( s e e s dRestoling abjeats from backup storageé o n  G8x pred them for
analysis ( s e e s eSentingobjectgfor analysise o n G8pagderemovethem ( s e e s éeldtingo n
objects from backup storageé on @lage

This child node is included in each node representing a managed Kaspersky Security server.
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BACKUP STORAGE

Quick filtering and custom filters can be configured to enable convenient viewing and searching of the backup storage
area (see Qbiskfiteriagof dbjectse ¢ o n H9ganathe section on custom filters ( s e e s @Backup o n
storage filterse o n gD Klters created for backup storage are displayed in the Backup folder as subfolders, with the
names assigned by the administrator when the filters were created.

IN THIS SECTION

VIEWING the DACKUD STOTAGE .......vieiiiiiie ittt ettt et e s hb e e e ettt e e ettt e e e bb e e e e asbe e e e aabe e e e sabbeeeaabbeeeeanbeeeesnnbeeeaas 57
Viewing properties of @ DaCKed-UP ODJECT..........uiii ettt e e baee e 59
(@01 [o) @ {11 (=] T aTo [ o] o] o] =Ty PRSP PR PRI 59
[2F 1ol (0] oISy (o] = To [ 11 (=] £ PP PPPOTPRPN 60
Restoring objects from DACKUD STOTAGE ......coureieiiii ettt e et et e e s n e e e st e s e nne e e s nnne e e e annneeenanee 63
SeNAiNG ODJECES FOr @ANAIYSIS .......veieiiiiie ettt e st e e s bt e e et et e s sb e e e e es b et e e ebe et e e nnnr e e e e nneeeeas 63
Deleting 0bjects from DACKUP STOTAGE .......ooiuiiiiiiiie et s e e ettt e e sb e e e s b e e e e aabreeenanes 64
Configuring the DACKUP STOTAgE SETHNGS ......coiuriieiiiiiee ittt ettt sb et e s s b e e e s b e e e aanr et e e nnreeesnneeeeas 64

VIEWING THE BACKUP ST ORAGE

®» To view backup storage:

Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the node
corresponding to the required server, and open the Backup folder in the console tree.
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The results pane contains the full list of all objects in backup storage (see the figure below).

"7 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 =] B3

File Action View Help

«= | A FRR @B

Wa Kaspersky Security 6.0 for Microsoft Exchange Serv | Mame | Type | Status | Size | wirus | Sender | Recipients | cc |
=

E]"L_‘blqcalhost E.. &le.. selen.. Sele.. sele.. 5lent.. &5 centert... 52l E..52
bad Notification templates Eic... Atta.. Infected 70  EICA... bbb@n.. PTOO i
' @Reaction rules for threatening events Eic... Atta... Infected 70 EICA... bbb@n... PTOO i

gi] Eic... Atta... Infected 70 EICA... bbb@n... PTOO i
“o(wll Reports

< | s I i

Total items: 3 |

Figure 24: Viewing the backup storage

In addition to the standard email message attributes (Sender, Recipients, Cc, Subject, Sent time, Delivery time), this
table displays the following information for each object:

e Name - attachments will retain their original names, while the body of the message will be saved as <message
body>.

e Type - the type of object saved in the backup storage (Message body or Attachment) indicates where the
infected object was detected.

e Status i the status assigned to the object following the anti-v i r us s c an Geleetiag astiens o beo n
performed on objectse o n 4¥m g e

Please note that backup storage contains the object copy created before the application modified it. For a
disinfected object, the Status field displays its status after the change.

e Size - the size of the corresponding object in bytes.
e Virus - the name of the virus found in the object.

e Detected in folder - the path to the server folder in which the infected object was found (applicable only for
servers acting in Mailbox mode).

If the application rescans an object stored in backup storage using new databases and its status changes,
the objectbds status in backup storage wil!/| be upd

You can perform ascending and descending sorting of the data contained in the table by any column. The sorting can
also be performed usi ng Quickifilering df objedtsée r ongf®hgee secti on ¢

¢
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VIEWING PROPERTIES OF A BACKED -UP OBJECT

®» To view the properties of an object in backup storage,

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and open the Backup folder in the console tree.

2. Select the object in the table displayed in the results pane, and use the Properties command of the context
menu.

The object properties window will appear (see figure below). The information contained in this window is identical to the
information for the Backup folder displayed in the table in the results pane.

Eicarl.com Properties ﬂ m
MName: Eicarl.com
Type: Attachment
Virus: EICAR-Test-File
Sender: bbb@nlb.smtp.local
Recipients: cr00@nlb.smtp.local
CC
Subject: infected message #4
Sent time: 10/8/2008 10:49:08 AM
Delivery time: 10/8/2008 2:43:12 PM
Status: Infected
Backuped at: 10/8/2008 7:43:12 &M
Size: 70 bytes
Detected in folder:
| QK I Cancel Apply

Figure 25: Viewing properties of an object placed in the backup storage

QUICK FILTERING OF OB JECTS

The table containing the list of objects in backup storage can be used for quick filtering of the displayed records, using the
fields in the top line. Quick filtering is supported for the following field types:

e text field, for example, Name;
e numeric field, for example, Size;

o field with a limited set of options, for example, Type.
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For text fields you can enter a text value into the quick filtering field. You can use the standard wildcards * (arbitrary string
of characters) and ? (any single character). Examples:

e ei*ar all values beginning with ei and ending with ar;
e eica?i all values of five letters beginning with eica;
e eicar - all values beginning with eicar.

For numeric fields, a number, a range of numbers, or an upper or lower range value can be entered into the quick filtering
field. Examples:

e 597 all values matching 59;
e 101127 all values within the range from 10 to 12.

For fields with a limited set of values, a list of accessible values is opened in the quick filtering field by clicking the button
:‘?_l To apply the filter, select the required value from the list.

Once the quick filter has been created, the table will display all lines matching the entered criteria. To disable the quick
filter, remove all values from the filter field.

BACKUP STORAGE FILTER S

The use of filters allows searching and structuring of the data contained in backup storage, as only the information
complying with the filtering parameters becomes available. This feature becomes very important as the number of objects
in the backup storage increases. The filter can be used, for example, to search for objects that must be restored.

= To create a backup storage filter:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and open the Backup folder in the console tree.

2. Use the New Filter command in the context menu or the corresponding item in the Action menu.
3. Inthe filter settings window that will open (see the figure below), edit the email filtration settings:

o thefiter s name, wunder whi c hBackupfoldert | be included in

t

he
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e the possible values of the object status (several values can be selected).
Filter B3 |

Creating new filter
Specify common filter settings K

Name: | T
—Object status
Viruses
[V Infected IV Disinfected

v Protected, corrupted or scanned with

IV Suspicious
error

Figure 26: Creating a new filter. The Filter tab

4. Press Next and on the Additional tab (see figure below) specify values for the filter settings that will be used to
search for objects in backup storage. To edit the settings, use the following file attributes:

e Object type - email messages can be filtered by type: message body, attachment or all types together.
¢ Name - only available if you select attachment filtering in the Type field.

e Sender.

e Recipients - a list of recipients delimited with semicolon.

e CC - list of carbon copy recipients delimited with semicolon.

e Subject - the Subject message header.

e Sent time - the time interval during which the email was sent.




KASPERSKY SECURITY 6.0 FOR MICROSOFT EXCHANGE SERVER 2007

When completing the filter fields, you can use the standard wildcards * (any combination of characters) and
? (any single character).

Additional [ X] |

Creating new filter

Specify additional filter settings K
Type: [any ~|
Name: I
Sender; | |
Recipients: ]
CcC: l
Subject: |
Sent time
From: Ibeginning _'_l
Ta lending EI

< Back I Finish I Cancel

Figure 27: Creating a new filter. The Additional window

5. After you have specified the filter settings, press the Finish button to create the filter. If you wish to cancel the
creation of the filter, press the Cancel button.

When the filter is created, a subfolder with the filter's name will be created in the console tree in the Backup folder. When
the filter is selected in the console tree, only the data that complies with the filter criteria will be displayed in the results
pane.

Later, you can alter the filter parameters values, or delete the filter, using the context menu commands or the Action
menu.

®» To change the filter parameters:

1. Select the filter you want to modify in the Backup folder in the console tree, and select either the Properties
command in the context menu, or the corresponding item in the Actionmenu. Thi s wi | | open the
configuration window, which contains the same settings as the new filter creation wizard.

2. Modify the filter parameter values as required.

3. To apply the changes, press the Apply or OK button. To exit without saving the changes, press the Cancel
button.

As a result, the information displayed in the results pane will be updated according to the new filter settings.
®» To remove a filter:

Select the name of the filter in the Backup folder, and use the Delete command from the context menu or the
corresponding item in the Action menu.

As a result of these actions, the filter will be removed from the Backup folder.
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When the filter is deleted, no objects are removed from backup storage. The objects that conformed to the
filter parameters will still be available in the Backup folder.

RESTORING OBJECTS FRO M BACKUP STORAGE

=» To restore an object from backup storage:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and open the Backup folder in the console tree.

2. Select the object you wish to restore in the tVewninge di spl
the backup storageé on HgaYeu can use a filter to sBRackopstorageor obj ect
filterse on Gdage

3. Open the context menu and use the Save to disk command or the corresponding in the Action menu.

4. In the warning dialog box that will open, confirm the restoration of the object by pressing the Yes button.

5. In the window that will open, specify the folder to which you wish to save the restored object, and if necessary,
enter or modify the object name.

6. Click the Save button.

The application will decode the encrypted object, move it to the specified folder and save it with the specified name. The
restored file will be identical to its original state before it was first processed by the application. After the object is
successfully restored, a corresponding notification is displayed on the screen.

Q Restoring objects may result in your computer becoming infected!

SENDING OBJECTSFORA NALYSIS

Before you send objectsforanal ysi s, you should configure t he Cutemmzing a | noti f
general notification settingsée o n flha ge

Objects can only be sent for analysis by Kaspersky Lab's specialists if they have the status suspicious.
Note that sending large-sized objects may take a while and will slow down internet traffic.
®» To send a suspicious object to Kaspersky lab for analysis:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and open the Backup folder in the console tree.

2. Inthe table displaying backup storage contents, select the object with status suspicious which you wish to send
for analysis (see sectio n Vigwing the backup storageé o n ¥ e can use a filter to search for objects
( s ee s Backup stanagegfitersée o n GDr g e

3. Select the Send for analysis command.
As a result, the application will create an email message, with the selected object as an attachment, on the computer

where the managed Microsoft Exchange Server is installed and send it to Kaspersky Lab. The object is sent in encrypted
form, and therefore will not be detected by Kaspersky Security again.
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After the message is sent, a notification confirming that the file has been sent will be displayed by the computer from
which the administration is run.

DELETING OBJECTS FROM BACKUP STORAGE

The following objects are automatically deleted from backup storage:

e The fioldesto object, if adding a new object wildl exceed
backup storage. The maximum number of files in this version is limited to one million.

e "Older" objects if there is a restriction imposed on the backup storage size, and if there is not enough space to
store a new object.

e Objects whose storage period has expired, if there is a restriction imposed on the storage period.

Objects may also be manually removed from backup storage. This feature may prove useful to delete objects that have
been successfully restored or sent for analysis, and to create free space in the backup storage if automatic object
removal methods did not help.

®» To delete objects from backup storage manually:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and open the Backup folder in the console tree.

2. Selecttheobject you wish to restore in the table dispViewngi ng the
the backup storagee on FYrgeYou can use a filter t ®Backupstaraggh f or obj e
filterse on GDage

3. Open the context menu and use the Delete command, or use the corresponding item in the Action menu.

As a result of these actions, the object will be deleted from backup storage.

CONFIGURING THE BACKU P STORAGE SETTINGS

The backup storage is created during installation of the Security Server component. The backup storage settings have
default values that can be altered by the administrator.

®»  To modify the backup storage settings:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and open the Backup folder in the console tree.

2. Open the context menu and use the Properties command, or use the corresponding item in the Action menu.
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3. Inthe Backup Properties window (see figure below), specify the necessary parameter values.

Backup Propetties (2| X]

Backup I

—Restrictions

v Maximum storage size:: I 1024 3: MB
[V Maximum objects storing time: | 30 3: days

Maximum objects count in storage: 1000000

Restore the default settings |

| oK I Cancel Apply |

Figure 28: Editing the backup storage settings

To restrict the size of backup storage, or the length of time for which objects can be stored, check the boxes for the
restrictions you wish to impose, and enter the required value for the selected setting, as follows:

e Maximum storage size - to restrict the total size of objects located in the backup storage, specify the required
volume in the entry text field (the default value is 1024 MB).

e Maximum objects storing time - to restrict objects' storage time in backup storage, specify the number of days
in the entry field (the default value is 30 days).

If none of the options is enabled, the backup storage size will only be restricted by the number of objects stored. The limit
in this application version is one million objects.

You can restore the default parameter values by pressing the Restore the default settings button.

To apply the changes, press the Apply or OK button. To exit without saving the changes, press the Cancel button.
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Kaspersky Security can send notification messages about infected objects that it discovers during scans.
Noatifications can be delivered using the following methods:

e by sending email messages, which requires you to edit the general settings that will be used to send
notifications (see section Cgistomizing general notification settingsé o n Hla ge

e by registering the event in the Microsoft Windows system log on the computer where the Security Server
component is installed. In this case, the information is accessible through the use of Events viewer, a standard
Microsoft Windows logs viewing and management tool.

Emails can be sent to notify the sender and the message recipient about the infected object. This allows the sending of
notification messages to additional recipients, such as the administrator or a security officer.

The procedure used for notification, the method of distribution and the text of notification messages are created by the
administrator in the form of notification template.

When a specified event occurs, an automatic notification of the corresponding type is issued based on the created
template.

Multiple notification templates of the same type with different parameter values can be created. This allows the sending of
notification messages that are different by content and form to the message sender or recipient, and to additional
recipients, such as the administrator or a security officer.

Notification templates informing about infected, suspicious, protected or corrupted objects are generated by default
during the Security Server installation. These templates can be used to send notifications by email and to register events
in the Microsoft Windows event log. By default, registration of these events in the Microsoft Windows event log and their
email delivery are not performed.

If the infected object was disinfected by the Kaspersky Security application, by default an email notification
about the event is not created.

Notification templates are accessible using the Notification templates folder. This child node is included in each node
representing a managed Kaspersky Security server.
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The list of notification templates is displayed in the results pane as a table (see the figure below). For each template there
is listed its name, notification type and status (enabled or disabled), the email address to receive notifications, and

whether the events should be registered in the event log.

"7 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 H=] B3
File Action View Help
¢» | A B @B W
K Ifaspersky Security 6.0 for Microsoft Exchang |0 ; e /
Matification templates M|cr°soft Exchange Server 2007 -
i @ Reaction rules for threatening events
8! Backup
i !]]] Reports agn -
Notification templates
r iAdd @Delete @Properties
Name Type Email EventLog Enabled
Administrator notification  Motification about infected object no yes ¥
Administrator notification  Motification about suspicious object  no yes ®
Administrator notification  Motification about corrupted object  no yes #
q | =l

Figure 29: Notification templates folder

More detailed information about notification templates is provided using the settings window accessible through the
Propertiesc ont ext menu c¢ o mmievdng ans edéing saifcdtionparameterse on fWa g e

The administrator can create new templates, view and edit parameters of existing templates, and delete templates, using
the context menu commands.

=®» To enable notifications about objects detected during a scan:

1. Create a i

n c at i oQreatinganmptificatioretemplateee ome GRpogselect gn existing
templ ate a it

fi
ed i tViewing and editing gdificdtienparamsterset iomn 0y g e

2. Check the Enable notification box in the General tab of the notification template settings dialog box (see
s e ¢ t VMiewng and editing notification parametersé o n fDr g e

IN THIS SECTION

Creating @ NOLIfICAtION TEMPIALE .........eeiiii ettt e e e e st e e e st e e e ee e e s nreeeeas 67
Viewing and editing NOLIfiCation PArAMELEIS .........oiii i et e e et e e e e e s bbb e e e e e e e e s aabbeeeeaeas 70
71

Customizing general NOLICALION SEIHINGS ........uuiiiiiiiiiii et e e et e e e e e e s bbb e e e e e e s e s anbbbe e e e e e e e e anbrneeeaens 71

CREATING A NOTIFICATI  ON TEMPLATE

®» To create a new notification template:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and select the Notification templates folder.
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2. Press the Add button.

3. The new notification template wizard, which allows the configuration of a new notification template, will open
(see figure below). Specify the required parameter values in the tabs of the wizard window.

e |

Creating new notification
Specify common notification settings K

Name: \ew notification

Type: [Motification about infected object ~|

Description: ;’

" o

[V Enable notification

< Back I Mext = I Cancel

Figure 30: Notification template. The General tab

Use the General dialog (see figure above) to perform the following:
e Enter the template name in the Name field.

e Select the natification type. It must match the event which would trigger the notification to be created. To specify
the type, select the required value from the Type field in the dropdown list.

e If necessary, enter a more detailed description for the notification in the Description field.

o Determine whether notifications will be created based on this template. To do this, check or uncheck the Enable
notification box.

Press the Next button and use the Text window that will open (see figure below) to create a template for the text that will
be sent as notification:

e Enter a brief description of the natification in the Subject field. This line will be used as the message header.
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e Create the message text in the Complete notification text field. Information about registered events may be
included by adding the corresponding substitution macros to the template. Select these macros from the
dropdown list accessible viathe Macrosbut t on ( s elable sfenactoisubstitutpne on I0H.g e

|

Creating new notification
Specify optional notification settings K
Subject: detected virus|
Complete notification text:
Application: %PRODUCT_NAME%s af

From: “%%FROM%

To: %TO%

Ce: %CC%

Recieved: %RECY_TIME%
Subject: %%SUBJECT%

< 12
Macros |

< Back I Mext = I Cancel I

Figure 31: Notification template. The Text tab

Press the Next button and use the Actions window that will open (see figure below) to select the notification methods
and specify the corresponding parameter values. The application provides for several methods to be used:

e To send messages via the mail server, check the Notify by email box and specify the recipients' addresses for
the mailing.

e To notify recipients and senders of the infected message about the event occurrence, check the Recipients
and Sender boxes.

@ No notifications are sent to the recipients of blind carbon copies (Bcc).

e To notify other users (for example, the administrator), enter their addresses in the Additional email
addresses field. Multiple addresses may be entered as a semicolon-delimited list.

You can verify the list of recipients' addresses by using the Test button. A test message will be sent to each
valid address specified.
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e Torecord the event in the Microsoft Windows system log, enable the checkbox Register in Windows event
log.

Creating new notification
Specify actions For notification settings K

[V Motify by email
[V Recipients
™ Sender

Additional email addresses:

I administator@server.coml Test |

[V Redister in Windows event log

< Back I Finish I Cancel

Figure 32: Notification template. The Actions tab

After you have finished editing the settings, press the Finish button.

As a result of these actions, the notification template will be added to the Notification templates folder, and will be
included in the table displayed in the results pane. If the Enable notifications box on the General tab is checked,
notifications will be issued using this template.

VIEWING AND EDITING N  OTIFICATION PARAMETE RS

®»  To view or modify notification parameters,

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and select the Notification templates folder.

2. Select the required naotification template in the table containing the list of created templates.

3. Open the context menu and use the Properties command.
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As a result of these actions, a natification template Properties window will open (see figure below). This window contains
the General, Text, Actionst a b s , and is identical to the noti f Creaingéa on

notification templateé o n ¥ The parameters are specified in the same way they were specified when the
notification was created.

t empl

Properties EE
General IText | Actions |

MName: Wew notification

Type: Notification about infected object ~|

Description ;l

4 o

¥ Enable notification

| OK I Cancel Apply

Figure 33: Notification template settings window

After you have made the changes, press the Apply or OK button to apply the changes. To exit without saving the
changes, press the Cancel button.

CUSTOMIZING GENERAL N  OTIFICATION SETTINGS

®»  To configure the general notification settings:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the General settings link in the results pane.
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2. The General settings window will open, in which you should select the Notifications tab (see figure below).

General | Licenses | Diagnostics | Folders Motifications I

Common settings for notifications

Motification server settings

Web-services I attps:jfplmailbox.nlb.localjewsfexchange. asmx
Account: lDDMAIN\&dministrator Browse. .. |
Password: |

Confirm password: I

System notifications settings
Recipient's address:

Administrator@domain.local Test |

| oK I Cancel Apply

Figure 34: Customizing general notification settings

3. Specify the Web-services address that will be used to send notifications. By default, in the Microsoft Exchange
Server it is the following address:

https://<client_access_server>/ews/exchange.asmx

4. Inthe Account field, specify the user whose account will be used to send Kaspersky Security notifications. The
user must have a mailbox on the Microsoft Exchange Organization, and be able to access it via Outlook Web
Access (OWA). You can enter the username manually, or add an account in the window that will open when you
click the Browse button.

Enter the account password in the Password and Confirm password fields.

5. Use the System notifications settings section to specify the email address(es) to which notifications about
other application events, not related to threat detection, will be sent. Multiple email addresses can be entered as
a semicolon-delimited list.You can verify the list of recipients' addresses by using the Test button. A test
message will be sent to each valid address specified.

(DMZ), and the firewall is configured in accordance with Microsoft recommendations, the
Kaspersky Security application installed on this server will be unable to send notifications because
the required https port will be blocked.

g If the Microsoft Exchange server deployed as an Edge Transport is located in a demilitarized zone
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Kaspersky Security can detect increases in the level of virus activity on the protected Microsoft Exchange server,
automatically perform the specified responses and notify the administrator and other users accordingly. This feature is
very useful during virus outbreaks, as it helps the administrator to react in a timely fashion to an emerging virus attack.

The virus activity level is determined using the server anti-virus protection data, and can register events of the following
types:

e Aninfected object detected.

e A suspicious object detected.

e A corrupted object detected.

e The same virus detected several times.

The administrator specifies the threshold for virus activity, which is the maximum allowable number of events of the
specified type within a certain specified time interval. If the virus activity level reaches the specified threshold, a
notification will be issued.
The application's response to a virus outbreak can combine the following actions:

e Enforcement of a higher protection level.

e Urgent and immediate database update.
Noatifications can be delivered using the following methods:

e by sending email messages;

e Dby registering the event in the Microsoft Windows system log on the computer where the Security Server
component is installed. In this case, the information is accessible through the use of Events viewer, a standard
Microsoft Windows logs viewing and management tool.

The virus activity |l evel threshold, the applicationés
notification messages are determined by the administrator in the Virus outbreak prevention rules settings.

The rules for preventing virus outbreaks can be viewed in the folder Reaction rules for threatening events. This child
node is included in each node representing a managed Kaspersky Security server.

react.
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The list of virus outbreak prevention rules is displayed in the results pane as a table (see figure below). For each rule the
table displays its status, type, trigger threshold, the action of the application, and notification recipients.

"7 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 H=] B3
File Action View Help
& = | 2|2
K Ifaspersky Security 6.0 For Microsoft Exchange | F s L e e g e e g /
=3 locahost Kaspersky Security 6.0 for . K/\SI" I {S KV
b3 Notification templates Microsoft Exchange Server 2007 =
Reaction rules For threatening events
& Backup
2 @]] Reports . .
Reaction rules for threatening events
@Properties
Event Frequency Actions Notifications Enabled
Infected object detected S for 1 hours no no ¥
Protected object found S for 1 hours no no 8
Suspicious object detected S for 1 hours no no #®
Same virus found S for 1 hours no no #®
< | 2 oz

Figure 35: The Reaction rules for threatening events folder

@ The user cannot create new rules or delete the existing rules.

You can access detailed information about the virus outbreak prevention rules, and, if necessary, edit them by opening
the settings window using the Properties command in the context menu.

IN THIS SECTION

Enabling and disabling the virus outbreak prevention FUIES............cooiiiiii it 74
Setting the virus activity 1€VEl threSNOId. ............eoiiiii et 75
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ENABLING AND DISABLIN G THE VIRUS OUTBREAK
PREVENTION RULES

®» To enable or disable a virus outbreak prevention rule:

1. Inthe main application window, in the console tree open the Kaspersky Security 6.0 for Microsoft Exchange
Server 2007 node, select the node corresponding to the required server and choose the Reaction rules for
threatening events folder. A table listing the virus outbreak prevention rules will appear in the results pane (see
s e ¢ t Preventing Virus outbreaksé on f8Brge

2. Select the required rule, open its context menu and select the Properties command.
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3. The General tab of the displayed window (see figure below) contains a detailed description of the rule. The rule
is activated by selecting the Enable rule checkbox, and deactivated by deselecting the box.

Properties (2 | X

General | activation | Actions | Notfications |

Rule for reaction to event: Infected object detected

Description

The rule allows automatic performance of certain actions if an infected
object is detected several times within a specified time interval

| QK I Cancel Apply

Figure 36: Virus outbreak prevention rule properties. The General tab

@ You can also enable or disable a rule directly from the context menu of that rule.

SETTING THE VIRUS  ACTIVITY LEVEL THRES  HOLD

®» To specify the virus activity level threshold:

1. Inthe main application window, in the console tree open the Kaspersky Security 6.0 for Microsoft Exchange
Server 2007 node, select the node corresponding to the required server and choose the Reaction rules for
threatening events folder. A table listing the virus outbreak prevention rules will appear in the results pane (see
s e ¢ t Preventing Virus outbreaksé on fBa g e

2. Select the required rule, open its context menu and select the Properties command.
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3. Select the Activation tab in the displayed window (see figure below).

Properties ﬂ E

General Activation IActionsI Notifications |

Activation frequency For the rule

Activate rule, if an infected object is found:

I 5 times

\Within the following time interval:

| 1 |hours _'J

| oK I Cancel Apply

Figure 37: Virus outbreak prevention rule properties. The Activation tab

4. Use the Activate rule, if an infected object is found field to enter the number of detected objects that would
constitute a virus outbreak.

5. Specify the length of the time interval used to count events. To do that, select from the dropdown list the time
unit (seconds, minutes or hours) and enter the duration of the interval in the Within the following time interval

field.

specified time. Each new interval immediately follows the previous one. When each new interval
begins, the application resets the number of objects described by the corresponding rule and
updates the total number of scanned objects.

@ The first time interval begins when the application is started on the server, and completes after the

CONFIGURING THERESPO NSE TO AVIRUS OUTBR EAK

» To define the applicationdés response to a detected virus

1. Inthe main application window, in the console tree open the Kaspersky Security 6.0 for Microsoft Exchange
Server 2007 node, select the node corresponding to the required server and choose the Reaction rules for
threatening events folder. A table listing the virus outbreak prevention rules will appear in the results pane (see
s e ¢ t Preventing Virus outbreaksé on f8Brge

2. Select the required rule, open its context menu and select the Properties command.
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3. Select the Actions tab in the window that will open (see figure below).

Properties ﬂ E

General | Activation Actions lNotificationsI

Point to actions, which must be performed when the rule is triggered:

[V set the security level: Iextended v I

| oK I Cancel Apply

Figure 38: Virus outbreak prevention rule properties. The Actions tab

4. Check the boxes corresponding to the required application response when the virus outbreak threshold has
been reached:

e Set the security level. The application will set the specified protection level irrespective of other server
settings. Choose the required protection level from the dropdown list to the right. You can select the
Extended or Redundant protection level.

e Update databases. The application will immediately update the Kaspersky Security anti-virus databases.

CONFIGURING NOTIFICAT  IONS ABOUT VIRUS OUT  BREAKS

®»  To configure notifications about virus outbreaks:

1. Inthe main application window, in the console tree open the Kaspersky Security 6.0 for Microsoft Exchange
Server 2007 node, select the node corresponding to the required server and choose the Reaction rules for
threatening events folder. A table listing the virus outbreak prevention rules will appear in the results pane (see
s e ¢ t Preventing Virus outbreaksé on f8Brge

2. Select the required rule, open its context menu and select the Properties command.
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3. Select the Notifications tab in the window that will open (see figure below).

Properties ﬂ E

General I Activationl Actions  Motifications I

[V Motify by email

To: I admin@server.com| Test I

IV Register in Windows event log

Subject: l The start of outbreak detected

Text: | <,PRODUCT _MAME% detected the start of a virus outbreak _.J
%OCCURRENCE_MUMBER% infected objects were detectec

‘ ; o

Macros I

| oK I Cancel l Apply |

Figure 39: Virus outbreak prevention rule properties. The Notifications tab

4. Enable the Notify by email checkbox if you wish to send email notifications about outbreaks. Configure the
required parameters for email notifications:

o Enter email addresses of the people who should be notified, entering multiple addresses as a semicolon-
delimited list. You can verify the address validity by pressing the Test button, which will send a test
message to each valid address specified.

o Define the message topic in the Subject field.

e Enter the message text in the Text field. Information about events that have resulted in the virus outbreak
threshold being exceeded may be included in the message. Select these macros from the dropdown list
accessible via the Macros button (see section ¢Table of macro substitutione o n X0H.g e

5. To record the event in the Microsoft Windows system log, enable the checkbox Register in Windows event
log. The application will also add information from the Subject and Text fields to the Microsoft Windows event

log.

After you have finished configuring the settings, press the Apply or OK button.




REPORTS

Kaspersky Security can generate reports on the status of Microsoft Exchange Server anti-virus protection.

The reports are generated automatically according to the schedule, or manually by request, and can be saved on disk
and sent by email. The information contained in the reports saved on disk and those sent by email is identical, although
the format, structure, and viewing method are different.

Reports saved on disk are created in HTML page format, and are stored in the Reports subfolder within the application
dat a f ol der Mpdfieagon of he SecuntynSerger settingse on A g e

Emailed reports are created as an HTML file sent as a message attachment. The message contains explanatory text as
follows:

The message is created by Kaspersky Security 6.0 for Microsoft Exchange Server 20 07.

The attached file contains a standard/detailed report on the anti - virus scan of email
messages during the period from <YYYY.MM.DD> until <YYYY.MM.DD> on the server <name of
the Security Server>, generated using the task "<name of the task>".

Reports can be viewed using the default web browser.

Reports are generated by tasks created by the administrator. You can configure: report period, schedule and level of
report detail.

By default, during the Security Server installation, multiple anti-virus scan report tasks are generated, which differ in the
level of detail and the time interval for which the report will contain information.

The report generation tasks are accessible via the Reports folder. This child node is included in each node representing
a managed Kaspersky Security server.
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The list of report generation tasks is displayed in the results pane (see figure below).

7 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 E =]
File Action Yiew Help
¢ 0m &R 2E| G
K_Ifaspersky Security 6.0 for Microsoft Exchange R R ey gy - M
=1 localhost ky Security 6.0 for Microsoft
4 Notification templates Exchange Server 2007
@ Reaction rules for threatening events
8 Backup
i [!‘Iﬂ Reports
Reports
‘ Add @Delete @Properties .’j Y Create report @View report
Task name :::::, = Execution results
1. Detailed scan report for last Disabled Report has been created [10/31/2008
day 11:42 AM]
2. Standart scan report for Disabled Mo available reports
last week
3. Standart scan report for Disabled Mo available reports
last month
4. Standart scan report for Disabled Mo available reports
last year
a e =

Figure 40: The Reports folder

In additiontothet as k name s, this table contains information about ea:c
task.

Depending on the current stage of report creation, the task status may have one of the following values:
e being created - the report is currently being created (according to the schedule or by request).

e expected i creation of the next report is expected based on the schedule. The time of the next report creation is
specified in the <Date> and <Time> fields.

o disabled i the report generation schedule is not active, it can be enabled manually.

e nodatait he Management Console cannot , for some reason, obt e
The result of the | ast t aEXeduson eeguttscoltinindlrhe fdllawingréssltpmageed i n t he
obtained:

e Report has been created [<date> <time>] i the report has been successfully created. The time of the report
creation is specified in the <Date> and <Time> fields.

e Error [<date> <time>] i report creation completed with an error. The time of the report creation is specified in
the<Date>and <Time>f i el ds. The errords description s(sasedian vi ewed
¢Application eventlogse on 30n g e

e No available reports i no report has been created using this task so far, or the administrator has deleted all
previously created reports.

e Nodata-t he Management Console cannot obtain information abc
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Detailed information about the report generation task is provided in the settings window, accessible through the
Propertiesc ommand of t he «cont e Xiewngandaonfigusng @ reporegerteriatmmtaske o n §br g e

The administrator can create new report tasks, view and edit the settings of the existing tasks, delete tasks, and create
and view the generated reports using the Reports folder and the commands of the context menu commands in the
results pane.

IN THIS SECTION
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GENERATING REPORTS

®» To generate a report about an anti-virus server scan:
either create a report gener at i on Cteaisglarepoftgendratontagk rompr i at e
page82) , or select an existing on ¥ewngahd@nfiguting a report gereetatton ngs (S e ¢
taske on §gbpge

As a result, a report will be created at the frequency specified in the schedule.

Reports can be created request, irrespective of the scheduled time, which can be useful when you need current
information about the status of server protection, for example, during virus outbreaks.

® To receive a report upon request:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server and select the Reports folder in the console tree.

2. Select the required report generati on Repostde fomo f@atglee | i st
3. Press the Create report button.

Reports will be created based on the information about anti-virus server scans saved by the application. All results
related to traffic scanning (incoming, outgoing and transit), and the scanning of mail-boxes and common folders are
saved. To reduce the amount of information stored, restrictions can be placed on how long the reports are stored.

®»  To restrict the period of report saving:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server and select the Reports folder in the console tree.

2. Open the context menu of the Reports folder, and use either the Properties command or the corresponding
item in the Action menu.

3. Inthe displayed Properties: Reports (see figure below):

e check the box Store statistics to limit the storage period for reports, and indicate the storage period for
preserving the statistics. The default storage period is twelve months.
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e To delete the contents of the statistical database used for generating reports, click the Clear report
statistics button.

Properties: Reports K1 E3 l

General I
Mot longer than: | 154 |years LI
Clear report statistics | Restore the default settings I
| QK I Cancel I Apply I

Figure 41: Configuring the statistics parameters.

After you have made the changes, press the Apply or OK button to apply the new settings. To exit without saving the
changes, press the Cancel button.

You can restore the default settings by pressing the Restore the default settings button.

CREATING AREPORT GEN  ERATION TASK

®» To create a new report generation task,

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server and select the Reports folder in the console tree.

2. Open the context menu and use the New task command, or use the corresponding item in the Action menu.
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3. Use the task configuration wizard (see figure below) to specify the necessary settings.

e |

Creating new report
Specify common report settings K

Task name:

Type: Anti-virus protection

Description: ;]

Figure 42: A report generation task. Entering the name and description

On the first page (see figure above) you should:

e Enter the t asTasknamedede i n t he

e If necessary, enter a more detailed description for the report in the Description field.
Click the Next button. On the next page (see figure below) specify:

e Report type: Standard or Detailed. The report type affects how frequently the report will be generated (see the
table below).

e The time interval for which the information will be provided, starting with the date and time of report generation.
The following options are available:

o for the last day / week / month / year;

e for one day / week / month / year, starting with the specified date.
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oo K

Creating new report
Specify report data settings K
Generate |Standart LI report
=
starting

Standart report for one day contains data for each 6 hours.,

< Back I Next = I Cancel

Figure 43: A report generation task. Data configuration

Table 3. The report frequency table

T YPE OF REPORT REPORTING PERIOD THE REPORT FREQUENCY
Standard day six hours

week one day

month one day

year three months
Detailed day one hour

week twelve hours

month one day

year one month

Click the Next button. On the next page (see figure below) define a schedule for automatic report creation, and specify
delivery addresses:

e To create a report according to the schedule specified below, check the Generate report automatically box.
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e To create a report schedule:

e Select the report creation frequency, Daily, On specified days of the week or Monthly, on specified day.
Edit the schedule settings in accordance with the selected frequency.

e  Specify the time when reports will be created in the Create at field.

e To send the created report via email, check the Send each report by email box and enter the email addresses
in the To field. Multiple email addresses can be entered as a semicolon-delimited list.

You can verify the list of recipients' addresses by using the Test button. A test message will be sent to each
valid address specified.

Generate reports B3 |

Creating new report
Specify report creation settings K

[V Generate report automatically

&+ Daily

" On specified days of the week:
[ Monday [T Tuesday = wednesday
[ Thursday ™ Friday [ saturday
[T Sunday

" Monthly, on specified day: lﬂ

Create at: 00:00 ‘j

[V send each report by email

To: I admin@server.com| Test...

< Back I Finish I Cancel

Figure 44: A report generation task. Configuring the schedule and delivery addresses

After you have finished editing the settings, press the Finish button.
As a result:
e The report creation task will be added to the Reports folder, and will appear in the results pane.

e The application will create reports according to the time specified in the schedule and with the specified
frequency, based on the task. The report can also be generated manually, at the administrator's request.
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VIEWING AND CONFIGURI NG A REPORT GENERATI  ON TASK

=®» To view or modify the report generation task settings,

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server and select the Reports folder in the console tree.

2. Select the required report generation task from the list of created tasks (see secti o iReportse o n fage
3. Pressthe Properties button.

As a result, the Properties window of the report generation task settings will be displayed (see the figure below).

properies |

General | Data I Generate reportsl Heportsl

Task name: |1. Detailed scan report for last day
Type: Anti-virus protection
Description: :_]

=
| 0K I Cancel | Spply I

Figure 45: Viewing and configuring a report generation task

The window contains the following tabs: General, Data, Generate reports and Reports.

The General and Data tabs are identical to the corresponding windows of the report generation task creation wizard (see
s e c t Creating @ report generation taske o n  §2)a The report generation task settings can be modified in the same
way as when the template was created.
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The Generate reports tab (see the figure below), displays the settings specified in the report generation task wizard, and
also allows you to create a report manually. To do this, press the Generate now button. The field to the right of the
button indicates the taskés current status.

Properties B I
General | Data  Generate reports | Reports |

[V Generate report automatically

" Daily

' On specified days of the week:
v tonday [~ Tuesday [ wWednesday
I~ Thursday V' Friday [~ Saturday
[~ Sunday

" Monthly, on specified day: I 13:

Create at: 00:00 j

Generate now I [Disabled

V' Send each report by email

To: |admin@server.con‘l Test I

| oK I Cancel | Apply |

Figure 46: A report generation task settings. The Generate reports tab

The Reports tab in the table shows all reports created based on the selected task. For each report, the list shows its
creation time and the period which it covers. The following actions are available:

e Save file using the Save button. In this case, specify the reports storage folder in the window that will open. The
report will be saved in html format. By default, the file name indicated will be in the following format: <task
name> - <YYYY.MM.DD HH-MM-SS>.html.

e  Open the report for viewing using the View button.

e Delete a report using the Delete button.
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The path of the reports storage folder on the Security server is specified under the table. You can change this folder only
using the Data Migration Wizard ( s e e s éModification of the Security Server settingsée on Zlrge

Properties B B I

Generall Data | Generate reports  Reports |

Generated reports:

Created | Generation period
10 4:44:27 &M 107772008

Save View Delete

Reports storage folder:
C:\Documents and Settingshadministrator. NLBAD esktopiMew
Folder\Reports

| oK I Cancel Spply

Figure 47: A report generation task settings. The Reports tab

VIEWING REPORTS

Depending on the template settings assigned, created reports can be:
e saved in a specified folder;
e sent by email.

®» To view a report saved as a folder:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, and select
the node corresponding to the required server.

2. Select the Reports folder.
3. Select the required report generation Repostd¢e fomo ®atglee | i st

4. Click on the Report has been created [<date> <time>] link located in the Execution results column, or use
the View report button located above the table.
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As a result, the systembs default web br owssearverwdahsiseedhespl ay .

figure below). Immediately after loading, the report displays the general scan results. The title contains the following
information:

e reporting period;
e the report name;
e the server on which the report was generated;

e the time of report creation.

’9 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 - Anti-¥irus scan report - Microsoft Internet Explorer

File Edit View Favorites Tools Help I

=)

DBack ~ &3 v [¥] [2] (a| P search zFavortes € | (- 5
Address l@_'] about:blank

Anti-Virus scan report
for the period:

Report name:

Server name:

Time created:

Tuesday, October 07, 2008

1. Detailed scan report for last day
PLHUB

10/8/2008 8:14:32 AM

e Total scan results e Unscanned objects

e Scanned object passed without changes

Total scan results

e Scanned object passed with changes

o NMost frequently detecte
e Scanned and non-passt

Time period Infected cured | Non-treatable | Suspicious Protected or | Clean objects | Total scann
objects or non-treated objects corrupted objects
objects objects

10/7/2008 [00:00-01:00] 0 /0 bytes 0 /0 bytes 0 /0 bytes 0 /0 bytes 0 /0 bytes 0 /0 bytes

10/7 /2008 [01:00-02:00] 0 /0 bytes 0 /0 bytes 0 /0 bytes 0 /0 bytes 0 /0 bytes 0 /0 bytes

10/7/2008 [02:00-03:00] 0 /0 bytes 0 /0 bytes 0 /0 bytes 0 /0 bytes 0 /0 bytes | 0 /0 bytes

40 7 MAnnn Fonann ndann [ B A W EORTCN [ B e T EORT N [ e N EORTCV [ W EORTC [ B A T EORT PN { (B B EORT N X

4 r | »

|&] Done [ [ | | |@ trustedsites 7

Figure 48: Viewing a report saved as a folder

The upper part of the report lists the heading and report sections as a table of contents;

the content of the selected section is displayed in the lower part of the report.

The report is sent by email as an htmi-file in the message attachment.

You can view the list of previously created reports in the task settings window on the Reports (see section
¢Viewing and configuring a report generation taské o n 86n g e




APPLICATION EVENT LOG S

Kaspersky Security can register application events in both the Microsoft Windows application event logs and the
Kaspersky Security application log file.

The level of detail entered into the logs depends on the diagnostics levels specified in the application settings (see
s e c t Canfigurigg the diagnosticslevele o n Jlrn g e

Events registered in the Microsoft Windows events log can be viewed using the Events Viewer, a standard Microsoft
Windows component. For events originated by Kaspersky Security, the Source column will contain the text Kaspersky
Security for Exchange.

The Kaspersky Security events logs are maintained in several formats, with file names which depend on the format, as
follows:

e KSCM4E<Date>.log - general application event logs containing information about events that do not fit other
logs.

e Virus<Date>.log i anti-virus protection event logs.

e _upd.logi log of the updater component containing debug information. Its presence can be configured on the
Updates sourcet a b ( s e e Setedicogtthie opdates sourcee o n  36pirgoemation box by clicking the
button Log debug information. By default, the log file is not generated.

The method used to maintain the updater component log differs from the methods used for other
| ogs ( s e eSelecting theiupdatesgourcee on 36k g e

where <Date> in the file name stands for the date of file creation, in the format YYYYMMDD. For example:
KSCM4E20070910.log.

Q The update process will complete with an error if the _upd.log file is inaccessible while databases are being
updated.

By default, a new log is created on a monthly basis. The log storage period is not restricted; however, the maximum
number of logs having the same format is limited (the default limit is 5 logs of the same type). If, when a new log is being
created, this limit is exceeded, the oldest log of the same format will be deleted. The frequency for creating new logs, and
the maxi mum number of | ogs, Editagriogbetdingséo doinf igBadge( see sect i

New records recorded in application event logs are added to the end of the newest file. The log size is not restricted.
The application logs can be viewed using a standard program associated with text files (for example, Notepad).

Logs are stored in the Logs folder, which is created within the application data folder ( s e e s eModification of the
Security Server settingsé o n Zage

Logs can be configured in the Diagnostics tab of the application's General settings window, which is accessible via the
General settings| i nk ( s e €onfigeringtthe dimgnogticslevele on dlar ge
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APPLICATION EVENT LOGS

CONFIGURING THE DIAGN  OSTICS LEVEL

The amount and completeness of information entered in the logs depend on the selected diagnostics levels.
The following diagnostics levels are provided:

e None: do not register any information in the logs.

e Minimum - log only major events.

e Medium - in addition to major events, log some additional events that describe the application operation in more
detail.

e Maximum - log full information about the operation of the module, except the debug messages.
e Debug - log all information, including debug messages.

e Custom: selecting this option activates the Advanced Settings, which can be used to configure the diagnostics
levels for individual application components. This level is available only for the general events log.

®»  To configure the diagnostics level:

1. Inthe main application window open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node
in the console tree, select the node corresponding to the required server, and follow the General settings link in
the results pane.

2. Select the Diagnostics tab in the General settings window that will open (see figure below).

General settings (2 | X

General | Licenses Diagnostics IFoIdersl Notifications |

Common log. Common log contains information about application activity
that is not intended for any other logs.

Diagnostic level: IMinimum l] Advanced Settings

File name fFormat: kse60YYYYMMDD.log

Yirus log. Virus log contains information about anti-virus scanning results,

Diagnostic level: Minimum ~|

File name Format: wirusYyYYMMDD. log

Log folder on server:
I C:\Documents and SettingsiAdministrator . NLB\Desktopihew Folder\Log:

Store no more than E| _:_‘ log files
Write to new log file once a IMonth 'I
Restore the default settings |

[ o | cancel | sy |

Figure 49: The Diagnostics tab
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The tab allows you to define separately the diagnostics level for the general application log, and for the anti-virus log
which contains the results of anti-virus scans.

Select the required log and specify the required diagnostics level using the drop-down list.
After you have finished changing the settings, press the Apply or OK button.

You can restore the default settings by pressing the Restore the default settings button.

EDITING LOG SETTINGS

®» To alter logs settings:

1. Inthe main application window open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node
in the console tree, select the node corresponding to the required server, and follow the General settings link in
the results pane.

2. Select the Diagnostics tab in the General settings window thatwillo p e n (s e eCosfigwirigithe n ¢
diagnostics levelée o n 3l)yagdeedit the necessary settings:

e Select the frequency for creating logs in the field Write to new log file once a, by selecting the required
value from the drop-down list.

e Specify the number of log files of the same format that can be stored by the application, in the field Store
no more than [NN] log files.

After you have finished changing the settings, press the Apply or OK button.

You can restore the default settings by pressing the Restore the default settings button.




MANAGING KASPERSKY SE  CURITY
LICENSES

When you purchase Kaspersky Security, you enter into a license agreement with Kaspersky Lab. This agreement grants
you the right to use the software you purchased to protect the specified number of mailboxes, and to have access to the
attendant services, for a defined period.

The anti-virus protection covers both mailboxes and public folders. Therefore, no additional license is needed
to protect public folders when working in the Microsoft Exchange environment.

@ When using the application on a cluster of servers, the license is valid for the whole cluster.

The following features will be available to you during the license period:
e using the anti-virus functionality of the application;
e regular database updates;
e receiving upgrades to the application modules;

e support on issues related to the installation, configuration and the use of the purchased software product,
provided 24 hours a day, by phone or email.

The application verifies the validity of the license agreement through the Kaspersky Security key file, which is an integral
part of any Kaspersky Lab product.

Q Kaspersky Security 6.0 for Microsoft Exchange Server 2007 will not work without a license!

The application can use only one active license. This license contains restrictions imposed on the use of Kaspersky
Security, which the application verifies using its internal algorithms. If a violation of the terms and conditions of the license
agreement is detected:

e the functionality of the application will be limited;
e arecord of the detected violation will be entered into the event logs;

o if the notification settings are configured, a notification about the violation will be issued and sent by email (see
s e ¢ t Lieemse-rglated notificationsé o n Yhge

You can reduce the number of protected mailboxes by excluding some of them from the storage scan scope (see section
¢Unprotected storage areasé o n $¥p g e

You are advised to purchase a license able to protect all your mailboxes, as any unprotected storage areas increase the
possibility of penetration and propagation of viruses via the email system.

When a commercial license expires, the application continues to provide anti-virus protection, but database updates, new
application versions and access to the Technical Support service, are no longer available. The application will continue
anti-virus scanning of email traffic, and background scanning of storage areas, but will use outdated database versions.
In this case, it is difficult to guarantee comprehensive protection against new viruses, which may appear after the license
expires.

If a trial license has been used, upon its expiration the anti-virus functionality of the application will also be disabled in
addition to the above limitations.
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Note that the validity period of a trial key starts from the moment when the first trial key is added. The validity
period of all the subsequent trial keys will be adjusted in accordance with the validity period of the first key.

By default, a notification is sent when the application is running, two weeks prior to the license expiration date. This
message indicates when the currently installed license will expire, and gives information about renewing a license. The
date of the notification and the emai |Licehselrdlateenotificattodsd r ess c an

page 97).

You are advised to renew your application license in a timely manner.

Kaspersky Lab regularly has promotions during which license extension for our products are offered at a
considerable discount. Please visit the Products / Actions and special offers section of our web site for
information about current offers.

®» To renew your license:

1. Contact the dealer from whom you originally purchased the product, and buy a new license for the use of
Kaspersky Security 6.0 for Microsoft Exchange Server 2007.

or

Purchase a new key file directly from Kaspersky Lab. To do so, click the Licensest ab ( seelicerseti on ¢
informationé o n  35pagdeclick the link Renew license located on the Licenses tab. Alternately, if there is no

installed trial key, click on the link Buy license key. You will be redirected to Kaspersky Lab's web site, where

you will receive full information about the terms and conditions of the license purchase or renewal.

2. Install the key file (see s e c t Instatfling@ licenseé on g6a ge

You can install two licenses: an active license and a reserve license. The active license is the
@ license that is in use. The application cannot use more than one active license. The reserve
license will be automatically activated when the active license expires.
In some cases (for example, if the sales contract was terminated or if the license agreement restrictions were changed),
Kaspersky Lab terminates the license agreement with the user. In this case, the serial number of the license will be
added to the list of cancelled license, the so-called black list.

If your active license is found in the black list, the reserve license will not be activated and the application will be disabled
except for the management and anti-virus database updating services. When such an event occurs, a notification is sent
by email using the general notification settings (see section Cgstomizing general notification settingsée o n Hfla g e

If your key is in the black list, you are advised to update your databases and, if the error persists, contact the Technical
Support Service.
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M ANAGING KASPERSKY SECURITY LICENSES

L ICENSE INFORMATION

% To view the license:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the General settings link in the results pane.

2. Select the Licenses tab in the General settings window that will open (see figure below).

General Licenses lDiagnostics | Folders | Motifications |

Current license

Status: valid license

License type: Commercial

Owner; Administrator

Users count: 15

Expiration date: 4/17/2009

Serial number: 0000-000000-00000001

Renew license AddReplace... Remove

Backup license

The backup license will be automatically activated upon the expiry of the
current license

Users count: <absent >
Expiration date: <absent >
Serial number: <absent >
add... I Rermoye I
Maotify about license expiration 14 _:, days before

| OK I Cancel | Apply I

Figure 50: Viewing license information

The tab contains the following information:
e the status of the active license;
e the active licensebds type;
e license owner information;
e the supported number of user accounts (mailboxes);
e license expiration date;
e the license serial number.

If you have a reserve key installed, the tab will also display information about the number of user accounts supported by
this reserve key, its serial number, and expiration date.
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INSTALLING A LICENSE

Two license can be installed for one application: an active license and a reserve license. The reserve license
automatically becomes active when the active license expires.

If the active license is found in the black list, the reserve license will not be activated. In this case, you must
replace the active license. You can manually install the reserve license as the active license.

There is a provision for replacing the active |Iicense, which
the procedure of consecutively removing the active license and installing a new license.
Q A reserve key cannot be installed if it expires before the active license!
If no license is installed for the application, only the active license can be installed.
®» Toinstall or replace a license:
1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the General settings link in the results pane.
2. Selectthe Licenses tab in the General settingswi ndow t hat wi | | Lieemseinfornjatoeée orect i on
page 95).
e if you are installing or replacing the active license, press the Add/Replace button in the Current license
section.
e if you are installing the backup license, press the Add button in the Backup license section.
3. Specify the key file (*.key) to be installed in the file selection window that will open.
Q Once the trial key validity period has expired, you will not be able to install another trial license.
As a result, information about the installed license will be displayed in the fields of the corresponding section.
Close the General settings window by pressing the OK or Apply button.
REMOVING A LICENSE
When you remove your license using the Kaspersky Security interface, you only remove the registration of the key.
Physically, the key file will remain untouched on the media from which it was added to the application.
®» Toremove a key file,
1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the General settings link in the results pane.
2. Select the Licenses tab in the General settingswi ndow t hat wi | | Licemseinfornfjatoeee e ct i on

page 95).
e if you are removing the backup license, press the Remove button in the Backup license section.
e if you are removing the active license, press the Remove button in the Current license section.

3. Confirm the removal of the key file in the warning message that will be displayed on your screen.
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As a result, the information in the corresponding sections will be updated.
Close the General settings window by pressing the OK or Apply button.

Q If you remove the active license, any installed reserve license will also be automatically removed.

L ICENSE -RELATED NOTIFICATION S

The application verifies compliance with the license agreement after every database update.
If the check reveals that any of the following applies:
e the active key expires within the next few days;
e the license has expired,;
e the active license was found in the black list;
e the number of protected mailboxes exceeds the maximum number specified in the license;

a record will be entered in the application logs and, if the notification parameters are configured, a message will be sent
by email to the specified email address.

By default, a notification will be issued 14 days prior to the expiration of your license period. You can set up an earlier or
a later notification date.

®»  To configure license-related notifications:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the General settings link in the results pane.

2. Selectthe Licenses tab in the General settingswi ndow t hat wi | | Lieemseinfornjatoeée crect i on
page 95) and in the Notify about license expiration section, specify the number of days before the license
expiry date you want the license notification to be issued.

3. Gotothe Notificationst a b ( s e e Custentzing gemeralqotification settingsé o n  filpagdespecify the
email addresses of notification recipients in the System notifications settings section. Multiple addresses can
be entered as a semicolon-delimited list.

To verify the correctness of recipients' email addresses, send an email message to them by pressing the Test
button.

After you have entered and verified the addresses, press the Apply or OK button.

UNPROTECTED STORAGE A REAS

The application will protect the number of mail boxes specified in the active license. If this number is not sufficient, you
must decide which mailboxes should be left unprotected and moved into storage areas not covered by anti-virus
protection.
If the number of protected mailboxes exceeds the limit specified in the license, all mail accounts will remain
unprotected!

By default, the application protects all public folders created on the protected mail server. You can remove protection
from public folders if you think that their scan would be redundant.
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®» To remove protection from the mailbox storage or public folders storage:

1. Open the Kaspersky Security 6.0 for Microsoft Exchange Server 2007 node in the console tree, select the
node corresponding to the required server, and follow the Anti-virus protection link in the results pane.

2. Gotothe Protected Mail tab in the Anti-virus protection window that will open (see figure below).

¢ Inthe Protected mailbox storages section uncheck boxes next to the names of storage areas containing
mailboxes which will not be scanned.

¢ Inthe Protected public folder storages section uncheck the boxes next to the names of public folders
which will not be scanned.

The list includes all mailbox storage areas created on the protected Microsoft Exchange server. By default, the
application protects the storages that already existed when the application was installed. Protection of more
recent storages must be enabled manually.

Anti-virus protection ﬂ m
General l Attachment Scan | Actions
Protected Mail I Background scan | Performance

Protected mailbox storages

PLMAILBOX\First Storage Group\Mailbox Database

Protected public folder storages

PLMAILBOX\First Storage GroupiPublic folder store

Additional

™ Do not check outgoing messages on Mailbox role

| OK I Cancel Apply

Figure 51: The Protected Mail tab

To apply the changes, press the Apply or OK button.

As a result, any mailboxes located in unprotected storage areas will not be counted when the application verifies
compliance with the license restrictions.




FREQUENTLY ASKED QUE  STIONS

This chapter is devoted to questions most frequently asked by users regarding the installation, configuration, and
operation of Kaspersky Security 6.0 for Microsoft Exchange Server 2007.

Question: Can the application be used with other vendors' anti-virus software?

Kaspersky Security 6.0 for Microsoft Exchange Server 2007 is an anti-virus email application designed to be used in
corporate networks. Therefore, it can be used with Kaspersky Open Space Security applications (such as
Kaspersky Anti-Virus 6.0 for Windows Workstations or Kaspersky Anti-Virus 6.0 for Windows Servers), deployed on
the network.

Anti-virus products of other vendors can run on a Microsoft Exchange server deployed as a Hub Transport or Edge
Transport together with Kaspersky Security interceptors for those configurations. The system load in this case
increases, and the requirements to the administrator who must coordinate the settings of the anti-virus products, will
also increase. Therefore, it is recommended to remove third-party anti-virus products before installing the Kaspersky
Security application.

Kaspersky Security does not work with anti-virus products of other vendors on a Microsoft Exchange server
deployed as a Mailbox!

Question: Why does the application decrease my computer performance and impose a considerable load on the
processor?

The process of virus detection is a purely computational task which involves the analysis of structures, checksum
calculation, and mathematical data transformation. Therefore, the main resource consumed by the anti-virus
application is processor time. Moreover, each new virus added into the anti-virus database adds to the overall
scanning time.

Some other anti-virus software vendors speed up the scan process by excluding viruses from their databases, such
as: viruses that are less easily detectable; viruses which occur less frequently in the geographic location of the anti-
virus vendor, and file formats that require complicated analysis (e.g. PDF files). By contrast, Kaspersky Lab believes
that the purpose of an anti-virus application is to provide genuine anti-virus security.

Kaspersky Security allows experienced users to accelerate the anti-virus scan process by disabling the scanning of
various file types. However, note that this leads to lowering the security level of your computer.

Kaspersky Security recognizes over 700 formats of archived and packed files. That is very important for anti-virus
security because each recognized format can contain executable malicious code that activates only after
decompression / unpacking.

Question: Why do | need a Kaspersky Security license? Will my Kaspersky Security application work without it?
Kaspersky Security 6.0 for Microsoft Exchange Server 2007 will not work without a license!

If you are still undecided about whether or not to purchase the application, we can provide you with a temporary key
file (trial key), which will only work for either two weeks or for a month. When this period expires, the key will be
blocked.

Question: What happens when my Kaspersky Security license expires?

After the license expires, Kaspersky Security will continue operating, but the database updating feature will be
disabled. Kaspersky Security will continue performing the anti-virus email traffic and background storage scan, but it
will be using outdated databases.

When this happens, contact either the dealer from whom you purchased your copy of Kaspersky Security, or
Kaspersky Lab directly.







