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KASPERSKY LAB END USER LICENSE
AGREEMENT

IMPORTANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT BEFORE
YOU START USING THE SOFTWARE.

BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW OR BY ENTERING
CORRESPONDING SYMBOL(-S) YOU CONSENT TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS
AGREEMENT. SUCH ACTION IS A SYMBOL OF YOUR SIGNATURE AND YOU ARE CONSENTING TO BE BOUND
BY AND ARE BECOMING A PARTY TO THIS AGREEMENT AND AGREE THAT THIS AGREEMENT IS
ENFORCEABLE LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGNED BY YOU. IF YOU DO NOT AGREE TO
ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, CANCEL THE INSTALLATION OF THE SOFTWARE
AND DO NOT INSTALL THE SOFTWARE.

IF LICENSE CONTRACT OR SIMILAR DOCUMENT ACCOMPANIES SOFTWARE, TERMS OF THE SOFTWARE USE
DEFINED IN SUCH DOCUMENT PREVAIL OVER CURRENT END USER LICENSE AGREEMENT.

AFTER CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW OR AFTER ENTERING
CORRESPONDING SYMBOL(-S) YOU HAVE THE RIGHT TO USE THE SOFTWARE IN ACCORDANCE WITH THE
TERMS AND CONDITIONS OF THIS AGREEMENT.

1. Definitions

1.1. Software means software including any Updates and related materials.

1.2. Rightholder (owner of all rights, whether exclusive or otherwise to the Software) means Kaspersky Lab ZAO, a
company incorporated according to the laws of the Russian Federation.

1.3. Computer(s) means hardware(s), including personal computers, laptops, workstations, personal digital

assistants, ‘smart phones’, hand-held devices, or other electronic devices for which the Software was designed
where the Software will be installed and/or used.

1.4. End User (You/Your) means individual(s) installing or using the Software on his or her own behalf or who is
legally using a copy of the Software; or, if the Software is being downloaded or installed on behalf of an
organization, such as an employer, "You" further means the organization for which the Software is downloaded
or installed and it is represented hereby that such organization has authorized the person accepting this
agreement to do so on its behalf. For purposes hereof the term "organization,"” without limitation, includes any
partnership, limited liability company, corporation, association, joint stock company, trust, joint venture, labor
organization, unincorporated organization, or governmental authority.

15. Partner(s) means organizations or individual(s), who distributes the Software based on an agreement and
license with the Rightholder.

1.6. Update(s) means all upgrades, revisions, patches, enhancements, fixes, modifications, copies, additions or
maintenance packs etc.

1.7. User Manual means user manual, administrator guide, reference book and related explanatory or other
materials.

2. Grant of License

2.1. You are given a non-exclusive license to store, load, install, execute, and display (to "use") the Software on a

specified number of Computers in order to assist in protecting Your Computer on which the Software is
installed, from threats described in the User Manual, according to the all technical requirements described in the
User Manual and according to the terms and conditions of this Agreement (the "License") and you accept this
License:

Trial Version. If you have received, downloaded and/or installed a trial version of the Software and are hereby
granted an evaluation license for the Software, you may use the Software only for evaluation purposes and only
during the single applicable evaluation period, unless otherwise indicated, from the date of the initial installation.
Any use of the Software for other purposes or beyond the applicable evaluation period is strictly prohibited.

Multiple Environment Software; Multiple Language Software; Dual Media Software; Multiple Copies; Bundles. If
you use different versions of the Software or different language editions of the Software, if you receive the
Software on multiple media, if you otherwise receive multiple copies of the Software, or if you received the
Software bundled with other software, the total permitted number of your Computers on which all versions of the
Software are installed shall correspond to the number of computers specified in licenses you have obtained
provided that unless the licensing terms provide otherwise, each acquired license entitles you to install and use
the Software on such a number of Computer(s) as is specified in Clauses 2.2 and 2.3.
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If the Software was acquired on a physical medium You have the right to use the Software for protection of such

a number of Computer(s) as is specified on the Software package.

If the Software was acquired via the Internet You have the right to use the Software for protection of such a

number of Computers that was specified when You acquired the License to the Software.

You have the right to make a copy of the Software solely for back-up purposes and only to replace the legally

owned copy if such copy is lost, destroyed or becomes unusable. This back-up copy cannot be used for other

purposes and must be destroyed when you lose the right to use the Software or when Your license expires or is
terminated for any other reason according to the legislation in force in the country of your principal residence or
in the country where You are using the Software.

From the time of the Software activation or after license key file installation (with the exception of a trial version

of the Software) You have the right to receive the following services for the defined period specified on the

Software package (if the Software was acquired on a physical medium) or specified during acquisition (if the

Software was acquired via the Internet):

- Updates of the Software via the Internet when and as the Rightholder publishes them on its website or
through other online services. Any Updates that you may receive become part of the Software and the
terms and conditions of this Agreement apply to them;

- Technical Support via the Internet and Technical Support telephone hotline.

Activation and Term

If You modify Your Computer or make changes to other vendors’ software installed on it, You may be required
by the Rightholder to repeat activation of the Software or license key file installation. The Rightholder reserves
the right to use any means and verification procedures to verify the validity of the License and/or legality of a
copy of the Software installed and/or used on Your Computer.

If the Software was acquired on a physical medium, the Software can be used, upon your acceptance of this
Agreement, for the period that is specified on the package commencing upon acceptance of this Agreement.

If the Software was acquired via the Internet, the Software can be used, upon your acceptance of this
Agreement, for the period that was specified during acquisition.

You have the right to use a trial version of the Software as provided in Clause 2.1 without any charge for the
single applicable evaluation period (30 days) from the time of the Software activation according to this
Agreement provided that the trial version does not entitle You Updates and Technical support via the Internet
and Technical support telephone hotline.

Your License to Use the Software is limited to the period of time as specified in Clauses 3.2 or 3.3 (as
applicable) and the remaining period can be viewed via means described in User Manual.

If You have acquired the Software that is intended to be used on more than one Computer then Your License to
Use the Software is limited to the period of time starting from the date of activation of the Software or license
key file installation on the first Computer.

Without prejudice to any other remedy in law or in equity that the Rightholder may have, in the event of any
breach by You of any of the terms and conditions of this Agreement, the Rightholder shall at any time without
notice to You be entitled to terminate this License without refunding the purchase price or any part thereof.

You agree that in using the Software and in using any report or information derived as a result of using this
Software, you will comply with all applicable international, national, state, regional and local laws and
regulations, including, without limitation, privacy, copyright, export control and obscenity law.

Except as otherwise specifically provided herein, you may not transfer or assign any of the rights granted to you
under this Agreement or any of your obligations pursuant hereto.

Technical Support

The Technical Support described in Clause 2.5 of this Agreement is provided to You when the latest Update of
the Software is installed (except for a trial version of the Software).

Technical support service: http://support.kaspersky.com

User's Data, specified in Personal Cabinet/My Kaspersky Account, can be used by Technical Support
specialists only during processing User’s request.

Limitations

You shall not emulate, clone, rent, lend, lease, sell, modify, decompile, or reverse engineer the Software or
disassemble or create derivative works based on the Software or any portion thereof with the sole exception of
a non-waivable right granted to You by applicable legislation, and you shall not otherwise reduce any part of the
Software to human readable form or transfer the licensed Software, or any subset of the licensed Software, nor
permit any third party to do so, except to the extent the foregoing restriction is expressly prohibited by applicable
law. Neither Software’s binary code nor source may be used or reverse engineered to re-create the program
algorithm, which is proprietary. All rights not expressly granted herein are reserved by Rightholder and/or its
suppliers, as applicable. Any such unauthorized use of the Software shall result in immediate and automatic
termination of this Agreement and the License granted hereunder and may result in criminal and/or civil
prosecution against You.

You shall not transfer the rights to use the Software to any third party.
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You shall not provide the activation code and/or license key file to third parties or allow third parties access to
the activation code and/or license key which are deemed confidential data of Rightholder.

You shall not rent, lease or lend the Software to any third party.

You shall not use the Software in the creation of data or software used for detection, blocking or treating threats
described in the User Manual.

Your key file can be blocked in case You breach any of the terms and conditions of this Agreement.

If You are using the trial version of the Software You do not have the right to receive the Technical Support
specified in Clause 4 of this Agreement and You don’t have the right to transfer the license or the rights to use
the Software to any third party.

Limited Warranty and Disclaimer

The Rightholder guarantees that the Software will substantially perform according to the specifications and
descriptions set forth in the User Manual provided however that such limited warranty shall not apply to the
following: (w) Your Computer’s deficiencies and related infringement for which Rightholder’s expressly disclaims
any warranty responsibility; (X) malfunctions, defects, or failures resulting from misuse; abuse; accident; neglect;
improper installation, operation or maintenance; theft; vandalism; acts of God; acts of terrorism; power failures
or surges; casualty; alteration, non-permitted modification, or repairs by any party other than Rightholder; or any
other third parties’ or Your actions or causes beyond Rightholder’'s reasonable control; (y) any defect not made
known by You to Rightholder as soon as practical after the defect first appears; and (z) incompatibility caused
by hardware and/or software components installed on Your Computer.

You acknowledge, accept and agree that no software is error free and You are advised to back-up the
Computer, with frequency and reliability suitable for You.

The Rightholder does not provide any guarantee that the Software will work correctly in case of violations of the
terms described in the User Manual or in this Agreement.

The Rightholder does not guarantee that the Software will work correctly if You do not regularly download
Updates specified in Clause 2.5 of this Agreement.

The Rightholder does not guarantee protection from the threats described in the User Manual after the
expiration of the period specified in Clauses 3.2 or 3.3 of this Agreement or after the License to use the
Software is terminated for any reason.

THE SOFTWARE IS PROVIDED "AS IS" AND THE RIGHTHOLDER MAKES NO REPRESENTATION AND
GIVES NO WARRANTY AS TO ITS USE OR PERFORMANCE. EXCEPT FOR ANY WARRANTY,
CONDITION, REPRESENTATION OR TERM THE EXTENT TO WHICH CANNOT BE EXCLUDED OR
LIMITED BY APPLICABLE LAW THE RIGHTHOLDER AND ITS PARTNERS MAKE NO WARRANTY,
CONDITION, REPRESENTATION, OR TERM (EXPRESSED OR IMPLIED, WHETHER BY STATUTE,
COMMON LAW, CUSTOM, USAGE OR OTHERWISE) AS TO ANY MATTER INCLUDING, WITHOUT
LIMITATION, NONINFRINGEMENT OF THIRD PARTY RIGHTS, MERCHANTABILITY, SATISFACTORY
QUALITY, INTEGRATION, OR APPLICABILITY FOR A PARTICULAR PURPOSE. YOU ASSUME ALL
FAULTS, AND THE ENTIRE RISK AS TO PERFORMANCE AND RESPONSIBILITY FOR SELECTING THE
SOFTWARE TO ACHIEVE YOUR INTENDED RESULTS, AND FOR THE INSTALLATION OF, USE OF, AND
RESULTS OBTAINED FROM THE SOFTWARE. WITHOUT LIMITING THE FOREGOING PROVISIONS, THE
RIGHTHOLDER MAKES NO REPRESENTATION AND GIVES NO WARRANTY THAT THE SOFTWARE WILL
BE ERROR-FREE OR FREE FROM INTERRUPTIONS OR OTHER FAILURES OR THAT THE SOFTWARE
WILL MEET ANY OR ALL YOUR REQUIREMENTS WHETHER OR NOT DISCLOSED TO THE
RIGHTHOLDER .

Exclusion and Limitation of Liability

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL THE
RIGHTHOLDER OR ITS PARTNERS BE LIABLE FOR ANY SPECIAL, INCIDENTAL, PUNITIVE, INDIRECT,
OR CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR
LOSS OF PROFITS OR CONFIDENTIAL OR OTHER INFORMATION, FOR BUSINESS INTERRUPTION,
FOR LOSS OF PRIVACY, FOR CORRUPTION, DAMAGE AND LOSS OF DATA OR PROGRAMS, FOR
FAILURE TO MEET ANY DUTY INCLUDING ANY STATUTORY DUTY, DUTY OF GOOD FAITH OR DUTY
OF REASONABLE CARE, FOR NEGLIGENCE, FOR ECONOMIC LOSS, AND FOR ANY OTHER
PECUNIARY OR OTHER LOSS WHATSOEVER) ARISING OUT OF OR IN ANY WAY RELATED TO THE
USE OF OR INABILITY TO USE THE SOFTWARE, THE PROVISION OF OR FAILURE TO PROVIDE
SUPPORT OR OTHER SERVICES, INFORMATON, SOFTWARE, AND RELATED CONTENT THROUGH THE
SOFTWARE OR OTHERWISE ARISING OUT OF THE USE OF THE SOFTWARE, OR OTHERWISE UNDER
OR IN CONNECTION WITH ANY PROVISION OF THIS AGREEMENT, OR ARISING OUT OF ANY BREACH
OF CONTRACT OR ANY TORT (INCLUDING NEGLIGENCE, MISREPRESENTATION, ANY STRICT
LIABILITY OBLIGATION OR DUTY), OR ANY BREACH OF STATUTORY DUTY, OR ANY BREACH OF
WARRANTY OF THE RIGHTHOLDER AND/OR ANY OF ITS PARTNERS, EVEN IF THE RIGHTHOLDER
AND/OR ANY PARTNER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

YOU AGREE THAT IN THE EVENT THE RIGHTHOLDER AND/OR ITS PARTNERS ARE FOUND LIABILE,
THE LIABILITY OF THE RIGHTHOLDER AND/OR ITS PARTNERS SHALL BE LIMITED BY THE COSTS OF




THE SOFTWARE. IN NO CASE SHALL THE LIABILITY OF THE RIGHTHOLDER AND/OR ITS PARTNERS
EXCEED THE FEES PAID FOR THE SOFTWARE TO THE RIGHTHOLDER OR THE PARTNER (AS MAY BE
APPLICABLE).

NOTHING IN THIS AGREEMENT EXCLUDES OR LIMITS ANY CLAIM FOR DEATH AND PERSONAL
INJURY. FURTHER IN THE EVENT ANY DISCLAIMER, EXCLUSION OR LIMITATION IN THIS AGREEMENT
CANNOT BE EXLUDED OR LIMITED ACCORDING TO APPLICABLE LAW THEN ONLY SUCH DISCLAIMER,
EXCLUSION OR LIMITATION SHALL NOT APPLY TO YOU AND YOU CONTINUE TO BE BOUND BY ALL
THE REMAINING DISCLAIMERS, EXCLUSIONS AND LIMITATIONS.

8. GNU and Other Third Party Licenses

8.1. The Software may include some software programs that are licensed (or sublicensed) to the user under the
GNU General Public License (GPL) or other similar free software licenses which, among other rights, permit the
user to copy, modify and redistribute certain programs, or portions thereof, and have access to the source code
("Open Source Software"). If such licenses require that for any software, which is distributed to someone in an
executable binary format, that the source code also be made available to those users, then the source code
should be made available by sending the request to source@kaspersky.com or the source code is supplied with
the Software. If any Open Source Software licenses require that the Rightholder provide rights to use, copy or
modify an Open Source Software program that are broader than the rights granted in this Agreement, then such
rights shall take precedence over the rights and restrictions herein.

9. Intellectual Property Ownership

9.1. You agree that the Software and the authorship, systems, ideas, methods of operation, documentation and
other information contained in the Software, are proprietary intellectual property and/or the valuable trade
secrets of the Rightholder or its partners and that the Rightholder and its partners, as applicable, are protected
by civil and criminal law, and by the law of copyright, trade secret, trademark and patent of the Russian
Federation, European Union and the United States, as well as other countries and international treaties. This
Agreement does not grant to You any rights to the intellectual property including any the Trademarks or Service
Marks of the Rightholder and/or its partners ("Trademarks"). You may use the Trademarks only insofar as to
identify printed output produced by the Software in accordance with accepted trademark practice, including
identification of the Trademark owner's name. Such use of any Trademark does not give you any rights of
ownership in that Trademark. The Rightholder and/or its partners own and retain all right, title, and interest in
and to the Software, including without limitation any error corrections, enhancements, Updates or other
modifications to the Software, whether made by the Rightholder or any third party, and all copyrights, patents,
trade secret rights, trademarks, and other intellectual property rights therein. Your possession, installation or
use of the Software does not transfer to you any title to the intellectual property in the Software, and you will not
acquire any rights to the Software except as expressly set forth in this Agreement. All copies of the Software
made hereunder must contain the same proprietary notices that appear on and in the Software. Except as
stated herein, this Agreement does not grant you any intellectual property rights in the Software and you
acknowledge that the License, as further defined herein, granted under this Agreement only provides you with a
right of limited use under the terms and conditions of this Agreement. Rightholder reserves all rights not
expressly granted to you in this Agreement.

9.2 You agree not to modify or alter the Software in any way. You may not remove or alter any copyright notices or
other proprietary notices on any copies of the Software.

10. Governing Law; Arbitration

10.1. This Agreement will be governed by and construed in accordance with the laws of the Russian
Federation without reference to conflicts of law rules and principles. This Agreement shall not be governed by
the United Nations Convention on Contracts for the International Sale of Goods, the application of which is
expressly excluded. Any dispute arising out of the interpretation or application of the terms of this Agreement or
any breach thereof shall, unless it is settled by direct negotiation, be settled by in the International Commercial
Arbitration Court at the Russian Federation Chamber of Commerce and Industry in Moscow, the Russian
Federation. Any award rendered by the arbitrator shall be final and binding on the parties and any judgment on
such arbitration award may be enforced in any court of competent jurisdiction. Nothing in this Section 10 shall
prevent a Party from seeking or obtaining equitable relief from a court of competent jurisdiction, whether before,
during or after arbitration proceedings.

11. Period for Bringing Actions

11.1. No action, regardless of form, arising out of the transactions under this Agreement, may be brought by either
party hereto more than one (1) year after the cause of action has occurred, or was discovered to have occurred,
except that an action for infringement of intellectual property rights may be brought within the maximum
applicable statutory period.
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12. Entire Agreement; Severability; No Waiver

12.1.  This Agreement is the entire agreement between you and Rightholder and supersedes any other prior
agreements, proposals, communications or advertising, oral or written, with respect to the Software or to subject
matter of this Agreement. You acknowledge that you have read this Agreement, understand it and agree to be
bound by its terms. If any provision of this Agreement is found by a court of competent jurisdiction to be invalid,
void, or unenforceable for any reason, in whole or in part, such provision will be more narrowly construed so
that it becomes legal and enforceable, and the entire Agreement will not fail on account thereof and the balance
of the Agreement will continue in full force and effect to the maximum extent permitted by law or equity while
preserving, to the fullest extent possible, its original intent. No waiver of any provision or condition herein shall
be valid unless in writing and signed by you and an authorized representative of Rightholder provided that no
waiver of any breach of any provisions of this Agreement will constitute a waiver of any prior, concurrent or
subsequent breach. Rightholder’s failure to insist upon or enforce strict performance of any provision of this
Agreement or any right shall not be construed as a waiver of any such provision or right.

13. Rightholder Contact Information

Should you have any questions concerning this Agreement, or if you desire to contact the Rightholder for any reason,
please contact our Customer Service Department at:

Kaspersky Lab ZAO, 10 build. 1, 1% Volokolamsky Proezd
Moscow, 123060

Russian Federation

Tel: +7-495-797-8700

Fax: +7-495-645-7939

E-mail: info@kaspersky.com

Web site: www.kaspersky.com

© 1997-2010 Kaspersky Lab ZAO. All Rights Reserved. The Software and any accompanying documentation are
copyrighted and protected by copyright laws and international copyright treaties, as well as other intellectual property
laws and treaties.



mailto:info@kaspersky.com
http://www.kaspersky.com/

TABLE OF CONTENTS

KASPERSKY LAB END USER LICENSE AGREEMENT .....ooiiiiiiieiiiiie sttt e s steeeestteesssaeeesssaeeessnsaeeesnsseeessssseessnsneenanns 3
ABOUT THIS HELP .ottt ettt et e ekt e e e a bt e e e a bt e e e ah b et e e aab bt e e e ab e e e e snbb e e e anbbeeeennbeeeesbneeean 11
ADDITIONAL DATA SOURGCES .....ooiiiiiiiieiiiite e iiteee e e sttt e e steaeestataeastteeeaassataeassseeeaasteaeeasseeeaasseeeessseeeaasseeesanseneesnssenenn 12
Information SOUrces fOr fUMNEr FESEAICH..........u s 12
Discussion of Kaspersky Lab applications on the Web forum ............cccoooiiiiiii e 13

Contacting the Documentation Development Group

KASPERSKY ENDPOINT SECURITY 8 FOR SMARTPHONE .......cocitiiiiiiiiaiie ettt 14
What's new in Kaspersky Endpoint Security 8 for Smartphone ............oooiiiiiiiiiiie e 15
Hardware and software requirements

INSTALLING KASPERSKY ENDPOINT SECURITY 8 FOR SMARTPHONE ......ccotiiiiiitiiieec e 16
Automatic installation of the @PPIICATION............eii it e e e s st e e e e abr e e e 16
About installing the application through the COMPULET ........c.eeiiiiiiie e 16
Installing the application through the COMPULET ..........cooiiiiiiie e s e e as 17
About installing the application after receiving @ message by €malil ..........ccceiiiiiiiiiiiii e 18
Installing the application after receiving a message bY €mail ..........oooiiiiiiiiiiiiiii e 19

UNINSTALLING THE APPLICATION ....itiititiitit ettt ettt ettt ettt sttt et et e e be e e be e abee e be e e be e et e e e be e e sbeeenbeeenbeeenneeeeee 19
Manual deletion of the @PPIICALION .........oouiiii et e et e e s st e e st e e e e antee e e snneeeesnnaeeean 20
Automatic deletion Of the APPICALION ..........coiiii et e et e e e st e e e s ne e e e snbeeeeaneeeeenne 21

MANAGING APPLICATION SETTINGS .....uiiiiiiiiititeiiee ettt ettt ettt ettt sttt ettt ekt sbe e et e e sbe e ettt e be e e beeesbee e nbeeenbeeeeee 21

MANAGING THE LICENSE ..ottt ettt etttk et b et bt b e e bt ekt e bt e bt e e b et e bt ettt e be e e b e e nne e e e 22
About Kaspersky Endpoint Security 8 for Smartphone lICENSES ........c.uuviiiiiiiiiiiie e 22
INSTAINING B TICENSE ...ttt e e et e ke e oo a b et e e b et e e e mb et e e s a b bt e e et b et e e nnne e e e s nneee s 23
VIeWing lICENSE INFOIMALION .......ciiiiii ettt e et e e st e e e aab e e e nbe e e e s br e e e snbn e e e nanes 23

SYNCHRONIZATION WITH THE REMOTE ADMINISTRATION SYSTEM......coiiiiitiiiiieiiieiiee et 24
Start SyNchronization MEaNUAIY ... et e e e ettt e e e e e s ab b e e e e e e s s nbbrreeaeeeaan

Changing the synchronization settings

GETTING STARTED . ...ttt ettt ettt b e bt s bt e s et e e s s bt e o2 bt e eh bt e eab e e oAbt e ea b e e eH ke e eab e e ah bt e eabeeehbeeembeessbeesnbeeanbeesnbee e 25
Starting the @PPICALION ...ttt e oottt e e oo e bbbt et e e e e e e a bbbttt e e e s e aab b b e e e e e e e e aannbnrneeeaeeaan 25
ENLEriNG the SECIET COUR......eeiiiiiiie ettt ettt e e e e e et b et e e e e e e bbb b et e e e e e e snbbneeeeeeeaaannnes 25
Updating the appliCation's ALADASES .........viiiiuiiieiiiiie ettt s et e st e e s bt e s sne e e e s nneee s 26
SCANNING thE AEVICE FOF VIFUSES .....eeiiiiiie ittt s bt e e ettt e s e b e e s ssn et e e et e e e nbre e e s nnnes 26
Viewing information about the appliCAtION ............ooi i e e e e e 27

APPLICATION INTERFAGCE ...ttt ettt ettt e st e et e e st e e bt e ettt e bt e et et et e e e bt eene e et e e e ne e e 27
ProteCtioN SEATUS WINTOW ......ciiitiiiiiiiie ettt et e ettt e a et e e e a bt e e et b et e e ab et e e an b b e e e abb e e e s anbneeesnneee s 28
P o] ol ITor= 14 (o] 1 1=T o 11 [T T OO PP PP PPPPPPPN 29

FILE SYSTEM PROTECTION .....ttiitiiiitititet ettt ettt ettt ettt ettt abe e e be e ke e ek et e ket et et e ket ek et e abe e e beeebe e e nbeeennne et 30
P oo LU {0 L= (o] I OO PURRPR PPN 30
ACHVALE/DEACHVALE PrOLECHION .....ciitiiiiiiiit ettt ettt e e et e e e bbbt e s a bt e e e et bt e e e bbe e e s s bneeeanbneeenae 31
Selecting the action to be performed on MaliCiOUS ODJECES .........iiiiiiiiiiiii e 32

SCANNING THE DEVICE ...ttt ettt ettt a e et o a bt e et e o1 s bt e e it e e e h bt e sa bt e ah bt e eab e e sh b e e sabeennbeennneean 33

PAY o]0 fe g Bo (= g FoT g o IESTo= T Lo USSRt 34




TABLE OF CONTENTS

Starting @ SCAN MANUAIY ...ttt e e e e e oot at e et e e e e s e e aee et e e e e e e e e nsbe et eaaeeaaansbeneeeaeeeaannnnneeeeaaann 34
Starting & SCNEAUIBA SCAIN ..ot e e s bt e e ettt e e e b e e e s n e e e e es e e e e nnre e e s nenes 36
Selection of 0bject type t0 D8 SCANNEA .........coiiiiiieieee e e e e e s e e e e e s st r e e e aeeaan 37
CONfIQUIING @rCRIVE SCANS .. ..uiiiiiii ettt e et e et e e e e e s e e e e e e s e s abe e et e eeeeesatbreeeeeeeessasbaaeeeaeeesassrraeeaaeenan 37
Selecting the action to be performed on detected ODJECES .........vviiiiiieiiii e 38
QUARANTINING MALWARE OBJIECTS ...ttt ettt sttt sttt sttt e s s bt e st e e s s bt e sabe e shbeesab e e ssbeeaabeeanbeeanneean 39
ADOUL QUANANTINE ..ottt e e e e et e e e e e s et e e e e e e s e e aaaaeeeeee s e e astaeeeeaeeessasbsseeaaeeesanssssseeaeeesaasnssbaseeaeeassnsees
Viewing quarantined objects
Restoring 0bjects from QUAIANTINE ..........c.uiiiiiieee ittt e e e e et e et e e st e e e s anne e e e nneeeesnneeeas 40
Deleting 0bjects from QUEAIANTINE .........coociiiiiiiiee ittt e e e e st e st e e sab e e e s anre e e e nnneeeesnneee s 41

FILTERING OF INCOMING CALLS AND SMS

P oTo 10 A g1 1] o F= 12 AP PTPPPPRRO

F Y L] o= g 11 T Lo [T PP P PP PTPRP PP

Changing the ANti-SPAM MOGE...........iuiiiiiii et b et e e st e e e e e s asbe e e e st b e e e sbre e e s nanes 43

Cre@tiNng @ BIACK LIST.......eieiiiiiiiiitiie ittt e e bt e et e e s b et e ekt e e e b e e e e n e e e e s e e e e e 43
Adding entries 10 the BIACK LISt ..........uiiiiiiiieiiiiie ettt e e sttt e e sttt e e s saae e e e srbe e e e ssaeeesanneeeeanteeeeanns 44

Editing entries in the Black List
Deleting entries from the Black List

Cre@tiNng @ WHITE LIS ......eiiiiiiii ettt e e bt e e e bt e e o bt e e ek bt e e e abe e e e s nn e e e e s be e e e nbre e e e nnnes a7
Adding entries 10 the WHILE LISt .....ccueiiiiiiiee ittt et et e e ettt e e sttt e e s sne e e e srbeeeesnsaeeeesnneeeeanteeeennns 48
Editing entries iN the WHILE LiSt.......coiueiiiiiiie ettt et e st e e ettt e e sttt e e e s b e e e ennte e e e snneeeesnneeean

Deleting entries from the White List
Response to SMS messages and calls from numbers not in Contacts

Responding to SMS messages from NON-NUMEIIC NUMDETS. ........uuiiiiiiiieiiiee et e e 52
Selecting a response t0 INCOMING SIMS ........iiiiiiiiii e e st e e bt e e e ar b e e e sttt e e s anbeeeesrtaeeesneeeesnnnes 53
Selecting a response t0 INCOMING CAUIS........uiiiiiiiie ettt st e e e et e e s saae e e e ssbaeeesneeeeesnnes 54
DATA PROTECTION IN THE EVENT OF LOSS OR THEFT OF THE DEVICE........ccccoiiiiiiiiieeiee e 54
ADOUL ANTI-TRETL. ..ot e ettt e et e e e s bt e e et et e e e s et e e ek b et e e e b e et e e b e e e e anbreeenae 55
BIOCKING thE TBVICE ... ettt e oo oottt e e e e s e hb bbb et e e e e e e abbb b e e e e e e e aasnbbneeeeaeeeaannens 55
DeletiNng PEISONAI ALA. ........eeiiiiiiiiie ettt e e e e o bbbttt e e e e s e ab bbb et e e e e e e anbb b e e e e e e e aasnbbneeeeaeeeaannen 57
Creating a list Of FOlAEIS 10 EIEBTE ... veiiiiiie et e et nnre e 59
Monitoring the replacement of a SIM card 0N the GEVICE..........ccoiiiiiiiiiii e 61
Determining the device's geographical COOrAINALES. ...........ciiiiiiiiiiie e 62
Remote start of the Anti-TReft FUNCHONS ... e 64
PRIVACY PROTECTION ...ttt ettt ettt ettt ettt bt e b et ebe e e bt e ket e b et e ket et e e e be e et et et et et e e e beenabeeeanee e e 65
e A= (oY e (o (=T (o] IO T T SO PP P PP OOPPPPPTR 66
PrIVACY PrOtECHON MOUES .....eiiieiiieiiiie ettt ettt e e ettt oo h e e e e bt e e ek e e e e e sb et e e sa b b e e e ebbe e e e anneeeeannreee s 66
Enabling/disabling PriVaCy PrOtECHION.........o.ueiiiiie ettt e e e e s e e e e e e s e et e e e e e e e e e aanens 66
Enabling Privacy Protection autOMAaLICAIIY ............cooiuiiiiiiie ittt e e e e e s e e e e e e e e e aanees 67
Enabling Privacy ProteCtion FeMOTEIY ..........ooiuiiiiiiiiie ettt ettt e e st e e e eneee s 68
Creating a liSt Of PrIVALE NUMDETS ........viii ettt e e bt e s et e e s ibe e e e an b e e e ebbe e e s nnnes 70
Adding a number to the list Of Private NUMDEIS...........uiiii e e 70
Editing a number in the list Of Private NUMDEIS .........ooi i 71
Deleting a number from the list of private NUMDEIS............eiiii e 72
Selecting data to hide: PrivaCy PrOtECIION ........c.ueiiiiiiie ettt e e et e e ebee e e 73
FILTERING NETWORK ACTIVITY. FIREWALL .....tttitttttitttiiiiieiiieeeeeeeeeeeeeeeeaeeseseseseeesesssssssssssssssssssssssssssssesssesssesesesssees 74

P oo 10 1B 1 == || USRI 74




TN 1 I g o Lo [T RN 75

Selecting the FIr@WAII MOUE...........eii et e e e e st e s e bt e s nsne e e e s b e e e nnre e e s nenes 75
Notifications about DIOCKEd CONNECHIONS...........cuiiiiiiiiic e 76
ENCRYPTING PERSONAL DATA ..ottt ettt ettt ettt b et bt e bt be e e btk et e b et e be e e bt e e ebe e et e e e nbe e e nbeeenne e e e 76
P oo 101 =T 5] 1o o TP PP PR PTPRP PRSP 77
(D=1t W =T g (o157 011 o] o RSP PUPRUUPPPPPT 77
D=\ W (=Tt Y] 1 1o o USSP PP 78
2] oTod Nl gl J= ool oo (o =T g Tt Y] o) (=0 I - Lr= AU PRSPPI 80
UPDATING THE APPLICATION'S DATABASES ...ttt ettt ettt ettt ettt ettt bt e et et eebe e s beeenee e e 81
About updating the application's dataDASES ............eeiiiiiiii e 81
Viewing database INFOMMELION. ...........iiiiii e e et e e sttt e s bt e e e st b e e e s bbe e e s anbeeeeanbneeenae 82
Y =T o T E= VT oo £= Ui g o PSRRI 83
Starting SCNEAUIET UPUALES ..........eeiiiiiiie et e s bt e s e st e s e b e e s nnn et e e s br e e e nnre e e s nenes 84
UPdating WHilE FOAMING ......eeiie ittt e e h e e e et e e et et e e ab et e e sa b bt e e eb b et e e anne e e e s nneee s 85
APPLICATION LOGS.....cetiteittteiitte sttt site ettt ettt e et e s tb e sabeess bt e e bt e o skt e eab e e 12kt eeab e e as bt e eab e e e skt e eabee e s beeembeeerbeeebeeebeeeneeentes 86
Y oo 01 (o o = PO SSOPRPR 86
A1l g Lol oL =T oo (o L3 T O PP TP P PP PTPPPPPPRP 86
(D121 (g Lol Mo To I =T oo o LR O TSP TP P T PP OOPPPPPTR 87
CONFIGURING ADDITIONAL SETTINGS ...ttt ittt sttt sttt st st sabe e s st e e sab e e ssbeesabeessbeesabeeanbeeannee e 88
(@ T T oo Lo R (g To Y=o (=] A oo Lo L PP 88
DTS o YT To o] (0] 1 1] o1 U O O T ST P U PR P PP UUPPPP PR 88
Configuring SOUNA NOLIICALIONS.........coiutiii it et e et e s e e e et e e e snre e e s nnnes 89
(€] @I T AN = TP TR PSPPI 91
KASPERSKY LAB.... ettt ettt ettt ettt ah et ekt e bt ekt e b et 4 ket e b et 4 ket o2 b et ekt e e ket e ket ettt e bt e e bt e e b et e ket e ne e bt e nne e 94
USING THIRD-PARTY CODE ......coiitiiiitiiitit ittt ettt ettt ettt tee bt e s bt e e bt e e ket e ket e ket e be e e ket e kbt e abe e e sbeeebeeenbeeenbeeeeee 95




ABOUT THIS HELP

This document is the Guide for the installation, configuration and use of Endpoint Security 8 for Smartphone. The
document is designed for a wide audience.

Objectives of the document:

¢ help the user independently set up the application on on a mobile device, activate it and optimize the application
for their needs;

e provide a rapid information search on issues connected with the application;

e give information on alternative sources of information about the application and possibilities of receiving
technical support.




ADDITIONAL DATA SOURCES

If you have questions about setting up or using Kaspersky Endpoint Security 8 for Smartphone, you can find answers
from them, using various sources of information. You can choose the most suitable source according to how important or
urgent your request is.

IN THIS SECTION
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INFORMATION SOURCES FOR FURTHER RESEARCH

You can view the following sources of information about the application:
e the Kaspersky Lab application website;
¢ the application's Knowledge Base page at the Technical Support Service website;
e the installed Help system;

e the installed application documentation.

Page on Kaspersky Lab website

www.kaspersky.com/kaspersky-endpoint-security-smartphone

Use this page to obtain general information about Kaspersky Endpoint Security 8 for Smartphone features and
options.

The application's page at the Technical Support Service website (Knowledge Base).

http://support.kaspersky.com/kes8mobile

This page contains articles written by experts from the Technical Support Service.

These articles contain useful information, recommendations, and the Frequently Asked Questions (FAQ) page, and
cover purchasing, installing and using Kaspersky Endpoint Security 8 for Smartphone. They are arranged in topics,
such as "Work with key files", "Database updates" and "Troubleshooting". The articles aim to answer questions
about this Kaspersky Endpoint Security 8 for Smartphone, as well as other Kaspersky Lab products. They may also
contain news from the Technical Support Service.

The installed Help system

If you have any questions about the Kaspersky Endpoint Security 8 for Smartphone separate screen or tab, you can
view the context help.

To open the context help, open the right application screen and press Help or choose Menu — Help.



http://www.kaspersky.com/kaspersky-endpoint-security-smartphone
http://support.kaspersky.com/kes8mobile

ADDITIONAL DATA SOURCES

The installed Documentation

The Kaspersky Endpoint Security 8 for Smartphone distribution kit includes the User Guide document (in PDF
format). This document describes how to install and uninstall the application, manage its settings, start working with
the application, configure the settings of its components. The document describes the application interface and the
capabilities offered for typical application tasks.

DISCUSSION OF KASPERSKY LAB APPLICATIONS ON THE
WEB FORUM

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab experts and other users in
our forum at http://forum.kaspersky.com.

In the forum you can view existing discussions, leave your comments, and create new topics, or use the search engine
for specific enquiries.

CONTACTING THE DOCUMENTATION DEVELOPMENT
GROUP

If you have any questions about the documentation, or you have found an error in it, or would like to leave a comment,
please contact our User documentation development group. To contact the Documentation Development Group send an
email to docfeedback@kaspersky.com. Use the subject line: "Kaspersky Help Feedback: Kaspersky Endpoint Security 8
for Smartphone".
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KASPERSKY ENDPOINT SECURITY 8 FOR
SMARTPHONE

Kaspersky Endpoint Security 8 for Smartphone protects mobile devices working on the Microsoft Windows Mobile
platform. The application can protect information on the device from infection by known threats, prevent unwanted SMS
messages and calls, control the network connection on the device, encrypt information, hide it for confidential contacts
and also protect information if the device is lost or stolen. Every type of threat is processed in separate components of
the program. This allows to fine-tune the application settings depending on user needs. The administrator installs the
application and configures settings using the remote administration system.

Kaspersky Endpoint Security 8 for Smartphone includes the following protection components:

e Anti-Virus folder. It protects the file system of the mobile device from viruses and other malicious applications.
Anti-Virus can detect and neutralize malicious objects on your device and update the application's anti-virus
databases.

e Anti-Spam. Scans all incoming SMS messages and calls for spam. The component allows the flexible blocking
of text messages and calls considered undesirable.

e Anti-Theft folder. This protects information on the device from unauthorized access when it is lost or stolen and
also makes it easier to find. Anti-Theft enables you to lock your device remotely, delete any information stored
there, and pinpoint its geographic location (if your mobile device has a GPS receiver) using SMS commands
from another device. Furthermore, Anti-Theft allows you to lock your device if the SIM card is replaced or if the
device is activated without a SIM card.

e Privacy Protection. It hides information related to confidential numbers from the contact list. For these
numbers, Privacy Protection hides entries in Contacts, SMS messages in the call log and new SMS messages
received and incoming calls.

e Firewall folder. Checks the network connections on your mobile device. Firewall sets the connections which will
be permitted or prohibited.

e Encryption folder. This protects information in encrypted mode. The component encrypts any amount of non-
system folders which are in the device memory or on storage cards. Access to files from encrypted folders is
only possible after entering the secret application code.

Furthermore, the application contains a series of service functions which allow maintaining the application in up-to-date
condition, expanding the application's options of use and supporting the user in his operations:

e Protection status. The status of the program’'s components is displayed on screen. Based on the information
presented, you can evaluate the current information protection status on your device.

e Update the application's anti-virus databases. The function allows you to keep Kaspersky Endpoint Security 8
for Smartphone databases up to date.

e Events log. The application for each component has its own Events log with information on the operation of the
component (e.g. scan report, update of anti-virus databases, information about blocked files). Reports on the
operation of components are given in the remote administration system and remain in it.

Kaspersky Endpoint Security 8 for Smartphone does not back up and then restore data.
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WHAT'S NEW IN KASPERSKY ENDPOINT SECURITY 8 FOR
SMARTPHONE

Let's take a closer look at the innovations in Kaspersky Endpoint Security 8 for Smartphone.
New protection:
e Access to the application is protected by a secret code.

e The list of executable files scanned by Protection and Scan in the event of the type of executable files being
limited is expanded. The application's executable files of the following formats are scanned: EXE, DLL, MDL,
APP, RDL, PRT, PXT, LDD, PDD, CLASS. The list of scanned archives is also expanded. The application
unpacks and scans the archives of the following formats: ZIP, JAR, JAD, RAR and CAB.

e Privacy Protection can hide the following information for confidential contacts: entries in Contacts, SMS
correspondence and new incoming SMS messages and incoming calls. Confidential information is accessible
for viewing for hiding is disabled.

e Encryption allows encrypting folders saved in the device's memory or on a memory card. The component
protects confidential data in encrypted mode and allows access to encrypted information only when the
application secret code is entered.

e A new function GPS Find is enabled in the updated Anti-Theft: if the device is lost or stolen, its geographical
coordinates can be picked up on a telephone number or indicated email address. Also, in Anti-Theft, an updated
function Data Wipe can remotely delete not just the user's personal information kept in the memory of the
telephone or on the storage card, but also files from the list of folders to be deleted.

e To economize on traffic, an option has been added to automatically disable application database updates when
the mobile device is in a roaming zone.

e A new service function has been added, called Display prompts: Kaspersky Endpoint Security 8 for Smartphone
shows a short description of a component before configuration of its settings.

HARDWARE AND SOFTWARE REQUIREMENTS

Kaspersky Endpoint Security 8 for Smartphone is designed for installation on mobile devices running one of the following
operating systems:

e  Microsoft Windows Mobile 5.0;

e  Microsoft Windows Mobile 6.0, 6.1, 6.5.

For some remote administration systems, devices with Microsoft Windows Mobile 5.0 are not supported. Check with the
administrator which operating systems are supported.




INSTALLING KASPERSKY ENDPOINT
SECURITY 8 FOR SMARTPHONE

The administrator installs Kaspersky Endpoint Security 8 for Smartphone using remote administration. According to the
user's means of administration, installation can be automatic or require further input from the user.

If the user's further input is needed to install the application, the installation will proceed in one of the following ways:

e The Kaspersky Endpoint Security 8 for Smartphone application installation utility of the same name is installed
on your computer. With its help, you can install Kaspersky Endpoint Security 8 for Smartphone on your mobile
device.

e A message from the administrator with the distribution package or an indication to download it comes to your
email address. You install Kaspersky Endpoint Security 8 for Smartphone on your mobile device using
information from the message.

This section gives the preparatory actions for installing Kaspersky Endpoint Security 8 for Smartphone, it describes the
different ways of installing applications on the mobile device and what the user has to do for each of them.

AUTOMATIC INSTALLATION OF THE APPLICATION

The Administrator installs the application on the device using remote administration.

As a result, the Kaspersky Endpoint Security 8 for Smartphone distribution package is sent to your device and the
application is automatically installed.

Installation is by one of the following means:

e The application automatically installs on the device without the user's intervention. The application's installation
status is not given.

e The application shows the installation status. At the end of installation, an installation successful message will
appear on the screen of the device.

The automatic installation process depends on the remote administration with which the administrator performs remote
installation of the application.

Contact the administrator if any errors occur during the installation process.

ABOUT INSTALLING THE APPLICATION THROUGH THE
COMPUTER

If the administrator installed the Kaspersky Endpoint Security 8 for Smartphone supply utility on your computer, you can
install Kaspersky Endpoint Security 8 for Smartphone on the mobile devices connected to this computer. The Kaspersky
Endpoint Security 8 for Smartphone supply utility contains the application distribution package and provides it to the
mobile device. After it is installed on the workstation, the utility automatically launches and monitors the connection of
mobile devices to the computer. Each time the mobile device connects to the workstation, the utility checks whether the
device satisfies the requirements of Kaspersky Endpoint Security 8 for Smartphone, and offers to install the application
on it.

Installation is only possible if Microsoft ActiveSync is installed on the computer.




INSTALLING KASPERSKY ENDPOINT SECURITY 8 FOR SMARTPHONE

INSTALLING THE APPLICATION THROUGH THE COMPUTER

If the Kaspersky Endpoint Security 8 for Smartphone supply utility is installed on your computer, whenever mobile
devices are connected that meet the system requirements you are prompted to install Kaspersky Endpoint Security 8 for
Smartphone on them.

You can stop Kaspersky Endpoint Security 8 for Smartphone being installed on subsequent connections of the devices
to the computer.

®» To install the application on a mobile device:
1. Connect the mobile device to the computer using Microsoft ActiveSync.

If the device meets the system requirements to install the application, the KES 8 window opens with information
on the utility (see figure below).

" KES B x|

The purpose of the wizard is to install Kaspersksy
Endpaint Security & for Smartphone on mabile devices,

According to the securiby policy of wour Company, the
wizard skarts automatically when new mobile devices
are connected to the compuker.,

Conkack your system administrator for maore detailed
information,

2004-2010 Kaspersky Lab 280, Al Rights Reserved,

Figure 1: Kaspersky Endpoint Security 8 for Smartphone installation application

2. Press the Continue button.
The KES 8 window opens with a list of connected devices found.

If more than one device which satisfies the system requirements is connected to the computer, they are shown
in the KES 8 window in the list of detected connected devices.

3. Select one or several devices from the list of detected connected devices on which the application needs to be
installed. Do this by checking the boxes next to the names of the devices.




Select one or more devices on which to install Kaspersky:
Endpoint Security & for Smartphone:

Guesk [Ackive Sync)

Install Cancel

| Disable automatic start of Kaspersky Endpaoint Security & For
Smartphone Installation Wizard

Figure 2: Selection of devices for installation of Kaspersky Endpoint Security 8 for Smartphone

4. Press Install button.

The utility puts the distribution package on the selected devices. The KES 8 window on the computer shows the
status of the transfer of the distribution package.

After the distribution package is transferred onto the chosen devices, application installation starts automatically.

= If during the application installation process errors occurred, contact the administrator. To block the installation of
Kaspersky Endpoint Security 8 for Smartphone with the following devices connected to the computer,

check in the KES 8 window the box Disable automatic start of Kaspersky Endpoint Security 8 for Smartphone
Installation Wizard.

ABOUT INSTALLING THE APPLICATION AFTER RECEIVING
A MESSAGE BY EMAIL

You will receive an email message from the administrator with the distribution package or an indication to download it.
The message contains the following information:

e an attachment with the distribution package or a link to download it;

¢ information about the application's connection settings to the remote administration system.

Save this message until Kaspersky Endpoint Security 8 for Smartphone is installed on the device.




UNINSTALLING THE APPLICATION

INSTALLING THE APPLICATION AFTER RECEIVING A
MESSAGE BY EMAIL

®» To install Kaspersky Endpoint Security 8 for Smartphone:

1. On the mobile device or the workstation, open the message from the administrator which contains the
application installation settings.

2. Perform one of the following actions:

e if the message has a link, follow it to download the distribution package;

e f the distribution package is in an attachment to the message, download the distribution package.

If you download the distribution package to a mobile device, it will be saved by default into My documents.
3. Perform one of the following actions:

e if you downloaded the distribution package to the mobile device, open it;

* if you downloaded the distribution package to the workstation connect the device to it with Microsoft
ActiveSync, copy the distribution package to the device and open it.

Installation starts automatically and the application will be installed on the device.

4. Run the application (see "Starting the application" on page 25). Select Start —» Applications —» KES 8 and
launch the application using the stylus or the central button on your joystick.

5. Set the application secret code (see "Entering the secret code" on page. 25). To do this you have to fill in the
Enter new code and Confirm code fields and press OK.

This will open Synchronization settings window.

6. Show the values for the settings to connect to the remote administration system if they were given when you
received the message from the administrator. Enter the values for the following settings:

e Server,;
e Port;
e Group.

If it is not necessary to configure the settings for connection to the remote administration system, this step will
not be present.

7. Inthe Your email address field, enter your business email address and press OK.

Enter the email address correctly since it is used to register the device on the remote administration system.

Contact the administrator if any errors occur during the installation process.

UNINSTALLING THE APPLICATION

The application can be deleted from the device in one of the following ways:

¢ manually by the user (see section "Manual deletion of the application" on page. 20);




e remotely by the administrator with the remote administration system.

The following actions are performed automatically when deleting:
e Hiding of information is automatically disabled.
e Data on the device is decrypted if it was encrypted by Kaspersky Endpoint Security 8 for Smartphone.

On automatic deletion (see Section "Automatic deletion of the application" on page 21), if the secret code was set for the
application, the user may have to take additional action in the following cases.

If the application did not start and the secret code was not set, then automatic deletion will occur without input from the
user.

MANUAL DELETION OF THE APPLICATION

®» To manually delete the application:
1. Close Kaspersky Endpoint Security 8 for Smartphone. To do this, press Menu — Exit.
2. Uninstall Kaspersky Endpoint Security 8 for Smartphone. To do this, perform the following actions:
a. Press Start —» Settings.

b. Select Remove Programs on the System tab (see Figure below).

e | oeffings

Encryption Error External
Reporting GPS
Memory Pocket Power
Controller ]

Regional Remove Screen
Settings Programs

Windows
Update

1]

Personal | Syskem | Conneckions

Figure 3: The System tab

c. Select KES 8 from the list of installed applications and press Delete.

d. Confirm deletion of the application by clicking Yes in the window that opens.

e. Enter the secret code and press OK.

f.  Specify whether it is necessary to keep the application settings and objects in Quarantine:

e to save the application settings and the quarantined objects, press Save;




MANAGING APPLICATION SETTINGS

e in order to delete the application in full, press Delete.
The deletion of the application begins.

If hiding confidential information is enabled on your device and / or just one folder is encrypted by Kaspersky
Endpoint Security 8 for Smartphone, the application invites you to disable hiding confidential data and / or
decrypt all folders.

3. Restart the device in order to complete the uninstalling of the application.

AUTOMATIC DELETION OF THE APPLICATION

If the administrator deletes the application through remote administration and you have given the secret application code,
the Kaspersky Endpoint Security 8 for Smartphone screen automatically opens, where you will be asked to take the
necessary actions to delete the application.

®» To delete the application,
enter the secret code and click OK on the Kaspersky Endpoint Security 8 for Smartphone screen.

A window opens with confirmation of the application being deleted. Confirm the uninstalling of the application by
pressing the Yes button.

If hiding confidential information is enabled on your device and / or just one folder is encrypted by Kaspersky
Endpoint Security 8 for Smartphone, the application invites you to disable hiding confidential data and / or decrypt all
folders.

The application is deleted from the device and no notification of the deletion of the application is shown.

If you refuse to delete the application, deletion is canceled. In this case, a second attempt at deletion will be made on the
next synchronization with the remote administration system. You will then be asked to delete the application again.

MANAGING APPLICATION SETTINGS

All the operation settings for Kaspersky Endpoint Security 8 for Smartphone, including the license, are configured by the
administrator through the remote administration system. The administrator can then allow or block the user changing the
values of these settings.

You can change the operating settings of the application on your mobile device if the administrator has not blocked the
changing of these parameters.

The administrator can block changing all or some components. If the component settings screen has a lock icon and a
warning message, the settings of the component cannot be accessed to be changed on the mobile device.

If the administrator changed the application settings, they will be transferred to the device through the remote
administration system. In this case the values of the application settings which the administrator has blocked will change.
Settings which the administrator has not blocked remain unchanged with the values that were configured earlier.

If the application settings were not received on the device or if you want to configure the values set by the administrator,
use synchronization of the device with the remote administration system (see Section "Start synchronization manually"
on page 24).

Only use the synchronization function under the administrator's guidance.




MANAGING THE LICENSE

This section gives information about the application license, how to activate it and view information about it.
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ABOUT KASPERSKY ENDPOINT SECURITY 8 FOR
SMARTPHONE LICENSES

A license is the right to use Kaspersky Endpoint Security 8 for Smartphone and the additional services associated with it
as provided by Kaspersky Lab or its partners.

The license must be installed to be able to use the application.

Every license has a validity period and type.

License term — a period during which the additional services are offered:
e technical support;
e update the application's anti-virus databases.

The scope of services provided depends on the license type.

The following license types are available:

e Trial — a free license with a limited validity period, e.g. 30 days, offered to allow you to get acquainted with
Kaspersky Endpoint Security 8 for Smartphone.

During the trial license's period of validity, all application functions are accessible. Upon expiration of its validity period,
Kaspersky Endpoint Security 8 for Smartphone stops performing all of its functions. When this happens, only the
following actions are available:

disabling the Encryption and Privacy Protection components;

users can decrypt folders previously selected by them for encryption;

disabling hiding of personal data;

viewing the application's help system;

synchronization with the remote administration system.

e Commercial — paid license with a limited validity period (for example, one year), provided upon purchase of
Kaspersky Endpoint Security 8 for Smartphone.

If a commercial license is activated, all application features and additional services are available.




MANAGING THE LICENSE

On termination of its commercial license's validity, Kaspersky Endpoint Security 8 for Smartphone limits the
application's functionality. You can continue to use the Anti-Spam and Firewall components, perform an anti-
virus scan and use the protection components, but only using the anti-virus databases last updated on the date
of terminating the license's term of validity. For other application components, only the following actions are
available:

e disabling Encryption, Anti-Theft, Privacy Protection components;
e decryption of folders selected by the user for encryption;

e disabling hiding of personal data;

e viewing the application's help system;

e synchronization with the remote administration system.

INSTALLING A LICENSE

The administrator installs the license through the remote administration system.

Kaspersky Endpoint Security 8 for Smartphone works without a license with full functionality for three days after it is
installed. During this time, the administrator installs the license through the remote administration system and the
application is activated.

If the license was not installed during the three days, the application works in a limited function mode. The following are
accessible in this mode:

e disabling all components;

e encryption of one or several folders;
e disabling hiding of personal data;

e viewing application's help system.

If the license was not installed within three days, install it using synchronization of the device with the remote
administration system (see "Start synchronization manually" on page 24).

VIEWING LICENSE INFORMATION

You can view the following license information: license number, type, activation date, expiration date, number of days to
expiration and device serial number.

®» To view the license information:
1. Select Menu — Additional.
This will open the Additional window.

2. Select About license.




SYNCHRONIZATION WITH THE REMOTE
ADMINISTRATION SYSTEM

During synchronization, the application settings configured by the administrator are transferred to the device. Operational
reports on the application components are transferred from the device to the remote administration system.

The device is automatically synchronized with the remote administration system.
If synchronization does not perform automatically, you can start it manually.
Manual synchronization is required in the following situations:
¢ if the license was not installed within three days of the application being installed;
o if the application settings given by the administrator were not received by the device.

According to the remote administration system chosen by the administrator to manage the application, the user may be
asked to enter connection settings to the remote administration system. In this case, the values set by the user manually
are accessible for changes from the application (see "Changing the synchronization settings" on page 24).

Change the settings for connection to the remote administration system only under the administrator's guidance.

START SYNCHRONIZATION MANUALLY

®» To manually synchronize the device with the remote administration system:
1. Select Menu — Additional.
This will open the Additional window.
2. Select Start synchronization.

If the user was not asked to enter the settings for connection to the remote administration system when
installing the application, a window appears with confirmation of the Internet connection setting. Allow
connection by pressing Yes. Internet connection with the remote administration system will be set.

If the user was asked to enter settings for connection to the remote administration system when installing the
application, the Synchronization screen opens. Select Start synchronization. Allow connection to the Internet
by pressing Yes. Internet connection with the remote administration system will be set.

CHANGING THE SYNCHRONIZATION SETTINGS

Change the settings for connection to the remote administration system only under the administrator's guidance.

®» To change settings for connection to the remote administration:
1. Select Menu — Additional.
This will open the Additional window.

2. Select Synchronization.




GETTING STARTED

This will open the Synchronization window.
3. Select Server settings.

4. Change the following settings:

e Server,
e Port.
5. Press OK.

GETTING STARTED

This section contains information about how to start working with Kaspersky Endpoint Security 8 for Smartphone: set the
application secret code, start the application, update anti-virus databases and scan the device for viruses.

IN THIS SECTION
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STARTING THE APPLICATION

®» To start Kaspersky Endpoint Security 8 for Smartphone:
1. Select Start — Applications.
2. Select KES 8 and start the application, using your stylus or the central button of your joystick.

3. Start entering the secret code of the application (see section "Entering the secret code" on page 25).

ENTERING THE SECRET CODE

After starting the application you will be asked to enter the application secret code. The secret code prevents
unauthorized access to the application settings. You can later change the secret code installed.

The secret code is requested in the following instances:
e for access to the application;
e for access to encrypted folders;

¢ when sending an SMS command from another mobile device to start the following functions remotely: Block,
Data Wipe, SIM Watch, GPS Find, Privacy Protection;




e when uninstalling the application.

Keep the secret code in mind. If you forget it, it will be impossible to manage the functions of Kaspersky Mobile
Security 8 or to obtain access to encrypted files and uninstall the application.

The secret code is comprised of numerals. It must contain at least four characters.
=® To enter the secret code:
1. After start for the first time, in the Enter new code field the figures which will be your code.
2. Re-enter the same code in the Confirm code field.
The code entered is automatically verified.

3. Ifthe scan shows that the code is not reliable, a warning message appears and the application prompts for
confirmation. To use the code, press OK. In order to create a new code, press No.

4. On completion, press OK.

UPDATING THE APPLICATION'S DATABASES

Kaspersky Endpoint Security 8 for Smartphone scans for threats based on the application's anti-virus databases, which
contain descriptions of all the malicious programs known to date and methods for neutralizing them and descriptions of
other unwanted objects. When installing the application, the anti-virus databases in the Kaspersky Endpoint Security 8
for Smartphone distribution package may be out of date.

We recommend you to update the application's anti-virus databases immediately after the application installation.

To update the application's anti-virus databases, you must have an Internet connection configured on your mobile
device.

® To start the anti-virus database update process:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Update item.
This will open the Update window.
3. Select the Update item.

The application starts the database updating process from the server indicated by the administrator. Information on the
update process is displayed on the screen.

SCANNING THE DEVICE FOR VIRUSES

After installing the application, it is recommended to immediately run a scan of your mobile device for malware objects.
You can start the scan with the current settings or set them in advance (see "Scan settings" on page 33).
® To run a full scan of the device:

1. Select Menu — Anti-Virus.




APPLICATION INTERFACE

This will open the Anti-Virus window.
2. Select the Scan item.
This will open the Scan window.

3. Select Full scan.

VIEWING INFORMATION ABOUT THE APPLICATION

You can view general information about Kaspersky Endpoint Security 8 for Smartphone and its version.
® To view information about the application:
1. Select Menu — Additional.
This will open the Additional window.

2. Select the About tab (see Figure below).

1 Additional
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@ Settings
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Figure 4: Information about the application

APPLICATION INTERFACE

The Kaspersky Endpoint Security 8 for Smartphone interface is simple and convenient. This section provides information
on its main elements.

IN THIS SECTION

PrOtECTION STATUS WINTOW. ... ... uiiieiiisieitteteessesetessessesesesssssssssssssssssssssssssssasssssssssssssssssee s s s sssssssssssssssssssssessssssssessesnsssnsnsnsnnnnnns 28

P Y o] o] o= i To T TN 4 g T= T o [U RO UPRRRN 29




PROTECTION STATUS WINDOW

The status of the application's main components is displayed in the current status window.

There are three possible statuses for every component, each is displayed with a color similar to the code of traffic lights.
The green light means that the protection of your device is provided at the necessary level. Yellow and red indicate
various types of threats. Threats do not only include outdated anti-virus application databases, but also, for instance,
disabled protection components or minimum application operation settings.

The status window is immediately accessible after starting the application and contains the following information:
e Protection is the protection status in real-time mode (see "File system protection" section on page 30).

The green status icon displays that the Protection is active and ensured at the required level, and the
application's anti-virus databases are up to date.

The yellow icon indicates that the databases have not been updated for several days.

The red icon indicates problems that might lead to loss of data or infection of the device: for example, protection
is disabled or the application has not updated for more than two weeks.

e Firewall is the level of protection of the device from unwanted network activity (see "Filtering network activity.
Firewall" section on page 74).

The green status icon shows that the component is active. Firewall mode is selected.
The red icon indicates that the firewall is disabled.

e Anti-Theft — status of data protection in case the device is lost or stolen (see "Data protection in the event of
loss or theft of the device" section on page 54).

The green status icon means that the Anti-Theft function is active; its name is displayed under the component's
status.

The red colored icon shows that all Anti-Theft functions are disabled.

e Privacy Protection is the status of hiding confidential information (see "Hiding confidential information" on
page 65).

The green status icon indicates that hiding confidential information is enabled. Confidential information is
hidden.

The yellow icon warns that hiding confidential information is disabled. Confidential information can be viewed.
e License is the license's validity period (see the section "Managing the license" on page 22).
The green status icon means that the license's validity period ends within more than 14 days.

The yellow status icon means that the license's validity period ends within less than 14 days.




APPLICATION INTERFACE

The red icon indicates that the license has expired or that it is not installed.
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Figure 5: The application component status window

You can also go to the status window by selecting Menu — Protection status.

APPLICATION MENU

The application components are logically grouped and accessible in the application menu. Every menu item allows going
to the parameters of the selected component and protection tasks (see Figure below).
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Figure 6: Application menu

The Kaspersky Endpoint Security 8 for Smartphone menu contains the following:




e Anti-Virus: protection of the file system from viruses, on-demand scan and updating the application's anti-virus
databases.

e Anti-Theft — protection of information on the device in the event of theft or loss.
e Privacy Protection — hiding confidential information on the device.

e Encryption — encryption of data on the device.

e Anti-Spam: filtering of unwanted incoming calls and SMS.

e Firewall — control of network activity.

e Additional — general settings, start of synchronization of the device with the remote administration system,
information about application and license.

e Protection status — information about the main application components.
e Exit — exit from application settings configuration.
=% In order to open the application menu,
select Menu.
To navigate through the application menu, use the device's joystick or stylus.
®»  To return to the application:
select Menu — Protection status.
®» To exit the application:

select Menu — Exit.

FILE SYSTEM PROTECTION

This section provides information on the Protection component which enables avoidance of infections of your device's file
system. The section also describes how to activate/stop the Protection and adjust its operation settings.

IN THIS SECTION
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ABOUT PROTECTION

Protection starts when operation system starts up and is always found in the device's memory. Protection is used to
monitor changes in file system the background mode and scans files for the malicious objects. Files are scanned
according to the following algorithm:

1. Protection scans every file when the user accesses it.




FILE SYSTEM PROTECTION

2. Protection analyses the file for the presence of malicious objects. Malicious objects are detected by comparison
with the application's anti-virus databases. Anti-virus databases contain descriptions of all currently known
malicious objects, and methods for neutralizing them.

3. According to the analysis results, the following types of Protection are possible:

e If malicious code was detected in the file, the Protection blocks access to the file and performs the action
specified in the settings;

e If no malicious code is discovered in the file, it will be immediately restored.

Information on results from the operation of Protection is saved in the application's log (see "Application logs" on page
86).

ACTIVATE/DEACTIVATE PROTECTION

When activating the Protection, all actions in the system are under permanent control.

To ensure the protection from malicious objects, the resources of the device are used. In order to reduce the load on the
device when executing several tasks, you can temporarily stop Protection.

The Kaspersky Lab specialists strongly recommend that you do not disable Protection, since this could lead to the
infection of your computer and data loss.

The current Protection status is displayed on the Anti-Virus tab next to the Protection menu item.
You can enable/disable the Protection as follows:
e from the component settings menu;

e from the Anti-Virus menu.
To modify the values of the settings, use the device's joystick or stylus.

®» To enable Protection:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Protection item.

This will open the Settings window.




3.

4.

Check the Enable Protection box (see Figure below).

| Settings

. 4

Enable Protection|

Objects to be scanned:
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Figure 7: Enabling Protection

Press OK to save the changes.

® To disable Protection:

1.

3.

4.

Select Menu — Anti-Virus.

This will open the Anti-Virus window.

Select the Protection item.

This will open the Settings window.

Uncheck the Enable Protection box.

Press OK to save the changes.

® To quickly enable/disable the Protection:

1.

2.

3.

SELECTING THE ACTION TO BE PERFORMED ON

Select Menu — Anti-Virus.

This will open the Anti-Virus window.

Press the Enable / Disable. The name of the menu item will change to the opposite depending on the current

Protection status.

MALICIOUS OBJECTS

You can choose the activity which Kaspersky Endpoint Security 8 for Smartphone fulfills on the detected malicious

object.




To modify the values of the settings, use the device's joystick or stylus.

In order to change the values settings of the Protection, ensure that it is activated.

®» To set how the application acts on the detected malicious object:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Protection item.

This will open the Settings window.

3. Set an action which the application takes on a detected malicious object. To do this, select a value for the If a
virus is detected setting (see Figure below):

e Quarantine: quarantine malware objects.
e Delete: delete malware objects without notifying the user.

Log event — skip malicious objects while recording their information in the application log; block attempts to
access these objects (such as copy or open).
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Figure 8: Selecting the action to be performed on malicious objects

4. Press OK to save the changes.

SCANNING THE DEVICE

The section gives information about scanning the device on demand, which can identify and neutralize threats on your
device. The section also describes how to start scannig the device, set up an automatic file system scan by schedule,
how to choose files for scanning and set the action the application will take when a threat is detected.
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ABOUT ON-DEMAND SCANS

Scanning on demand helps to detect and neutralize malicious objects. Kaspersky Endpoint Security 8 for Smartphone
can perform either a full scan of the device's content or a partial scan — i.e. scan only the content of the device's built-in
memory or a specific folder (including those located on the storage card).

The device is scanned as follows:

1. Kaspersky Endpoint Security 8 for Smartphone scans files, which are defined in the scan settings (see
"Selection of object type to be scanned" on page 37).

2. During the scan, each file is analyzed for the presence of malicious objects (malware). Malicious objects are
detected by comparison with the application's anti-virus databases. Anti-Virus databases contain descriptions of
all known malicious objects, and methods for neutralizing them.

3. Kaspersky Endpoint Security 8 for Smartphone can act in the following ways according to the results of the
scan:

e If malicious code was detected in the file, Kaspersky Endpoint Security 8 for Smartphone blocks access to
the file, and performs the action specified in the settings (see "Selecting actions to be performed on
objects” section on page 38);

e if no malicious code is detected, the file immediately becomes accessible for operation.
A scan is started manually or automatically in accordance with a schedule (see "Starting a scheduled scan" on page 36).

Information about the on-demand scan's results is saved in the application's log (see the "Application logs" section on
page 86).

STARTING A SCAN MANUALLY

You can start a full or partial scan on demand manually, for example when the device's process is not busy with other
tasks.

® To start a scan manually:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.

2. Select the Scan item.




This will open the Scan window.

3. Select the device scan area (see figure below):

e Full scan — scan the device's entire file system. By default, the application scans files saved to the device's
onboard memory and memory cards.

e Memory scan: scan the processes started in the system memory and its corresponding files.

e Folder scan: scan a separate folder in the device's file system or on the storage card. When selecting this
item, the folder for scanning selection window opens showing the device's file system tree. Use the joystick
buttons or the stylus to navigate through the file system. In order to start the folder scan, select the
necessary folder and select Scan.
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Figure 9: Selecting of scan area

When the scan is started, the scan process window opens and displays the task current status: the number of
scanned files and the path to the file currently being scanned.

If Kaspersky Endpoint Security 8 for Smartphone detects an infected object the application performs the action
set in the scan parameters (see "Selecting an action to be performed on detected objects" on page 38).

When the scan finishes, the following information is displayed:
e number of scanned files;
e number of viruses detected, placed in the quarantine or deleted malicious objects;

e number of files passed through (for instance, a file is blocked by the operating system or a file is not
executable, when scanning only executable program files);

e scantime.

4. On completion, press OK.




STARTING A SCHEDULED SCAN

Kaspersky Endpoint Security 8 for Smartphone lets you set a schedule for automatically starting the scan of the file
system. A scheduled scan is carried out in background mode. When an infected object is detected, the action selected in
the scan settings will be performed on it (see "Selecting an action to be performed on objects" section on page 38).

To perform the scheduled scan, the device should remain turned on for the entire scan period.

®» To automatically start a scan by schedule and create a schedule:

1. Select Menu — Anti-Virus.

This will open the Anti-Virus window.
2. Select the Scan item.

This will open the Scan window.
3. Select the Scan schedule item.

This will open the Schedule screen.

6.

Check the box Scan by schedule. (see Figure below).

Select scan start interval. To do this, select one of the values for the Frequency setting:
e Daily: perform the scan every day. In the Time field, show the start time.

e Weekly: perform the scan once a week. Indicate time and day of scan. To do this, indicate the value of the

settings Time and Day of Week.
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Figure 10: Configuring an automatic scan schedule

Press OK to save the changes.




SELECTION OF OBJECT TYPE TO BE SCANNED

You can set the type of files which the application analyses during the Scan on Demand.
To modify the values of the settings, use the device's joystick or stylus.

® To select the type of files to be scanned:

1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.

2. Selectthe Scan item.
This will open the Scan window.

3. Select the Objects and actions item.
This will open the Objects and actions window.

4. Select the type of files to be scanned in the Objects to be scanned block (see Figure below):
o Allfiles: scan all file types.

e Executables only — checks only executable application files for the following formats: EXE, DLL, MDL,
APP, RDL, PRT, PXT, LDD, PDD, CLASS.
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Figure 11: Selecting protection objects
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5. Press OK to save the changes.

CONFIGURING ARCHIVE SCANS

Viruses often hide in archives. The program scans the following archive formats: ZIP, JAR, JAD and CAB. Archives are
unpacked during scanning which may significantly reduce the speed of the Scan on Demand.




You can enable / disable the scan of archive for malicious code during the Scan on Demand.

To modify the values of the settings, use the device's joystick or stylus.

®» To enable scan of archives:

Select Menu — Anti-Virus.

This will open the Anti-Virus window.

Select the Scan item.

This will open the Scan window.

Select the Objects and actions item.

This will open the Objects and actions window.

Check the Archives box in the Objects to be scanned block.

Press OK to save the changes.

SELECTING THE ACTION TO BE PERFORMED ON DETECTED
OBJECTS

If malicious code was detected in the file, Kaspersky Endpoint Security 8 for Smartphone blocks access to the file, and
performs the action specified in the settings.

You can change the action of the application on the detected malicious object.

To modify the values of the settings, use the device's joystick or stylus.

®» To change how the application acts on the detected malicious object:

1.

Select Menu — Anti-Virus.

This will open the Anti-Virus window.

Select the Scan item.

This will open the Scan window.

Select the Objects and actions item.

This will open the Objects and actions window.

If you want the application to attempt to disinfect infected objects, check the Try to disinfect box beside the If a
virus is detected setting.

Set an action in respect of a detected malicious object. To do this, select a value for the Perform action setting:

If the Try to disinfect box was checked earlier, the title of this setting becomes If disinfection fails. This
setting determines the action of the program, even if rectifying the object is not successful.

e Quarantine: quarantine objects.




QUARANTINING MALWARE OBJECTS

e Ask user: prompt the user for actions when a malicious object is detected.
e Delete: delete malware objects without notifying the user.

e Log event: do not process malware objects and record information about their detection in the application's
log.
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Figure 12: Selecting the action to be performed on malicious objects

6. Press OK to save the changes.

QUARANTINING MALWARE OBJECTS

This section provides information on the quarantine, a special folder where potential malicious objects are placed. This
section also describes how to view, restore or delete malicious objects found in the folder.

IN THIS SECTION
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ABOUT QUARANTINE

While a device is being scanned or if Protection is enabled, the application places any malicious objects detected in
quarantine, in a special isolated folder. Quarantined objects are stored in a packed format which prevents their activation,
and thus they pose no threat to the device.

You can view files placed in quarantine, delete or restore them.




VIEWING QUARANTINED OBJECTS

You can view the list of malicious objects that the application has moved to Quarantine. For every object, its full name
and date of detection are specified on the list.

You can also view additional information about the malicious object that you have selected: path to the object in the
device before the application moved it to quarantine and name of the threat.

= To view the list of objects in quarantine:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Quarantine item.

The Quarantine screen opens displaying the list of objects that have been moved to Quarantine (see figure

below).
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Figure 13: List of objects in Quarantine

® To view information about an infected object,
press Details.

On the Details screen, the following information about the object is displayed: path to the file on the device before it has
been detected by the application, and the name of the virus.

The Object info screen opens.

RESTORING OBJECTS FROM QUARANTINE

If you are sure that the object detected does not represent a threat to the device, you can restore it from quarantine. The
restored object is placed in the original folder.




FILTERING OF INCOMING CALLS AND SMS

® To restore an object from quarantine:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Quarantine item.
This will open the Quarantine window.
3. Select an object to restore and then press Menu — Restore.

The selected object will be restored from Quarantine into its original folder.

DELETING OBJECTS FROM QUARANTINE

You can delete a single object or all the objects in quarantine.
®» To delete an object from Quarantine:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Quarantine item.
This will open the Quarantine window.
3. Select an object to be deleted and then press Menu — Delete.
The selected object will be deleted from Quarantine.
=% To delete all quarantined objects:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Quarantine item.
This will open the Quarantine window.
3. Press Menu — Delete all.

All quarantined objects will be deleted.

FILTERING OF INCOMING CALLS AND SMS

This section gives information about Anti-Spam which prevents unwanted calls and messages according to the Black
and White Lists you create. The section also describes how to select the mode in which Anti-Spam filters incoming calls
and SMS messages, how to configure additional filtering settings for incoming SMS messages and calls and also how to
create Black and White Lists.
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ABOUT ANTI-SPAM

Anti-Spam blocks unwanted calls and messages based on a White and a Black list you compile.
The lists consist of entries. An entry in either list contains the following information:

e The telephone number information from which Anti-Spam blocks for the Black List and delivers for the White
List.

e The type of event that Anti-Spam blocks for the Black List and allows for the White List. The following types of
communications are available: calls and SMS, calls only, and SMS only.

e Key phrase used by Anti-Spam to identify wanted and unwanted SMS. For the Black List, Anti-Spam blocks
SMS messages, which contain this phrase, while delivering the ones, which do not contain it. For the White List,
Anti-Spam delivers SMS messages, which contain this phrase, while blocking the ones, which do not contain it.

Anti-Spam filters incoming SMS messages and calls according to the chosen mode (see "Anti-Spam modes" on

page 42). According to the mode, Anti-Spam scans every incoming SMS or call and then determines whether this SMS
or call is wanted or unwanted (spam). As soon as Anti-Spam assigns the wanted or unwanted status to an SMS or call,
the scan is finished.

Information about blocked SMS and calls is registered in the application's log (see section "Application logs" on page 86).

ANTI-SPAM MODES

The mode defines the rules according to which Anti-Spam filters incoming calls and SMS messages.
The following Anti-Spam modes are available:
e Off —all incoming calls and SMS are allowed.
e Block "Black" list - all calls and SMS are allowed except those originating from numbers on the Black List.

e Allow "White" list - only calls and SMS originating from numbers on the White List are allowed.
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e Both lists — incoming calls and SMS from White List numbers are allowed while those from Black List numbers
are blocked. Following a conversation with or the reading of an SMS message from a number on neither list,
Anti-Spam will prompt you to enter the number in either one of the lists.

You can edit the Anti-spam mode (see the "Changing the Anti-Spam mode" section on page 43). The current Anti-Spam
mode is displayed in the Anti-Spam tab next to the Mode menu item.

CHANGING THE ANTI-SPAM MODE

=® To select an Anti-Spam operation mode:
1. Select Menu — Anti-Spam.
This will open the Anti-Spam window.
2. Select the Mode item.
This will open the Mode window.

3. Select a value for the Anti-Spam mode setting (see Figure below).
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Figure 14: Changing the Anti-Spam mode

4. Press OK to save the changes.

CREATING A BLACK LIST

The Black List contains entries of banned numbers, i.e., the numbers from which Anti-Spam blocks calls and SMS. Each
entry contain the following information:

e  Phone number from which Anti-Spam blocks calls and / or SMS.

e Types of events from this number that Anti-Spam blocks. The following types of events are available: calls and
SMS, calls only, and SMS only.




e Key phrase that Anti-Spam uses to classify an SMS as unsolicited (spam). Anti-Spam only blocks SMS that
contain this key phrase, while delivering all other ones.

Anti-Spam will block those calls and SMS that satisfy all the criteria of a Black List entry. Calls and SMS that fail to satisfy
even one of the criteria in a Black List entry will be allowed in by Anti-Spam.

You cannot add a phone number with identical filtering criteria to both the Black List and the White List.

Information about blocked SMS and calls is registered in the application's log (see section "Application logs" on page 86).
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ADDING ENTRIES TO THE BLACK LIST

Bear in mind that the same number with identical filtering criteria cannot be included in the Black and White lists of Anti-
Spam numbers at the same time. If a number with such filtering criteria is already saved on either of the lists, Kaspersky
Endpoint Security 8 for Smartphone will notify you of this event, and a relevant message will appear on the screen.

=% To add an entry to the Anti-Spam Black List:
1. Select Menu — Anti-Spam.
This will open the Anti-Spam window.
2. Select the Black List item.
This will open the Black List window.

3. Select Menu — Add (see Figure below).
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This will open the New entry window.

B Black List
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Figure 15: Adding entries to the Black List

4. Set values for the following settings (see figure below).
e Block incoming — type of event from a telephone number which Anti-Spam blocks for Black List numbers:
e Calls and SMS: block incoming calls and SMS messages.
e Calls only: block incoming calls only.
e  SMS only: block incoming SMS messages only.

e Phone number — telephone number for which Anti-Spam blocks incoming information. The phone number
should comprise only alphanumeric characters; it may begin with a digit, a letter, or be preceded by the "+"
symbol. As a number, it is also possible to use the masks ™" or "?" (where "*" is any amount of symbols,
and "?" any one symbol). For example, *1234? on the Black List. Anti-Spam blocks calls or SMS from a
number in which any symbol follows the figure 1234.

e Containing text — key phrase indicating that the received SMS message is unwanted (spam). Anti-Spam
only blocks those messages that have the key phrase, it allows all other SMS messages.




5.

If you want all incoming SMS from a specific number on the Black List to be blocked, leave this entry’s
Containing Text field blank.
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Figure 16: Entry settings

Press OK to save the changes.

EDITING ENTRIES IN THE BLACK LIST

For an entry from the Black list, you can change the values of all settings.

=® To edit an entry in the Anti-Spam Black List:

1.

Select Menu — Anti-Spam.
This will open the Anti-Spam window.
Select the Black List item.
This will open the Black List window.
Select the element from the list which you wish to edit and then select Menu — Edit.
This will open the Edit entry window.
Change the necessary settings:
e Block incoming — type of event from a telephone number which Anti-Spam blocks for Black List numbers:
e Calls and SMS: block incoming calls and SMS messages.
e Calls only: block incoming calls only.
e SMS only: block incoming SMS messages only.

e Phone number — telephone number for which Anti-Spam blocks incoming information. The phone number
should comprise only alphanumeric characters; it may begin with a digit, a letter, or be preceded by the "+"
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symbol. As a number, it is also possible to use the masks "*" or "?" (where "*" is any amount of symbols,
and "?" any one symbol). For example, *12347? on the Black List. Anti-Spam blocks calls or SMS from a
number in which any symbol follows the figure 1234.

e Containing text — key phrase indicating that the received SMS message is unwanted (spam). Anti-Spam
only blocks those messages that have the key phrase, it allows all other SMS messages.

If you want all incoming SMS from a specific number on the Black List to be blocked, leave this entry’s
Containing Text field blank.

Press OK to save the changes.

DELETING ENTRIES FROM THE BLACK LIST

You can delete a number from the Black list. Furthermore, you can clear the Anti-Spam Black List by removing all the
entries from it.

® To delete an entry from thethe Parental Control Black List:

1.

3.

4.

Select Menu — Anti-Spam.

This will open the Anti-Spam window.

Select the Black List item.

This will open the Black List window.

Select an entry to be deleted from the list and then select Menu — Delete.

Confirm the deletion of the entry. To do this, press Yes.

® To clear theAnti-Spam Black List:

1.

3.

Select Menu — Anti-Spam.

This will open the Anti-Spam window.
Select the Black List item.

This will open the Black List window.

Select Menu — Delete all.

The list is emptied.

CREATING A WHITE LIST

The White List contains entries of allowed numbers, i.e., numbers from which Anti-Spam delivers calls and SMS to the
user. Each entry contain the following information:

Phone number from which Anti-Spam delivers calls and / or SMS.

Type of events that Anti-Spam delivers from this number. The following types of events are available: calls and
SMS, calls only, and SMS only.

Key phrase used by Anti-Spam to classify an SMS as solicited (not spam). Anti-Spam only delivers SMS that
contain this key phrase, while blocking all other ones.




Anti-Spam allows only calls and SMS that satisfy all the criteria of an entry in the White List. Calls and SMS that fail to
satisfy even one of the criteria in a White List entry will be blocked by Anti-Spam.

IN THIS SECTION

Adding ENtries 10 the WRITE LIST........eeiiiiiiieiiiiee ettt et e et e e st e e s n bt e e ast e e e e e s n e e e s nnneeeeannneeenanee 48
Editing entries in the WHILE LiSt............ooi e e 49
Deleting entries from the WHITE LISt ..........oiiiiiiiiiiiie ettt et e e s s e e e st e s nnne e e e annneeenanes 50

ADDING ENTRIES TO THE WHITE LIST

Bear in mind that the same number with identical filtering criteria cannot be included in the Black and White lists of Anti-
Spam numbers at the same time. If a number with such filtering criteria is already saved on either of the lists, Kaspersky
Endpoint Security 8 for Smartphone will notify you of this event, and a relevant message will appear on the screen.

®» To add an entry to the Anti-Spam White List:
1. Select Menu — Anti-Spam.
This will open the Anti-Spam window.
2. Select the White List item.
This will open the White List window.
3. Select Menu — Add (see Figure below).

This will open the New entry window.
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Figure 17: Adding entries to the White List

4. Set values for the following settings (see Figure below).




FILTERING OF INCOMING CALLS AND SMS

e Allow incoming — type of event from a telephone number which Anti-Spam allows for Black List numbers:
e Calls and SMS: allow incoming calls and SMS messages.
e Calls only: allow incoming calls only.
e  SMS only: allow incoming SMS messages only.

e Phone number — telephone number for which Anti-Spam allows incoming information. The phone number
should comprise only alphanumeric characters; it may begin with a digit, a letter, or be preceded by the "+"
symbol. As a number, it is also possible to use the masks "*" or "?" (where "*" is any amount of symbols,
and "?" any one symbol). For example, *1234? in the White List. Anti-Spam delivers calls or SMS from a
number in which any symbol follows the figure 1234.

e Containing text — key phrase indicating that the received SMS message is wanted. For numbers on the
White List, Anti-Spam only delivers SMS messages containing the key phrase and blocks all others.

If you want all incoming SMS from a specific number on the White List to be delivered, leave this entry’s
Containing Text field blank.
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Figure 18: Entry settings

5. Press OK to save the changes.

EDITING ENTRIES IN THE WHITE LIST

For an entry from the White list of allowed numbers, you can change the values of all settings.
®» To edit an entry in the Anti-Spam White List:
1. Select Menu — Anti-Spam.
This will open the Anti-Spam window.
2. Select the White List item.

This will open the White List window.




Select the element from the list which you wish to edit and then select Menu - Edit.

This will open the Edit entry window.

Change the necessary settings:

e Allow incoming — type of event from a telephone number which Anti-Spam allows for Black List numbers:
e Calls and SMS: allow incoming calls and SMS messages.
e Calls only: allow incoming calls only.
e SMS only: allow incoming SMS messages only.

e Phone number — telephone number for which Anti-Spam allows incoming information. The phone number
should comprise only alphanumeric characters; it may begin with a digit, a letter, or be preceded by the "+"
symbol. As a number, it is also possible to use the masks "*" or "?" (where "*" is any amount of symbols,
and "?" any one symbol). For example, *12347? in the White List. Anti-Spam delivers calls or SMS from a
number in which any symbol follows the figure 1234.

e Containing text — key phrase indicating that the received SMS message is wanted. For numbers on the
White List, Anti-Spam only delivers SMS messages containing the key phrase and blocks all others.

If you want all incoming SMS from a specific number on the White List to be delivered, leave this entry’s
Containing Text field blank.

Press OK to save the changes.

DELETING ENTRIES FROM THE WHITE LIST

You can delete one entry from the White List as well as completely clear it.

=®» To delete an entry from theAnti-Spam White List:

1.

3.

4.

Select Menu — Anti-Spam.

This will open the Anti-Spam window.

Select the White List item.

This will open the White List window.

Select an entry to be deleted from the list and then select Menu — Delete.

Confirm the deletion of the entry. To do this, press Yes.

®» To clear the Anti-Spam White List:

1.

3.

Select Menu — Anti-Spam.

This will open the Anti-Spam window.
Select the White List item.

This will open the White List window.

Select Menu — Delete all.

The list is emptied.
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RESPONSE TO SMS MESSAGES AND CALLS FROM
NUMBERS NOT IN CONTACTS

If Anti-Spam Both lists or White List mode is selected (see "Anti-Spam modes" on page 42), you can additionally
expand the White List. In this case, Anti-Spam processes calls and SMS messages from Contacts the same way as from
numbers on the White List.

To modify the values of the settings, use the device's joystick or stylus.

® To additionally expand theWhite List including numbers from Contacts:
1. Select Menu — Anti-Spam.
This will open the Anti-Spam window.
2. Select the Mode item.
3. This will open the Mode window.
4. Select the required value for setting Allow Contacts (see Figure below):

e for Anti-Spam to count numbers from Contacts as additional White List and block SMS messages and calls
from subscribers not in Contacts, check the Allow Contacts box;

e to enable Anti-Spam to filter SMS messages and calls based on the Anti-Spam mode, uncheck the Allow
Contacts box.

s |KES 8 - T4z R

0| Anti-Spam
Anti-Spam mode:

) Off

) Bllow "white" list
{ ) Block "Black” list
{#) Baoth lists

Allow Contacts

[] Block non-numeric numbers

Figure 19: Anti-Spam response to numbers not included in the device's phone book

5. Press OK to save the changes.




RESPONDING TO SMS MESSAGES FROM NON-NUMERIC
NUMBERS

If the Anti-Spam mode Both lists or Black List is selected (see the "Changing the Anti-Spam mode" section on page
43), you can additionally expand the Black List by adding non-numeric numbers to it (including letters). In this case, Anti-
Spam processes calls and SMS messages from non-numeric numbers the same way as from numbers on the Black List.

To modify the values of the settings, use the device's joystick or stylus.

=® To additionally expand theBlack List by adding non-numeric numbers:
1. Select Menu — Anti-Spam.
This will open the Anti-Spam window.
2. Select the Mode item.
This will open the Mode window.
3. Select a value for the Block non-numeric numbers setting (see Figure below):

e in order for Anti-Spam to automatically block SMS from non-numeric numbers, check the Block non-
numeric numbers box;

e if you want Anti-Spam to filter SMS from non-numeric numbers on the basis of the Anti-Spam mode set,
uncheck the Block non-numeric numbers box.
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Figure 20: Configuring Anti-Spam action when receiving SMS messages from non-numeric numbers

4. Press OK to save the changes.




FILTERING OF INCOMING CALLS AND SMS

SELECTING A RESPONSE TO INCOMING SMS

If the Both lists mode is set (see "Anti-Spam Modes" on page 42), Anti-Spam scans incoming SMS messages
according to the Black and White Lists.

Following receipt of an SMS message from a number not on either list, Anti-Spam will prompt you to enter the number in
one of the lists (see Figure below).

Vs New message

From: +14254445551
Test

Use menu to add the number to the Black
or YWhite List.

Figure 21: Anti-Spam notification on message received

You can select one of the following actions to be performed in respect of the SMS:

e To block an SMS message and add the sender's telephone number to the Black List, select Menu — Add to
Black List.

e To deliver an SMS message and add the sender's telephone number to the White List, select Menu — Add to
White List.

e To deliver the SMS message without adding the sender's telephone number to either list, press Skip.

Information about blocked SMS is registered in the application's log (see the "Application logs" section on page 86).




SELECTING A RESPONSE TO INCOMING CALLS

If Both lists mode is set (see "Anti-Spam modes" on page 42), Anti-Spam checks incoming calls according to the Black
and White Lists. Following a call from a number not on either list, Anti-Spam will prompt you to enter the number in either
one of the lists (see Figure below).
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Figure 22: Anti-Spam notification on call accepted

You can select one of the following actions for the number from which the call was made:
e To add the caller's telephone number to the Black List, select Menu — Add to Black List.
e To add the caller's telephone number to the White List, select Menu — Add to White List.
e If you don't want to add the caller's number to either list, press Skip.

Information about blocked calls is entered in the application's log.

DATA PROTECTION IN THE EVENT OF
LOSS OR THEFT OF THE DEVICE

This section gives information about Anti-Theft which, in the case of theft or loss, blocks unauthorized access to data
saved on your mobile device and makes it easy to find the device.

This section also specifies how to enable/disable the Anti-Theft function, set the parameters of its operation and start
Anti-Theft from another mobile device remotely.




DATA PROTECTION IN THE EVENT OF LOSS OR THEFT OF THE DEVICE
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ABOUT ANTI-THEFT

Anti-Theft protects information stored on your mobile device from unauthorized access.
Anti-Theft includes the following functions:

e Block — allows blocking the device remotely and gives the text to be displayed on the screen of the blocked
device.

e Data Wipe — allows deleting the user's personal data remotely from the device (entries in Contacts, messages,
picture gallery, calendar, logs, Internet connection settings) and information from the storage cards, folders from
list for deletion.

e SIM Watch allows obtaining the current phone number in the event that the SIM card is replaced, as well as
locking the device in the event the SIM card is replaced or the device is activated without a SIM card.
Information about a new telephone number is sent as a message to a phone number and / or email that you
specified.

e The GPS Find functionality enables you to locate a device. The geographical coordinates of the device are sent
as a message to the phone number from which a special SMS command was sent, and to an email address.

Kaspersky Endpoint Security 8 for Smartphone can remotely start Anti-Theft with sending SMS commands (see "Remote
start of the Anti-Theft functions" on page 64) from another mobile device.

To start Anti-Theft remotely, you have to know the secret code that was set when Kaspersky Endpoint Security 8 for
Smartphone was first started.

The current status of every function is displayed in the Anti-Theft screen next to the name of the function.

Information about the component's operation is entered in the application's log (see "Application Logs" on page 86).

BLOCKING THE DEVICE

After a special SMS command is received, the Block function allows you to remotely block access to the device and data
stored on it. The device can only be unblocked by entering the secret code.

This function does not block the device but simply enables the remote blocking option.




® To enable the Block function:

1.

5.

Select Menu — Anti-Theft.

This will open the Anti-Theft window.
Select the Block item.

This will open the Block window.
Check the Enable Block box.

Enter the message which is displayed on the blocked device's screen in the Text when blocked field (see
Figure below). By default, the standard text in which you can add the owner's telephone is used for the
message.
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Figure 23: Block function settings

Press OK to save the changes.

If the Block function is enabled on another device, you can block it using any of the following methods:

Use a Kaspersky Lab mobile application, such as Kaspersky Endpoint Security 8 for Smartphone, on another
mobile device to create and send an SMS command to your device. To create a special SMS command, use
the Send command function. As a result, your device will receive a covert SMS, and the device will be blocked.

On another mobile device, create and send an SMS with the special text and the secret code previously set for
the receiving device.

Outgoing SMS messages will be billed at the rates set by the other mobile device’s mobile service provider.

To block the device remotely, it is advised that you use the secure method with the Sending a command function. The
application secret code is then sent in encrypted form.

®» To send an SMS command to another device using the Sending a command function:

1.

Select Menu — Additional.




DATA PROTECTION IN THE EVENT OF LOSS OR THEFT OF THE DEVICE

This will open the Additional window.
2. Select Send command.
This will open the Send command window.
3. Select the Block device value for the Select SMS command option (see Figure below).
4. Inthe Phone number field, enter the phone number of the device that receives the SMS command.

5. Inthe Code of remote device field, enter the secret code set on the device that receives the SMS command.
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Figure 24: Remote start of Blocking the device

6. Press Send.
®» To create an SMS with the phone's standard SMS creation functions,

send an SMS message from the other device containing the text block: <code>, where <code> is the secret code
set on the device to be blocked. The message is not case sensitive, and spaces before or after the colon are
ignored.

DELETING PERSONAL DATA

After a special SMS command is received, the Data Wipe function allows deleting the following information stored in the
device:

e user's personal data (entries in Contacts and on SIM card, SMS messages, gallery, calendar, Internet
connection settings);

e information on storage card;

o files from the My Documents folder and other folders on the Folders to be deleted list.

This function does not delete data stored on the device, but it simply enables the option to delete it after a special SMS
command is received.




To enable the Data Wipe function:

1. Select Menu — Anti-Theft.

This will open the Anti-Theft window.
2. Select the Data Wipe item.

This will open the Data Wipe screen.
3. Select the Mode item.

This will open the Data Wipe screen.
4. Check the Enable Data Wipe box.

5. Select the information to be deleted after the special SMS command is received. To do this, check the boxes
next to the required settings in the Delete section (see figure below).

e to delete personal data, check the Personal data box;

e to delete files from the My Documents folder and the Folders to be deleted list, check the Folders to be

deleted box.
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Figure 25: Selecting the type of data to be deleted

6. Press OK to save the changes.

7. Proceed with creating the Folders to be deleted list (see section "Creating a list of folders to delete" on
page 59).

You can delete personal data from the device with the function enabled by using the following methods:

e Use a Kaspersky Lab mobile application, such as Kaspersky Endpoint Security 8 for Smartphone, on another
mobile device to create and send an SMS command to your device. As a result, your device receives a covert
SMS message after which the information is deleted. To create a special SMS command, use the Sending a
command function.

e On another mobile device, create and send an SMS with the special text and the secret code previously set for
the receiving device. As a result, your device receives an SMS message after which the information is deleted.
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Outgoing SMS messages will be billed at the rates set by the other mobile device’s mobile service provider.

To delete information from the device remotely, you are advised to use the secure method with the Sending a command
function. The application secret code is then sent in encrypted form.

®» To send an SMS command to another device using the Send command function:
1. Select Menu — Additional.
This will open the Additional window.
2. Select Send command.
This will open the Send command window.
3. Select the Data Wipe value for the Select SMS command setting (see Figure below).
4. Inthe Phone number field, enter the phone number of the device that receives the SMS command.

5. Inthe Remote device code field, enter the secret code set on the device that receives the SMS command.
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Figure 26: Remote start of Deleting personal data

6. Press Send.
® To create an SMS with the phone's standard SMS creation functions,

send a standard SMS to another device; it should contain the text wipe:<code> where <code> is the secret code
set on another device. The message is not case sensitive, and spaces before or after the colon are ignored.

CREATING A LIST OF FOLDERS TO DELETE

The Data Wipe function allows creating a list of folders to be deleted after a special SMS command is received.




To enable Anti-Theft to delete all folders from the list after a special SMS message is received, make sure that the
Folders to be deleted box is checked in the Mode item.

The administrator may add to the list of folders to be deleted. These folders cannot be deleted from the list.

®» To add a folder to the list of folders to be deleted:

5.

Select Menu — Anti-Theft.

This will open the Anti-Theft window.

Select the Data Wipe item.

This will open the Data Wipe screen.

Select the Folders to be deleted item.

This will open the Folders to be deleted screen.

Select Menu — Add folder (see Figure below).
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Figure 27: Selection of folders to be deleted

Select the necessary folder from the folder tree and press Select.

The folder is added to the list.

®» To remove a folder from the list:

1.

Select Menu — Anti-Theft.
This will open the Anti-Theft window.
Select the Data Wipe item.
This will open the Data Wipe screen.

Select the Folders to be deleted item.
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This will open the Folders to be deleted screen.

4. Select a folder from the list and press Menu — Delete.

MONITORING THE REPLACEMENT OF A SIM CARD ON THE
DEVICE

If the SIM card is replaced, SIM Watch allows you to send a message with the new number to your phone number
and / or email, or lock the device.

=® To enable the SIM Watch function and monitor the replacement of the SIM card:
1. Select Menu — Anti-Theft.
This will open the Anti-Theft window.
2. Select the SIM Watch item.
This will open the SIM Watch window.
3. Check the Enable SIM Watch box.
4. To check the replacement of the SIM card on the device, make the following settings (see Figure below):

e To automatically receive an SMS message with your new telephone number in When replacing the SIM
card in the SMS to phone number field, enter the telephone number to which the SMS message will be
sent.

The phone number may begin with a digit or with a "+", and must contain digits only.

e To receive an email with the new telephone number in When replacing the SIM card in the Message to
email address field, enter email address.

e To block the device if the SIM card is replaced, or if the device is turned on with the SIM card removed,
check the Block device box in the Additional block. You can unblock the device only by entering the
application secret code.




e Todisplay a message on the screen in blocked mode, enter it in the Text when blocked field. By default,
the standard text in which you can add the owner's number is used for the message.

E SIM Watch i

Enable SIM watch|
When the SIM card is replaced

Send phone nurmber

SMS to phone number:
123456739

Message to email address:

LIsEr@MmyCompany, Com

Additional
__ ] Blnrk devirs

1]

Figure 28: SIM Watch function settings

5. Press OK to save the changes.

DETERMINING THE DEVICE'S GEOGRAPHICAL
COORDINATES

After a special SMS command is received, GPS Find allows detecting the device's geographical coordinates and sending
them by SMS and email to the requesting device and an email address.

Outgoing SMS messages are billed at your mobile service provider’s current rate.

This function only works with devices with in-built GPS receiver. The GPS receiver is enabled automatically after the
device receives a special SMS command. If the device is within the area reached by satellites, the GPS Find function
receives and sends the geographical coordinates of the device. If the satellites are unavailable at the time of the query,
GPS Find will periodically re-attempt to find them and send device location results.

® To enable the GPS Find function:
1. Select Menu — Anti-Theft.
This will open the Anti-Theft window.
2. Select the GPS Find item.
This will open the GPS Find window.
3. Check the Enable GPS Find box.

Kaspersky Endpoint Security 8 for Smartphone sends the coordinates of the device by SMS message in reply.
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4. To also obtain the device's coordinates by email, in the Send device coordinates block for the setting
Message to email address enter email address (see Figure below).

@?% GPS Find

Send device coordinates

Message to email address:

LIsEri@myCompany, Com

Figure 29: GPS Find function settings

5. Press OK to save the changes.
You can request the coordinates of a device on which GPS Find is enabled, using the following methods:

e Use a Kaspersky Lab mobile application, such as Kaspersky Endpoint Security 8, on another mobile device to
create and send an SMS command to your device. As a result, your device will receive a covert SMS, and the
application will send the device's coordinates. To create a special SMS command, use the Sending a command
function.

¢ On another mobile device, create and send an SMS with the special text and the secret code previously set for
the receiving device. As a result, your device will receive the SMS, and the application will send the coordinates
of the device.

Outgoing SMS messages will be billed at the rates set by the other mobile device’s mobile service provider.

To receive the device's location, you are advised to use the secure method with the Send command function. The
application secret code is then sent in encrypted mode.

®» To send a command to another device using the Send command function:
1. Select Menu — Additional.
This will open the Additional window.
2. Select Send command.
This will open the Send command window.
3. Select the GPS-Find value for the Select SMS Command setting (see figure below).

4. Inthe Phone number field, enter the phone number of the device that receives the SMS command.




5. Inthe field, enter the Remote device code set on the device receiving the SMS command.
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Figure 30: Determine the location of the device

6. Press Send.
® To create an SMS with the phone's standard SMS creation functions,

send an SMS to the device that you want to block. The SMS should contain the text find: <code> where <code>
is the secret code set on the other device. The message is not case sensitive, and spaces before or after the colon
are ignored.

An SMS with the device's coordinates will be sent to the phone number from which the SMS command has been sent
and to an email address if you have previously specified one in the options of GPS Find.

REMOTE START OF THE ANTI-THEFT FUNCTIONS

The application allows sending a special SMS command to run Anti-Theft functions remotely on another device with
Kaspersky Endpoint Security 8 for Smartphone installed on it. An SMS command is sent as an encrypted SMS and
contains the application secret code set on the other device. Reception of the SMS command will not be noticed.

SMS is billed at your mobile service provider’s current rate.

®» To send an SMS command to another device:
1. Select Menu — Additional.
This will open the Additional window.
2. Select Send command.
This will open the Send command window.

3. Select the function which needs to be remotely started. Select one of the proposed values for the Select SMS
command setting (see Figure below):

e Block.
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e Data Wipe.
e GPS-Find.
e Privacy Protection (see section "Hiding personal data" on page 65).
4. Inthe Phone number field, enter the phone number of the device that receives the SMS command.

5. Inthe Remote device code field, enter the secret code set on the device that receives the SMS command.
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Figure 31: Remote start of Anti-theft functions

6. Press Send.

PRIVACY PROTECTION

The section presents information about Privacy Protection, which can hide the user's confidential information.
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PRIVACY PROTECTION

Privacy Protection hides private data on the basis of your Contact List, which lists private numbers. For confidential
numbers, Privacy Protection hides Contacts entries, incoming, drafts, and sent SMS as well as call history entries.
Privacy Protection suppresses the new SMS signal and hides the message itself in the inbox. Privacy Protection blocks
incoming calls from private numbers and does not display incoming call information on the screen. As a result, the caller
receives a busy signal. To view incoming calls and SMS for the period of time when Privacy Protection was enabled,
disable Privacy Protection. On the repeat enabling of Privacy Protection, the information is not displayed.

You are able to activate Privacy Protection from Kaspersky Endpoint Security 8 for Smartphone or remotely from another
mobile device. However, Privacy Protection can only be disabled from within the application.

Information about the operation of Privacy Protection is stored in the log (see "Application logs" section on page 86).

PRIVACY PROTECTION MODES

You can manage the operation mode of Privacy Protection. The mode defines whether Privacy Protection is enabled or
disabled.

The following modes of Privacy Protection are available:
e Normal — private data are displayed. The Privacy Protection settings are accessible for modification.
e Private — private data are hidden. The Privacy Protection settings cannot be changed.

You can configure automatic enabling of hiding confidential data (see section. 67) Enabling Privacy Protection
automatically on page or remote enabling of hiding confidential data Enabling Privact Protection remotely on page. 68).

The component's current status is displayed on the Privacy Protection tab next to the Mode item.

Changing the mode of Privacy Protection can take some time.

ENABLING/DISABLING PRIVACY PROTECTION

The Privacy Protection mode can be changed as follows:
e from the Privacy Protection settings menu;
e from the Privacy Protection menu.
® To change the Privacy Protection mode:
1. Select Menu — Privacy Protection.
This will open the Privacy Protection window.
2. Select the Mode item.
This will open the Mode window.

3. Select a value for the setting Privacy Protection mode Section (see Figure below).
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4. Press OK.
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Figure 32: Changing Privacy Protection mode

5. Confirm changing the mode of Privacy Protection. To do this, press Yes.
® To quickly change the Privacy Protection mode:
1. Select Menu — Privacy Protection.
This will open the Privacy Protection window.

2. Press Hide / Show. The name of the item will change to the opposite depending on the Privacy Protection
current mode.

3. Confirm changing the mode of Privacy Protection. To do this, press Yes.

ENABLING PRIVACY PROTECTION AUTOMATICALLY

You can configure automatic enabling of hiding confidential information after a specified time interval. The function
becomes activated after the device switches to power-saving mode.

Disable Privacy Protection prior to editing Privacy Protection settings.

®» To enable Privacy Protection automatically after a specified time interval elapses:
1. Select Menu — Privacy Protection.
This will open the Privacy Protection window.
2. Select the Mode item.
3. This will open the Mode window.

4. Check the Hide automatically box(see Figure below).




5. Select the time during which the hiding confidential information is automatically enabled. To do this, set one of
the available values for the Time setting:

e No delay;

e After 1 minute;

e After 5 minutes;
e After 15 minutes;

e After 1 hour.
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Figure 33: Automatic start of Privacy Protection

6. Press OK.

ENABLING PRIVACY PROTECTION REMOTELY

Kaspersky Endpoint Security 8 for Smartphone can start hiding confidential information remotely from another remote

device. To accomplish this, first activate the Hide on SMS command option on your device.
=® To allow remote enabling of Privacy Protection:
1. Select Menu — Privacy Protection.
This will open the Privacy Protection window.
2. Select the Mode item.

This will open the Mode window.
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3. Check the Hide on SMS command box (see figure below).
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Figure 34: Privacy Protection remote enabling settings

4. Press OK.
You can enable Privacy Protection remotely using any of the following methods:

e Use a Kaspersky Lab mobile application, such as Kaspersky Endpoint Security 8 for Smartphone, on another
mobile device to create and send an SMS command to your device. As a result, your device unnoticeably
receives an SMS, and confidential information is hidden. To create a special SMS command, use the Sending a
command function.

e On another mobile device, create and send an SMS message with a special text and the secret code of the
application specified on your device. As a result, the device receives an SMS, and confidential information is
hidden.

Outgoing SMS will be billed at the rates set by the mobile provider for the phone where the SMS command originates.

® To start hiding confidential information remotely from another mobile device with the special SMS command:
1. Select Menu — Additional.
This will open the Additional window.
2. Select Send command.
This will open the Send command window.
3. Select the Privacy Protection value for the Select SMS Command setting (see figure below).

4. Inthe Phone number field, enter the phone number of the device that receives the SMS command.




5. Inthe Remote device code field, enter the application secret code set on the device that receives the SMS
command.

ﬁ Send command
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Code of remote device:

****»1

Figure 35: Privacy Protection remote start

6. Press Send.
When the device receives the SMS command, hiding confidential information starts automatically.
® To enable Privacy Protection remotely using a telephone's standard tools for creating an SMS:

sendan SMS to the other device; the message should contain the text hide : <code> where <code> is the secret

code of the application set on the other device. The message is not case sensitive, and spaces before or after the
colon are ignored.

CREATING A LIST OF PRIVATE NUMBERS

The Contact List contains private numbers for which Privacy Protection hides information and events. You can extend
the list by adding a number manually, or importing one from Contacts or the SIM card.

Before making the Contact List, disable hiding confidential information.

IN THIS SECTION
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ADDING A NUMBER TO THE LIST OF PRIVATE NUMBERS

You can add a number manually (for example, +12345678), import a number from Contacts or SIM card.
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Before making the Contact List, disable hiding confidential information.

% To add a phone number to the Contact list:
1. Select Menu — Privacy Protection.
This will open the Privacy Protection window.
2. Select the Contact list item.
The Contact list window will open.
3. Perform one of the following actions (see Figure below):

e To add a number from Contacts, select Menu — Add — Outlook contact. On the Outlook contact screen
that opens, specify the required entry and then press Select.

e To add a number saved on the SIM card, select Menu — Add — Contact from SIM. In the Contact from
SIM window that opens, select the necessary entry and press OK.

e Toadd a number manually, select Menu — Add — Number. In the Add entry window that opens, fill in the
Phone number field and press OK.

Contact list

& John Smithl

4251111111

E John Smith2
425123456739

n John Smith3
425087654321

Contact from SIM
Outlook contact Delete
Mumber
Delete all
Help

S pP——

Figure 36: Adding entries to the list of protected contacts

The number will be added to the Contact list.

EDITING A NUMBER IN THE LIST OF PRIVATE NUMBERS

Before making the Contact List, disable hiding confidential information.

Phone numbers added manually are only available for editing on the Contact List. It is not possible to edit numbers which
are selected from the phone book or numbers list on the SIM card.




® To edit a phone number on the Contact List:

1.

4.

5.

Select Menu — Privacy Protection.

This will open the Privacy Protection window.

Select the Contact list item.

The Contact list window will open.

Select a number to edit on the Contact list and then select Menu — Edit.
This will open the Edit entry window.

Change the data in the Phone number field.

When completing the editing, press OK.

The number is changed.

DELETING A NUMBER FROM THE LIST OF PRIVATE NUMBERS

You can delete a single number from the list of confidential contacts or delete the whole Contact List.

Before making the Contact List, disable hiding confidential information.

® To remove a number from the Contact List:

1.

3.

4.

Select Menu — Privacy Protection.

This will open the Privacy Protection window.

Select the Contact list item.

The Contact list window will open.

Select a number to be deleted and then select Menu — Delete.

Confirm deletion. To do this, press Yes.

®» To clear the Contact List:

1.

3.

4.

Select Menu — Privacy Protection.

This will open the Privacy Protection window.
Select the Contact list item.

The Contact list window will open.

Select Menu — Delete all.

Confirm deletion. To do this, press Yes.

The Contact List becomes empty.
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SELECTING DATA TO HIDE: PRIVACY PROTECTION

Privacy Protection can hide the following info for numbers in the Contact List: contacts, SMS correspondence, call log
entries, incoming calls and SMS messages. You can select information and events that Privacy Protection should hide
for private numbers.

Disable Privacy Protection prior to editing Privacy Protection settings.

®»  To select information and events that should be hidden for private numbers:
1. Select Menu — Privacy Protection.
This will open the Privacy Protection window.
2. Select the Hidden objects item.
The window Hidden objects opens (see Figure below).

3. Inthe Hide entries section, select information that should be hidden for private numbers. The following settings
are available:

e Contacts — hide all information about confidential numbers in the Contacts.
e SMS - hide SMS messages in the Incoming, Outgoing, Drafts folders for confidential numbers.

e Calls — accept calls from confidential numbers, while not determining the caller's number and not displaying
information about confidential numbers in the list of calls (incoming, outgoing, and missed).

4. Inthe Hide events section, select events that should be hidden for private numbers. The following settings are
available:

e Incoming SMS - do not display the delivery of incoming SMS messages (there is no message of receipt of
a new SMS message from a confidential number). All SMS messages received from private numbers will
be displayed for viewing when Privacy Protection is disabled.




e Incoming calls — block calls from private numbers (caller will hear the engaged tone in this case).
Information about a received call will be displayed when Privacy Protection is disabled.
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Figure 37: Selecting hidden objects

5. Press OK.

FILTERING NETWORK ACTIVITY. FIREWALL

This section gives information about the Firewall which controls network connections on your device. This section
describes how to enable/disable the Firewall and select the required mode for it.
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ABOUT FIREWALL

The Firewall controls network connections on your device in the selected mode. The Firewall can define permitted
connections (e.g. for synchronization with the remote administration system) and blocked connections (e.g. Internet
search, file download).

The Firewall can configure notifications about blocked connections (see "Firewall modes" on page 75).

Information about the operation of the Firewall is entered in the application's log (see "Application logs" on page 86).
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FIREWALL MODES

You can select the mode in accordance with which the Firewall determines the permitted and blocked connections. The
following Firewall modes are available:

e Off any network activity is permitted.

¢ Minimum protection: incoming connections only are blocked. Outgoing connections are allowed.

e Maximum protection: all incoming connections are blocked. Checking e-mails, viewing websites and
downloading files is accessible Outgoing connections can only be established using SSH, HTTP, HTTPS, IMAP,
SMTP, POP3 ports.

e Block all — block any network activity except anti-virus database update and connection to the remote
administration system.

You can change the Firewall mode (see Section "Selecting the Firewall mode" on page 75).The current mode is
displayed in the Firewall screen next to the Mode menu item.

SELECTING THE FIREWALL MODE

To modify the values of the settings, use the device's joystick or stylus.

®» To set Firewall mode:
1. Select Menu — Firewall.
This will open the Firewall window.
2. Select the Mode item.
This will open the Firewall window.

3. Select Firewall mode (see Figure below).
s KES 8 - T o= K]

i
e Firewall
Firewall mode:

®|off|

{3 Minirmum protection

{ ) Maximum protection
{ ) Block al

Description of mode

Al connections are allowed

Figure 38: Firewall security level selection




4. and press OK.

NOTIFICATIONS ABOUT BLOCKED CONNECTIONS

Firewall allows receiving natifications of blocked connections. You can configure the receipt of Firewall notifications.
=®» To manage blocking notifications:
1. Select Menu — Firewall.
This will open the Firewall window.
2. Select Notifications.

The Notifications screen opens (see figure below).
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Figure 39: Configuring delivery of blocking notifications

3. Inthe Blocking notifications section, select one of the available actions:
e Show — enable delivery of notifications. Firewall notifies of a blocked connection.
e Do not show — disable delivery of notifications. Firewall does not notify you of a blocked connection.

4. Press OK.

ENCRYPTING PERSONAL DATA

This section gives information about Encryption which can encrypt folders on the device. It also describes how to encrypt
and decrypt selected folders.
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ABOUT ENCRYPTION

Encryption encrypts data in your list of folders to encrypt. The Encryption function operation is based on the action of the
function of the same name that is built into the operating system of your device. The Encryption function allows
encrypting any type of folder with the exception of system folders. You can select folders to be encrypted in the device's
memory or on a storage card. To gain access to encrypted data, enter the application PIN code set when the application
was first run.

To run executables out of an encrypted folder, you must first decrypt the folder. This requires that the application PIN
code be entered first.

To access encrypted information enter the application secret code (see "Entering the secret code" on page 25). You can
create a time interval (see "Blocking access to encrypted data" on page 80), in which access to encrypted folders is
blocked and which require the secret code to be entered. The function becomes activated after the device switches to
power-saving mode.

Information about Encryption is entered in the application's log (see the "Application Logs" on page 86).

DATA ENCRYPTION

Encryption allows encrypting any number of non-system folders which are in the device memory or on a storage card.

The list of all previously encrypted and decrypted files is accessible in the Encryption window from the Folders list
menu item.

You can also encrypt one or all of the folders in the folders list immediately.
® To add a folder to the list of folders for encryption and encrypt it:
1. Select Menu — Encryption.
This will open the Encryption window.
2. Select the Folders list item.
This will open the Folders list window.
3. Press Menu — Add folder.
A screen will open with the system file tree of your device.

4. Select the folder to be encrypted and press Encrypt (see Figure below).




To move around the file system use the device's stylus or joystick buttons.
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Figure 40: Data encryption

Kaspersky Endpoint Security 8 for Smartphone notifies when encryption is complete. The notification window
will appear.

Press OK.

For an encrypted folder, the name of the Encrypt item changes to Decrypt in the Menu.

After encryption, files are automatically decrypted and encrypted when you work with files from the encrypted folder,
move them out of the encrypted folder or place new files in the latter.

®» To encrypt all folders from the list at the same time, perform the following steps:

1.

Select Menu — Encryption.

This will open the Encryption window.
Select the Folders list item.

This will open the Folders list window.
Select Menu — Add. actions — Encrypt all.

Kaspersky Endpoint Security 8 for Smartphone notifies when encryption is complete. The notification window
will appear.

Press OK.

DATA DECRYPTION

You can decrypt previously encrypted data (see "Data encryption” section on page 77). You can decrypt one or all the
folders you have encrypted on the device.

If in the list of folders to be encrypted there are folders which the administrator has encrypted, these cannot be decrypted
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and deleted from the list.

® To decrypt a previously encrypted folder:
1. Select Menu — Encryption.
This will open the Encryption window.
2. Select the Folders list item.
The Folders list window will open, which contains a list of all previously decrypted and encrypted folders.

3. Select the encrypted folder from the list and press Menu — Decrypt (see Figure below).
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Figure 41: Enabling the option

Kaspersky Endpoint Security 8 for Smartphone notifies when decryption is complete. The notification window
will appear.

4, Press OK.

For an decrypted folder, the name of the Decrypt item changes to Encrypt in the Menu. You can encrypt the folder
again (see "Data encryption" on page 77).

® To decrypt all the folders immediately from the encryption folder list:
1. Select Menu — Encryption.
This will open the Encryption window.
2. Select the Folders list item.
This will open the Folders list window.
3. Select Menu — Add. actions — Decrypt all.

Kaspersky Endpoint Security 8 for Smartphone notifies you when decryption is complete: a window with the
notification appears on screen.




4. Press OK.

BLOCKING ACCESS TO ENCRYPTED DATA

Encryption can set the time by when blocking access to encrypted folders starts. This functionality is activated when your
device goes to power save mode. To manipulate encrypted data, enter the application PIN code.

® To block access to an encrypted folder during this time:
1. Select Menu — Encryption.
This will open the Encryption window.
2. Select the Block access item.
This will open the Block access window.

3. Set the time on expiry of which access to encrypted folders is blocked. To do this, select for the setting Block
access one of the values suggested {see Figure below}:

e No delay;

e After 1 minute;

e After 5 minutes;
e After 15 minutes;

e After 1 hour.

(- Block access

Block access:

® o doly

() After 1 minute
{ ) After 5 minutes
{ ) After 15 minutes
() After 1 hour

Figure 42: Blocking access to encrypted data

4. Press OK to save the changes.
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® To block access to encrypted folders after they are opened,

press the Kaspersky Endpoint Security 8 icon in the application's notifications bar and select the item Block data
(see Figure below). Access to the encrypted information will be blocked.
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Figure 43: Application context menu in the device notification area

UPDATING THE APPLICATION'S
DATABASES

This section provides information on updating the application databases, which ensures up-to-date protection of your
device. Furthermore, this section describes how to view information on the installed anti-virus databases, run the update
manually, and configure automatic update of anti-virus databases.
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ABOUT UPDATING THE APPLICATION'S DATABASES

The application scans the device for malware programs using the application's anti-virus database, which contains
descriptions of all currently known malware and other undesirable programs, and methods for their treatment. It is
extremely important to keep your anti-virus databases up-to-date.




It is recommended to regularly update the application databases. If more than 15 days have passed since the last
update, the databases are regarded as obsolete. Protection will then be less reliable.

Kaspersky Endpoint Security 8 for Smartphone updates the application's database from the update servers set by the
administrator.

To update the application's anti-virus databases, you must have an Internet connection configured on your mobile
device.

Application anti-virus databases are updated according to the following algorithm:

1. The application databases installed on your mobile device are compared with those located on the special
update server.

2. Kaspersky Endpoint Security 8 for Smartphone performs one of the following:

e If you have the current application's databases installed, the update will be canceled. A notification appears
on the screen.

o If the installed databases differ, a new update package is downloaded and installed.

When the update process is completed, the connection is automatically closed. If the connection was
established before the update started, it will remain open for further use.

You can start the update task manually at any time when the device is not busy with other tasks or configure scheduled
automatic updates.

Detailed information on the databases used is accessible in the Update window from the Database info item.

Information about updates to anti-virus databases is recorded in the application's log (see "Application logs" on page 86).

VIEWING DATABASE INFORMATION

You can view the following information about the application's installed anti-virus databases: last update, date of release
of the database, database size and number of entries in them.

® To view information about current anti-virus databases:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Update item.
This will open the Update window.

3. Select the Database info tab.
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The Database info window opens with information about the installed program's anti-virus databases (see
Figure below).

Q Database info

Last request; -

Database date: 8/23/10
Database size: 158891 bytes
Total records: 1525

Figure 44: Information on installed application databases

MANUAL UPDATING

You can start the application anti-virus databases update manually.
® To manually update application's anti-virus databases:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Update item.

This will open the Update window.




3.

Select the Update item (see Figure below).

'm-.Update schedule

Help Back

Figure 45: Starting the update manually

The application starts the update of anti-virus databases from the server set by the administrator. Information on the
update process is displayed on the screen.

STARTING SCHEDULED UPDATES

Regular updates are a prerequisite of effectively protecting your device against infection by malware objects. For your
convenience, you can configure automatic database updates and create an update schedule.

To run an update, the device should remain turned on for the entire scan period.

® To configure a scheduled update start:

1.

Select Menu — Anti-Virus.

This will open the Anti-Virus window.

Select the Update item.

This will open the Update window.

Select the Update schedule item.

This will open the Schedule screen.

Check the Update by schedule box (see Figure below).

Create a schedule to run updates. To do this, select a value for the Frequency setting:

e Daily: update application database every day. Enter the value for the Time setting.
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e Weekly: perform the update once a week. Select the value for the Time and Day of week settings.

‘s KESB [ e Tt [X
ar Schedule i

Update by schedule|

Frequency:

() Daily

() Weekly

Time:

| 600 Pm |+]~|

Day of week:
B v we Th Fr Sa su M

Update in roaming

1]

Figure 46: Automatic update settings

6. Press OK to save the changes.

UPDATING WHILE ROAMING

You can control the start of a scheduled update when the device is in a roaming zone, because Internet traffic will be
priced at roaming rates.

If the start of a scheduled update is blocked in roaming, manual updating will still be available in regular mode.
®» To disable scheduled updates when in a roaming zone:
1. Select Menu — Anti-Virus.
This will open the Anti-Virus window.
2. Select the Update item.
This will open the Update window.
3. Select the Update schedule item.

This will open the Schedule screen.




4. Inthe Update in roaming block, uncheck the Update in roaming box.

Update by schedule —

Frequency:

() Daily

() Weekly

Time:

| 00 Pw BN

Day of week:
B8 v we Th Fr Sa su

Update in roaming
Update in roaming| -

Figure 47: Configuring updates in roaming

5. Press OK to save the changes.

APPLICATION LOGS

This section presents information on logs which register the operation of every component and the execution of every
task (e.g. application database updates, virus scans).

IN THIS SECTION
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ABOUT LOGS

The log stores reports about events occurring when Kaspersky Endpoint Security 8 for Smartphone is running. For every
component, a separate events log is used. You are able to select and review a report of activity in the time the
component has been running. Entries in the report are sorted in reverse chronological order.

VIEWING LOG RECORDS

®» To view all records stored in the Log:

1. Select Menu — Additional.




APPLICATION LOGS

This will open the Additional window.
2. Selectthe Logs item.
This will open the Logs window.
3. Select a component for which you wish to view the events log.

The events Log of the component selected opens (see Figure below).
' [KES 8 [ o Ty 4z [X|

Anti-Virus log

Object quarantined

1042110 4:41:30 PM
Virus detected!
1021710 4:41:30 PM

Memory scan completed
1021710 4:40:07 PM
Full scan completed -
1021710 4:40:00 PM

Scan cancelled

10/21/10 4:40:00 PM
Object quarantined

1021710 4:39:31 PM
Virus detected!

10/21,10 4:39:31 PM
Object quarantined |

Ao fa ey Ao e

Details Menu

Figure 48: Viewing records in the logs

® To view detailed log record information,
select the desired record and press Details.

The Details screen displays information about the application's action and its details. For example, for the "Object
guarantined" action, the path to the infected file on the device is also displayed.

®» To return to the logs,

press Menu — Back.

DELETING LOG RECORDS

You can clear all logs. This deletes information about the operation of all Endpoint Security 8 for Smartphone
components.

® To clear all logs:
1. Select Menu — Additional.
This will open the Additional window.
2. Select the Logs item.

This will open the Log window.




3. Open the log of any component.

4. Select Menu— Delete all (see Figure below).

5. Confirm the uninstalling by pressing the Yes button.

All records from all component logs will be deleted.

CONFIGURING ADDITIONAL SETTINGS

This section gives information about additional features of Kaspersky Endpoint Security 8 for Smartphone: how to
change the secret code, manage the application's sound notifications, how to enable/disable the display of prompts on
configuring the settings for each component.

IN THIS SECTION
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CHANGING THE SECRET CODE

You can change the secret code set after the first start up of the application.
®» To change the secret code:
1. Select Menu — Additional.
This will open the Additional window.
2. Select the Settings item.
This will open the Settings window.
3. Select Code change.
4. Enter the current secret code of the application in the Enter code entry field.

5. Enter the new secret code of the application in the Enter new code field and Confirm code, then press OK to
save the changes.

DISPLAYING PROMPTS

When you configure the settings of components, Kaspersky Endpoint Security 8 for Smartphone displays by default a
prompt with a short description of the function selected. You can set the display of the program's prompts for Kaspersky
Endpoint Security 8 for Smartphone.

®» To configure the display of prompts, perform the following steps:

1. Select Menu — Additional.
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This will open the Additional window.
2. Select the Settings item.
This will open the Settings window.
3. Select the Hints item.
This will open the Hints window.
4. Select one of the values suggested for the Hints setting:
e Show: display hints before configuring the settings of the function selected.

e Hide: do not display hints.

O Hints

Component hints:

@ Show
) Hide

Figure 49: Prompts display settings

5. Press OK.

CONFIGURING SOUND NOTIFICATIONS

As a result of the application's operation, specific events occur: for instance an infected object or virus is found, the
license term is coming to an end. For the application to inform you in every such event, you can enable sound notification
of the occurring event.

Kaspersky Endpoint Security 8 for Smartphone includes sound notification only according to the device's set mode.
To modify the values of the settings, use the device's joystick or stylus.

®» To manage the sound notification of the application, perform the following steps:
1. Select Menu — Additional.

This will open the Additional window.




2. Select the Settings item.

This will open the Settings window.

3. Select the Sound item.
This will open the Sound window.

4. Select one of the values suggested for the Sound notifications setting (see Figure below):
e Enable: notify with sound regardless of the device's selected profile.

e Disable: do not use sound notification.

Sound notifications:

® ot
{_) Disahle

Figure 50: Sound notification management

5. Press OK to save the changes.




GLOSSARY

A

ACTIVATING THE APPLICATION

Switching the application into full-function mode. The user needs a license to activate the application.

ANTI-VIRUS DATABASES
Databases created by Kaspersky Lab's experts and containing detailed description of all currently existing threats to

computer security as well as methods used for their detection and disinfection. These databases are constantly updated
by Kaspersky Lab as new threats appear.

APPLICATION SECRET CODE

The secret code prevents unauthorized access to the application settings and to blocked information on the device. The
user sets it on first starting the application and it consists of at least four characters. The secret code is requested in the
following instances:

for access to application settings;

for access to encrypted folders;

when sending an SMS command from another mobile device to start the following functions remotely: Block, Data Wipe,
SIM Watch, GPS Find, Privacy Protection;

when uninstalling the application.

ARCHIVE

File "containing” one or several other objects which can also be archives.

B
BLACK LIST

The entries in this list contain the following information:
Phone number from which Anti-Spam blocks calls and / or SMS.

Types of events from this number that Anti-Spam blocks. The following types of events are available: calls and SMS,
calls only, and SMS only.

Key phrase that Anti-Spam uses to classify an SMS as unsolicited (spam). Anti-Spam only blocks SMS that contain this
key phrase, while delivering all other ones.

BLOCKING AN OBJECT

Denying access to an object from external applications. A blocked object cannot be read, executed, modified or deleted.

D
DELETING SMS MESSAGES

A method of processing an SMS message containing SPAM features, by deleting it. You are advised to use this method
with SMS messages which definitely contain spam.




DELETION OF AN OBJECT

The method of processing objects which ends in it being physically deleted from its original location (hard drive, folder,
network resource). You are advised to apply this processing method to any malicious objects which cannot be
disinfected.

DISINFECTING OBJECTS

A method used for processing infected objects, resulting in complete or partial recovery of data, or a decision that the
objects cannot be disinfected. Disinfection of objects is performed based on the application database. Part of a file's
legitimate data may be lost during the disinfection process.

I
INFECTED OBJECT

Object containing malicious code. The application detected infected objects by scanning their binary code, and finding
that a section of the object's code is identical to a section of the code of a known threat. Kaspersky Lab specialists do not
recommend using such objects since they may cause your device to be infected.

N
NON-NUMERIC NUMBER

A phone number that includes letters or consists only of letters.

o
ON-DEMAND SCANS

An operation mode of the Kaspersky Lab application, which is initiated by the user and intended for scanning of any files.

P

PLACING OBJECTS INTO QUARANTINE

A method used to process a possibly infected object, by blocking access to the object and moving it from its original
location to the Quarantine folder. In Quarantine the object is stored in encrypted form, which prevents it from infecting the
device.

Q
QUARANTINE

A special folder created by the application, into which it moves all possibly infected objects detected by device scans or
by the Protection.

R
REMOTE ADMINISTRATION SYSTEM

The system which remotely manages settings and administers them in real time.

RESTORATION

The restoration of an object means relocating the original object from Quarantine to its original folder, (where it was
before it was quarantined or disinfected), or to a user-defined folder.




GLOSSARY

S
SYNCHRONIZATION

Process to connect the mobile device with the remote administration system and transfer data. During synchronization,
the application settings configured by the administrator are transferred to the device. Operational reports on the
application components are transferred from the device to the remote administration system.

T
TELEPHONE NUMBER MASK

Putting a telephone number in the Black or White List using wildcards. The two basic wildcards used in telephone
number masks are "*" and "?", (where "*" represents any number of characters and "?" stands for any single character).
For example, *12347? on the Black List. Anti-Spam blocks calls or SMS from a number in which any symbol follows the
figure 1234.

U
UPDATING DATABASES

One of the functions that Kaspersky Lab application performs which keeps protection up to date. Anti-virus databases
are copied from Kaspersky Lab update servers onto the device and the application is automatically connected to them.

w
WHITE LiIST

The entries in this list contain the following information:
Phone number from which Anti-Spam delivers calls and / or SMS.

Type of events that Anti-Spam delivers from this number. The following types of events are available: calls and SMS,
calls only, and SMS only.

Key phrase used by Anti-Spam to classify an SMS as solicited (not spam). Anti-Spam only delivers SMS that contain this
key phrase, while blocking all other ones.




KASPERSKY LAB

Kaspersky Lab was founded in 1997. Today it is the leading developer of a wide range of high-performance information
security software products, including anti-virus, anti-spam and anti-hacking systems.

Kaspersky Lab is an international company. Headquartered in the Russian Federation, the company has offices in the
United Kingdom, France, Germany, Japan, the Benelux countries, China, Poland, Romania and the USA (California). A
new company department, the European Anti-Virus Research Centre, has recently been established in France.
Kaspersky Lab's partner network includes over 500 companies worldwide.

Today, Kaspersky Lab employs over a thousand highly qualified specialists, including 10 MBA degree holders and 16
PhD degree holders. All the Kaspersky Lab's senior anti-virus experts are members of the Computer Anti-Virus
Researchers Organization (CARO).

Kaspersky Lab offers best-of-breed security solutions, based on its unique experience and knowledge, and gained in
over 14 years of fighting computer viruses. A thorough analysis of computer virus activities enables the company's
specialists to foresee trends in the development of malware and to provide our users with timely protection against new
types of attacks. This advantage is the basis of Kaspersky Lab's products and services. At all times, the company’s
products remain at least one step ahead of many other vendors in delivering extensive anti-virus coverage for home
users and corporate customers alike.

Years of hard work have made the company one of the top anti-virus software developers. Kaspersky Lab was the first to
develop many of the modern standards for anti-virus software. The company's flagship product, Kaspersky Anti-Virus,
reliably protects all types of computer systems against virus attacks, including workstations, file servers, mail systems,
firewalls, Internet gateways and hand-held computers. Kaspersky Lab's customers benefit from a wide range of
additional services that ensure both stable operation of the company's products, and compliance with specific business
requirements. Many well-known manufacturers use the Kaspersky Anti-Virus ®kernel in their products, including: Nokia
ICG (USA), Aladdin (Israel), Sybari (USA), G Data (Germany), Deerfield (USA), Alt-N (USA), Microworld (India), and
BorderWare (Canada).

Kaspersky Lab's customers enjoy a wide range of additional services that ensure both stable operation of the company's
products, and full compliance with the customer’s specific business requirements. We plan, install, and support corporate
anti-virus suites. Kaspersky Lab's anti-virus database is updated hourly. The company provides its customers with 24-
hour technical support service in several languages.

If you have any questions, comments, or suggestions, you can contact us through our dealers, or at Kaspersky Lab
directly. Detailed consultations are provided by phone or email. You will receive full answers to all of your questions.

Kaspersky Lab website http://www.kaspersky.com
Virus Encyclopedia: http://www.securelist.com/
Anti-virus laboratory: newvirus@kaspersky.com

(only for sending suspicious objects in archives)

http://support.kaspersky.com/virlab/helpdesk.html

(for sending requests to virus analysts)



http://www.kaspersky.com/
http://www.securelist.com/
http://support.kaspersky.com/virlab/helpdesk.html

USING THIRD-PARTY CODE

Third party code is used to create the application.

To create and verify digital signatures, Kaspersky Endpoint Security 8 for Smartphone uses Crypto C data security
software library by CryptoEx LLC.

CryptoEx LLC corporate website: http://www.cryptoex.ru.



http://www.cryptoex.ru/
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