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ABOUT THIS HELP

This document is the Guide for the installation, configuration and use of Endpoint Security 8 for Smartphone. The
document is designed for a wide audience.

Objectives of the document:

e help the users independently set up the application on a mobile device, activate it and optimize the application
for their needs;

e provide a rapid information search on issues connected with the application;

e give information on alternative sources of information about the application and possibilities of receiving
technical support.




ADDITIONAL DATA SOUR  CES

If you have questions about setting up or using Kaspersky Endpoint Security 8 for Smartphone, you can find answers
from them, using various sources of information. You can choose the most suitable source according to how important or
urgent your request is.

IN THIS SECTION

INfOrMation SOUICES fOr fUMNET TESEAICK ....uuuviviiiiiiiiiiiiiieteietet bbb b e e e e beaebee e bebebssaeasssssabsssssssssssbasssssssssssessrssasnrnsnrnes 7
Discussion of Kaspersky Lab applications on the Web fOrUm ... 8
Contacting the Documentation DEVEIOPMENT GIOUD ........ueieiiiiieeiiiee e stiee e ettt e e sttt eeesteeeesnteeeessnbeeeeanteeeeanseeeesanneeeessreeesnnes 8

| NFORMATION SOURCES F  OR FURTHER RESEARCH

You can view the following sources of information about the application:
e the Kaspersky Lab application website;
e the application Knowledge Base page at the Technical Support Service website;
e the Help system;

e documentation.

Page on Kaspersky Lab website

http://www.kaspersky.com/endpoint-security-smartphone

Use this page to obtain general information about Kaspersky Endpoint Security 8 for Smartphone features and
options.

The application page at the Technical Support Service website (Knowledge Base).

http://support.kaspersky.com/kes8m

This page contains articles written by experts from the Technical Support Service.

These articles contain useful information, recommendations, and the Frequently Asked Questions (FAQ) page, and
cover purchasing, installing and using Kaspersky Endpoint Security 8 for Smartphone. They are arranged in topics,
such as "Working with key files", "Database updates" and "Troubleshooting”. The articles aim to answer questions
about this Kaspersky Endpoint Security 8 for Smartphone, as well as other Kaspersky Lab products. They may also
contain news from the Technical Support Service.

The Help system

If you have any questions about the Kaspersky Endpoint Security 8 for Smartphone separate screen or tab, you can
view the context help.

To open the context help, open the right application screen and press Help or choose Menu — Help.
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Documentation

The Kaspersky Endpoint Security 8 for Smartphone distribution kit includes the User Guide document (in PDF
format). This document describes how to install and uninstall the application, manage its settings, start working with
the application, configure the settings of its components. The document describes the application interface and the
capabilities offered for typical application tasks.

DISCUSSION OF KASPERSKY LABAPPLICATIONSONT HE
WEB FORUM

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab experts and other users in
our forum at http://forum.kaspersky.com.

In the forum you can view existing discussions, leave your comments, and create new topics, or use the search engine
for specific enquiries.

CONTACTING THE DOCUMENTATION DEVELOPMENT
GROUP

If you have any questions about the documentation, or you have found an error in it, or would like to leave a comment,
please contact our User documentation development group. To contact the Documentation Development Group send an
email to docfeedback@kaspersky.com. Use the subject line: "Kaspersky Help Feedback: Kaspersky Endpoint Security 8
for Smartphone".
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KASPERSKY ENDPOINT S  ECURITY 8 FOR
SMARTPHONE

Kaspersky Endpoint Security 8 for Smartphone protects information on mobile devices working on a Symbian OS. The
application can protect information on the device from infection by known threats, prevent unwanted SMS messages and
calls, control the network connection on the device, encrypt information, hide it for confidential contacts and also protect
information if the device is lost or stolen. Every type of threat is processed in separate components of the program. This
allows to fine-tune the application settings depending on user needs. The administrator installs the application and
configures settings using the remote administration system.

Kaspersky Endpoint Security 8 for Smartphone includes the following protection components:

e Anti-Virus folder. It protects the file system of the mobile device from viruses and other malicious applications.
Anti-Virus can detect and neutralize malicious objects on your device and update the application's anti-virus
databases.

e Anti-Spam. Scans all incoming SMS messages and calls for spam. The component allows the flexible blocking
of text messages and calls considered undesirable.

e Anti-Theft folder. This protects information on the device from unauthorized access when it is lost or stolen and
also makes it easier to find. Anti-Theft enables you to lock your device remotely, delete any information stored
there, and pinpoint its geographic location (if your mobile device has a GPS receiver) using SMS commands
from another device. Furthermore, Anti-Theft allows you to lock your device if the SIM card is replaced or if the
device is activated without a SIM card.

e Privacy Protection. It hides information related to confidential numbers from the contact list. For these
numbers, Privacy Protection hides entries in Contacts, SMS messages in the call log and new SMS messages
received and incoming calls.

e Firewall folder. Checks the network connections on your mobile device. Firewall sets the connections which will
be permitted or prohibited.

e Encryption folder. This protects information in encrypted mode. The component encrypts any amount of non-
system folders which are in the device memory or on storage cards. Access to files from encrypted folders is
only possible after entering the secret application code.

Furthermore, the application contains a series of service functions which allow maintaining the application in up-to-date
condition, expanding the application's options of use and supporting the user in his operations:

e Protection status. The status of the program components is displayed on screen. Based on the information
presented, you can evaluate the current information protection status on your device.

e Update the application's anti-virus databases. The function allows you to keep Kaspersky Endpoint Security 8
for Smartphone databases up to date.

e Events log. The application for each component has its own Events log with information on the operation of the
component (e.g. scan report, update of anti-virus databases, information about blocked files). Reports on the
operation of components are given in the remote administration system and remain in it.

Kaspersky Endpoint Security 8 for Smartphone does not back up and then restore data.
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WHAT 'SNEW IN K ASPERSKY ENDPOINT SECURITY 8 FOR
SMARTPHONE

Let's take a closer look at the innovations in Kaspersky Endpoint Security 8 for Smartphone.
New protection:
e Access to the application is protected by a secret code.

e The list of executable files scanned by Protection and Scan in the event of the type of executable files being
limited is expanded. The application's executable files of the following formats are scanned: EXE, DLL, MDL,
APP, RDL, PRT, PXT, LDD, PDD, CLASS. The list of scanned archives is also expanded. The application
unpacks and scans archives for the following formats: ZIP, JAR, JAD, SIS and SISX.

e Privacy Protection can hide the following information for confidential contacts: entries in Contacts, SMS
correspondence and new incoming SMS messages and incoming calls. Confidential information is accessible
for viewing for hiding is disabled.

e Encryption allows encrypting folders saved in the device's memory or on a memory card. The component
protects confidential data in encrypted mode and allows access to encrypted information only when the
application secret code is entered.

e A new function GPS Find is enabled in the updated Anti-Theft: if the device is lost or stolen, its geographical
coordinates can be picked up on a telephone number or indicated email address. Also, in Anti-Theft, an updated
function Data Wipe can remotely delete not just the user's personal information kept in the memory of the
telephone or on the storage card, but also files from the list of folders to be deleted.

e To economize on traffic, an option has been added to automatically disable application database updates when
the mobile device is in a roaming zone.

e A new service function has been added, called Display prompts: Kaspersky Endpoint Security 8 for Smartphone
shows a short description of a component before configuration of its settings.

HARDWARE AND SOFTWARE REQUIREMENTS

Kaspersky Endpoint Security 8 for Smartphone can be installed on mobile devices running Symbian OS 9.1, 9.2, 9.3 and
9.4 Series 60® Ul, Symbian Belle.




INSTALLING KASPERSKY ENDPOINT
SECURITY 8 FOR SMARTPHONE

The administrator installs Kaspersky Endpoint Security 8 for Smartphone using remote administration tools. According to
the user's means of administration, installation can be automatic or require further input from the user.

If the user's further input is needed to install the application, the installation will proceed in one of the following ways:

e The similar-named for installing the Kaspersky Endpoint Security 8 for Smartphone application installed on your
computer. With this utility, you can install Kaspersky Endpoint Security 8 for Smartphone on your mobile device.

e You receive the email from the administrator with the distribution package or an indication to download it. You
install Kaspersky Endpoint Security 8 for Smartphone on your mobile device using information from the email.

This section gives the preparatory actions for installing Kaspersky Endpoint Security 8 for Smartphone, it describes the
different ways of installing applications on the mobile device and what the user has to do for each of them.

IN THIS SECTION

Automatic installation Of the @PPIICATION ..........eiiiiiiie e e e et e e sttt e e s be e e e e anbe e e e aneeeesanbeeeeaneeeeennnee 11
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Installing the application after reCeiVINg €Ml ............oouiii i e 15
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AUTOMATIC INSTALLATIO N OF THE APPLICATION

The Administrator installs the application on the device using remote administration.

As a result, the Kaspersky Endpoint Security 8 for Smartphone distribution package is sent to your device and the
application is automatically installed.

You will then be prompted on your mobile device to complete further actions required for the application's installation.

=® To install the application, perform the following actions:

1.

2.

4.

Confirm installation of the application by pressing the Yes button.

Review the additional information about the application, which includes name, version, and certificates. Then
press Continue.

If the language of the operating system does not match the language of Kaspersky Endpoint Security 8 for
Smartphone, a message is displayed on the screen. To proceed with the installation in the current language,
press OK.

Read the text of the License Agreement, which is concluded between you and Kaspersky Lab. If you agree to all
terms of the agreement, press OK. Installation of Kaspersky Endpoint Security 8 for Smartphone will then begin.
If you do not agree to the terms of the License Agreement, press Cancel. Installation will be terminated. In this
case, a second attempt at installation will be made on the next synchronization with the remote administration
system.

Confirm that there are no other anti-virus applications on the device by pressing OK.

The application will be installed on the device.

Contact the administrator, if any errors occur during the installation process.

ABOUT INSTALLING THE APPLICATION VIA THE
COMPUTER

If the administrator installed the Kaspersky Endpoint Security 8 for Smartphone supply utility on your computer, you can
install Kaspersky Endpoint Security 8 for Smartphone to mobile devices connected to this computer. The Kaspersky
Endpoint Security 8 for Smartphone supply utility contains the application distribution package and sends it to the mobile
device. After it is installed on the workstation, the utility automatically launches and monitors the connection of mobile
devices to the computer. Each time the mobile device connects to the workstation, the utility checks whether the device
satisfies the requirements of Kaspersky Endpoint Security 8 for Smartphone, and offers to install the application on it.

Installation is only possible if either Nokia® Ovi® Suite or Nokia PC Suite is installed on the computer.




INSTALLING KASPERSKY ENDPOINT SECURITY 8 FOR SMARTPHONE

| NSTALLING THE APPLIC  ATION VIA THE COMPUT ER

If the Kaspersky Endpoint Security 8 for Smartphone supply utility is installed on your computer, whenever mobile
devices are connected that meet the system requirements you are prompted to install Kaspersky Endpoint Security 8 for
Smartphone on them.

You can stop Kaspersky Endpoint Security 8 for Smartphone being installed on subsequent connections of the devices
to the computer.

®» To install the application on a mobile device:
1. Connect the mobile device to the workstation using Nokia Ovi Suite or Nokia PC Suite.

If the device meets the system requirements to install the application, the KES 8 window opens with information
on the utility (see figure below).

" KES 8 X

The purpose of the wizard is to install Kaspersksy
Endpaint Security & for Smartphone on mabile devices,

According to the securiby policy of wour Company, the
wizard skarts automatically when new mobile devices
are connected to the compuker.,

Conkack your system administrator for maore detailed
information,

2004-2010 Kaspersky Lab 280, Al Rights Reserved,

Figure 1: Kaspersky Endpoint Security 8 for Smartphone installation application

2. Press the Continue button.
The KES 8 window opens with a list of connected devices found.

If more than one device which satisfies the system requirements is connected to the computer, they are shown
in the KES 8 window in the list of detected connected devices.
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3. Select one or several devices from the list of detected connected devices on which the application needs to be
installed. Check the boxes next to the devices (see figure below).

Select one or more devices on which ko install Kaspersky
Endpoint Security & For Smartphone:

Mokia 5730 ¥pressMusic (LISE)

| Cancel

[ Disable automatic start of Kaspersky Endpoint Security & far
Smartphone Installation Wizard

Figure 2: Selection of devices for installation of Kaspersky Endpoint Security 8 for Smartphone

4. Press Install button.

The utility puts the distribution package on the selected devices. The KES 8 window on the computer shows the
status of the transfer of the distribution package.

After the distribution package is transferred onto the chosen devices, application installation starts automatically.
5. Confirm the installing of the application by pressing the Yes button.

6. Review the additional information about the application, which includes name, version, and certificates. Then
press Continue.

If the language of the operating system does not match the language of Kaspersky Endpoint Security 8 for
Smartphone, a message is displayed on the screen. To proceed with the installation in the current language,
press OK.

7. Read the text of the License Agreement, which is concluded between you and Kaspersky Lab. If you agree to all
terms of the agreement, press OK. Installation of Kaspersky Endpoint Security 8 for Smartphone will then begin.
If you do not agree to the terms of the License Agreement, press Cancel. Installation will be terminated.

8. Confirm that there are no other anti-virus applications on the device by pressing OK.

The application will be installed on the device.

Contact the administrator, if any errors occur during the installation process.

® To prevent Kaspersky Endpoint Security 8 for Smartphone from installation to the connected devices,

check in the KES 8 window the box Disable automatic start of Kaspersky Endpoint Security 8 for Smartphone
Installation Wizard.
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ABOUT INSTALLING THE APPLICATION AFTER REC  EIVING
A EMAIL MESSAGE

You will receive an email message from the administrator with the distribution package or an indication to download it.
The message contains the following information:

e an attachment with the distribution package or a link to download it;

e information about the application connection settings to the remote administration system.

Save this message until Kaspersky Endpoint Security 8 for Smartphone is installed on the device.

INSTALLING THE APPLIC  ATION AFTER RECEIVIN G EMAIL

® To install Kaspersky Endpoint Security 8 for Smartphone:
1. Open the message with the application settings on the mobile device or workstation.
2. Perform one of the following actions:
e if the message has a link, follow it to download the distribution package;
e if the distribution package is in an attachment to the message, download the distribution package.
3. Perform one of the following actions:

e If you downloaded the distribution package on the mobile device, installation of the application will start
automatically.

e If you downloaded the distribution package on the workstation, connect the device to the workstation using
Nokia Ovi Suite or Nokia PC Suite, then copy the distribution package to the device. Installation of the
application will start automatically on the device.

4. Confirm the installing of the application by pressing the Yes button.

5. Review the additional information about the application, which includes name, version, and certificates. Then
press Continue.

If the language of the operating system does not match the language of Kaspersky Endpoint Security 8 for
Smartphone, a message is displayed on the screen. To proceed with the installation in the current language,
press OK.

6. Read the text of the License Agreement, which is concluded between you and Kaspersky Lab. If you agree to all
terms of the agreement, press OK. Installation of Kaspersky Endpoint Security 8 for Smartphone will then begin.
If you do not agree to the terms of the License Agreement, press Cancel. Installation will be terminated.

7. Confirm that there are no other anti-virus applications on the device by pressing OK.

The application will be installed on the mobile device.
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8. Run the application (see "Starting the application" on page 25). To do so, select Application. - App. mgr. —»
KES 8 and start the application using your stylus or the central button of your joystick.

The application installation folder may vary depending on the mobile device model.

9. Set the application secret code (see section "Entering the secret code" on page 25). To do this you have to fill in
the Enter new code and Confirm code fields and press OK.

The Sync. settings window opens. (see Figure below).

jj‘ynt. settings

Mone

Port
13292

Group
KES8S

Your email address
None

Figure 3: Synchronization settings

10. Show the values for the settings to connect to the remote administration system if they were given when you
received the message from the administrator. Enter the values for the following settings:

e Server,;
. Port;
e Group.

If the values for the requested connection settings were not included in the message from the administrator, you
need to request them from the administrator.

11. Inthe Your email address field, enter your work email address and press OK.

Enter the email address correctly since it is used to register the device on the remote administration system.

Contact the administrator, if any errors occur during the installation process.
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The application can only be uninstalled from the device manually by the user.
The following actions are performed automatically when deleting:

¢ Hiding of information is automatically disabled.

e Data on the device is decrypted if it was encrypted by Kaspersky Endpoint Security 8 for Smartphone.
=® To uninstall Kaspersky Endpoint Security 8 for Smartphone manually:

1. Close Kaspersky Endpoint Security 8 for Smartphone. To do this, select Options — Exit (see figure below).

——

Open tab
Protection status
Help

About

P

Select

Figure 4: Exiting the application

2. Uninstall Kaspersky Endpoint Security 8 for Smartphone. To do this, perform the following actions:
a. Open the device main menu.

b. Select the Applications — App. mgr. (see Figure below).
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The application installation folder may differ from the one shown in the figure depending on the mobile
device model.

’Appllcatlons

#]

Ulock (alculator

MMy &

App. mar. (amera Hedia

Office Speech Msg. rﬁr
IM App. update KHS@S&EE...
Options Open Back

Figure 5: Path to installed applications

c. Select KES 8 from the list of applications and then select Optionsi— Delete (see figure below).

Show open apps.
W

View details

View log

Help

Exit

Select

Figure 6: Application removal

d. Confirm the uninstalling of the application by pressing the Yes button.
e. Enter the secret code and press OK.

f.  Specify whether or not to keep the application settings and objects in Quarantine:
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e If you wish to save the application's parameters and objects to the quarantine, check the boxes
opposite the parameters required and then press OK (see Figure below).

e In order to uninstall the application completely, press Cancel.

Contacts Group...
7kB

errrd
1 kB

-

Keep files?

"~ "'U ' " ' n E ' l

B Settings

0K Cancel

Figure 7: The list of settings to be saved

The deletion of the application begins.

If hiding confidential information is enabled on your device and / or just one folder is encrypted by Kaspersky
Endpoint Security 8 for Smartphone, the application invites you to disable hiding confidential data and / or
decrypt all folders.

3. Restart the device in order to complete the uninstalling of the application.

MANAGING APPLICATION SETTINGS

All Kaspersky Endpoint Security 8 for Smartphone settings including the license are configured by the administrator
through the remote administration system. The administrator can set the user permission to change the values of these
settings.

You can change the application settings on your mobile device if the administrator has not disabled the capability to
change these parameters.

If there is a lock icon to the left of the settings, the application settings are not accessible for changes through the mobile
device.

If the administrator changed the application settings, they are transferred to the device via the remote administration
system. In this case the values of the application settings blocked by the administrator will change. Settings that were not
blocked by the administrator will remain unchanged.

If the application settings have not been received on the device, or if you want to restore the values set by the
administrator, use synchronization of the device with the remote administration system (see section "Start
synchronization manually" on page 23).

Only use the synchronization function under the administrator's guidance.




MANAGING THE LICENSE

This section gives information about the application license, how to activate it and view information about it.

IN THIS SECTION
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ABOUT KASPERSKY ENDPOINT SECURITY 8 FOR
SMARTPHONE LICENSES

A license is the right to use Kaspersky Endpoint Security 8 for Smartphone and the additional services associated with it
as provided by Kaspersky Lab or its partners.

The license must be installed to be able to use the application.

Every license has a validity period and type.

License term 1 a period during which the additional services are offered:
e technical support;
e update the application's anti-virus databases.

The scope of services provided depends on the license type.

The following license types are available:

e Triali a free license with a limited validity period, e.g. 30 days, offered to allow you to get acquainted with
Kaspersky Endpoint Security 8 for Smartphone.

During the trial license period of validity, all application functions are accessible. Upon expiration of its validity
period, Kaspersky Endpoint Security 8 for Smartphone stops performing all of its functions. When this happens,
only the following actions are available:

e disabling the Encryption and Privacy Protection components;

e users can decrypt folders previously selected by them for encryption;
e disabling hiding of personal data;

e viewing the application's help system;

e synchronizing with the remote administration system.

e Commercial i paid license with a limited validity period (for example, one year), provided upon purchase of
Kaspersky Endpoint Security 8 for Smartphone.

If a commercial license is activated, all application features and additional services are available.
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On termination of its commercial license's validity, Kaspersky Endpoint Security 8 for Smartphone limits the
application's functionality. You can continue to use the Anti-Spam and Firewall components, perform anti-virus
scanning and use the protection components, but the application will only be using the anti-virus databases
current on the date of the license expiry. For other application components, only the following actions are
available:

e disabling Encryption, Anti-Theft, Privacy Protection components;
e decryption of folders selected by the user for encryption;

e disabling hiding of personal data;

e viewing the application's help system;

e synchronizing with the remote administration system.

| NSTALLING A LICENSE

The administrator installs the license through the remote administration system.

Kaspersky Endpoint Security 8 for Smartphone works without a license with full functionality for three days after it is
installed. During this time, the administrator installs the license through the remote administration system and the
application is activated.

If the license was not installed during the three days, the application works in a limited function mode. The following are
accessible in this mode:

e disabling all components;

e encryption of one or several folders;
e disabling hiding of personal data;

e viewing application help system.

If the license was not installed within three days, install it using synchronization of the device with the remote
administration system (see "Start synchronization manually" on page 23).
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V IEWING LICENSE INFOR  MATION

You can view the following license information: license number, type, activation date, expiration date, number of days to
expiration and device serial number.

=® To view information on the application,
select the About license item on the Additional tab (see figure below).
[ VR 3‘ [T_;]
ditional 2:05 PH
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-" Send command

O Settings
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Figure 8: Viewing license information

This opens the About license screen.




SYNCHRONIZATION WITH THE REMOTE
ADMINISTRATION SYSTE M

During synchronization, the application settings configured by the administrator are transferred to the device. Operational
reports on the application components are transferred from the device to the remote administration system.

The device is automatically synchronized with the remote administration system.
If synchronization does not perform automatically, you can start it manually.
Manual synchronization is required, if the license was not installed within three days after application installation.

According to the remote administration system chosen by the administrator to manage the application, the user may be
asked to enter connection settings to the remote administration system. In this case, the values set by the user manually
are accessible for changes in the application (see "Changing the synchronization settings" on page 24).

IN THIS SECTION
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START SYNCHRONIZATION MANUALLY

®» To synchronize the device with the remote administration system manually,

select the Synchronization item on the Additional tab (see figure below).

iynthronization T

&  Startsync.

s Sync. settings

Figure 9: Manual synchronization
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If the user was not asked to enter the settings for connection to the remote administration system when installing the
application, a window appears with confirmation of synchronization with the remote administration system. Allow
synchronization by pressing Yes. Internet connection with the remote administration system will be set.

If the user was asked to enter settings for connection to the remote administration system when installing the application,
the Synchronization screen opens. Select item Start sync. A window appears with confirmation of synchronization with
the remote administration system. Allow synchronization by pressing Yes. Internet connection with the remote
administration system will be set.

CHANGING THE SYNCHRON IZATION SETTINGS

Change the settings of connection to the remote administration system only if directed by the administrator.

® To change settings for connection to the remote administration:
1. Onthe Additional tab, select the Synchronization item.
This opens the Synchronization screen.
2. Selectitem Sync. settings.

The Sync. settings window opens. (see Figure below).

;ynt.

01.103.67.157

Port
13292

Group
KESS

Your email address
test@mail.ru

Figure 10: Changing synchronization settings

3. Change the following settings:

e Server;
e Port;
e Group.

4. Press OK.




GETTING STARTED

This section contains information about how to start working with Kaspersky Endpoint Security 8 for Smartphone: set the
application secret code, start the application, update anti-virus databases and scan the device for viruses.

IN THIS SECTION
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STARTING THE APPLICAT ION

®» To start Kaspersky Endpoint Security 8 for Smartphone:

1.

2.

Open the device main menu.

Select the Applications — App. mgr. - KES 8.

The application installation folder may vary depending on the mobile device model.

Start the application. To do this, press Options — Open.
The KES 8 screen opens.

Enter the application secret code (see section "Entering the secret code" on page 25) and press OK.

ENTERING THE SECRETC ODE

After starting the application you will be asked to enter the application secret code. The secret code prevents
unauthorized access to the application settings. You can later change the secret code installed.

Kaspersky Endpoint Security 8 for Smartphone prompts for the secret code in the following cases:

for access to the application;
for access to encrypted folders;

when sending an SMS command from another mobile device to start the following functions remotely: Block,
Data Wipe, SIM Watch, GPS Find, Privacy Protection;

when uninstalling the application.

Keep the secret code in mind. If you forget it, it will be impossible to manage the functions of Kaspersky Mobile
Security 8 or to obtain access to encrypted files and uninstall the application.

The secret code is comprised of numerals. It must contain at least four characters.
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=® To enter the secret code:
1. After starting the application, enter in the Enter new code field the figures which will be your code.
2. Re-enter the same code in the Confirm code field.
The code entered is automatically verified.

3. Ifthe code is deemed invalid according to the results of the verification, a warning message is displayed and the
application requests confirmation. In order to use the code, press Yes. In order to create a new code, press No.

4. To start using the application, press OK.

VIEWING INFORMATION A BOUT THE APPLICATION

You can view general information about Kaspersky Endpoint Security 8 for Smartphone and its version.
®» To view information on the application,

select the Additional, select About.




APPLICATION INTERFACE

This section provides information on the basic elements of Kaspersky Endpoint Security 8 for Smartphone interface.
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PROTECTION ICON

The protection icon displays the status of the application. If the icon is active (colored), this means that protection is
switched on. If the icon is not active (gray), this indicates that the protection has been stopped and all its components are
switched off.

By default, the protection icon is not displayed on the device's screen. You can change the settings of its display (see
section "Displaying the status window" on page 95).

SEE ALSO
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PROTECTION STATUS W  INDOW

The status of the application's main components is displayed in the current status window.

There are three possible statuses for every component, each is displayed with a color similar to the code of traffic lights.
The green light means that the protection of your device is provided at the necessary level. Yellow and red indicate
various types of threats. Threats do not only include outdated anti-virus application databases, but also, for instance,
disabled protection components or minimum application operation settings.

The status window is immediately accessible after starting the application and contains the following information:

e Protection is the protection status in real-time mode (see section "File system protection" on page 31).

The green status icon means that Protection is active, its required level is ensured, and the application anti-virus
databases are up to date.

The yellow icon indicates that the anti-virus databases have not been updated for several days.

The red icon color indicates problems which could result in a loss of information or infection of the device. For
instance, protection is switched off. Possibly, protection has not been updated longer than two weeks.

e Firewall is the level of protection of the device from unwanted network activity (see section "Filtering network
activity. Firewall" on page 78).
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The green status icon shows that the component is active. Protection level of the Firewall is selected.
The red icon color indicates that network activity is not being filtered.

e Anti-Theft i status of data protection in case the device is lost or stolen (see section "Data protection in the
event of device loss or theft" on page 60).

The green status icon means that the Anti-Theft function is active; its name is displayed under the component's
status.

The red colored icon shows that all Anti-Theft functions are disabled.
. is the status of hiding confidential information (see section "Hiding confidential information" on page 70).
The green status icon shows that the component is active. Confidential data hidden.

The yellow colored icon warns that the component is disabled. Personal data are displayed and accessible for
viewing.

e License is the license validity period (see section "Managing the license" on page 20).
The green status icon means that the license's validity period ends within more than 14 days.
The yellow status icon means that the license's validity period ends within less than 14 days.

The red icon indicates that your license has expired.

I?tection status

@ Protection
Databases out of date

© Firewall
Off

© Anti-Theft

@ Privacy Protection
Normal

License
Days left: 30

OK

Figure 11: Protection status window

You can also go to the status window by selecting Options — Protection status.

By default, the status window displays immediately after starting the application. You can change the settings of its
display (see section "Displaying the status window" on page 95 ).

SEE ALSO
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APPLICATI ON INTERFACE

APPLICATION TABS

The application components are arranged logically and are accessible on the application tabs. Every tab ensures access
to the settings of the component selected and protection tasks.

The Kaspersky Endpoint Security 8 for Smartphone menu contains the following tabs:
e Anti-Virus - file system protection, on-demand scan and updating the application's anti-virus databases.
e Privacy Protection i hiding confidential information on the device.
e Anti-Theft: blocking the device and erasing information from it, if it is lost or stolen.
e Encryption i encryption of data on the device.
e Anti-Spam i filtering of unwanted incoming calls and SMS.
e Firewall i control of network activity.

e Additional i general settings, start of synchronization of the device with the remote administration system,
information about application and license.

By default, the application tabs are accessible after viewing the protection status window (see section "Protection status
window" on page 27).

It can be placed between the tabs as follows:
e using the device's joystick or stylus;

e selecting Options — Open tab.
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APPLICATION MENU

The application menu allows fulfillment of the main tasks. The menu contains the following items (see Figure below):
e Select: selecting options, commands or settings.
e Open tab: takes you to the selecting of an application component.
e Protection status: takes you to the current Protection status window.
e Help i1 brings up context help for Kaspersky Endpoint Security 8 for Smartphone.
e About: opens a window with details on the program.

e EXiti closes Kaspersky Endpoint Security 8 for Smartphone.

Show open apps.
P
Open tab »
Protection status

Help
About

Select
Figure 12: Application menu
®» In order to open the application menu,

select Options.

To navigate through the application menu, use the device's joystick or stylus.




FILE SYSTEM PROTECTI  ON

This section provides information on the Protection component which enables avoidance of infections of your device's file
system. The section also describes how to activate/stop the Protection and adjust its operation settings.
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ABOUT PROTECTION

Protection starts when operation system starts up and is always found in the device's memory. Protection is used to
monitor changes in file system the background mode and scans files for the malicious objects. Files are scanned
according to the following algorithm:

1. Protection scans every file when the user accesses it.

2. Protection analyses the file for the presence of malicious objects. Malicious objects are detected by comparison
with the application's anti-virus databases. Anti-virus databases contain descriptions of all currently known
malicious objects, and methods for neutralizing them.

3. According to the analysis results, the following types of Protection are possible:

e If malicious code was detected in the file, the Protection blocks access to the file and performs the action
specified in the settings;

e If no malicious code is discovered in the file, it will be immediately restored.

Information about the results of Protection activity is stored in the application log (see section "Application logs" on
page 91).
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ENABLING /DISABLING PROTECTION

When activating the Protection, all actions in the system are under permanent control.

Device resources are expended to ensure protection against viruses and other threats. In order to reduce the load on the
device when executing several tasks, you can temporarily stop Protection.

Kaspersky Lab recommends you not to disable real-time protection because it may lead to your device becoming
infected with viruses, with possible data loss.

Disabling Protection does not affect running virus scan tasks and updating application anti-virus databases.
The current Protection status is displayed on the Anti-Virus tab next to the Protection menu item.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

®» To enable Protection:
1. Select the Protection item in the Anti-Virus tab.
This will open the Protection window.

2. Forthe Protection mode setting, select On (see figure below).

Bnti-virus

On

Objects to be scanned
All files

If a virus is detected
Quarantine

Protection icon
Do not show

Options

Figure 13: Enabling Protection

3. Press Back to save the changes.
® To disable Protection:
1. Select the Protection item in the Anti-Virus tab.
This will open the Protection window.
2. Select for the Protection mode setting the Off value.

3. Press Back to save the changes.




FILE SYSTEM PROTECTION

CONFIGURING THE PROTE  CTION AREA

You can select files for Kaspersky Endpoint Security 8 for Smartphone to check for the presence of malicious objects
during its Protection operation.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

® To select the type of objects to be scanned:
1. Select the Protection item in the Anti-Virus tab.
This will open the Protection window.
2. Select a value for the Objects to be scanned setting (see Figure below):
e Allfiles: scan all types of files.

e Executable files i scan only executable application files (for instance, files of the formats EXE, SIS, MDL,
APP).

Protection mode
On

All files

If a virus is detected
Quarantine

Protection icon
Do not show

Options

Figure 14: Selecting the objects to scan

3. Press OK to save the changes.

SELECTING THE ACTION TO BE PERFORMED ON
MALICIOUS OBJECTS

You can choose the activity which Kaspersky Endpoint Security 8 for Smartphone fulfills on the detected malicious
object.

To edit the settings, use the device's joystick or stylus, or select Options — Change.
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® To configure the program's response when it detects a malware object:
1. Select the Protection item in the Anti-Virus tab.
This will open the Protection window.

2. Set an action which the application takes if it finds a malicious object. To do this, select a value for the If a virus
is detected setting (see Figure below):

o Delete: delete malware objects without notifying the user.
e Quarantine: quarantine malware objects.

e Log event: do not process malware objects and record information about their detection in the application's
log. Block the object when attempts are made to use it (for instance, copy or open).

5nti-tfirus Aty

Protection mode
On

Objects to be scanned
All files

Quarantine

Protection icon
Do not show

Options

Figure 15: Response of the application to a malicious object

3. Press OK to save the changes.

RESTORING DEFAULT PRO  TECTION SETTINGS

Initially, the application uses by default the settings recommended by Kaspersky Lab experts. Once the application is
installed, all settings are configured by the administrator through the remote administration system. If the application
settings are accessible for editing on the device, you can always restore the recommended settings when configuring
Protection.

®» To restore the Protection settings applied by the administrator:
1. Select the Protection item in the Anti-Virus tab.
This will open the Protection window.

2. Select Options — Restore.




SCANNING THE DEVICE

This section gives information about scanning the device on demand, which can detect and remove threats on your
device. The section also describes how to launch a scan of the device, set up an automatic scheduled file system scan,
select files for scanning, and set the action that the application will take when a malicious object is detected.
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ABOUT SCANNING THEDE VICE

Scanning the device on demand helps to detect and neutralize malicious objects. Kaspersky Endpoint Security 8 for
Smartphone can perform either a full scan of the device content or a partial scan i i.e. scan only the content of the
device's built-in memory or a specific folder (including those located on the storage card).

The device is scanned as follows:

1. Kaspersky Endpoint Security 8 for Smartphone scans files, which are defined in the scan settings (see section
"Selection of object type to be scanned" on page 38).

2. During the scan, each file is analyzed for the presence of malicious objects (malware). Malicious objects are
detected by comparison with the application's anti-virus databases. Anti-Virus databases contain descriptions of
all known malicious objects, and methods for neutralizing them.

Kaspersky Endpoint Security 8 for Smartphone can act in the following ways, depending on the results of the
scan:

e If malicious code is detected in a file, Kaspersky Endpoint Security 8 for Smartphone blocks access to the
file, and performs the action (see section "Selecting the action to be performed on detected objects" on
page 40);

e if no malicious code is detected, the file immediately becomes accessible for operation.
The scan starts manually or automatically in accordance with a schedule (see "Starting a scheduled scan" on page 37).

Information about the results of on-demand scanning is saved in the application log (see section "Application logs" on
page 91).
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STARTING A SCAN MANUA LLY

You can manually start a full or partial scan as required.

= To start an anti-virus scan manually:

1.

Select the Scan item in the Anti-Virus tab.
This will open the Scan window.
Select the device scan area (see Figure below):

e Full scan scan the device's entire file system. By default, the application scans files saved to the device's
onboard memory and memory cards.

e Folder scan - scan a separate object in the device file system or on the storage card. When the Folder
scan item is selected, a window opens displaying the device's file system. To browse the file system, use
the device's stylus or joystick buttons. In order to start the folder scan, select the required folder and select
Options —»Scan.

e Messages scan: scans the processes started in the system memory and its corresponding files.

e Messages scan i scan messages received by SMS, MMS or Bluetooth.

i 'I-'iJI' scan

Folder scan

Memory scan

Messages scan

Figure 16: Selecting the scan area




SCANNING THE DEVICE

After the scan begins, a scan progress window opens showing the current task status: the number of files scanned, the
path to the file currently being scanned, and an indication of the scan results as a percentage (see figure below).
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Objects scanned: 32

Scanning object:
G:\Private\10202be9\persists\2002
1338.cre

Scan: 0%

Options Stop

Figure 17: Device scan status

If Kaspersky Endpoint Security 8 for Smartphone detects a malicious object, it performs an action in accordance with the
scan parameters set (see section "Selecting the action to be performed on detected objects" section on page 40).

When the scan is completed, overall statistics are displayed on the screen with the following information:
e number of objects scanned;
e number of viruses detected, placed in the quarantine or deleted;

e number of objects passed through (for instance, a file is blocked by the operating system or a file is not
executable, when scanning only executable program files);

e scantime.

In order to save battery power, the backlight of the screen is automatically disabled by default during the scan. You can
edit the screen backlight settings (see section "Managing the backlight" on page 94).
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STARTING A SCHEDULED SCAN

Kaspersky Endpoint Security 8 for Smartphone lets you set a schedule for automatically starting the scan of the file
system. A scheduled scan is carried out in background mode. When a malicious object is detected, the action selected in
the Scan settings will be performed on it.
® To automatically start a scan by schedule and create a schedule:
1. Select Scan in the Anti-Virus tab.
This will open the Scan window.
2. Select the Schedule item.
This will open the Schedule screen.
3. Set the value for the Auto scan setting (see Figure below):

e  Off - disable scheduled scans.

e Weekly: perform the scan once a week. Set the day and time for the scan to start. To do this, select values
for the settings Scan day and Scan time.

e Daily: perform the scan every day. In the Scan time field, apply the start time.
. B
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Figure 18: Configuring the scheduled start of a full scan

4. Press Back to save the changes.




SCANNING THE DEVICE

SELECTION OF OBJECTT  YPE TO BE SCANNED

By default, Kaspersky Endpoint Security 8 for Smartphone scans all files stored on the device and storage card. To
shorten the scan time, you can select the object type to be scanned, i.e. determine which file formats the application
should scan for malicious code.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

® To select objects to be scanned:
1. Select Scan in the Anti-Virus tab.
This will open the Scan window.
2. Select Objects / actions.
This will open the Objects and actions window.
3. Select a value for the Objects to be scanned settings (see Figure below):
e Allfiles - scan all types of files.

e Executable files i scans only executable application files of the following formats: EXE, DLL, MDL, APP,
RDL, PRT, PXT, LDD, PDD, CLASS.

= [?jects and actions

All files

Unpack archives
Yes

If a virus is detected
Try to disinfect

If disinfection fails
Quarantine

Options

Figure 19: Selecting the file types to scan

4. Press Back to save the changes.




USER GUIDE

CONFIGURING ARCHIVE S  CANS

Viruses often hide in archives. The program scans the following archive formats: ZIP, JAR, JAD, SIS and SISX. Archives
are unpacked during scanning which may significantly reduce the speed of the Scan on Demand.

You can enable / disable the scan of archive for malicious code during the Scan on Demand.
To edit the settings, use the device's joystick or stylus, or select Options — Change.

=% To enable scan of archives:
1. Select Scan in the Anti-Virus tab.
This will open the Scan window.
2. Select Objects / actions.
This will open the Objects and actions window.

3. For the Unpack archives setting, select Yes (see figure below).

[}u’ects and actions

Objects to be scanned
All files

No

If a virus is detected
Try to disinfect

If disinfection fails
Quarantine

Options

Figure 20: Configuring archive scans

4. Press Back to save the changes.




SCANNING THE DEVICE

SELECTING THE ACTION TO BE PERFORMED ON D ETECTED
OBJECTS

If malicious code is detected in a file, Kaspersky Endpoint Security 8 for Smartphone blocks access to the file, and
performs the action specified in the settings.

You can change the action of the application on the detected malicious object.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

®» To change how the application acts on the detected malicious object:

1. Select the Scan item in the Anti-Virus tab.

This will open the Scan window.

2. Select Objects / actions.

This will open the Objects and actions window.

3. Set an action in respect of a malicious object. To do this, select a value for the If a virus is detected setting
(see Figure below):

Delete - delete detected malware objects without notifying the user.
Quarantine - quarantine detected malicious objects.
Ask user - prompt the user for action. When detecting a threat, open natification with a prompt for action.

Log event - do not process malware objects and record information about their detection in the application
log.

Try to disinfect - attempt to disinfect malware objects. If disinfection is not possible, the action specified for
the If disinfection fails setting is performed.

E [P'E[ts and actions o
0
Objects to be scanned

All files

Unpack archives
Yes

Try to disinfect

If disinfection fails
Quarantine

Options

Figure 21: Selecting the action to be performed on malicious objects
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4. |If you selected Try to disinfect, set a second action for the application to take if the object cannot be
disinfected. To do this, select a value for the If disinfection fails setting (see figure below):

Delete - delete malware objects without notifying the user.
e Quarantine - quarantine objects.
e Ask user - prompt the user for action when a malicious object is detected.

e Log event - do not process malware objects and record information about their detection in the application
log.

= [yjects and actions

Objects to be scanned
All files

Unpack archives
Yes

If a virus is detected
Try to disinfect

Quarantine

Figure 22: Selecting the action to be performed on malicious objects if disinfection is not possible

5. Press Back to save the changes.

RESTORING DEFAULT DEV  ICE SCAN SETTINGS

Initially, the application uses by default the settings recommended by Kaspersky Lab experts. Once the application is
installed, all settings are configured by the administrator through the remote administration system. If the application
settings are accessible for editing on the device, you can always restore the recommended settings when configuring the
device scan settings.

® To restore the default device scan settings set by the administrator:
1. Select the Scan item in the Anti-Virus tab.
This will open the Scan window.
2. Select Objects / actions.
This will open the Objects and actions window.

3. Select Options — Restore.




QUARANTINE OF POSSIBL Y INFECTED
OBJECTS

This section provides information on the quarantine, a special folder where potential malicious objects are placed. This
section also describes how to view, restore or delete malicious objects found in the folder.

IN THIS SECTION
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ABOUT QUARANTINE

While a device is being scanned or if Protection is enabled, the application places any malicious objects detected in
quarantine, in a special isolated folder. Quarantined objects are stored in a packed format which prevents their activation,
and thus they pose no threat to the device.

You can view files placed in quarantine, delete or restore them.
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VIEWING QUARANTINED O BJECTS

You can view objects placed in quarantine. For every object, its full name and date of detection are specified.

You can also view additional information about the infected object that you have selected: path to the object in the device
before being moved to Quarantine by the application, and name of the threat.

=® To view the list of quarantined objects:
select the Quarantine item in the Anti-Virus tab.

This will open the Quarantine window, which contains a list of objects stored in Quarantine (see Figure below).
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Figure 23: List of objects in quarantine

® To view information about the object that you have selected,
select menu Options — Details.

The following information will be displayed on the screen: path to the file where the application has detected it in the
device, and name of the threat.

RESTORING OBJECTS FRO M QUA RANTINE

If you are sure that the object detected does not represent a threat to the device, you can restore it from quarantine. The
restored object is placed in the original folder.

®» To restore an object from quarantine:
1. Select the Quarantine item on the Anti-Virus tab.
This will open the Quarantine window.

2. Select the object that you would like to restore, then select Options— Restore.




QUARANTINE OF P OSSIBLY

DELETING OBJECTS FROM QUARANTINE

You can delete one or all of the objects that have been placed in Quarantine.
® To delete an object from Quarantine:
1. Select the Quarantine item in the Anti-Virus tab.
This will open the Quarantine window.
2. Select the object that you would like to delete, then select Options— Delete.
The selected object will be deleted.
% To delete all quarantined objects:
1. Select the Quarantine item in the Anti-Virus tab.
This will open the Quarantine window.
2. Select Options — Delete all.

All quarantined objects will be deleted.

INFECTED OBJECTS




FILTERING OF INCOMING CALLS AND SMS

This section contains information about Anti-Spam, which prevents unwanted calls and SMS according to the Black and
White Lists you create. The section also describes how to select the mode, which Anti-Spam uses to check incoming
calls and SMS messages, how to configure additional filtering settings for incoming SMS messages and calls and also
how to create Black and White Lists.

IN THIS SECTION
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ABOUT ANTI-SPAM

Anti-Spam blocks unwanted calls and SMS based on the user-defined White and Black Lists.
The lists consist of entries. An entry in either list contains the following information:
e  The phone number, information from which Anti-Spam blocks for the Black List and delivers for the White List.

e The type of events that Anti-Spam blocks for the Black List and allows for the White List. The following types of
communications are available: calls and SMS, calls only, and SMS only.

e Key phrase used by Anti-Spam to recognize wanted and unwanted SMS. For the Black List, Anti-Spam blocks
SMS messages, which contain this phrase, while delivering the ones, which do not contain it. For the White List,
Anti-Spam allows SMS, where this phrase is found and blocks SMS, which do not contain it.

Anti-Spam filters incoming SMS messages and calls in accordance with the selected mode (see section "About Anti-
Spam modes" on page 46). According to the mode, Anti-Spam checks every incoming SMS or call and then determines
whether this SMS or call is wanted or unwanted (spam). As soon as Anti-Spam assigns the wanted or unwanted status
to an SMS or call, the scan is finished.

Information about blocked SMS and calls is registered in the application log (see section "Application logs" on page 91).




FILTERING OF INCOMING CALLS AND SMS

ABOUT ANTI -SPAM MODES

The selected mode defines the rules according to which Anti-Spam filters incoming calls and SMS messages.
The following Anti-Spam modes are available:

e Both lists i incoming calls and SMS from White List numbers are allowed while those from Black List numbers
are blocked. Following a conversation or arrival of an SMS message from a number on neither list, Anti-Spam
will prompt the user to add the number to one of the lists.

e Black List - all calls and SMS are allowed in except for those originating from numbers on the Black List.
e White List - only calls and SMS originating from numbers on the White List are allowed in.
e Off 1 all incoming calls and SMS are allowed.

You can change the current Anti-Spam mode (see section "Changing the Anti-Spam mode" on page 47). Current Anti-
Spam mode is indicated on the Anti-Spam tab next to the Mode menu item.

CHANGING THE ANTI -SPAM MODE

To edit the settings, use the device's joystick or stylus, or select Options — Change.

=® To change the Anti-Spam mode:
1. Onthe Anti-Spam / SMS tab, select the Mode item.
This will open the Mode window.
2. Select the appropriate value for the Anti-Spam settings (see figure below).
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Figure 24: Changing the Anti-Spam mode

3. Press Back to save the changes.
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CREATINGA BLACK LIST

The Black List contains entries of banned numbers, i.e., the numbers, from which Anti-Spam blocks calls and SMS. Each
entry contain the following information:

e Phone number from which Anti-Spam blocks calls and (or) SMS.

e Type of events invoked from the number that Anti-Spam blocks. The following types of events are available:
calls and SMS, calls only, and SMS only.

e Key phrase that Anti-Spam uses to classify an SMS message as unsolicited (spam). Anti-Spam only blocks
SMS messages containing this key phrase while delivering all the rest.

Anti-Spam will block those calls and SMS that satisfy all the criteria of a Black List entry. Calls and SMS that fail to satisfy
even one of the criteria in a Black List entry will be allowed in by Anti-Spam.

It is impossible to add the same phone number with the same filter criteria to the Black and White lists.
Information about blocked SMS and calls is registered in the application log (see section "Application logs" on page 91).
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FILTERING OF INCOMING CALLS AND SMS

ADDING ENTRIES TO THE BLACK LIST

Bear in mind that the same number with identical filtering criteria cannot be included in the Black and White lists of Anti-
Spam numbers at the same time. If a number with such filtering criteria is already saved on either of the lists, Kaspersky
Endpoint Security 8 for Smartphone notifies you of this event, and a relevant message appears on the screen.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

=% To add an entry to the Anti-Spam Black List:
1. Onthe Anti-Spam / SMS tab, select Black List.
This will open the Black List window.

2. Select Options — Add (see figure below).
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Delete all
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Figure 25: Adding entries to the Black List
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3. Make the following settings (see Figure below):

e Block incoming i type of events invoked from a phone number, which Anti-Spam blocks for the numbers
from Black List:

e Calls and SMS: block incoming SMS messages and calls.
e Calls only: block incoming calls only.
e  SMS only: block incoming SMS messages only.

e From phone number i telephone number, from which Anti-Spam blocks incoming information. The phone
number should comprise only alphanumeric characters; it may begin with a digit, a letter, or be preceded by
the "+" symbol. As a number, it is also possible to use the masks ™" or "?" (where "*" is any number of
symbols, and "?" any symbol). For example, *1234? is in the Black List. Anti-Spam blocks calls or SMS
from a number, in which any symbol follows the digits 1234.

e Containing text i key phrase indicating that the received SMS message is unwanted (spam). Anti-Spam

only blocks SMS messages containing the key phrase and delivers all others. The setting is available if for
the Block incoming setting the SMS only value is set.

If you want all incoming SMS from a specific number on the Black List to be blocked, leave the Containing
text field of this entry blank.
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Figure 26: Settings for entries in the Black List

4. Press Back to save the changes.




FILTERING OF INCOMING CALLS AND SMS

EDITINGENTRIESINTH E BLACK LIST

You can change the values of all settings for entries from the Black List.
To edit the settings, use the device's joystick or stylus, or select Options — Change.

®» To edit an entry in the Anti-Spam Black List:
1. Onthe Anti-Spam / SMS tab, select Black List.
This will open the Black List window.
2. Select the entry on the list that you want to edit and then select Options — Change.
3. Change the necessary settings of the entry:

e Block incoming i type of events invoked from a phone number, which Anti-Spam blocks for the numbers
from Black List:

e Calls and SMS: block incoming SMS messages and calls.
e Calls only: block incoming calls only.
e  SMS only: block incoming SMS messages only.

e From phone number i telephone number, from which Anti-Spam blocks incoming information. The phone
number should comprise only alphanumeric characters; it may begin with a digit, a letter, or be preceded by
the "+" symbol. As a number, it is also possible to use the masks "*" or "?" (where "*" is any number of
symbols, and "?" any symbol). For example, *1234? is in the Black List. Anti-Spam blocks calls or SMS
from a number, in which any symbol follows the digits 1234.

e Containing text i key phrase indicating that the received SMS message is unwanted (spam). Anti-Spam

only blocks SMS messages containing the key phrase and delivers all others. The setting is available if for
the Block incoming setting the SMS only value is set.

If you want all incoming SMS from a specific number on the Black List to be blocked, leave the Containing
text field of this entry blank.

4. Press Back to save the changes.
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DELETING ENTRIES FROM THE BLACK LIST

You can delete a number from the Black list. Furthermore, you can clear the Anti-Spam Black List by removing all the
entries from it.

®» To delete an entry from the Anti-Spam Black List:

1. Onthe Anti-Spam / SMS tab, select Black List.

This will open the Black List window.

2. Select the entry on the list that you want to delete and then select Options — Delete.
®» To clear the Anti-Spam Black List:

1. Onthe Anti-Spam / SMS tab, select Black List.

2. This will open the Black List window.

3. Select Options — Delete all.

The list is emptied.

CREATINGA WHITE LIST.

The White List contains entries of allowed numbers, i.e., numbers from which Anti-Spam delivers calls and SMS to the
user. Each entry contain the following information:

e  Phone number, from which Anti-Spam delivers calls and (or) SMS.

e Type of events invoked from the number that Anti-Spam allows. The following types of events are available:
calls and SMS, calls only, and SMS only.

e Key phrase used by Anti-Spam to classify an SMS message as solicited (not spam). Anti-Spam only delivers
SMS messages containing the key phrase and blocks all others.

Anti-Spam allows only calls and SMS that satisfy all the criteria of an entry in the White List. Calls and SMS that fail to
satisfy even one of the criteria in a White List entry will be blocked by Anti-Spam.

IN THIS SECTION
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FILTERING OF INCOMING CALLS AND SMS

ADDINGENTRIESTOTHE  WHITE LIST

Bear in mind that the same number with identical filtering criteria cannot be included in the Black and White lists of Anti-
Spam numbers at the same time. If a number with such filtering criteria is already saved on either of the lists, Kaspersky
Endpoint Security 8 for Smartphone notifies you of this event, and a relevant message appears on the screen.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

% To add an entry to the Anti-Spam White List:
1. Onthe Anti-Spam / SMS tab, select White List.
2. This will open the White List window.

3. Select menu item Options — Add (see figure below).
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Figure 27: Adding entries to the White List
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4. Make the following settings for the new entry (see figure below):

e Allow incoming i type of events invoked from a phone number, which Anti-Spam allows for White List
numbers:

e Calls and SMS: allow incoming calls and SMS messages.
e Calls only: allow incoming calls only.
e  SMS only: allow incoming SMS only.

e From phone numberi telephone number, from which Anti-Spam delivers incoming information. The
phone number should comprise only alphanumeric characters; it may begin with a digit, a letter, or be
preceded by the "+" symbol. As a number, it is also possible to use the masks "*" or "?" (where "*" is any
number of symbols, and "?" any symbol). For example, *1234? is in the White List. Anti-Spam allows in
calls or SMS from a number, in which any symbol follows the digits 1234.

e Containing text i key phrase indicating that the received SMS message is wanted. For numbers on the
White List, Anti-Spam only delivers SMS messages containing the key phrase and blocks all others. The
setting is available if for the Allow incoming setting the SMS only value is set.

If you want all incoming SMS from a specific number on the White List to be delivered, leave the
Containing text field of this entry blank.
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Figure 28: Settings for entries in the White List

5. Press Back to save the changes.




FILTERING OF INCOMING CALLS AND SMS

EDITINGENTRIESINTH E WHITE LIST

For an entry from the White list of allowed numbers, you can change the values of all settings.
To edit the settings, use the device's joystick or stylus, or select Options —» Change.

®» To edit an entry in the Anti-Spam White List:
1. Onthe Anti-Spam / SMS tab, select White List.
This will open the White List window.
2. Select the entry on the list that you want to change and then select Options — Change.
3. Change the necessary settings of the entry:

e Allow incoming i type of events invoked from a phone number, which Anti-Spam allows for White List
numbers:

e Calls and SMS: allow incoming calls and SMS messages.
e Calls only: allow incoming calls only.
e  SMS only: allow incoming SMS only.

e From phone numberi telephone number, from which Anti-Spam delivers incoming information. The
phone number should comprise only alphanumeric characters; it may begin with a digit, a letter, or be
preceded by the "+" symbol. As a number, it is also possible to use the masks "*" or "?" (where "*" is any
number of symbols, and "?" any symbol). For example, *1234? is in the White List. Anti-Spam allows in
calls or SMS from a number, in which any symbol follows the digits 1234.

e Containing text i key phrase indicating that the received SMS message is wanted. For numbers on the
White List, Anti-Spam only delivers SMS messages containing the key phrase and blocks all others. The
setting is available if for the Allow incoming setting the SMS only value is set.

If you want all incoming SMS from a specific number on the White List to be delivered, leave the
Containing text field of this entry blank.

4. Press Back to save the changes.

DELETING ENTRIES FROM THE WHITE LIST

You can delete one entry from the White List as well as completely clear it.
=®» To delete an entry from the Anti-Spam White List:
1. Onthe Anti-Spam / SMS tab, select White List.
This will open the White List window.
2. Select the entry on the list that you want to delete and then select Options — Delete.
®» To clear Anti-Spam White List:
1. Onthe Anti-Spam / SMS tab, select White List.
This will open the White List window.

2. Select Options — Delete all.
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RESPONSE TO SMS MESSAGES AND CALLSF ROM
NUMBERS NO TIN CONTACTS

In the Both lists or White List mode, you can additionally set up Anti-Spam response to SMS messages and calls from
senders whose numbers are not present in Contacts. Anti-Spam also allows expansion of the White List by adding
numbers from the Contacts to it.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

® To select Anti-Spam response to a number not included in the phonebook:
1. Onthe Anti-Spam / SMS tab, select the Mode item.
This will open the Mode window.
2. Select one of the values for the Allow Contacts setting (see Figure below):
e In order for Anti-Spam to regard numbers from the phone book as an additional White List, select Yes;
e to make Anti-Spam filter SMS messages and calls based on the defined mode only, select No.
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Non-numeric numbers
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Figure 29: Anti-Spam response to numbers not found in Contacts

3. Press Back to save the changes.




FILTERING OF INCOMING CALLS AND SMS

RESPONDING TO SMS MESSAGES FROM NON -NUMERIC
NUMBERS

If the Anti-Spam modes Both lists or Black List are selected, you can additionally expand the Black List to include all
non-numeric numbers (including letters). Then Anti-Spam will block SMS messages from non-numeric numbers.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

® To configure Anti-Spam response upon arrival of SMS messages from non-numeric numbers:
1. Onthe Anti-Spam / SMS tab, select the Mode item.
This will open the Mode window.
2. Select a value for the Non-numeric numbers setting (see Figure below):

e in order for Anti-Spam to automatically delete SMS messages from non-numeric numbers, select the Block
value;

e to make Anti-Spam check SMS from non-numeric numbers based on the selected mode only, select the
Allow value.

Anti-Spam mode
Both lists

Allow Contacts
Yes

Allow

Figure 30: Selecting Anti-Spam response upon arrival of SMS from a non-numeric number

3. Press Back to save the changes.
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SELECTING A RESPONSE TO INCOMIN G SMS

If the Both lists mode is selected, Anti-Spam checks incoming SMS messages against the Black and White Lists.

Following arrival of an SMS message from a number on neither list, Anti-Spam will prompt the user to add the number to
one of the lists.

You can select one of the following actions to be taken in respect of the SMS message (see figure below):

e To block an SMS message and add the sender's telephone number to the Black List, select Options — Add to
Black List.

e To deliver an SMS message and add the sender's telephone number to the White List, select Options — Add
to White List.

e To deliver the SMS message without adding the sender's telephone number to either list, press Skip.
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Add to Black List
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Figure 31: Anti-Spam notification about received SMS

Information about blocked SMS is registered in the application log (see the "Application logs" section on page 91).




FILTERING OF INCOMING CALLS AND SMS

SELECTING A RESPONSE  TO INCOMING CALLS

If the Both lists mode is selected, Anti-Spam checks incoming calls against the Black and White Lists. Following a call
from a number on neither list, Anti-Spam will prompt the user to add the number to one of the lists.

You can select one of the following actions for the number from which the call was made (see Figure below):
e To add the caller's telephone number to the Black List, select Options — Add to Black List.
e To add the caller's telephone number to the White List, select Options — Add to White List.

e Skip: do not add the caller's number to either list.

KES 8

Show open apps.

o Whitelis
Add to Black List
Skip

Select

Figure 32: Anti-Spam notification about received call

Information about blocked calls is entered in the application log (see section "Application logs" on page 91).




DATA PROTECTION INT  HE EVENT OF
DEVICE LOSS OR THEFT

This section gives information about Anti-Theft which, in the case of theft or loss, blocks unauthorized access to data
saved on your mobile device and makes it easy to find the device.

This section also specifies how to enable/disable the Anti-Theft function, set its parameters and start Anti-Theft from
another mobile device remotely.

IN THIS SECTION
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ABOUT ANTI-THEFT

Anti-Theft protects information stored on your mobile device from unauthorized access.
Anti-Theft includes the following functions:

e Block i allows blocking the device remotely and gives the text to be displayed on the screen of the blocked
device.

e Data Wipe i allows deleting the user's personal data remotely from the device (entries in Contacts, messages,
picture gallery, calendar, logs, Internet connection settings) and information from the storage cards, folders from
list for deletion.

e SIM Watch allows obtaining the current phone number or locking the device, if the SIM card is replaced or the
device is activated without a SIM card. Information about a new phone number is sent as a message to the
phone number and / or email that you specified.

e The GPS Find functionality enables you to locate a device. The geographical coordinates of the device are sent
as a message to the phone number from which a special SMS command was sent, and to an email address.

Kaspersky Endpoint Security 8 for Smartphone can start Anti-Theft remotely if you send an SMS command from another
mobile device (see "Remote start of the Anti-Theft functionality” on page 68).

To start Anti-Theft remotely, you have to know the application secret code that was set when Kaspersky Endpoint
Security 8 for Smartphone was first started.

The current status of every function is displayed in the Anti-Theft tab next to the name of the function.

Information about the component operation is stored in the component log (see section "Application logs" on page 91).
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B LOCKING THE DEVICE

After a special SMS command is received, the Block function allows you to remotely block access to the device and data
stored on it. The device can only be unblocked by entering the secret code.

This function does not block the device but simply enables the remote blocking option.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

=®» To enable the Block function:
1. Select the Block item on the Anti-Theft tab.
This opens the Block screen.
2. Select the On value for the Block mode setting.
3. In order to display text on the screen of a blocked device, select the Text when blocked item and fill in the
Enter text field (see Figure below). By default, the standard text in which you can add the owner's phone

number is used for the message.

To prevent the text from being displayed, select the Text when blocked setting and then delete the contents of
the Enter text field and press OK.

Text when blocked
Device is blocked

Figure 33: Block feature settings

4. Press Back to save the changes.
If the Block function is enabled on another device, you can block it using any of the following methods:

e Use a Kaspersky Lab mobile application, such as Kaspersky Endpoint Security 8 for Smartphone, on another
mobile device to create and send an SMS command to your device. To create a special SMS command, use
the Send command function. As a result, your device will receive a covert SMS, and the device will be blocked.

e On another mobile device, create and send an SMS with the special text and the secret code previously set for
the receiving device.
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Outgoing SMS messages are billed according to the rates set by the mobile service provider of the other mobile device.

To block the device remotely, it is advised that you use the secure method with the Sending a command function. The
application secret code is then sent in encrypted form.

®» To send an SMS command to another device using the Send command function:
1. Select the Additional tab, select Send command.
The screen designed for sending a special command opens.

2. Press Start.

3. Select the Block command type and then press Next (see figure below).

Send command 7.5y
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®Block

OData Wipe

O GPS Find
OPrivacy Protection

Cancel

Figure 34: Remote device blocking

4. Enter the phone number of another device that receives the SMS command, and press Next.

5. Enter the secret code of the application specified on the device that receives the SMS command, and press
Send.

®» To create an SMS with the phone standard SMS creation functions,

send to another device an SMS message containing the block:<code> text, where <code> is the secret code of

the application set on another device. The message is not case sensitive, and spaces before or after the colon are
ignored.
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DELETING PERSONAL DAT A

After a special SMS command is received, the Data Wipe function allows deleting the following information stored in the
device:

e user's personal data (entries in Contacts and on SIM card, SMS messages, gallery, calendar, Internet
connection settings);

e information on storage card;
e files from the C:\Data folder and other folders on the Folders to be deleted list.

This function does not delete data stored on the device, but it simply enables the option to delete them after a special
SMS command is received.

=% To enable the Data Wipe function:
1. Select the Anti-Theft tab, select Data Wipe.
This opens the Data Wipe screen.
2. Select the Mode item.
This will open the Mode window.
3. Select the Data Wipe mode item and set the On value (see Figure below).
4. Select data to be deleted when the device receives a special SMS command:
e to delete personal details, install for the Delete personal data the value Yes;

e to delete files from the C:\Data folder and from the Folders to be deleted list, set Delete folders to Yes.
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Delete personal data
Yes

Delete folders
Yes

Figure 35: Data Wipe settings

5. Press Back to save the changes.

6. Proceed with creating the Folders to be deleted list (see section "Creating a list of folders to delete" on
page 65).
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You can delete personal data from the device with the function enabled by using the following methods:

e Use a Kaspersky Lab mobile application, such as Kaspersky Endpoint Security 8 for Smartphone, on another
mobile device to create and send an SMS command to your device. As a result, your device receives a covert
SMS message and the information is deleted. To create a special SMS command, use the Send command
function.

e On another mobile device, create and send an SMS with the special text and the secret code previously set for
the receiving device. As a result, your device receives a covert SMS message and the information is deleted.

Outgoing SMS messages are billed according to the rates set by the mobile service provider of the other mobile device.

To delete information from the device remotely, you are advised to use the secure method with the Sending a command
function. The application secret code is then sent in encrypted form.

®» To send an SMS command to another device using the Send command function:
1. Onthe Additional tab, select Send command.
The screen designed for sending a special command opens.
2. Press Start.
3. Select the Data Wipe command type and then press Next (see figure below).
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Figure 36: Data Wipe remote start

4. Enter the phone number of another device that receives the SMS command, and press Next.

5. Enter the secret code of the application specified on the device that receives the SMS command, and press
Send.

®» To create an SMS with the phone standard SMS creation functions:
send a standard SMS to another device; it should contain the text wipe:<code> where <code> is the secret code

of the application set on another device. The message is not case sensitive, and spaces before or after the colon are
ignored.
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CREATING ALISTOFFO LDERS TO DELETE

The Data Wipe function allows creating a list of folders to be deleted after a special SMS command is received.

To enable Anti-Theft to delete folders from the list after a special SMS command is received, make sure that on the Anti-
Theft tab, under the Mode menu item Delete folders setting is set to the value Yes.

The administrator may add to the list of folders to be deleted. These folders cannot be deleted from the list.

=% To add a folder to the list of folders to be deleted:
1. Select the Anti-Theft tab, select Data Wipe.
This opens the Data Wipe screen.
2. Select the Folders to be del. item.
This will open the Folders to be deleted screen.

3. Select Options — Add (see figure below).
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Figure 37: Adding a folder

4. Select the required folder from the folder tree and press Options — Select.
The folder is added to the list.

5. Press Back to save the changes.

®» To remove a folder from the list:

1. Select the Anti-Theft tab, select Data Wipe.
This opens the Data Wipe screen.

2. Select the Folders to be del. item.
This will open the Folders to be deleted screen.

3. Select a folder from the list and then select Options — Delete.

4. Confirm the uninstalling by pressing the Yes button.
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MONITORING THE REPLAC EMENTOFA SIM CARD ON THE
DEVICE

If the SIM card is replaced, SIM Watch allows you to send a message with the new number to your phone number
and / or email, or lock the device.

=®» To enable the SIM Watch function and check the replacement of the SIM card:

1. Select the SIM Watch item on the Anti-Theft tab.
This opens the SIM Watch screen.

2. Select SIM Watch mode and set the On value.

3. Configure the following SIM-Watch settings (see Figure below):
e Message to email. To obtain an e-mail with the new number of your phone, enter an e-mail address.
e SMS to number. To automatically receive an SMS with your telephone's new number, enter the telephone

number to which the SMS should be sent. The phone number may start with a digit or with a "+", and must

contain digits only.

e Block device. To block the device if the SIM card is replaced or if the device is turned on without it, set to
Yes. You can unblock the device only by entering the application secret code.

e Text when blocked. To display a message on the screen in blocked mode, enter it in the Enter text field.
By default, the standard text in which you can add the owner's number is used for the message.
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Options

Figure 38: SIM Watch settings

4. Press Back to save the changes.
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DETERMINING THE DEVIC  E GEOGRAPHICAL COORD INATE S

After a special SMS command is received, GPS Find allows detecting the device geographical coordinates and sending
them by SMS and email to the requesting device and an email address.

Outgoing SMS messages are billed according to your mobile serviceprovi der 6 s current rate.

This function only works with devices with in-built GPS receiver. The GPS receiver is enabled automatically after the
device receives a special SMS command. If the device is within satellite signal coverage, the GPS Find function receives
and sends the geographical coordinates of the device. If the satellites are unavailable at the time of the query, GPS Find
periodically attempts to find them and send device location results.
®» To enable the GPS Find function:

1. Select the GPS Find item on the Anti-Theft tab.

This opens the GPS Find screen.
2. Set the On value for the GPS Find mode option.

3. Enter for the Message to email setting, the email address to which the device's geographical coordinates are
sent (see figure below).

BPS Find

Message to email
user@mycompany.ru

Figure 39: GPS Find settings

4. Press Back to save the changes.
You can request the coordinates of a device on which GPS Find is enabled, using the following methods:

e Use a Kaspersky Lab mobile application, such as Kaspersky Endpoint Security 8 for Smartphone, on another
mobile device to create and send an SMS command to your device. As a result, your device will receive a
covert SMS, and the application will send the device coordinates. To create a special SMS command, use the
Send command function.

¢ On another mobile device, create and send an SMS with the special text and the secret code previously set for
the receiving device. As a result, your device will receive the SMS, and the application will send the coordinates
of the device.
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Outgoing SMS messages are billed according to the rates set by the mobile service provider of the other mobile device.

To receive the device coordinates, you are advised to use the secure method with the Send command function. The
application secret code is then sent in encrypted mode.

®» To send a command to another device using the Send command function:
1. Select the Additional tab, select Send command.
The screen designed for sending a special command opens.
2. Select the command type GPS Find and then press Next (see Figure below).
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Figure 40: Determine the location of the device

3. Enter the phone number of another device that receives the SMS command, and press Next.

4. Enter the secret code of the application specified on the device that receives the SMS command, and press
Send.

®» To create an SMS with the phone standard SMS creation functions:
send an SMS to the other device; the message should contain the text find:<code>  where <code> is the secret
code of the application set on the target device. The message is not case sensitive, and spaces before or after the

colon are ignored.

An SMS with the device coordinates will be sent to the phone number from which the SMS command was sent and to
the email address if you have specified one in the GPS Find options.
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REMOTE START OF THE ~ ANTI -THEFT FUNCTIONALITY

The application allows sending a special SMS command to run Anti-Theft functions remotely on another device with
Kaspersky Endpoint Security 8 for Smartphone installed on it. An SMS command is sent as an encrypted SMS and
contains the application secret code set on the other device. Reception of the SMS command will not be noticed.

SMS is billed according to your mobile service provideros

®» To send an SMS command to another device:

1. Select the Additional tab, select Send command.
The screen designed for sending a special command opens.

2. Press Start.

3. Select one of the suggested functions to be started remotely (see figure below):
e Block (see section "Blocking the device" on page 61).
e Data Wipe (see section "Deleting personal data" on page 62);
e GPSFind.

e Privacy Protection (see section "Privacy Protection" on page 70).
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Figure 41: Anti-Theft remote start

The function that you want to use should be enabled on the device that receives an SMS command.

4. Press Next.

5. Enter the phone number of another device that receives the SMS command, and press Next.

Enter the secret code specified on the device that receives the message, and press Send.

C
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PRIVACY PROTECTION

The section presents information about Privacy Protection, which can hide the user's confidential information.

IN THIS SECTION
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PRIVACY PROTECTION

Privacy Protection hides private data based on your Contact list, which lists private numbers. For confidential numbers,
Privacy Protection hides Contacts entries, incoming, drafts, and sent SMS as well as call history entries. Privacy
Protection suppresses the new SMS signal and hides the message itself in the inbox. Privacy Protection blocks incoming
calls from private numbers and does not display incoming call information on the screen. As a result, the caller receives a
busy signal. To view incoming calls and SMS for the period of time when Privacy Protection was enabled, disable
Privacy Protection. On the repeat enabling of Privacy Protection, the information is not displayed.

You are able to activate Privacy Protection from Kaspersky Endpoint Security 8 for Smartphone or remotely from another
mobile device. However, Privacy Protection can only be disabled from within the application.

Information about the operation of Privacy Protection is stored in the log (see section "Application logs" on page 91).

PRIVACY PROTECTION MODES

You can manage the operation mode of Privacy Protection. The mode defines whether Privacy Protection is enabled or
disabled.

The following modes of Privacy Protection are available:
e Normal i private data are displayed. The Privacy Protection settings are accessible for modification.
e Private 1 private data are hidden. The Privacy Protection settings cannot be changed.

You can configure automatic enabling (see section "Enabling Privacy Protection automatically" on page 71) of Privacy
Protection or remote enabling from another device (see section "Enabling Privacy Protection remotely" on page 73).

The component's current status is displayed on the Privacy Protection tab next to the Mode item.

Changing the mode of Privacy Protection can take some time.
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CHANGING THE PRIVACY PROTECTION MODE

The Privacy Protection mode can be changed as follows:
e from the application interface;
e with the secret code when the device is in active waiting mode.
® To change the Privacy Protection mode:
1. Select the Mode item on the Privacy Protection tab.
The Privacy Protection mode.

2. Select a value for the setting Privacy Protection mode Section (see Figure below).
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Hide on SMS command
Yes

Figure 42: Changing Privacy Protection mode

3. Press Back to save the changes.
®» To change the Privacy Protection mode with the secret code when the device is in active waiting mode,
subsequently enter the *secret code#.

When the Privacy Protection mode is changed, a notification appears on the device's screen.
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ENABLING PRIVACY PROTECTION AUTOMATICA  LLY

You can configure automatic enabling of hiding confidential information after a specified time interval. The function
becomes activated after the device switches to power-saving mode.

Disable Privacy Protection prior to editing Privacy Protection settings.

=® To enable Privacy Protection automatically after a specified time interval elapses:
1. Select the Mode item on the Privacy Protection tab.
The Privacy Protection mode.

2. Select a value for the time interval, which should enable Privacy Protection, when elapsed. To do this, set one
of the suggested values for the Hide automatically setting. (see Figure below).

e No delay.

e After 1 minute.

e After 5 minutes.
e After 15 minutes.
e After 1 hour.

o Off

= Ijﬂ'ua[y Protection mo...

Privacy Protection mode
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Hide on SMS command
Yes

Figure 43: Automatic start settings for Privacy Protection

3. Press OK to save the changes.
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ENABLING PRIVACY PROTECTION REMOTELY

Kaspersky Endpoint Security 8 for Smartphone can start hiding confidential information remotely from another remote
device. To accomplish this, first activate the Hide on SMS command option on your device.

® To allow remote enabling of Privacy Protection:
1. Select the Mode item on the Privacy Protection tab.
The Privacy Protection mode.

2. For Hide on SMS command ,select Yes (see figure below).

)'uauf Protection mo...
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Figure 44: Remote activation settings for Privacy Protection

3. Press Back to save the changes.
You can enable Privacy Protection remotely using any of the following methods:

e Use a Kaspersky Lab mobile application, such as Kaspersky Endpoint Security 8 for Smartphone, on another
mobile device to create and send an SMS command to your device. As a result, your device unnoticeably
receives an SMS, and confidential information is hidden. To create a special SMS command, use the Send
command function.

e On another mobile device, create and send an SMS message with a special text and the secret code of the
application specified on your device. As a result, the device receives an SMS, and confidential information is
hidden.

Outgoing SMS will be billed at the rates set by the mobile provider for the phone where the SMS command originates.

® To enable Privacy Protection remotely using a special SMS command:
1. Select the Additional tab, select Send command.
The screen designed for sending a special command opens.

2. Press Start.
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3. Select the Privacy Protection command type and press Next (see figure below).
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Figure 45: Privacy Protection remote start

4. Enter the phone number of the device that receives the SMS command, and press Next.

5. Enter the secret code of the application specified on the device that receives the SMS command, and press
Send.

When the device receives the SMS command, it enables Privacy Protection automatically.
% To enable Privacy Protection remotely using a telephone's standard tools for creating an SMS:

send a standard SMS to another device; it should contain the text wipe:<code> where <code> is the secret code

of the application set on another device. The message is not case sensitive, and spaces before or after the colon are
ignored.

CREATING ALISTOFPR  IVATE NUMBERS

The contact list contains private numbers, for which Privacy Protection hides associated information and events. You can
extend the list by adding a number manually, or importing one from Contacts or the SIM card.

Before making the contact list, disable hiding of confidential information.

IN THIS SECTION
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ADDINGANUMBERTOTH ELISTOFPRIVATENU MBERS

You can add a number manually (for example, +12345678), import a number from Contacts or SIM card.
Before making the contact list, disable hiding of confidential information.

®» To add an entry to the Contact List:
1. Onthe Privacy Protection tab, select the Contact list item.
The Contact list window will open.
2. Perform one of the following actions (see Figure below):

e To add a number manually, select Options —» Add — Number. In the Number window that opens, fill in
the Enter phone number field. On completion of the entry, press OK.

e To add a number from Contacts, select Options - Add — Contacts. Then on the Contacts screen that

opens, select the required contact from the phone book using the Options — Select menu. On completion
of the entry, press OK.

e To add a number saved on the SIM card, select Options - Add — Contact from SIM. In the SIM
contacts window that opens, select the required number from the list of numbers on the SIM card using the
Options — Select menu. On completion of the entry, press OK.

show infc Contact from SIM

Delete Number

Delete all
Help

Select

Figure 46: Adding entries to the list of protected contacts

3. Press Back to save the changes.
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EDITINGANUMBERINT  HELISTOFPRIVATEN  UMBERS

Phone numbers added manually are only available for editing on the Contact List. It is not possible to edit numbers which
are selected from the phone book or numbers list on the SIM card.

Before making the contact list, disable hiding of confidential information.

® To edit a phone number on the Contact List:
1. Select the Privacy Protection tab, select the Contact list item.
The Contact list window will open.
2. Select a number to be edited from the Contact List and then select Options — Change.
The phone number of the selected contact appears on the screen.
3. Change the data in the Enter phone number field.

4. When completing the editing, press OK.

DELETING ANUMBERFRO M THELIST OF PRIVAT  E NUMBERS

You can delete one number or clear the Contact List completely.
Before making the contact list, disable hiding of confidential information.

®» To remove a number from the Contact List:
1. Onthe Privacy Protection tab, select the Contact list item.
The Contact list window will open.
2. Select a number from the list and then select Options — Delete.
3. Confirm deletion. To do this, press Yes.
® To clear the Contact List:
1. Onthe Privacy Protection tab, select the Contact list item.
The Contact list window will open.
2. Select Options — Delete all.
3. Confirm deletion. To do this, press Yes.

The Contact List becomes empty.
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SELECTING INFORMATION AND EVENTS TOBEHID DEN:
PRIVACY PROTECTION

Privacy Protection can hide the following info for numbers in the Contact List: contacts, SMS correspondence, call log
entries, incoming calls and SMS messages. You can select information and events that Privacy Protection should hide
for private numbers.

Disable Privacy Protection prior to editing Privacy Protection settings.

® To select information and events that should be hidden for private numbers:
1. Select the item Hidden Objects on Privacy Protection tab.
This will open the Hidden objects screen.

2. Select information and events which are hidden for confidential numbers. For every setting required, set to Hide
using Options — Change. The component provides the option to hide the following information (see figure
below):

e Contacts i hide all information about confidential numbers in the Contacts.

e Messages i hide SMS messages in the Incoming, Sent and Draft folders for confidential numbers.

e Call entries - accept calls from confidential numbers, but do not show the caller number and do not display
information about confidential numbers on the list of calls (incoming, outgoing, and missed).

e Incoming callsi block calls from private numbers (caller will hear the engaged tone in this case).
Information about a received call will be displayed when Privacy Protection is disabled.

e Incoming SMSi do not display the delivery of incoming SMS messages (there is no message of receipt of
a new SMS message from a confidential number). All SMS messages received from private numbers will
be displayed for viewing when Privacy Protection is disabled.

uidden objects
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Hide

Incoming calls
Show

Options

Figure 47: Selection of information and events to hide

3. Press Back to save the changes.




FILTERING NETWORK AC  TIVITY. FIREWALL

This section gives information about the Firewall which controls network connections on your device. This section
describes how to enable/disable the Firewall and select the required mode for it.
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ABOUT FIREWALL

Firewall monitors your device's network connections based on the selected mode. Firewall allows you to set allowed
connections (for example, to perform synchronization with a remote administration system) and banned connections (for
example, to search information on the Internet, download files).

The Firewall allows configuring the notifications about blocked connections (see section "Notifications about blocked
connections” on page 79).

Information about the Firewall activity is recorded in the application log (see section "Application logs" on page 91).

FIREWALL MODES

You can select the mode in accordance with which the Firewall determines the permitted and blocked connections. The
following Firewall modes are available:

o  Off any network activity is permitted.

e Only incoming connections are blocked: block incoming connections only. Outgoing connections are
allowed.

e Outgoing connections using SSH, HTTP, HTTPS, IMAP, SMTP and POP3 protocols are allowed:block all
incoming connections. Checking e-mails, viewing websites and downloading files is accessible Outgoing
connections can only be established using SSH, HTTP, HTTPS, IMAP, SMTP, POP3 ports.

e Block alli block any network activity except anti-virus database update and connection to the remote
administration system

You can change the Firewall mode (see section "Selecting the Firewall mode" on page 78). The current mode is
displayed on the Firewall tab next to the Mode menu item.
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SELECTING THE FIREWALL MODE

To edit the settings, use the device's joystick or stylus, or select Options — Change.

® To set Firewall mode:
1. On the Firewall tab, select the Mode item.
This will open the Mode window.

2. Select one of the Firewall modes offered. To do so, move the cursor to the name of the required mode (see
figure below).

Program database updates
§and synchronization
| permitted.

g
Block all

Cancel

Figure 48: Firewall mode selection

3. Press Back to save the changes.
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N OTIFICATIONS ABOUT B LOCKED CONNECTIONS

The Firewall blocks all prohibited connections on the basis of the selected security mode (see section "Selecting the
Firewall mode" on page 78). For the Firewall to inform you of blocked connections on the mobile device, apply the setting
to receive Firewall notifications.
=® To set the Firewall so that you receive notifications about blocking:
1. Select the Notifications item on the Firewall tab.
2. For On blocking connections select one of the following values (see figure below):
e Notify i enable delivery of notifications. Firewall notifies of a blocked connection.

e Do not notify i disable delivery of notifications. Firewall does not notify you of a blocked connection.

. @

Notiﬁ[ations 7:18PH =
4]

® Notify
O Do not notify

Figure 49: Configuring Firewall notifications

3. Press OK to save the changes.




ENCRYPTING PERSONAL DATA

This section contains information about the Encryption component, which can encrypt folders on the device. It also
describes how to encrypt and decrypt selected folders.
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ABOUT ENCRYPTION

Encryption encrypts data in your list of folders to encrypt. The Encryption function operation is based on the action of the
function of the same name that is built into the operating system of your device. The Encryption function allows
encrypting any type of folder with the exception of system folders. You can select folders to be encrypted in the device's
memory or on a storage card. To gain access to encrypted data, enter the application PIN code set when the application
was first run.

To run executables out of an encrypted folder, you must first decrypt the folder. This requires that the application PIN
code be entered first.

To gain access to encrypted data, you need to enter the application secret code. You can define a specific time interval
(see section "Blocking access to encrypted data" on page 84), after which the component will prevent access to
encrypted folders and require entering the secret code to access their content. The function becomes activated after the
device switches to power-saving mode.

Information about Encryption activity is stored in the application log (see section "Application Logs" on page 91).

DATA ENCRYPTION

Encryption allows encrypting any number of non-system folders which are in the device memory or on a storage card.

The list of all previously encrypted and decrypted files is accessible in the Encryption window from the Folders list
menu item.

You can also encrypt one or all of the folders in the folders list immediately.
®» To add a folder to the list of folders for encryption and encrypt it:
1. Select the Folders list item on the Encryption tab.
This will open the Folders list window.

2. Select Options — Add (see figure below).
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Figure 50: Data encryption

A screen will open with the system file tree of your device.
3. Selected the folder that you need to encrypt, and then select Options — Encrypt.

To move around the file system use the device's stylus or joystick buttons, as follows: Up and Down i to move
within the selected folder, Left and Right i to move one level up or down from the current folder.

4. Press OK.
The encrypted folder is added to the folders list.
In the Options menu for the encrypted folder, the menu item Encrypt changes to Decrypt.

After the encryption process, the data are automatically decrypted and encrypted when you work with data from the
encrypted folder, move them out of the encrypted folder or place new data in the latter.

® To encrypt all folders from the list at the same time, perform the following steps:
1. Onthe Encryption tab, select the Folders list item.
This will open the Folders list window.
2. Select Options — Add. actions — Encrypt all.

3. Press OK.
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DATA DECRYPTION

You can decrypt previously encrypted data (see section "Data encryption” on page 81). You can decrypt one or all the
folders you have encrypted on the device.

If in the list of folders to be encrypted there are folders which the administrator has encrypted, these cannot be decrypted
and deleted from the list.

®» To decrypt a previously encrypted folder:
1. Select the Folders list item on the Encryption tab.
The Folders list window will open, which contains a list of all previously decrypted and encrypted folders.

2. Select the folder from the list which you wish to decrypt and then select Options — Decrypt (see figure below).

A, @D
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Help
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Figure 51: Data decryption

3. Press OK on completion of the data decryption.

When the decryption process is finished, the name of the Decrypt item is changed to Encrypt in the Options menu. You
can encrypt the folder again (see section "Data encryption" on page 81).

®» To decrypt all the folders immediately from the encryption folder list:
1. Select the Folders list item on the Encryption tab.
This will open the Folders list window.
2. Select Options — Add. actions — Decrypt all.

3. Press OK.
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B LOCKING ACCESSTOEN CRYPTED DATA

Encryption can set the time by when blocking access to encrypted folders starts. This functionality is activated when your
device goes to power save mode. To manipulate encrypted data, enter the application PIN code.

In addition, you can immediately block access to encrypted folders after opening them, and enable the prompt for the
application secret code.

® To block access to an encrypted folder during this time:

1. Onthe Encryption tab, select the Block access item.

This will open the Block access window.

2. Set the time on expiry of which access to encrypted folders is blocked. To do this, select one of the suggested
values (see Figure below):

No delay;

After 1 minute;
After 5 minutes;
After 15 minutes;

After 1 hour.

Blntk access

O No delay

O After 1 minute
® After 5 minutes
O After 15 minutes
O After 1 hour

Figure 52: Blocking access to encrypted data

3. Press OK to save the changes.

®» To immediately block access to encrypted folders after opening them, and to enable the prompt for the application
secret code,

press the device buttons¢ 0 ¢ and ¢léeé si multaneously. Access to the encry




UPDATING THE APPLICA  TION'S
DATABASES

This section provides information on updating the application databases, which ensures up-to-date protection of your
device. Furthermore, this section describes how to view information on the installed anti-virus databases, run the update
manually, and configure automatic update of anti-virus databases.
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ABOUT UPDATING THE AP PLICATION 'S DATABASES

The application scans the device for malware programs using the application anti-virus database, which contains
descriptions of all currently known malware and other undesirable programs, and methods for their treatment. It is
extremely important to keep your anti-virus databases up-to-date.

It is recommended to regularly update the application databases. If more than 15 days have passed since the last
update, the databases are regarded as obsolete. Protection will then be less reliable.

Kaspersky Endpoint Security 8 for Smartphone updates the application's database from the update servers set by the
administrator.

To update the application's anti-virus databases, you must have an Internet connection configured on your mobile
device.

Application anti-virus databases are updated according to the following algorithm:

1. The application databases installed on your mobile device are compared with those located on the special
update server.

2. Kaspersky Endpoint Security 8 for Smartphone performs one of the following:

e If you have the current application's databases installed, the update will be canceled. A notification appears
on the screen.

e If the installed databases differ, a new update package is downloaded and installed.

When the update process is completed, the connection is automatically closed. If the connection was
established before the update started, it will remain open for further use.
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The Internet connection settings are established automatically by default. If the Internet connection settings are not
established automatically, you need to configure them (see section "Configuring the Internet connection settings" on
page 89).

You can start the update task manually at any time when the device is not busy with other tasks or configure scheduled
automatic updates.

If you are in a roaming zone, to avoid excessive expenses you can disable updating of the Kaspersky Endpoint
Security 8 for Smartphone anti-virus databases.

Details information on the databases used is available on the Additional tab in the Database info menu item.

Information about updates to the anti-virus databases is recorded in the application log (see section "Application logs" on
page 91).

V IEWING DATABASE INFO  RMATION

You can view the following information about the application's installed anti-virus databases: last update, date of release
of the database, database size and number of entries in them.

® To view information about the current anti-virus databases,

select the Database info item on the Additional tab (see Figure below).

B,atabase infor 75 Ph=
4]
Database date:
23/8/2010
Database size:
158891 bytes
Total records:

1525

2L

Figure 53: Information on installed anti-virus databases of the application
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STARTING UPDATES MANU  ALLY

You can start the application anti-virus databases update manually.
% To manually update application's anti-virus databases:
1. Select theUpdate item on the Anti-Virus tab.
This will open the Update window.

2. Select Start update (see Figure below).

Start update

J—

Bl Schedule

e
—
-

Connection

Figure 54: Starting the update procedure manually

The application starts the process of updating the anti-virus databases from the server set by the administrator.
Information on the update process is displayed on the screen.
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STARTING SCHEDULED UP  DATES

Regular updates are a prerequisite of effectively protecting your device against infection by malware objects. For your
convenience, you can configure automatic database updates and create an update schedule.

To run an update, the device should remain turned on for the entire scan period.

Additionally, you can configure automatic update settings for when you are in a roaming zone (see section "Updating
while roaming" section on page 89).

®» To configure a scheduled update start:

1. Select theUpdate item on the Anti-Virus tab.
This will open the Update window.

2. Select the Schedule item.
This will open the Schedule screen.

3. Set for the Auto update setting one of the values suggested (see Figure below):
o Off: do not update the application database per schedule.
o Weekly: perform the update once a week. Select the values for the Update day and Update time.
e Daily: update application database every day. Enter the value for the Update time.

A [@

S}hEdlﬂE 7:22 PM
“Auto update

Weekly

= umn

Update day
Monday

Update time
12:00 PM

Allow in roaming
Mo

Options

Figure 55: Configuration of scheduled automatic updating

4. Press Back to save the changes.
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UPDATING WHILE ROAMIN G

You can control the start of a scheduled update when the device is in a roaming zone, as Internet activity will be priced at
roaming rates.

If the start of a scheduled update is blocked in roaming, manual updating will still be available in regular mode.
® To disable scheduled updates when in a roaming zone, perform the following steps:
1. Select theUpdate item on the Anti-Virus tab.
This will open the Update window.
2. Select the Schedule item.
This will open the Schedule screen.
3. Select for the Allow in roaming setting the value No (see Figure below).
. B
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Auto update
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Update day
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Update time
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Figure 56: Configuring scheduled update start while roaming

4. Press Back to save the changes.
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CONFIGURING THE INTERNET CONNECTION S  ETTINGS

To connect to the Internet, Kaspersky Endpoint Security 8 for Smartphone uses the access point set by default.
The access points settings are issued by the provider.

If Kaspersky Endpoint Security 8 for Smartphone did not define the connection settings automatically, set them manually.
=® To configure the Internet connection settings, perform the following steps:
1. Select the Update item in the Anti-Virus tab.
This will open the Update window.
2. Select the Connection item.

3. Select the access point which will be used to connect to the update server. To do this, select a value for the
Access point setting and then press OK (see Figure below).

The list shows all access points set on the mobile device.

Figure 57: Internet connection settings

4. Press Back to save the changes.




APPLICATION LOGS

This section presents information on logs which register the operation of every component and the execution of every
task (e.g. application database updates, virus scans).
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ABOUT LOGS

The log stores reports about events occurring when Kaspersky Endpoint Security 8 for Smartphone is running. For every
component, a separate events log is used. You are able to select and review a report of activity in the time the
component has been running. Entries in the report are sorted in reverse chronological order.

VIEWING L OG RECORDS

®» To view entries in the component's log, perform the following steps:
1. onthe tab of the required component, select the Log item.
A log of the component selected opens (see Figure below).

s 9@ B'A
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2.Scanlog
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3. Virus detected
21/10/2010 7:16:21 PM

Figure 58: Selected component log
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2. Use the joystick buttons or the stylus to navigate through the journal: Up and Down i view events in the current
log, Left and Right i view events in the logs of other components.

® To view detailed log record information,

Select the required record and then select Options — Show information.

DELETING L OG RECORDS

You can clear all logs. This deletes information about the operation of all Endpoint Security 8 for Smartphone
components.

®» To delete all entries from the log, perform the following steps:
1. On the tab of any component, select the Log.
This will open the Log window.
2. Select Options — Clear Log.

All records from all component logs will be deleted.




CONFIGURING ADDITION AL SETTINGS

This section provides information on additional features of Kaspersky Endpoint Security 8 for Smartphone: how to
change the secret code, how to manage the application's sound notifications and screen backlight, and how to
enable/disable the display of the hints, protection icon and protection status window.
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CHANGING THE SECRETC ODE

You can change the secret code set after the first start up of the application.
® To change the secret code:
1. Select the Settings item on the Additional tab.
This will open the Settings window.
2. Select the Change code setting.
Enter the current code in the Enter code field and press OK.

Enter a new code in the Enter new code field and press OK.

o > w

Enter the code again in the Confirm code field and press [ s.

DISPLAYING HINTS

When you configure the settings of components, Kaspersky Endpoint Security 8 for Smartphone displays by default a
hint containing a brief description of the function selected. You can select to show/hide hints for Kaspersky Endpoint
Security 8 for Smartphone.

=®  To show/hide hints:
1. Onthe Additional tab, select Settings.
This will open the Settings window.
2. Select one of the values suggested for the Hints setting:
e Show: display hints before configuring the settings of the function selected;
e Hide: do not display hints.

3. Press Back to save the changes.
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CONFIGURING SOUND NOT  IFICATIONS

As a result of the application's operation, specific events occur: for instance an infected object or virus is found, the
license term is coming to an end. For the application to inform you in every such event, you can enable sound notification
of the occurring event.

Kaspersky Endpoint Security 8 for Smartphone includes sound notification only according to the device's set mode.
To edit the settings, use the device's joystick or stylus, or select Options — Change.

®» To manage the sound notification of the application, perform the following steps:
1. Select the Settings item on the Additional tab.
This will open the Settings window.
2. Select one of the values suggested for the Sound notifications setting (see Figure below):
e Always: notify with sound regardless of the device's selected profile;
e According to profile: use the sound notification in accordance with the device's selected profile;

e Disable: do not use sound notification.

S}ttings

Change code
EEE L]

Hints
Show

According to profile

Backlight
According to profile

Options Back

Figure 59: Sound notification management

3. Press Back to save the changes.
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M ANAGING THE BACKLIGH T

When the application performs protection tasks, high levels of power are consumed. To save power while executing
these tasks, the application allows disabling the screen backlight automatically.

To edit the settings, use the device's joystick or stylus, or select Options — Change.

=® To configure the screen backlight while executing tasks, perform the following steps:
1. Select the Settings item on the Additional tab.
This will open the Settings window.
2. Select one of the values suggested for the Backlight setting (see Figure below):
e According to profile: use the screen backlight in accordance with the device's selected profile;

e Enable: always use the screen backlight.
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Back

Figure 60: Managing the backlight

3. Press Back to save the changes.
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DISPLAYING THE STATUS WINDOW

You can choose whether or not to display the application's status window when the application starts.
To edit the settings, use the device's joystick or stylus, or select Options — Change.

® To configure the status window display when starting the application, perform the following steps:
1. Select the Settings item on the Additional tab.
This will open the Settings window.
2. Select one of the values suggested for the Status screen (see Figure below):
e  Show: show status window;

e Hide: do not show status window.

Figure 61: Configuring the status window display

3. Press Back to save the changes.
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