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Kaspersky Lab shall not be liable for the content, quality, relevance, or accuracy of any materials used in this document
for which the rights are held by third parties, or for any potential or actual losses associated with the use of these
materials.

In this document, registered trademarks and service trademarks are used which are the property of the corresponding
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KASPERSKY LAB END US  ER LICENSE
AGREEMENT

IMPORTANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT BEFORE
YOU START USING THE SOFTWARE.

BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW OR BY ENTERING
CORRESPONDING SYMBOL(-S) YOU CONSENT TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS
AGREEMENT. SUCH ACTION IS A SYMBOL OF YOUR SIGNATURE AND YOU ARE CONSENTING TO BE BOUND
BY AND ARE BECOMING A PARTY TO THIS AGREEMENT AND AGREE THAT THIS AGREEMENT IS
ENFORCEABLE LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGNED BY YOU. IF YOU DO NOT AGREE TO
ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, CANCEL THE INSTALLATION OF THE SOFTWARE
AND DO NOT INSTALL THE SOFTWARE.

IF LICENSE CONTRACT OR SIMILAR DOCUMENT ACCOMPANIES SOFTWARE, TERMS OF THE SOFTWARE USE
DEFINED IN SUCH DOCUMENT PREVAIL OVER CURRENT END USER LICENSE AGREEMENT.

AFTER CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW OR AFTER ENTERING
CORRESPONDING SYMBOL(-S) YOU HAVE THE RIGHT TO USE THE SOFTWARE IN ACCORDANCE WITH THE
TERMS AND CONDITIONS OF THIS AGREEMENT.

1. Definitions

1.1. Software means software including any Updates and related materials.

1.2. Rightholder (owner of all rights, whether exclusive or otherwise to the Software) means Kaspersky Lab ZAO, a
company incorporated according to the laws of the Russian Federation.

1.3. Computer(s) means hardware(s), including personal computers, laptops, workstations, personal digital

assistant s, 6 s meld tleviged) or otlees dectroriic alevides for which the Software was designed
where the Software will be installed and/or used.

1.4. End User (You/Your) means individual(s) installing or using the Software on his or her own behalf or who is
legally using a copy of the Software; or, if the Software is being downloaded or installed on behalf of an
organization, such as an employer, "You" further means the organization for which the Software is downloaded
or installed and it is represented hereby that such organization has authorized the person accepting this
agreement to do so on its behalf. For purposes hereof the term "organization," without limitation, includes any
partnership, limited liability company, corporation, association, joint stock company, trust, joint venture, labor
organization, unincorporated organization, or governmental authority.

15. Partner(s) means organizations or individual(s), who distributes the Software based on an agreement and
license with the Rightholder.

1.6. Update(s) means all upgrades, revisions, patches, enhancements, fixes, modifications, copies, additions or
maintenance packs etc.

1.7. User Manual means user manual, administrator guide, reference book and related explanatory or other
materials.

2. Grant of License

2.1. You are given a non-exclusive license to store, load, install, execute, and display (to "use") the Software on a

specified number of Computers in order to assist in protecting Your Computer on which the Software is
installed, from threats described in the User Manual, according to the all technical requirements described in the
User Manual and according to the terms and conditions of this Agreement (the "License") and you accept this
License:

Trial Version. If you have received, downloaded and/or installed a trial version of the Software and are hereby
granted an evaluation license for the Software, you may use the Software only for evaluation purposes and only
during the single applicable evaluation period, unless otherwise indicated, from the date of the initial installation.
Any use of the Software for other purposes or beyond the applicable evaluation period is strictly prohibited.

Multiple Environment Software; Multiple Language Software; Dual Media Software; Multiple Copies; Bundles. If
you use different versions of the Software or different language editions of the Software, if you receive the
Software on multiple media, if you otherwise receive multiple copies of the Software, or if you received the
Software bundled with other software, the total permitted number of your Computers on which all versions of the
Software are installed shall correspond to the number of computers specified in licenses you have obtained
provided that unless the licensing terms provide otherwise, each acquired license entitles you to install and use
the Software on such a number of Computer(s) as is specified in Clauses 2.2 and 2.3.
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2.2. If the Software was acquired on a physical medium You have the right to use the Software for protection of such
a number of Computer(s) as is specified on the Software package.

2.3. If the Software was acquired via the Internet You have the right to use the Software for protection of such a
number of Computers that was specified when You acquired the License to the Software.

2.4. You have the right to make a copy of the Software solely for back-up purposes and only to replace the legally

owned copy if such copy is lost, destroyed or becomes unusable. This back-up copy cannot be used for other

purposes and must be destroyed when you lose the right to use the Software or when Your license expires or is

terminated for any other reason according to the legislation in force in the country of your principal residence or
in the country where You are using the Software.

2.5. From the time of the Software activation or after license key file installation (with the exception of a trial version
of the Software) You have the right to receive the following services for the defined period specified on the
Software package (if the Software was acquired on a physical medium) or specified during acquisition (if the
Software was acquired via the Internet):

- Updates of the Software via the Internet when and as the Rightholder publishes them on its website or
through other online services. ¢ ny Updates that you may receive become
terms and conditions of this Agreement apply to them;

- Technical Support via the Internet and Technical Support telephone hotline.

3. Activation and Term

3.1. If You modify Your Computerormakec hanges to other vendors6é6 software ins:
by the Rightholder to repeat activation of the Software or license key file installation. The Rightholder reserves
the right to use any means and verification procedures to verify the validity of the License and/or legality of a
copy of the Software installed and/or used on Your Computer.

3.2 If the Software was acquired on a physical medium, the Software can be used, upon your acceptance of this
Agreement, for the period that is specified on the package commencing upon acceptance of this Agreement.

3.3. If the Software was acquired via the Internet, the Software can be used, upon your acceptance of this
Agreement, for the period that was specified during acquisition.

3.4. You have the right to use a trial version of the Software as provided in Clause 2.1 without any charge for the

single applicable evaluation period (30 days) from the time of the Software activation according to this
Agreement provided that the trial version does not entitle You Updates and Technical support via the Internet
and Technical support telephone hotline.

3.5. Your License to Use the Software is limited to the period of time as specified in Clauses 3.2 or 3.3 (as
applicable) and the remaining period can be viewed via means described in User Manual.
3.6. If You have acquired the Software that is intended to be used on more than one Computer then Your License to

Use the Software is limited to the period of time starting from the date of activation of the Software or license
key file installation on the first Computer.

3.7. Without prejudice to any other remedy in law or in equity that the Rightholder may have, in the event of any
breach by You of any of the terms and conditions of this Agreement, the Rightholder shall at any time without
notice to You be entitled to terminate this License without refunding the purchase price or any part thereof.

3.8. You agree that in using the Software and in using any report or information derived as a result of using this
Software, you will comply with all applicable international, national, state, regional and local laws and
regulations, including, without limitation, privacy, copyright, export control and obscenity law.

3.9. Except as otherwise specifically provided herein, you may not transfer or assign any of the rights granted to you
under this Agreement or any of your obligations pursuant hereto.

4., Technical Support

4.1. The Technical Support described in Clause 2.5 of this Agreement is provided to You when the latest Update of
the Software is installed (except for a trial version of the Software).
Technical support service: http://support.kaspersky.com

4.2. User ods Dat a, speci f i /Mg KasparskyPAcecosny rcam | be @Wedbhy nfechnical Support
specialistsonlydur i ng processing Userds request.

5. Limitations

5.1. You shall not emulate, clone, rent, lend, lease, sell, modify, decompile, or reverse engineer the Software or
disassemble or create derivative works based on the Software or any portion thereof with the sole exception of
a non-waivable right granted to You by applicable legislation, and you shall not otherwise reduce any part of the
Software to human readable form or transfer the licensed Software, or any subset of the licensed Software, nor
permit any third party to do so, except to the extent the foregoing restriction is expressly prohibited by applicable
law. Nei ther Softwareds binary code nor s-gaate theprograny be us
algorithm, which is proprietary. All rights not expressly granted herein are reserved by Rightholder and/or its
suppliers, as applicable. Any such unauthorized use of the Software shall result in immediate and automatic
termination of this Agreement and the License granted hereunder and may result in criminal and/or civil
prosecution against You.

5.2. You shall not transfer the rights to use the Software to any third party.
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5.3. You shall not provide the activation code and/or license key file to third parties or allow third parties access to
the activation code and/or license key which are deemed confidential data of Rightholder.

5.4. You shall not rent, lease or lend the Software to any third party.

5.5. You shall not use the Software in the creation of data or software used for detection, blocking or treating threats
described in the User Manual.

5.6. Your key file can be blocked in case You breach any of the terms and conditions of this Agreement.

5.7. If You are using the trial version of the Software You do not have the right to receive the Technical Support

specifiedinClause4 of this Agreement and You dondét have the righ
the Software to any third party.

6. Limited Warranty and Disclaimer

6.1. The Rightholder guarantees that the Software will substantially perform according to the specifications and
descriptions set forth in the User Manual provided however that such limited warranty shall not apply to the
foll owing: (w) Your Computerds deficiencies and related

any warranty responsibility; (X) malfunctions, defects, or failures resulting from misuse; abuse; accident; neglect;

improper installation, operation or maintenance; theft; vandalism; acts of God; acts of terrorism; power failures

or surges; casualty; alteration, non-permitted modification, or repairs by any party other than Rightholder; or any

other third partiesd or Your actions or causes beyond Ri
known by You to Rightholder as soon as practical after the defect first appears; and (z) incompatibility caused

by hardware and/or software components installed on Your Computer.

6.2. You acknowledge, accept and agree that no software is error free and You are advised to back-up the
Computer, with frequency and reliability suitable for You.

6.3. The Rightholder does not provide any guarantee that the Software will work correctly in case of violations of the
terms described in the User Manual or in this Agreement.

6.4. The Rightholder does not guarantee that the Software will work correctly if You do not regularly download
Updates specified in Clause 2.5 of this Agreement.

6.5. The Rightholder does not guarantee protection from the threats described in the User Manual after the

expiration of the period specified in Clauses 3.2 or 3.3 of this Agreement or after the License to use the
Software is terminated for any reason.

6.6. THE SOFTWARE IS PROVIDED "AS IS" AND THE RIGHTHOLDER MAKES NO REPRESENTATION AND
GIVES NO WARRANTY AS TO ITS USE OR PERFORMANCE. EXCEPT FOR ANY WARRANTY,
CONDITION, REPRESENTATION OR TERM THE EXTENT TO WHICH CANNOT BE EXCLUDED OR
LIMITED BY APPLICABLE LAW THE RIGHTHOLDER AND ITS PARTNERS MAKE NO WARRANTY,
CONDITION, REPRESENTATION, OR TERM (EXPRESSED OR IMPLIED, WHETHER BY STATUTE,
COMMON LAW, CUSTOM, USAGE OR OTHERWISE) AS TO ANY MATTER INCLUDING, WITHOUT
LIMITATION, NONINFRINGEMENT OF THIRD PARTY RIGHTS, MERCHANTABILITY, SATISFACTORY
QUALITY, INTEGRATION, OR APPLICABILITY FOR A PARTICULAR PURPOSE. YOU ASSUME ALL
FAULTS, AND THE ENTIRE RISK AS TO PERFORMANCE AND RESPONSIBILITY FOR SELECTING THE
SOFTWARE TO ACHIEVE YOUR INTENDED RESULTS, AND FOR THE INSTALLATION OF, USE OF, AND
RESULTS OBTAINED FROM THE SOFTWARE. WITHOUT LIMITING THE FOREGOING PROVISIONS, THE
RIGHTHOLDER MAKES NO REPRESENTATION AND GIVES NO WARRANTY THAT THE SOFTWARE WILL
BE ERROR-FREE OR FREE FROM INTERRUPTIONS OR OTHER FAILURES OR THAT THE SOFTWARE
WILL MEET ANY OR ALL YOUR REQUIREMENTS WHETHER OR NOT DISCLOSED TO THE
RIGHTHOLDER .

7. Exclusion and Limitation of Liability

7.1. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL THE
RIGHTHOLDER OR ITS PARTNERS BE LIABLE FOR ANY SPECIAL, INCIDENTAL, PUNITIVE, INDIRECT,
OR CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR
LOSS OF PROFITS OR CONFIDENTIAL OR OTHER INFORMATION, FOR BUSINESS INTERRUPTION,
FOR LOSS OF PRIVACY, FOR CORRUPTION, DAMAGE AND LOSS OF DATA OR PROGRAMS, FOR
FAILURE TO MEET ANY DUTY INCLUDING ANY STATUTORY DUTY, DUTY OF GOOD FAITH OR DUTY
OF REASONABLE CARE, FOR NEGLIGENCE, FOR ECONOMIC LOSS, AND FOR ANY OTHER
PECUNIARY OR OTHER LOSS WHATSOEVER) ARISING OUT OF OR IN ANY WAY RELATED TO THE
USE OF OR INABILITY TO USE THE SOFTWARE, THE PROVISION OF OR FAILURE TO PROVIDE
SUPPORT OR OTHER SERVICES, INFORMATON, SOFTWARE, AND RELATED CONTENT THROUGH THE
SOFTWARE OR OTHERWISE ARISING OUT OF THE USE OF THE SOFTWARE, OR OTHERWISE UNDER
OR IN CONNECTION WITH ANY PROVISION OF THIS AGREEMENT, OR ARISING OUT OF ANY BREACH
OF CONTRACT OR ANY TORT (INCLUDING NEGLIGENCE, MISREPRESENTATION, ANY STRICT
LIABILITY OBLIGATION OR DUTY), OR ANY BREACH OF STATUTORY DUTY, OR ANY BREACH OF
WARRANTY OF THE RIGHTHOLDER AND/OR ANY OF ITS PARTNERS, EVEN IF THE RIGHTHOLDER
AND/OR ANY PARTNER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

YOU AGREE THAT IN THE EVENT THE RIGHTHOLDER AND/OR ITS PARTNERS ARE FOUND LIABILE,
THE LIABILITY OF THE RIGHTHOLDER AND/OR ITS PARTNERS SHALL BE LIMITED BY THE COSTS OF
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THE SOFTWARE. IN NO CASE SHALL THE LIABILITY OF THE RIGHTHOLDER AND/OR ITS PARTNERS
EXCEED THE FEES PAID FOR THE SOFTWARE TO THE RIGHTHOLDER OR THE PARTNER (AS MAY BE
APPLICABLE).

NOTHING IN THIS AGREEMENT EXCLUDES OR LIMITS ANY CLAIM FOR DEATH AND PERSONAL
INJURY. FURTHER IN THE EVENT ANY DISCLAIMER, EXCLUSION OR LIMITATION IN THIS AGREEMENT
CANNOT BE EXLUDED OR LIMITED ACCORDING TO APPLICABLE LAW THEN ONLY SUCH DISCLAIMER,
EXCLUSION OR LIMITATION SHALL NOT APPLY TO YOU AND YOU CONTINUE TO BE BOUND BY ALL
THE REMAINING DISCLAIMERS, EXCLUSIONS AND LIMITATIONS.

8. GNU and Other Third Party Licenses

8.1. The Software may include some software programs that are licensed (or sublicensed) to the user under the
GNU General Public License (GPL) or other similar free software licenses which, among other rights, permit the
user to copy, modify and redistribute certain programs, or portions thereof, and have access to the source code
("Open Source Software"). If such licenses require that for any software, which is distributed to someone in an
executable binary format, that the source code also be made available to those users, then the source code
should be made available by sending the request to source@kaspersky.com or the source code is supplied with
the Software. If any Open Source Software licenses require that the Rightholder provide rights to use, copy or
modify an Open Source Software program that are broader than the rights granted in this Agreement, then such
rights shall take precedence over the rights and restrictions herein.

9. Intellectual Property Ownership

9.1. You agree that the Software and the authorship, systems, ideas, methods of operation, documentation and
other information contained in the Software, are proprietary intellectual property and/or the valuable trade
secrets of the Rightholder or its partners and that the Rightholder and its partners, as applicable, are protected
by civil and criminal law, and by the law of copyright, trade secret, trademark and patent of the Russian
Federation, European Union and the United States, as well as other countries and international treaties. This
Agreement does not grant to You any rights to the intellectual property including any the Trademarks or Service
Marks of the Rightholder and/or its partners ("Trademarks"). You may use the Trademarks only insofar as to
identify printed output produced by the Software in accordance with accepted trademark practice, including
identification of the Trademark ownerds name. Such wuse
ownership in that Trademark. The Rightholder and/or its partners own and retain all right, title, and interest in
and to the Software, including without limitation any error corrections, enhancements, Updates or other
modifications to the Software, whether made by the Rightholder or any third party, and all copyrights, patents,
trade secret rights, trademarks, and other intellectual property rights therein. Your possession, installation or
use of the Software does not transfer to you any title to the intellectual property in the Software, and you will not
acquire any rights to the Software except as expressly set forth in this Agreement. All copies of the Software
made hereunder must contain the same proprietary notices that appear on and in the Software. Except as
stated herein, this Agreement does not grant you any intellectual property rights in the Software and you
acknowledge that the License, as further defined herein, granted under this Agreement only provides you with a
right of limited use under the terms and conditions of this Agreement. Rightholder reserves all rights not
expressly granted to you in this Agreement.

9.2 You agree not to modify or alter the Software in any way. You may not remove or alter any copyright notices or
other proprietary notices on any copies of the Software.

10. Governing Law; Arbitration

10.1. This Agreement will be governed by and construed in accordance with the laws of the Russian
Federation without reference to conflicts of law rules and principles. This Agreement shall not be governed by
the United Nations Convention on Contracts for the International Sale of Goods, the application of which is
expressly excluded. Any dispute arising out of the interpretation or application of the terms of this Agreement or
any breach thereof shall, unless it is settled by direct negotiation, be settled by in the International Commercial
Arbitration Court at the Russian Federation Chamber of Commerce and Industry in Moscow, the Russian
Federation. Any award rendered by the arbitrator shall be final and binding on the parties and any judgment on
such arbitration award may be enforced in any court of competent jurisdiction. Nothing in this Section 10 shall
prevent a Party from seeking or obtaining equitable relief from a court of competent jurisdiction, whether before,
during or after arbitration proceedings.

11. Period for Bringing Actions

11.1. No action, regardless of form, arising out of the transactions under this Agreement, may be brought by either
party hereto more than one (1) year after the cause of action has occurred, or was discovered to have occurred,
except that an action for infringement of intellectual property rights may be brought within the maximum
applicable statutory period.
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12. Entire Agreement; Severability; No Waiver

12.1.  This Agreement is the entire agreement between you and Rightholder and supersedes any other prior
agreements, proposals, communications or advertising, oral or written, with respect to the Software or to subject
matter of this Agreement. You acknowledge that you have read this Agreement, understand it and agree to be
bound by its terms. If any provision of this Agreement is found by a court of competent jurisdiction to be invalid,
void, or unenforceable for any reason, in whole or in part, such provision will be more narrowly construed so
that it becomes legal and enforceable, and the entire Agreement will not fail on account thereof and the balance
of the Agreement will continue in full force and effect to the maximum extent permitted by law or equity while
preserving, to the fullest extent possible, its original intent. No waiver of any provision or condition herein shall
be valid unless in writing and signed by you and an authorized representative of Rightholder provided that no
waiver of any breach of any provisions of this Agreement will constitute a waiver of any prior, concurrent or
subsequent breach. Rightholder 6 s f ail ure to insist upon or enforce st
Agreement or any right shall not be construed as a waiver of any such provision or right.

13. Rightholder Contact Information

Should you have any questions concerning this Agreement, or if you desire to contact the Rightholder for any reason,
please contact our Customer Service Department at:

Kaspersky Lab ZAO, 10 build. 1, 1% Volokolamsky Proezd
Moscow, 123060

Russian Federation

Tel: +7-495-797-8700

Fax: +7-495-645-7939

E-mail: info@kaspersky.com

Web site: www.kaspersky.com

E 1 92010 Kaspersky Lab ZAO. All Rights Reserved. The Software and any accompanying documentation are
copyrighted and protected by copyright laws and international copyright treaties, as well as other intellectual property
laws and treaties.



mailto:info@kaspersky.com
http://www.kaspersky.com/

TABLE OF CONTENTS

KASPERSKY LAB END USER LICENSE AGREEMENT ...ttt e e 3
ABOUT THIS GUIDE

QIR TE 3 [ To U 0= o SRR PUPRRRN
(Do oW ] o= o] A eTe] 0 1V/<T o1 o] o F- SRR PPPRRPN 12
ADDITIONAL DATA SOURCES ..........cccceeiiernne
Information sources for further research
Discussion of Kaspersky Lab applications on the Web fOrum ... 14
Contacting the User Documentation DevelopmMENt GrOUP .........eviiirrieeiiiiieerieie et e s 14
MANAGING LICENSES ... .coitiiiititetit ettt ettt h e h et h et e bt e bt e b et e b et e ket e b et e be e et et e be e et e e e be e e nbe e e nne e e e 15
ADOUL the LICENSE AQIEEIMENT ... ...uiiiiiiie ettt e et e e e e e e et e e e e e e et e e e e e e e e e stbbaeeeaeeesaasaatbeeaeaesaasastbaseeaeesssnsees 15
About Kaspersky Endpoint Security 8 for Smartphone lICENSES .........c..viiiiiiieiiiiie e 15
A bout Kaspersky Endpoint Security 8 for Smartphone Key file ... 16
JXe I\ Lt o R (g T =T o] o] 1o Lo o PP RRPTPRR 17
KASPERSKY ENDPOINT SECURITY 8 FOR SMARTPHONE .......cocciiiiiiiiiiaiie ettt 18
RTAT = U= = PP PEPRRRN 19
(D1 i1 oW 1110 o 1 P SUR S PUPUPRRR 20
Hardware and SOftWare FEQUINEIMENTS..........iiiiiee e ettt ettt e e et e e s st e e e sttt e e antteeesameeeeesnteeeeaasbeeeesnneeeesnnneeean 21

(D=1 e BT oL T PP PO PP OPPRPP P 25
ST LY T (o I OO O OO TP PP OPPPPPPPOPPPON 25
(€1 S 1 o T O PO PO O PP P OPRTPPPPOPPPON 25
e A= (oY e (o (=T (o] I T T ST TP PP PU PP OUPPPPPTR 25
L L] o= Ty o FO O T T PO TP PP PP PPPPP PPN 26
TS || O T T ST PP P PP OO PPPPPTR 26
[ g Tod Y/ o1 1T ] o P PP UUT PO PPPPPRTPTN 27
DEPLOYING THE APPLICATION THROUGH KASPERSKY ADMINISTRATION KT ......otiiiiiiiiiieeiieeee e 28
Framework for managing the application through Kaspersky Administration Kit ............cccccceiiiiiiiiiiiieee e, 28
Schemes of deployment through Kaspersky Administration Kit
Deploying the application through a workstation..............cccccceevuineeee.
Scheme for deploying the application by sending an email
Preparing to deploy the application through Kaspersky Administration Kit............cccoooiiiiiiiiiiiceee e 31
Installing the AAMINISITAtION SEIVET ........coiiuiii e e et e et nb e e nneee s 32
Updating the Administration SEerver COMPONENT.........coiiiuuiiiiie ettt e e e e e e et e e e e e e s rbbe e e e e e e e s anneeeeeas 32
Configuring AdMINIStration SEIVEN SETHINTS .....o.uieiiiiee ettt e e e e e e e e e e s e bbb e e e e e e e e anneraeeeas 33
Installing the plug-in for managing Kaspersky Endpoint Security 8 for Smartphone ...........cccoocoiieeiiiiiiiiiineeen. 34
Placing the application distribution package on the ftp/http SEIVEr.........cooiiiiiiiiiie e 34

(61T L1 [0 o | (o 18] = P T ST P TP OPPPPP PP 34




TABLE OF CONTENTS

Installing the application through @ WOIKSTAION ............eieiiiie et e e e e e e e e e aaneee 34
Creating an iNStallation PACKAGE ..........vviii ittt et e e e e s e e e s an e e e s e e e s 35
Configuration of installation package SEHINGS .........ceiiiiiiiiiiiiie e e e 36
Creating @ dePIOYMENT TASK .......ciiiiiiiiiiii e e e e s e e e e s et e e e e e e s et b bt e e e e eeeeeasabtbereeaessaanrreees 38
Delivering the application distribution package to a mobile device through a workstation ..............c.ccceeeuvneee. 46
Installing the application on a mobile device through a WOrkstation..............cccccovviiiiiieeeii e 47

Installing the application by sending an @Mall............coooiiiiiiii s 48
Creating a message with the application distribution package............ccccccoiviiiiiiii e 48

Installing the application on a mobile device after receiving an email message
Installing a license through Kaspersky Administration Kit

L8] 1o N oo [Tt =TSP OOPPPP P
(O (- 11 o [0 = W 1o ] o3 APPSO OPPRPT P
(%] 110 [UTaTo [ o o] [T VAR T=1 111 o F- TP RSP URPR TP
PN o] o)Vl o I W o Lo 1)V P PP SRR
Allocating devices to the Managed computers group
Allocating devices to @ group MANUAITY ........cooiiiiiiiie et e e st e e e e e e anrnee e e
Configuring automatic allocation of deVICeS t0 @ GIOUP ........ceiiuuiieiiiiee ettt e et e e ee e eaeee s 61
(@fo]0)ilo [0 TaTo M loTor V=T o] o] o= Uu o) d TET=] 1110 o PP 64
Description of the settings in Kaspersky Endpoint Security 8 for Smartphone ...........ccccoovvviiiiiiiiieee e, 65
SEttiNGS TOr SCAN ON FEOUEST........eieieiiiiee ettt ettt e e e e e s b e e e st et e e e e e e s b et e e s br e e e sne e e e s nneee s 66
STl 11T S (o] gl o (0] (=To1 o o F T PO SO P U PP OPPPP PR 68
ST 1110 o ER (o] g oo I= L= SRR 69
ST a1 0o R (o N | (o 0T 1 SRR 71
SENGS TOr FIFEWAIL ...ttt e bt e e st e e s b e e e e bt e e bt e e s nneee s 75
Settings for synchronization of devices with the AdmINIStration SErVer ..........c...cvviiiiiiiiiiiie e 77
Settings for Anti-Spam and Privacy Protection
ST 1110 To R (o gl =1 o) Y o111 o [ SRR
UNINStalling the @PPlICALION ........oi ettt e e e e e st e e e e e e e e s ab b b e e e e e e e e e anbneeeeaeeeaannnns
DEPLOYING THE APPLICATION THROUGH MS SCMDM.......ciiiiiiitiiiiiiaiieeniee ettt ettt saee s sbeeennee e 81
Framework for managing the application through MDM ...........ccooiiiiiiiii e 82
Scheme of application deployment through MDIM .........ouuiiiiiii i a et e e e e 83
Preparing for deployment of the application through MDM .............oooiiiiiii e 84
A bout the adminIStrative tEMPIALE ..........c.eii e e et e e e e e e anbr e e e e 84
Installing the adminiStrative tEMPIALE ...........coiiiiii e e e s 84
Configuring the adminiStrative tEMPIALE .........ooo.iiiii e e e e e 85
ACiVating the @PPHCALION .......coi et e et e e e e et e e e e e e s s bbb e e e e e e e s annneaeeeas 108
Installation and deletion of the application 0n MObIle AEVICES ...........cooiiiiiiiiiiiiii e 108
Creating an inStallation PACKAGE ..........vviieiiiii ettt s e e s e b e
Installing the application 0N MODIIE AEVICES .........cooiiiiiiiii e e

Deleting the application from mobile devices

DEPLOYING THE APPLICATION THROUGH SYBASE AFARIA ..ottt
Framework for managing the application through Sybase Afaria ...........cccouiiiiiiii i
Scheme for deploying the application through Sybase Afaria..................

Preparing to deploy Kaspersky Endpoint Security 8 for Smartphone

Installing the policy adminiStration ULHILY ...........coiiii e e e e e e et e e e e e e e e

Creating a policy. Configuring settings for Kaspersky Endpoint Security 8 for Smartphone..........ccccccooevvvveeneenn. 125
Configuring the settings for the Protection OPLION .........coiiiiiiiiiiiiee e 126
Configuring the settings for the Scan 0N reqUEST OPLION ........ocueiiiiiiiee e 127




IMPLEMENTATION GUIDE

Configuring the settings for updating the anti-virus databases ..........cccoccvviiiiie i 128
Configuring the settings for the Anti-Theft COMPONENT..........cooiiiiiii e 130
Configuring the settings for the Firewall COMPONENT ...........iiiiiiiiiii e 136
Configuring the settings for the ENCryption COMPONENT..........occuuiiiiiiiiieiiiiie e 138
Configuring the settings for the Anti-Spam COMPONENT..........occuiiiiiiieeii e 139
Configuring the settings for the Privacy Protection COMPONENT...........cooiiiiiiiiiieiiiiee et 140
Configuring the Settings fOr the ICENSE ..........oiiiiie e 140
Adding a license through SYDase AT ...........uiiiiiiiiiiii et s 141
L=To 11T oo =1 oo o3 PP PRT

Installing the application
Creating a channel containing an application policy for devices with Microsoft Windows Mobile and Symbian OS

........................................................................................................................................................................ 143
Creating a channel containing a distribution package for devices with Microsoft Windows Mobile and Symbian OS
........................................................................................................................................................................ 144
Associating channels to install the application on devices with Microsoft Windows Mobile and Symbian OS 145
Creating a channel for devices wWith BIACKBEITY OS.......cccuiiiiiiiiiiiiiee ettt 146
Installing the application 0N MODIIE AEVICES ..........oiuiiiiiiii e s 147
UNINStalling the @PPlICALION .........eeieiiiiee ettt e e e ah bt e e e bt e s nn e e e e bt e e nnre e e e e 148
CONTACTING THE TECHNICAL SUPPORT SERVICE ... s 149
(CTH @ 15107 AN o PP TT T PUPPPPPPPPRN 150
ST o ] QA I Y = PP PP PP PPPPPPPPPPPRPPPPRY 154
USING THIRD-PARTY CODE .....oottitittiititttiiiieitetteeeeeeeeeeeeeeeeeeeeseeeeeeeeeeeseeeseseees e st s esese s e s e se e e s e s ee e s et esesesssesesesesesesesesennnne 155




ABOUT THIS GUIDE

Greetings from the specialists of Kaspersky Lab. We hope that the information provided in this guide will help you to use
Kaspersky Endpoint Security 8 for Smartphone.

The guide is aimed at company network administrators. It contains information on how to install and configure the
application on users' mobile devices through the following platforms:

e Kaspersky Administration Kit,
e  Microsoft System Center Mobile Device Manager,

e Sybase Afaria.

Information on using Kaspersky Anti-Virus on mobile devices with various operating systems is provided in the
Kaspersky Endpoint Security 8 for Smartphone User Guide for each individual operating system.

If you do not find the answer to your question about Kaspersky Endpoint Security 8 for Smartphone in this document, you
can refer to other data sources (see "Additional data sources" on page 13).

IN THIS SECTION
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IN THIS DOCUMENT

The following sections are included in the document:

e License Agreement text (see "License Agreement" on page 3). This section includes the text of the License
Agreement between Kaspersky Lab and the end user, on the basis of which rights are granted and limitations
are imposed on the use of Kaspersky Endpoint Security 8 for Smartphone.

e Additional data sources regarding the application (see "Additional data sources" on page 13). This section
includes information on where, other than in the set of documents included in the distribution kit, you can obtain
information about the application and how to approach Kaspersky Lab for information should the need arise.

e Managing licenses (on page 15). This section includes detailed information on the main concepts regarding the
licensing of Kaspersky Endpoint Security 8 for Smartphone, and on how to install and delete the license for
Kaspersky Endpoint Security 8 for Smartphone on users' mobile devices.

e Kaspersky Endpoint Security 8 for Smartphone (on page 18). This section lists the main functions of Kaspersky
Endpoint Security 8 for Smartphone, the differences between Kaspersky Endpoint Security 8 for Smartphone
and previous versions of the application, and the hardware and software requirements of users' mobile devices
and the administrative system.

e About the functions (see "About Kaspersky Endpoint Security 8 for Smartphone components" on page 22). This
section includes, for each component, a description of its purpose and operational procedure, and information
about the operating systems supported by this component and the functions included in it.

¢ Deploying the application through Administration Kit (see "Deploying the application through Kaspersky
Administration Kit" on page 28). This section describes the process of deploying Kaspersky Endpoint Security 8
for Smartphone through Kaspersky Administration Kit.
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e Deploying the application through MS SCMDM (on page 81). This section describes the process of deploying
Kaspersky Endpoint Security 8 for Smartphone through Mobile Device Manager.

o Deploying the application through Sybase Afaria (on page 122). This section describes the process of deploying
Kaspersky Endpoint Security 8 for Smartphone through Sybase Afaria.

e Contacting the Technical Support Service (see page 149). The section describes the rules of getting technical
support.

e Glossary. This section lists the terms used in this guide.
e Kaspersky Lab ZAO (see page 154). The section provides information on Kaspersky Lab ZAO.

e Information on the use of third-party code (see "Use of third-party code" on page 155). This section gives you
information on third-party code used in the application.

e Index. This section enables you to quickly find the required information in the document.

DOCUMENT CONVENTIONS

Document conventions described in the table below are used in this Guide.

Table 1. Document conventions

SAMPLE TEXT DOCUMENT CONVENTIONS DESCRIPTION

Warnings are highlighted in red and enclosed in frames. Warnings contain
Please note that... important information, for example, on safety-critical computer operations.

Notes are enclosed in frames. Notes contain additional and reference

It is recommended to use... information.

Example: II‘ExampIes"are given by section, on a yellow background, and under the heading
Example”.

Update means... New terms are marked by italics.

ALT+F4 Names of keyboard keys appear in a bold typeface and are capitalized.
Names of the keys followed by a "plus” sign indicate the use of a key
combination.

Enable Names of interface elements, for example, input fields, menu commands,

buttons, etc., are marked in a bold typeface.

®  To configure a task schedule: Instructions are marked by the arrow symbol.

Instruction introductory phrases are marked in italics.

help Texts in the command line or texts of messages displayed on the screen have a
special font.
<IP address of your computer> Variables are enclosed in angle brackets. Instead of the variables the

corresponding values are placed in each case, and the angle brackets are
omitted.




ADDITIONAL DATA SOUR  CES

If you have any questions regarding the selection, purchase, installation or use of Kaspersky Endpoint Security 8 for
Smartphone, you can find answers to them through various sources of information. You can choose the most suitable
source according to how important or urgent your request is.

IN THIS SECTION
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| NFORMATION SOURCES F  OR FURTHER RESEARCH

You can view the following sources of information about the application:
e the Kaspersky Lab application website;
o the application's Knowledge Base page at the Technical Support Service website;
e the installed Help system;

e the installed application documentation.

Page on Kaspersky Lab website

www.kaspersky.com/kaspersky-endpoint-security-smartphone

Use this page to obtain general information about Kaspersky Endpoint Security 8 for Smartphone features and
options. You can purchase Kaspersky Endpoint Security 8 for Smartphone or extend your license at our eStore.

The application's page at the Technical Support Service website (Knowledge Base).

http://support.kaspersky.com/kes8mobile

This page contains articles written by experts from the Technical Support Service.

These articles contain useful information, recommendations, and the Frequently Asked Questions (FAQ) page, and
cover purchasing, installing and using Kaspersky Endpoint Security 8 for Smartphone. They are arranged in topics,
such as "Work with key files", "Database updates" and "Troubleshooting". The articles aim to answer questions
about this Kaspersky Endpoint Security 8 for Smartphone, as well as other Kaspersky Lab products. They may also
contain news from the Technical Support Service.

The installed Help system

The Help system installed with Kaspersky Endpoint Security 8 for Smartphone includes context help for the plug-in
for managing the application through Kaspersky Administration Kit, as well as three context help sections for mobile
devices with the following operating systems:

e Windows Mobile;
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e  Symbian;
e BlackBerry.

The context help contains information about the application's individual windows and tabs.

The installed Documentation

The set of documentation for Kaspersky Endpoint Security 8 for Smartphone contains most of the information
needed in order to work with it. The set includes the following documents::

e User Guide. Three user guides for using the application on mobile devices with the operating systems Windows
Mobile, Symbian and BlackBerry. Each user guide contains information to enable the user to independently
install, configure and activate the application on a mobile device.

¢ Implementation Guide. The implementation guide enables the administrator to install and configure the
application on users' mobile devices through the following platforms:

e Kaspersky Administration Kit;
e Microsoft System Center Mobile Device Manager,

e Sybase Afaria.

DISCUSSION OF KASPERSKY LABAPPLICATIONSONT HE
WEB FORUM

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab specialists and other
users on our forum at http:/forum.kaspersky.com/index.php?showforum=5
http://forum.kaspersky.com/index.php?showforum=5.

In the forum you can view existing discussions, leave your comments, and create new topics, or use the search engine
for specific enquiries.

CONTACTING THE USER DOCUMENTATION
DEVELOPMENT GROUP

If you have any questions about the documentation, or you have found an error in it, or would like to leave a comment,
please contact our User documentation development group. To contact the Documentation Development Group send an
email to docfeedback@kaspersky.com. Use the subject line: "Kaspersky Help Feedback: Kaspersky Endpoint Security 8
for Smartphone".
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MANAGING LICENSES

In the context of licensing Kaspersky Lab applications, it is important to know these terms below:
e License Agreement;
e license;
o keyfile;
e activating the application.

These terms are inseparably interlinked and constitute a single licensing pattern. Let us have a closer look at every term.
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ABOUT THE LICENSE AGREEMENT

The License Agreement is an agreement between a private individual or a legal entity which legally owns a copy of
Kaspersky Endpoint Security and Kaspersky Lab. The agreement is included in every Kaspersky Lab application. It
provides detailed information on rights and limitations regarding the use of Kaspersky Endpoint Security.

In accordance with the License Agreement, when purchasing and installing a Kaspersky Lab application, you obtain the
unlimited right to owning its copy.

Kaspersky Lab is also delighted to provide you with additional services:
e technical support;
e Kaspersky Endpoint Security database updates.

To obtain these, you need to purchase a license and activate the application.

ABOUT KASPERSKY ENDPOINT SECURITY 8 FOR
SMARTPHONE LICENSES

A license is the right to use Kaspersky Endpoint Security 8 for Smartphone on one or more mobile devices and the
additional services associated with it as provided by Kaspersky Lab or its partners.

Every license has a validity period and type.

The license validity period is the period of time during which you are provided with additional services. The scope of
services provided depends on the license type.
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The following license types are available:

e Triali afree license with a limited validity period, e.g. 30 days, offered to allow you to get acquainted with
Kaspersky Endpoint Security 8 for Smartphone.

A trial license can be used only once, and cannot be used following the use of a commercial license!

It is delivered with the trial version of the application. Whilst using a trial license, you cannot contact the
Technical Support Service. Upon expiration of its validity period, Kaspersky Endpoint Security 8 for Smartphone
stops performing all of its functions. When this happens, only the following actions are available:

e disabling the Encryption and Privacy Protection components;

e administrators can decrypt folders previously selected by them for encryption;
e users can decrypt folders previously selected by them for encryption;

e viewing the application's help system;

e synchronization with the remote administration system.

e Commercial T a paid license with a limited validity period (e.g. one year), provided upon purchase of Kaspersky
Endpoint Security 8 for Smartphone. This license extends with the license restriction, for instance, to the
number of protected mobile devices.

During the commercial license's period of validity, all functions of the application and additional services are
accessible.

On termination of the commercial license's term of validity, the functions of Kaspersky Endpoint Security 8 for
Smartphone are restricted. You can continue to use the Anti-Spam and Firewall components, perform an anti-virus scan
of the mobile device and use protection components, but only on the basis of anti-virus databases that are up to date on
the date of the license terminates. Anti-virus databases are not updated. For the other components, only the following
actions are accessible:

e disabling of the Encryption, Anti-Theft and Privacy Protection components;
e administrators can decrypt folders previously selected by them for encryption;
e users can decrypt folders previously selected by them for encryption;
e viewing the application's help system;
e synchronization with the remote administration system.
In order to use the application and additional services, a commercial license must be purchased and activated.

The application is activated by installing the key file associated with the license.

A BOUT KASPERSKY ENDPOINT SECURITY 8 FOR
SMARTPHONE KEY FILE

Key file i The key file is a piece of technical equipment that allows you to install a license and activate the application,
and, in addition, constitutes your right to use the application and additional services.

The key file is included in the application's distribution kit if it is purchased from a Kaspersky Lab distributor, or is sent to
you by email if the application is purchased through an Internet shop.

The key file includes the following information:
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e License validity period.

e License type (trial, commercial).

e License limitations (e.g. on the number of mobile devices to which the license is distributed).
e Technical Support contacts.

e A validity period of the key file.

The validity period of the key file, i.e. expiry date, associated with the key file on its subscription. This is the period on
expiry of which the key file becomes invalid and, accordingly, the ability to install the license associated with it is lost.

Let us look at an example of how the key file validity period is linked to the validity period of the license.

Example:

Validity period of the license: 300 days

Date of subscription of the key file: 01.09.2010

Validity period of the key file: 300 days

Date of installation of the key file: 10.09.2010, i.e. 9 days after the date of its subscription.
Result:

Calculated validity period of the license: 300 days i 9 days = 291 days.

ACTIVATING THE APPLICATION

After installation on a mobile device, Kaspersky Endpoint Security 8 for Smartphone works for three days without
activation in full functionality mode.

If after a period of three days the license is not activated, the application automatically switches to limited functionality
mode. In this mode, most of the components of Kaspersky Endpoint Security 8 for Smartphone are disabled (see "About
Kaspersky Endpoint Security 8 for Smartphone licenses" on page 15).

The application is activated by installing the license on the mobile device. The license is delivered to the device along
with the policy that is created in the remote administration system. During the three days following installation of the
application, the device automatically establishes a connection with the remote administration system every six hours.
The administrator must add the license to the policy within this period. As soon as the policy is transferred to a device,
the application installed on the device will be activated.

SEE ALSO
Installing a license through Kaspersky AdminiStration Kit .............cooooiiiiiiiiii e 50
ACHVALING the APPICALION. ...ttt e e et e e e e b et e s s e e e e sab et e e e bb et e e e e e e s nneeeaas 108

Adding a license through SYDASE AfAITA..........eeiiiiiiiii e 141
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SMARTPHONE

Kaspersky Endpoint Security 8 for Smartphone protects mobile devices working with the operating systems Symbian OS,
Microsoft Windows Mobile and BlackBerry from known and new threats, and unwanted calls and SMS messages. The
application allows monitoring outgoing SMS messages, network activity, and protect confidential information against
unauthorized access. Every type of threat is processed in separate components of the program. This allows to fine-tune
the application settings depending on user needs.

Kaspersky Endpoint Security 8 for Smartphone supports the remote administration systems Kaspersky Administration
Kit, MS SCMDM and Sybase Afaria. The network administrator can use these systems' features to remotely:

install the application on mobile devices;
e delete the application from devices through MS SCMDM,;

e configure application settings, either for several devices at the same time, or for each individual device
separately;

e create reports on the operation of the application's components, when installed on mobile devices through
Kaspersky Administration Kit.

Kaspersky Endpoint Security 8 for Smartphone includes the following protection components:

e Protection. Protects the mobile device's file system against infections. The Protection component is initiated
when starting the operating system, it is always in the device's operating memory and verifies all open, saved
and started files on the device, including on memory cards. Furthermore, the Protection verifies all incoming
files for the existence of known viruses. You can continue working with file if the object is not infected or has
been successfully disinfected.

e Scanning the device. Helps detect and neutralize malicious objects on the mobile device. It is essential to scan
the device regularly to prevent the spread of any malicious objects that have not been detected by Protection.

e Anti-Spam. Scans all incoming SMS messages and calls for spam. The component allows blocking all SMS
messages and calls, which are regarded as unsolicited. Filtering of messages and calls is carried out by using a
"Black List" and/or "White List" of numbers. All SMS messages and calls from numbers included in the "Black
List" are blocked. SMS and calls from numbers included in the "White List" are always delivered to the mobile
device. The component also allows you to configure the application's reaction to SMS messages from non-
numeric numbers, and to calls and SMS messages from numbers that are not in Contacts.

e Anti-Theft folder. Protects the information on the device from unauthorized access, when it is lost or stolen.
This component allows the blocking of the device in the event of theft or loss, deletes confidential information
and controls SIM card usage and determines the geographical coordinates of the device (if a mobile device is
equipped with a GPS receiver).

e Privacy Protection. Hides confidential user information when the device is used by other persons. The
component allows the displaying or hiding of all information related to specified subscriber numbers, for instance
details in the Contact list, SMS correspondence or entries in the calls log. The component also allows you to
hide the delivery of incoming calls and SMS messages from specified numbers.

e Firewall folder. Checks the network connections on the mobile device. The component allows you to specify
connections to be allowed or blocked.

e Encryption folder. Protects information from being viewed by third parties even if access to the device is
achieved. The component encrypts any amount of non-system folders which are in the device memory or on a
storage card. The data in the folder become available only after the secret code is entered.

Furthermore, the application contains a set of service features. They are designed to keep the application up-to-date,
enhance its performance and help users.




KASPERSKY ENDPOINT SECURITY 8 FOR SMARTPHONE

e Updating the application's databases. This function keeps Kaspersky Endpoint Security 8 for Smartphone
databases up-to-date. Updates can be started by the device's user manually, or in accordance with a schedule,
which is set in the application settings.

e Protection status. The status of the program's components is displayed on screen. On the basis of the
information presented, users can assess the current protection status of their device.

e Events log. Each of the application's components has its own events log, which contains information on the
component's operation (for instance, completed operation, data on a blocked object, scan report, updates).

e License. When you purchase Kaspersky Endpoint Security 8 for Smartphone, a license agreement is made
between your company and Kaspersky Lab, according to which the company's employees can use the
application and access application database updates and the Technical Support Service for a specified period
of time. The terms of use and other information required for full-feature application operation are indicated in the
license.

Kaspersky Endpoint Security 8 for Smartphone does not back up and subsequently restore data.

IN THIS SECTION
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WHAT 'S NEW

The differences between Kaspersky Endpoint Security 8 for Smartphone and previous versions of the application are:
e  Support for new platforms: Sybase Afaria and Microsoft System Center Mobile Device Manager (MS SCMDM).
e Installation of the application on devices by the delivery of email messages.
e Access to the application is protected by a secret code.

e The list of executable files scanned by the application in the event of a restriction of the type of files scanned by
Protection and Scan is extended. Executable program files of the following formats are scanned: *.exe, *.dll,
*.mdl, *.app, * .rdl, *.prt, *.pxt, *.Idd, *.pdd, *.class. If the archive scan function is activated, the application
unpacks and scans archives in the following formats: *.zip, *.jar, *.jad, *.sis, *.sisx, *.rar and *.cab.

e Privacy Protection can hide the following information for confidential contacts: entries in Contacts, SMS
correspondence and new incoming SMS messages and incoming calls. Confidential information is accessible
for viewing for hiding is disabled.

e Encryption allows encrypting folders saved in the memory of the device or on a memory card. The component
protects confidential data in encrypted mode and allows access to encrypted information only when the
application secret code is entered.

¢ A new function GPS Find is enabled in the updated Anti-Theft: if the device is lost or stolen, its geographical
coordinates can be picked up on a telephone number or indicated email address. Also, in Anti-Theft, an updated
function Data Wipe can remotely delete not just the user's personal information kept in the memory of the
telephone or on the storage card, but also files from the list of folders to be deleted.

e To economize on traffic, an option has been added to automatically disable application database updates when
the mobile device is in a roaming zone.
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e A new service function has been added, called Display prompts: Kaspersky Endpoint Security 8 for Smartphone
shows a short description of a component before configuration of its settings.

DISTRIBUTION KIT

You can purchase Kaspersky Endpoint Security 8 for Smartphone from one of our partners or an online store (e.g.
http://www.kaspersky.com, Online Store section). In addition, Kaspersky Endpoint Security 8 for Smartphone is supplied
as part of all products from the Kaspersky Open Space Security product line

http://www.kaspersky.com/kaspersky open_space_security.

When you purchase Kaspersky Endpoint Security 8 for Smartphone at an online store, you make an order
http://www.kaspersky.com/store?chapter=146078819, upon payment of which, you are sent an email message
containing the key file for activating the application, and a link for downloading the distribution package. For detailed
information about purchasing the application and receiving the distribution kit, please contact our sales department at
sales@kaspersky.com.

If your organization is using Kaspersky Administration Kit to deploy Kaspersky Endpoint Security 8 for Smartphone, the
distribution package will include the self-extracting archive KES8_forAdminKit_en.exe, which contains the following files
that are necessary to install the application on mobile devices:

e Kicfginst.exe i installation file for the plug-in for managing Kaspersky Endpoint Security 8 for Smartphone
through Kaspersky Administration Kit;

e endpoint_8_0_x_ xx_en.cab i application installation file for the Microsoft Windows Mobile operating system;
e endpoint8_mobile_8_x_xx_eud_signed.sis i application installation file for the Symbian operating system;

e Endpoint8_Mobile_8 x_xx_release.zip i application installation file for the BlackBerry operating system;

e installer.ini i configuration file with settings for connecting to the administration server;

e kmlisten.ini i configuration file with settings for the utility for delivering the installation package;

e kmlisten.kpd i file with description of the application;

e kmlisten.exe i utility for delivering the installation package to a mobile device through a workstation;

e documentation package: Implementation Guide for Kaspersky Endpoint Security 8 for Smartphone, User Guide
for Kaspersky Endpoint Security 8 for Smartphone for Microsoft Windows Mobile, User Guide for Kaspersky
Endpoint Security 8 for Smartphone for Symbian OS, User Guide for Kaspersky Endpoint Security 8 for
Smartphone for BlackBerry OS, context help for the administration plug-in for Kaspersky Endpoint Security 8 for
Smartphone, application context help for Microsoft Windows Mobile, application context help for Symbian OS,
application context help for BlackBerry OS.

If your organization is using Mobile Device Manager to deploy Kaspersky Endpoint Security 8 for Smartphone, the
distribution package will include the self-extracting archive KES8_forMicrosoftMDM_en.exe, which contains the following
files that are necessary to install the application on mobile devices:

e endpoint_MDM_Afaria_8_0_x_xx_en.cab i application installation file for the Microsoft Windows Mobile
operating system;

e endpoint8_en.adm i administrative template file for managing policies, which contains their settings;
e endpoint8_ca.cer i certification center's certificate file;

e endpoint8_cert.cer i certificate file signed by the application installation file;

e kes2mdm.exe i utility for converting the application key file;

e kl.pbv, licensing.dll, oper.pbv i set of files that enable the kes2mdm.exe utility to work;
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e documentation package: Implementation Guide for Kaspersky Endpoint Security 8 for Smartphone, User Guide
for Kaspersky Endpoint Security 8 for Smartphone for Microsoft Windows Mobile, context help for the
administration plug-in for Kaspersky Endpoint Security 8 for Smartphone, application context help for Microsoft
Windows Mobile.

If your organization is using Sybase Afaria to deploy Kaspersky Endpoint Security 8 for Smartphone, the distribution
package will include the self-extracting archive KES8_forSybaseAfaria_en.exe, which contains the following files that are
necessary to install the application on mobile devices:

¢ endpoint_ MDM_Afaria_8_0_x_xx_en.cab i application installation file for the Microsoft Windows Mobile
operating system;

e endpoint8_mobile_8_x_xx_eud.sisx i application installation file for Symbian OS;
e Endpoint8_Mobile_Installer.cod i application installation file for BlackBerry OS;
o KES2Afaria.exe i utility for managing the policy for Kaspersky Endpoint Security 8 for Smartphone;

e Kkl.pbv, licensing.dll, oper.pbv i set of files included in the utility KES2Afaria.exe, which are required for it to
work;

e documentation package: Implementation Guide for Kaspersky Endpoint Security 8 for Smartphone, User Guide
for Kaspersky Endpoint Security 8 for Smartphone for Microsoft Windows Mobile, User Guide for Kaspersky
Endpoint Security 8 for Smartphone for Symbian OS, User Guide for Kaspersky Endpoint Security 8 for
Smartphone for BlackBerry OS, context help for the administration plug-in for Kaspersky Endpoint Security 8 for
Smartphone, application context help for Microsoft Windows Mobile, application context help for Symbian OS,
application context help for BlackBerry OS.

H ARDWARE AND SOFTWARE REQUIREMENTS

For Kaspersky Endpoint Security 8 for Smartphone to function correctly, the users' mobile devices must fulfill the
following requirements.

Hardware requirements:
e Symbian 0S 9.1, 9.2, 9.3, 9.4 Series 60 Ul (only for Nokia mobile devices);
e  Windows Mobile 5.0, 6.0, 6.1, 6.5;
e BlackBerry 4.5, 4.6, 4.7, 5.0.

To deploy Kaspersky Endpoint Security 8 for Smartphone on a network, the remote administration system must fulfill the
following minimum requirements:

Software requirements:
e Kaspersky Administration Kit 8.0 Critical Fix 2.
¢ Mobile Device Manager Software Distribution Microsoft Corporation Version: 1.0.4050.0000 (SP).
e System Center Mobile Device Manager Microsoft Corporation Version: 1.0.4050.0000.

e Sybase Afaria 6.50.4607.0.
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8 FOR SMARTPHONE COMPO NENTS

Kaspersky Endpoint Security 8 for Smartphone includes the following components:
e File Anti-Virus (see page 22).
e Anti-Theft (see page 24).
e  Privacy Protection (see page 25).
e Anti-Spam (see page 26).
e Firewall (on page 26).
e Encryption (on page 27).

This section includes, for each component, a description of its purpose and operational procedure, and information about
the operating systems supported by this component and the functions included in it.
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FILE ANTI-VIRUS

The Anti-Virus component provides anti-virus protection for mobile devices. It includes the following functions: Protection
(see page 23), Scan on request (see page 23), Update (see page 24).
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PROTECTION

Protection scans all processes executed in the file system, monitors events on the device, and scans all new, open and
changed files for the presence of malicious code directly before the user accesses them.

Protection operates as follows:
1. Protection launches when the operating system starts up.

2. Protection scans files of the selected types when the user attempts to access them. Protection works on the
basis of the application's anti-virus databases.

3. According to the analysis results, the following types of Protection are possible:

e If malicious code is detected in the file, Protection blocks the file, performs an action in accordance with the
settings applied, informs the user about the malicious object's detection, and records the information in the
application's log;

e If no malicious code is discovered in the file, it will be immediately restored.

4. Protection keeps a report on events and user actions in the events log.

Protection does not support BlackBerry OS.

SCAN ON REQUEST

Scan on request scans the mobile device's file system for the presence of malicious objects. Kaspersky Endpoint
Security 8 for Smartphone can perform either a full scan of the device's file system or a partial scan i i.e. scan only the
content of the device's built-in memory or a specific folder (including those located on the storage card). A full scan can
be started manually or automatically in accordance with a schedule. A partial scan can only be started manually by the
user directly from the application installed on the mobile device.
The device is scanned as follows:

1. Kaspersky Endpoint Security 8 for Smartphone scans files of the types selected in the scan settings.

2. During the scan, Kaspersky Endpoint Security 8 for Smartphone analyses the file for the presence of malicious
objects. Malicious objects are detected by comparison with the application's anti-virus databases.

3. Kaspersky Endpoint Security 8 for Smartphone can act in the following ways according to the results of the
scan:

e if malicious code is detected in the file, Kaspersky Endpoint Security 8 for Smartphone blocks access to the
file, performs the selected action in accordance with the settings applied, and notifies the user;

e if no malicious code is detected, the file immediately becomes accessible for operation.
4. Information on scan progress and scan events is entered in the events log.
Scan on request does not support BlackBerry OS.

The settings applied by the administrator through the remote administration system are used for both full and partial
scans of the device.

The administrator can also configure automatic starting of device scans in accordance with a schedule. It is not possible
to start a partial scan through the remote administration system.
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U PDATE

Protection and Scan on request work on the basis of the anti-virus databases, which contain descriptions of all currently
known malicious programs and methods for neutralizing them, as well as descriptions of other unwanted objects. It is
extremely important to keep your anti-virus databases up-to-date. An update can be started manually or automatically in
accordance with a schedule. To ensure that the anti-virus protection system is reliable, the anti-virus databases should
be updated regularly.
Application anti-virus databases are updated according to the following algorithm:

1. The application establishes an Internet connection, or uses the current one.

2. The application databases installed on the mobile device are compared with those located on the specified
update server.

3. Kaspersky Endpoint Security 8 for Smartphone performs one of the following:

e If the installed application databases are up-to-date, the update will be cancelled. The application notifies
the user if the anti-virus databases are up-to-date.

o If the installed databases are different, a new update package is downloaded and installed.

When the update process is completed, the connection is automatically closed. If the connection was
established before the update started, it will remain open for further use.

4. Information about the update is recorded in the events log.

Update does not support BlackBerry OS.

ANTI -THEFT

Anti-Theft protects information stored on the mobile device from unauthorized access.
Anti-Theft includes the following functions:

e Block (see page 25).

¢ Data Wipe (see page 25).

e SIM Waitch (see page 25).

e GPS Find (see page 25).

Kaspersky Endpoint Security 8 for Smartphone allows the user to remotely start the Anti-Theft functions by sending an
SMS command from another mobile device. The SMS command is sent in the form of an encrypted SMS and also
contains the application secret code set on the device receiving the command. Receipt of the SMS command will be
unnoticed on the device receiving the SMS command. Delivery of the SMS is paid for at the rate set by the network
operator that provides the connection to the device from which the SMS command is sent.

Anti-Theft supports all operating systems.
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BLOCK

Block allows you to remotely block the device and set the text to be displayed on the screen of the blocked device.

DATA WIPE

Data Wipe allows you to remotely delete the user's personal data from the device (entries in Contacts, messages, picture
gallery, calendar, logs, Internet connection settings), as well as information from memory cards, and folders selected by
the administrator and user for deletion. The user cannot restore this data!

The administrator can specify folders for deletion in the policy. Users cannot cancel the deletion of folders set by the
administrator, but can indicate additional folders for deletion on their mobile device through the application's local
interface (see User Guide). If the administrator has not set folders for deletion, only folders set by the user will be
deleted.

SIM WATCH

SIM Watch allows you to obtain the current phone number in the event that the SIM card is replaced, as well as block the
device in the event that the SIM card is replaced or the device is activated without a SIM card. Information about the new
phone number is sent as a message to a phone number and/or email address that you have specified. Furthermore,

SIM Watch allows you block the device in the event of changing the SIM'¢ard or when switching on the device without it.

GPS FIND

GPS Find allows you to locate a device. The geographical coordinates of the device are sent as a message to a phone
number from which a special SMS command has been sent, and to a specified email address.

This function only works with devices with in-built GPS receiver. The GPS receiver is enabled automatically after the
device receives a special SMS command. If the device is within the area reached by satellites, the GPS Find function
receives and sends the geographical coordinates of the device. If the satellites are unavailable at the time of the query,
GPS Find will periodically re-attempt to find them and send device location results.

PRIVACY PROTECTION

Privacy Protection hides private data on the basis of your Contact List, which lists private numbers. For confidential
numbers, Privacy Protection hides Contacts entries, incoming, drafts, and sent SMS as well as call history entries.
Privacy Protection suppresses the new SMS signal and hides the message itself in the inbox. Privacy Protection blocks
incoming calls from private numbers and does not display incoming call information on the screen. As a result, the caller
receives a busy signal. To view incoming calls and SMS for the period of time when Privacy Protection was enabled,
disable Privacy Protection. On the repeat enabling of Privacy Protection, the information is not displayed.
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For BlackBerry OS, Privacy Protection does not support hiding of entries in the Incoming, Draft and Sent SMS folders.
Privacy Protection also does not block the notification of a new SMS received, and does not hide the message itself in
the inbox.

Privacy Protection supports all operating systems.

ANTI -SPAM

Anti-Spam prevents unwanted calls and messages on the basis of a Black List and White List created by the user.
The lists consist of entries. An entry in either list contains the following information:

e  The telephone number information from which Anti-Spam blocks for the Black List and delivers for the White
List.

e The type of event that Anti-Spam blocks for the Black List and allows for the White List. The following types of
communications are available: calls and SMS, calls only, and SMS only.

e Key phrase used by Anti-Spam to identify wanted and unwanted SMS. For the Black List, Anti-Spam blocks
SMS messages, which contain this phrase, while delivering the ones, which do not contain it. For the White List,
Anti-Spam delivers SMS messages, which contain this phrase, while blocking the ones, which do not contain it.

Anti-Spam filters incoming SMS messages and calls in accordance with the mode selected by the user. The following
Anti-Spam modes are available:

e Off - all incoming calls and SMS are allowed in.
e Black List - all calls and SMS are allowed in except those originating from numbers on the Black List.
e White List - only calls and SMS originating from numbers on the White List are allowed in.

e Both Lists i incoming calls and SMS from White List numbers are allowed in while those from Black List
numbers are blocked. Following a conversation or the reading of an SMS message from a number on neither
list, Anti-Spam will prompt the user to enter the number in one of the lists.

According to the mode, Anti-Spam scans every incoming SMS or call and then determines whether this SMS or call is
wanted or unwanted (spam). As soon as Anti-Spam assigns the wanted or unwanted status to an SMS or call, the scan
is finished.

Information about blocked SMS messages and calls is registered in the events log.

FIREWALL

Firewall monitors the device's network connections in accordance with the selected mode. The following Firewall modes
are available:

e Off any network activity is permitted.
e  Min. protection: incoming connections only are blocked. Outgoing connections are allowed.

e Max. protection: all incoming connections are blocked. The user can check e-mails, view websites and
download files. Outgoing connections can only be established using SSH, HTTP, IMAP, SMTP, POP3 ports
only.

e Block all i block any network activity except anti-virus database update and connection to the remote
administration system.
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Depending on the mode, the Firewall allows you to establish connections that are allowed, and to block connections that
are prohibited. Information about blocked connections is recorded in the events log. Firewall also allows configuration of
notifications to the user about blocked connections.

Firewall does not support BlackBerry OS.

ENCRYPTION

Encryption encrypts information in folders specified by the administrator and the user. Encryption works on the basis of
the action of the function of the same name that is built into the device's operating system.

The administrator can specify folders for encryption in the policy. Users cannot cancel the encryption of folders set by the
administrator, but can indicate additional folders for encryption on their mobile device through the application's local
interface (see User Guide). If the administrator has not set folders for encryption, only folders set by the user will be
encrypted.

The Encryption function allows the encryption of any type of folder with the exception of system folders. There is support
for encryption of folders stored either in the device's memory or on a memory card. Encrypted information is accessible
to the user after entering the application secret code, which was set by the user when the application was first run.

Encryption allows you to set a time period, upon the expiry of which, access to encrypted folders will be blocked and use
of them will require entry of the application secret code. The function becomes activated after the device switches to
power-saving mode.

Encryption does not support BlackBerry OS.




DEPLOYING THE APPLICATI ON THROUGH
KASPERSKY ADMINISTRA  TION KIT

This section describes the process of deploying Kaspersky Endpoint Security 8 for Smartphone through Kaspersky
Administration Kit.
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FRAMEWORK FOR MANAGIN G THE APPLICATION TH  ROUGH
K ASPERSKY ADMINISTRATION  KIT

Kaspersky Endpoint Security 8 for Smartphone supports management through a centralized remote administration
system by use of the applications in Kaspersky Administration Kit. Management of mobile devices and their installations
of Kaspersky Endpoint Security 8 for Smartphone is carried out in exactly the same way as the management of client
computers and their installations of Kaspersky Lab applications (see the Administrator Guide for Kaspersky
Administration Kit).

The administrator creates groups, to which the mobile devices are added, and then creates a policy for Kaspersky
Endpoint Security 8 for Smartphone. The policy is a set of settings relating to the application's operation. You can use
policies to set up common values for the settings relating to the application's operation for all mobile devices included in
the group. For more details on policies and administration groups, read the Administrator Guide for Kaspersky
Administration Kit.

One feature of Kaspersky Endpoint Security 8 for Smartphone is that there is no creation of tasks for this application. All
of the application's settings, including the license, scheduling of application database updates, and scheduling of device
scans, are defined through a policy (see "Using policies" on page 50) or local application settings (see "Configuring local
application settings" on page 64).

If there is an intention to install and use Kaspersky Endpoint Security 8 for Smartphone on the company network, the
administrator must take this into account at the stage of planning the structure of administration groups and during
installation of the application components of Kaspersky Administration Kit.
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When installing the Administration Server, you must install the component to enable management of the protection of
mobile devices through Kaspersky Administration Kit (see "Installing the Administration Server" on page 32). During
installation of this component, the Administration Server for mobile devices certificate is created. This is used for
authentication of the mobile devices when exchanging data with the Administration Server. Without the mobile devices
certificate, it is not possible to establish a connection between the Administration Server and the mobile devices.

Interaction between the mobile devices and the Administration Server occurs during synchronization of the devices with
the Administration Server. This functionality is performed by Kaspersky Endpoint Security 8 for Smartphone, so there is
no need to install the Network Agent on the mobile devices.

Data exchanges between mobile devices and the Administration Server occur through an Internet connection. Incoming
and outgoing traffic is paid for by the users of the mobile devices at the rates set by their mobile service providers. The
average volume of data transferred during a single synchronization is 20-40 kB. The volume of data depends on the
quantity of reports transferred. The less frequently that synchronization occurs, the greater the number of reports that will
be transferred to the Administration Server.

To manage the protection of mobile devices, at the Managed computers location it is recommended to create a
separate group or groups (in accordance with the number of different operating systems installed on the devices), and in
the event that the application is also installed through users' workstations, it is recommended to create a separate group
for these computers (see "Creating groups" on page 34).

SCHEMES OF DEPLOYMENT THROUGH K ASPERSKY
ADMINISTRATION KIT

The scheme of deployment for Kaspersky Endpoint Security 8 for Smartphone depends on the method chosen by the
administrator for installing the application on the mobile devices. The application can be installed in the following ways:

e through workstations, to which the users connect their mobile devices (see "Installing the application through a
workstation" on page 34);

e by sending the users an email with the application distribution package or with instructions on how to download
it (see "Installing the application by sending an email" on page 48).

The administrator ensures the preparation of the distribution package for installation on the users' mobile devices.
Copying of the distribution package to the mobile devices and installation of the application on mobile devices are carried
out by users independently. After the application is installed, the administrator must include the mobile devices in the
Managed computers group and create a policy to transfer the license and the application's settings to the mobile devices.

In the same way, when managing the application through Kaspersky Administration Kit, the administrator can use the
following deployment schemes: deploy the application through workstations (see "Deploying the application through
workstations" on page 29) and deploy the application by sending an email (see "Scheme for deploying the application by
sending an email" on page 30).

Before deploying the application, the administrator must ensure that the installed version of Kaspersky Administration Kit
supports management of protection of mobile devices.
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DEPLOYING THE APPLICA  TION THROUGH AWORKS  TATION

Deployment of the application through a workstation is used when the users will be connecting the mobile devices to
their computers, and consists of the following stages:
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1. Configuration of the management of mobile devices through Kaspersky Administration Kit. This stage enables
connection of the mobile devices to the Administration Server (see "Preparing to deploy the application through
Kaspersky Administration Kit" on page 31).

2. Creation of the administration groups to which to allocate mobile devices and any workstations through which
the Kaspersky Endpoint Security 8 for Smartphone distribution package will be delivered to mobile devices.

3. Creation of the installation package for the Kaspersky Endpoint Security 8 for Smartphone remote installation
task.

4. Creation of the installation package for the Kaspersky Endpoint Security 8 for Smartphone remote installation
task.

5. Creation of the remote installation task, through which the Kaspersky Endpoint Security 8 for Smartphone
distribution package will be delivered to users' workstations and the utility for delivering the distribution package
to mobile devices will be installed on them.

6. Delivery of the application distribution package to the mobile device. At this stage, the user copies the
application distribution package to the mobile device by using the utility kmlisten.exe.

7. Installing the application on the mobile device. At this stage, the user installs the application on the mobile
device.

8. Creating a policy for managing the settings of Kaspersky Endpoint Security 8 for Smartphone.

SCHEME FOR DEPLOYING  THE APPLICATIONBY S  ENDING AN EMAIL

The application can be deployed by sending an email if, for any reason, installation of the application through a
workstation is impossible or inconvenient. For instance, if the Mac OS operating system is installed on the user's
workstation. This scheme consists of the following stages:

1. Configuration of the management of mobile devices through Kaspersky Administration Kit.

2. Placing the application distribution package on the ftp/http server. At this stage, the administrator places the
application distribution package on the ftp/https server and configures access to it via the Internet. Later, when
writing the email message to be sent to the users of the mobile devices, the administrator will be able to indicate
the link to this distribution package. If the administrator is planning to include the distribution package in the
message as an attachment, this stage is omitted.

3. Creation of the administration groups to which to allocate mobile devices and any workstations through which
the Kaspersky Endpoint Security 8 for Smartphone distribution package will be delivered to mobile devices.

4. Creating and sending the message with the application distribution package to users of the mobile devices.

5. Downloading the application distribution package to the mobile device. At this stage, the user downloads to the
mobile device the application distribution package that was attached to the message or placed by the
administrator on the ftp/http server.

6. Installing the application on the mobile device.

7. Creating a policy for managing the settings of Kaspersky Endpoint Security 8 for Smartphone.
8. Allocating devices to the administration group.

9. Activating the application license on the users' mobile devices.

10. Configuring local application settings.
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PREPARING TO DEPLOY T HE APPLICATION THROU  GH
K ASPERSKY ADMINISTRATION KIT

Before beginning to deploy Kaspersky Endpoint Security 8 for Smartphone, the administrator must configure
management of the mobile devices through Kaspersky Administration Kit. To do this, perform the following actions:

1. On the network, install or ensure previous installation of the Kaspersky Administration Kit components:
Administration Server and Administration Console (see the Deployment Guide for Kaspersky Administration Kit).

2. Check that the installed components meet the application requirements for installation of Kaspersky Endpoint
Security 8 for Smartphone.

When installing the Administration Server, you must install the component to enable management of the mobile
devices through Kaspersky Administration Kit (see "Installing the Administration Server" on page. 32). If this
component is not installed, or if the version of Administration Server does not meet the requirements for
installation of Kaspersky Endpoint Security 8 for Smartphone, the administrator should delete the old version of
the component and install the version indicated in the application requirements, after first creating a backup of
the Administration Server's data.

3. Configuring support for mobile devices in the Administration Server settings (see "Configuring Administration
Server settings" on page 33).

4. Install on the administrator's workstation the plug-in for managing Kaspersky Endpoint Security 8 for
Smartphone.
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INSTALLING THE ADMINISTRATION  SERVER

Installation of the Administration Server is described in the Deployment Guide for Kaspersky Administration Kit. To
manage the protection of mobile devices through Kaspersky Administration Kit, at the Select Features stage, it is
essential that the Mobile devices support box is checked (see the figure below).

Kaspersky Administration Kit

Select Features

Chooze the features Setup will install.

Select the features you want ta inztal, and clear the features pou do nat want o install.
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Figure 1. Installing the components of Kaspersky Administration Kit. Selection of components

When installing the component Support for mobile devices, the Administration Server for mobile devices certificate is
created. This is used for authentication of the mobile devices when exchanging data with the Administration Server. Data
is exchanged using the SSL protocol (Secure Socket Layer). Without the mobile devices certificate, it is not possible to
establish a connection between the Administration Server and the mobile devices.

The mobile devices certificate is stored in the Cert folder within the Kaspersky Administration Kit installation folder.
During the first synchronization of the mobile devices and the Administration Server, a copy of the certificate is delivered
to the device and stored on it in a special folder.

If the user renames the mobile devices certificate, or deletes it from the device, during the next synchronization the
Administration Server automatically sends a copy of the certificate to the device.

UPDATING THE ADMINISTRATION SERVER COMPONENT

If, during installation of the Administration Server, the Mobile devices support box was not checked, or if an old version
of Kaspersky Administration Kit is installed, which does not support Kaspersky Endpoint Security 8 for Smartphone, the
installed version of the Administration Server should be updated.

®» To update the installed version of the Administration Server component, perform the following actions:

1. Make a backup copy of the Administration Server (see Kaspersky Administration Kit Help Guide).
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2. Install the Administration Server version which is specified in the application requirements for installing
Kaspersky Endpoint Security 8 for Smartphone (see Section "Device and application requirements” on
page 21).

To manage the protection of mobile devices through Kaspersky Administration Kit, at the Selection of
components stage, it is essential that the Mobile devices support box is checked.

3. Restore the Administration Server's data from the backup copy (see the Reference Guide for Kaspersky
Administration Kit).

CONFIGURING ADMINISTRATION  SERVER SETTINGS

For synchronization of mobile devices with the Administration Server, before installing Kaspersky Endpoint Security 8 for
Smartphone, you should configure the settings for mobile device connections in the Administration Server properties.

=® To configure the settings for mobile device connections in the Administration Server properties, perform the following
actions:

1. Select the Administration Server from the tree console.
2. Open the context menu and select the Properties command.
3. Open the Settings tab in the Administration Server properties window that opens.

4. Check the Open port for mobile devices box in the Administration Server connection settings block. In the
Port for mobile devices field, indicate the port through which the Administration Server should expect to
connect with mobile devices. By default, port 13292 is used (see figure below). If the box is not checked, or the
port is indicated incorrectly, devices will not be able to connect to the server or send and receive information.
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INSTALLING THE PLUG  -INFOR MANAGING K ASPERSKY ENDPOINT
SECURITY 8 FOR SMARTPHONE

To access the application management interface when using Kaspersky Administration Kit, the plug-in for managing
Kaspersky Endpoint Security 8 for Smartphone must be installed on the administrator's workstation.

® To install the plug-in for managing Kaspersky Endpoint Security 8 for Smartphone,
copy from the application's distribution list the plug-in's installation file and start it in the administrator's workplace.

You can check whether the plug-in is installed by viewing the list of plug-ins in the Administrator Server properties.
For more details, see the Reference Guide for Kaspersky Administration Kit.

PLACING THE APPLICATI  ON DISTRIBUTION PACK  AGE ON THE
FTP /HTTP SERVER

If installation by sending an email was selected as the method for installing the application (see "Installing the application
by sending an email" on page 48), you can place the installation file, which will be used for installing the application on
mobile devices, on the ftp/http server. Access via the Internet must be configured for the folder on the ftp/http server in
which the application installation file will be placed. If different operating systems are installed on the users' mobile
devices, you can add several files, for each operating system, to the folder.

Later, when creating the email message with the distribution package for the users' mobile devices, you should include a
link to the installation file in the body of the email. The user will be able to use this link to download the installation file to
their mobile device and carry out the application installation (see "Installing the application by sending an email" on

page 48).

CREATING GROUPS

Instances of the application installed on mobile devices are managed by applying the group policy to these devices. For
this reason, before installing the application on mobile devices, you should create an individual administration group for
these devices in Managed computers. After completing the installation, all of the devices on which the application was
installed should be allocated to this group (see "Allocating devices to the Managed computers group" on page. 60).

If installation on mobile devices through a workstation was selected as the method for installing the Kaspersky Endpoint
Security 8 for Smartphone, you can create an individual group on the Administration Server for those workstations to
which users will connect their mobile devices. Consequently, for this group you will be able to create a group task for
remote installation of Kaspersky Endpoint Security 8 for Smartphone, and use this task to immediately install the
application on all of the workstations included in this group.

For more details on creating groups, see the Administrator's Manual for Kaspersky Administration Kit.

INSTALLING THE APPLIC  ATION TH ROUGH A
WORKSTATION

For installing Kaspersky Endpoint Security 8 for Smartphone through a workstation, you should create an installation
package and create its settings, create and start a task for remote installation for those workstations to which users will
connect their mobile devices. To create a task, the administrator can use any of the methods available in Kaspersky
Administration Kit:

e create a group task for remote installation, if workstations are included in the group;

e create a task for a set of computers, if workstations are included in several groups or are in the Unassigned
computers group;
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e use the remote installation wizard.

As a result of executing the remote installation task, the installation package with the distribution package for Kaspersky
Endpoint Security 8 for Smartphone will be delivered to the users' workstations, and kmlisten.exe (the utility for delivering
the distribution package to mobile devices) will be installed and automatically started. The utility monitors for the
connection of mobile devices to the computer. As soon as the user plugs into the workstation any device that fulfills the
system requirements for the installation of Kaspersky Endpoint Security 8 for Smartphone, the utility displays on the
screen a notification with a prompt to install the application on the connected mobile device. If the user agrees to the
installation, the utility transfers the application distribution package to the mobile device. After the completion of loading
onto the device, the application installation wizard starts. The user follows the wizard's instructions to independently
install Kaspersky Endpoint Security 8 for Smartphone on the device.
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CREATING AN INSTALLAT ION PACKAGE

The Kaspersky Endpoint Security 8 for Smartphone installation package constitutes the self-extracting archive
KES8_forAdminKit_en.exe, which includes the files that are required to install the application on mobile devices:

e endpoint_8 0 x_xx_en.cab i application installation file for the Windows Mobile operating system;

e endpoint8_mobile_8 x_ xx_eu4_signed.sis i application installation file for the Symbian operating system;

e Endpoint8_Mobile_8 x_ xx_release.zip i application installation file for the BlackBerry operating system;

e installer.ini i configuration file with settings for connecting to the administration server;

¢ kmlisten.ini T configuration file with settings for the utility for delivering the installation package;

e kmlisten.kpd i file with description of the application;

o kmlisten.exe i utility for delivering the application distribution package to a mobile device through a workstation.

®» To create an installation package to install Kaspersky Endpoint Security 8 for Smartphone, perform the following
actions:

1. Connect to the Administration Server.
2. Inthe folder tree of the console, in Repositories, select the folder Installation packages.

3. Open the context menu and select New — Installation package or select the corresponding item from the
Action menu. This will start the wizard. Follow its instructions.

4. Indicate the name of the installation package.
5. Indicate the application for installation (see figure below).

In the drop-down menu, select Cr eat e Kaspersky Labés installation

packag:¢
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6.

Use the Select button to open the folder with the application distribution package and select the self-extracting
archive KES8_forAdminKit_en.exe. If the archive has already been unpacked, you can select from the archive
the file with the application description: kmlisten.kpd. The application name and version number fields will be
populated automatically.

Mew Package Wizand [5__<|
Application
Choosge the installation file for the application. @'
| Create Fazperzky Lab's installation package w |
|Kaspersk_u Endpoint Security 8 for Smartphone | I Select... l
Yergion: (3.0
¢ Back ][ M et = ] [ Canicel ] [ Help

Figure 2. Creating an installation package. Selecting the application for installation

This stage consists of transferring the installation package to a shared folder on the Administration Server.

When the wizard has finished, the installation package that is created will be added to the Installation packages
location and displayed in the results panel.

Before using the installation package created for installing the application, make the settings of the installation package
(see Section "Make installation package settings" on page 36).

CONFIGURATION OF INST ~ ALLATION PACKAGE SET  TINGS

®»  To make the installation package settings, perform the following:

1.

2.

Connect to the Administration Server.

In the folder tree of the console, in Repositories, select the folder Installation packages.
Select in the results bar the installation package created, whose settings you wish to make.
Open the context menu and select the Properties command.

On the Settings tab indicate the settings for connections between mobile devices and the Administration
Server, and the name of the group to which the mobile devices will automatically be added following their first
synchronization with the Administration Server (see figure below). To do this, perform the following actions:
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In the Connection to the Administration Server block, in the Server address field, indicate the address
of the Administration Server in the same format as it appears in the Administration Server properties in the
General tab, in the Address field. If the Administration Server properties section shows an IP address,
enter the same IP address in the Server address field. If the Administration Server properties section
shows a DNS name, enter the same DNS name in the Server address field. In the SSL port number field,
indicate the number of the port on the Administration Server that is open for mobile device connections.
Port 13292 is used by default.

In the Allocation of computers to groups block, in the Name of group field, enter the name of the group
to which the mobile devices will be added following their first synchronization with the Administration Server
(by default, KES8). The specified group will be created automatically in the Unassigned computers folder.
In the Actions during installation block tick the Request email address so that the application requests
from the user his corporate email address when being started for the first time after stating the secret code.

The user's email address is used to create a name for the mobile device when it is added to the
administration group. The name of the user's mobile device is created in accordance with the following rule:

e for mobile devices with the Microsoft Windows Mobile operating system:
<user_email_address (mobile device model T IMEI)>

o for mobile devices with Symbian OS:
<user_email_address (mobile device model T IMEI)>

o for mobile devices with the BlackBerry OS:

<user_email_address (mobile device model T device pin)>

Endpoint 8 for, Smartphone (8.0) Properties

General | Settings |

Conneckion ko the Administration Server

Server address: | test, besk, com |

5351 port number; 13292 :

Allocation of computers to groups

Marne of group: | KESS |

Actions during installation

Request email address

k. H Cancel ][ Apply

Figure 3. Configuration of installation package settings




IMPLEMENTATION GUIDE

CREATING A DEPLOYMENT TASK

A remote installation task is created by using the remote installation task creation wizard or the remote installation
wizard. Depending on which installation method was chosen, the sequence of steps in the wizard and the settings to be
configured may vary. Pay attention to configuring settings at the following steps:

1. Selecting the task type. At this step, you will be asked to indicate the application for which the task is being
created, and the type of task. For the installation of Kaspersky Endpoint Security 8 for Smartphone, a task is
created for the application Kaspersky Administration Kit, and the task type is Application deployment.

2. Selecting the installation package. At this step, you will be asked to select the installation package, which will
contain the distribution package for Kaspersky Endpoint Security 8 for Smartphone. You can select a previously
created installation package for Kaspersky Endpoint Security 8 for Smartphone, or create an installation
package directly at this step. If you create an installation package, you should indicate the self-extracting
archive KES8_forAdminKit_en.exe. If the archive has already been unpacked, the archive file with the
application description can be selected: kmlisten.kpd (see Section "Creating an installation package" on
page 35).

3. Selecting the installation method. Remote installation of the application on workstations in Kaspersky
Administration Kit occurs using one of two methods: forced installation or login script-based installation. Forced
installation allows you to remotely install the software on specific workstations. Login script-based installation
allows you to start the remote installation task when a specific user(s) logs in.

For the remote installation wizard and the group task creation wizard, this step is absent, as in these cases the
installation is carried out on specific workstations and uses the forced installation method. To install Kaspersky
Endpoint Security 8 for Smartphone using a task for a set of computers, the administrator can use either
method.

For more details on methods of remote installation of the application, see the Reference Guide for Kaspersky
Administration Kit.

4. Selecting the target computers. At this step, you will be asked to create a list of the workstations through which
the application will be installed on mobile devices. You can select one of the following options:

e | want to select computers using Windows Networking. Use this option if, at the stage of preparing to
install the application, you created an administration group in the Managed computers location and
allocated to it all of the computers to which mobile devices will be connected (see "Creating groups" on
page 34).

e | wantto define computer addresses (IP, DNS or NETBIOS) manually. Select this option if no group has
been created. At the next step, the wizard will ask you to create a list of computers for installation of the
application.

5. Selecting the method of transferring the installation package. At this step, you will be asked to configure the
settings for delivering the installation package to the workstations. The installation package can be delivered to
the workstations in two ways:

e Using the Network Agent. Select this method if the Network Agent is installed on the workstations through
which Kaspersky Endpoint Security 8 for Smartphone is being installed, and if it is connected to the current
Administration Server.

If the Network Agent is not installed, but you plan to install it, you can use the joint installation, which is
available at the next step of the wizard.

e Using Microsoft Windows resources from shared folder. Select this method if the Network Agent on the
workstations is not configured or is connected to another Administration Server. In this case, the files that
are essential for installation of the application are transferred using Windows through the shared folder.

6. Selecting an additional package for installation. At this step, you will be prompted to install the Network Agent
on the workstations. Use the joint installation if, at the previous step, you chose the installation package transfer
method Using the Network Agent, but the Network Agent is not yet installed on the workstations. In this case,
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first the Network Agent is installed on the workstations, then the application installation package is delivered
using the Network Agent.

Joint installation is not needed if the distribution package is being delivered to the workstations using Microsoft
Windows, or if there is already an installation of a version of the Network Agent that meets the system
requirements for installing Kaspersky Endpoint Security 8 for Smartphone.

Task creation and the operation of the installation wizard are described in detail in the Implementation Guide for
Kaspersky Administration Kit. We will provide a description of the creation of a remote installation group task.

=® To create a remote installation group task for Kaspersky Endpoint Security 8 for Smartphone, perform the following

actions:

1. Connectto the Administration Server.

2. Inthe console tree, select the group for which you want to create the task.

3. Selectits Group tasks subfolder.

4. Open the context menu and use the New — Task command or the Create a task link in the task panel. A
wizard will start. Follow the wizard's instructions.

5. Specify the task name. If a task with the specified name already exists in the group, the _1 suffix will be
automatically added to the end of the name.

6. Select the task type Application deployment for the application Kaspersky Administration Kit (see figure

below).

Mew task wizard [5_(|

Tazk type P
Select tazk upe

= Kaspersky Admimstration Kit

{‘-':-.é Application deplayment
@ Advanced

= Kaspersky Anti-viruzs 5.7 for Linux Workstation and File Server
{g% JAHOENEHME aHTHEMPYCHEIY G35
{g% Jagada NpoEEpEM N0 TREG0EaHMID

= Kaspersky Anti-Yiruzs 8.0 for Windows Servers Enterpnize Edition
{g% Application modules update
{g% Application databasze update
{et Databaze update rollback
42t Updates distribution
{2t Orrdemand scan
42t License installation

= Kaspersky Secunty 5.5 gna Microsoft Exchange Server 2003

|

£

< Back ” Memnt » l[ Cancel ][ Help

Figure 4. Creating a task. Selecting an application and defining task type
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7. From the list, select the installation package that you previously created for the installation of Kaspersky
Endpoint Security 8 for Smartphone, or create a new installation package using the New button (see figure

below).

Hew task wizard f'5_<|

Installation package P
On thiz page you must select an application package to deploy

Select application.
N -~ Mew. ..

k.azpersky Antitfirus 5.0 for Windows Workstations MP4 [6.0.4.1:
k.azpersky Antitdiruz 5.0 for Windows Workstations MP4 [5.004.7:

I_E K.aspersky Endpoint Security 8 far Smartphone [3.0]
E K.azpersky Endpoint Security 3 for Smartphone [8.0)_1
K.azpersky Mobile Securty 7.0 Enterprize Edition [7.0] "

< |

K.azpersky Endpoint Security 8 for Smartphone [3.0]

< Back ” M et > l[ Cancel ][ Help

Figure 5. Creating a task. Selecting the installation package

8. Select the method for transferring the installation package (see figure below). To do this, check or uncheck the
following boxes:

e Using the Network Agent. In this case, the files are delivered to the workstations by the Network Agent
installed on each of them.
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e Using Microsoft Windows resources from shared folder. In this case, the files that are essential for
installation of the application are transferred to the workstations using Windows through the shared folder.

Mew task wizard ['5_(|

Settings P
Define tazk settings.

Force uploading installation package
Ilzing Metwork, Agent

Ilzing Microsoft Windows rezources from shared folder

Do not inztall application i it iz already installed

Azzign the package installation in the Active Directon group policies

< Back ” M et > l[ Cancel ][ Help

Figure 6. Creating a task. Configuration of settings for transferring the installation package

9. Check the Install Network Agent along with this application box if, at the previous step, you chose to
transfer the installation package Using the Network Agent, but this component is not installed on the
workstations, or the installed version is not compatible with the version of the Administration Server (see figure
below). In this case, first the Network Agent is installed on the workstation, then the installation package for
Kaspersky Endpoint Security 8 for Smartphone is delivered to the workstation using the Network Agent.
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If, at the previous step, you chose to transfer the installation package Using Microsoft Windows resources
from shared folder, uncheck the box Install Network Agent along with this application. In this case, the
Network Agent will not be installed on the workstation.

Mew task wizard ['5_(|

Advanced P
Select an additional inztallation package for parallel installation.

[ ] Install Network &gent slong with this application

Select Metwark Agent installation package for combined installation.

M armne A Create. ..

1 [Ma] Metwark Agent [(2.0.2120]
[ ] [Ma] Metwork Agent (2.0.2125)
[ ] [Pl Metwork Agent (2.0.2121)
1 [Ma] Metwark Agent [8.0.2123)

[]M&] Metwork Agent (80,2125
¢
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|
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Figure 7. Creating a task. Selecting an additional installation package for joint installation

10. Select the action required if, after completion of the application installation, you need the computer to restart
(see figure below):

e Do not restart the computer.
e Restart the computer.

e Prompt user for action (selected by default).
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Check the box Force closing the applications in blocked sessions if the restart of the operating system may
require forced closing of applications running in locked sessions.

Hews task wizard [z|

Restart P
Select one of the aptiong ha restart computer

Select an action that will be perfarmed if the application installation requires the operating system
regtart,
) Do not restart the computer

") Restart the computer
Computer will be restarted automatically

{(*) Prompt user for action
IJzer will be prompted to restart computer
Frompt will appear evemn & minutes
Computer will be restarted after 30 minutes

t odify

[ ] Force closing the applications in blocked sessions

< Back ” Mext » ][ Cancel ] [ Help

Figure 8. Creating a task. Selecting the option for restarting the system

11. Create a list of users for whom the remote installation on computers task will start (see figure below).

To add a user to the list, press the Add button and, in the window that opens, indicate the username and
password.
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The user must have administrator rights on all of the computers on which remote installation of the software is

planned to take place. For installation of the software on computers included on several domains, it is essential
that there are trust relationships between these domains and the domain on which the Administration Server is
working.

Hew task wizard b_q

Account
Selection of the account for task launch.

Iﬂ Lizt af uger accounts bo be uzed ta run the tazk. Accounts will be selected in the arder listed.

kore about account usage

&dd

Femowve

Froperties

tove up

bl e dowin

< Back ” M et > l[ Cancel ][ Help

Figure 9. Creating a task. Selecting accounts

12. Configure the schedule for starting the task (see figure below):
e Inthe Scheduled start drop-down list, select the necessary mode for task launch:
e Manually.

e Every N hours.

e Daily.
o  Weekly.
e Monthly.

e Once (in this case, the remote installation task will be started only once, irrespective of its results).
¢ Immediately (immediately after creating the task, upon completion of the wizard).

e On completing another task (in this case, the remote installation task will only be started after
completion of a specified task).
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e Inthe group of fields corresponding to the selected mode, configure the schedule settings (for more details,
see the Reference Guide for Kaspersky Administration Kit).

Mew task wizard [z|

Taszk zcheduling zettings P
Chooze whet you want to execute the tazk.

Scheduled start: | Craily e |
Every
|1 v | days
Stark tirme:
134934 )

Fun mizzed tasks

R andomize the tazk start with interyal [mia): I:I

< Back ” M et > l[ Cancel ][ Help ]

Figure 10. Creating a task. Configuring the schedule for starting the task

After you finish with the wizard, the task you created will be added to the Group tasks folder of the corresponding group
and displayed in the console tree. The start will start in accordance with its schedule, although you can start the task
manually.
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® To start the remote installation task manually,

select Properties in the drop-down menu for the remote installation task. In the window that opens, in the General
tab, press the Start button (see figure below).

KESE Installation Properties

General | Motification || Schedule || Sethings || Account || s rel:u:u:ut|

{é} [KESé Instalaton

Application: | k.azpersky Adminiztration Kt |
T azk type: |.-‘-‘-.|:lpli|:ati|:|n deployment |
Created: 27102010 13:51:45

Last command: | |

b odified: I} Completed:
Scheduled: n Completed with an erar; ]
Pauzed: n
Running: 1] Results
Start ][ Stop ] FPauze R esume
[ k. l [ Cancel Apply

Figure 11. Starting the application installation

DELIVERING THE APPLICATIONDIST  RIBUTION PACKAGE TO A
MOBILE DEVICE THROUG H A WORKSTATION

The Kaspersky Endpoint Security 8 for Smartphone distribution package is delivered to the mobile device by the utility
kmlisten.exe, which is installed on the workstation as a result of execution of the remote installation task. When a device
is connected to the computer, the utility prompts the user to install Kaspersky Endpoint Security 8 for Smartphone on the
connected mobile device.
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® To copy the distribution package for Kaspersky Endpoint Security 8 for Smartphone from the workstation to the
mobile device, the user must perform the following actions:

1. Connect the device to the workstation. If the device meets the system requirements for installing the application,
the KES 8 window opens automatically (see figure below).

Select one or more devices on which to install Kaspersky:
Endpoint Security & for Smartphone:

Guest (Ackive Sync)
[ svmbian 05 560 3rd

[ nckia 5730 #presstusic (USE)
O elackberry

[P 021083086

Install | Cancel

| Disable automatic start of Kaspersky Endpaoint Security 5 For
smartphone Installation wizard

2. From the list of detected devices, select the device(s) on which you need to install the application.

3. Press the Install button. The utility puts the distribution package on the selected devices. As a result, installation
of the application will start automatically on the selected mobile devices.

The KES 8 window will specify the status of delivering the application's installation package to the device.
The KES 8 window opens every time the mobile device connects to the computer.

®  For the utility kmlisten.exe to not prompt the user to install the application each time a device is connected to the
computer, the user must perform the following action:

In the KES 8 window check the Do not install Kaspersky Endpoint Security 8 for Smartphone when devices
connect again box.

INSTALLING THE APPLIC ~ ATION ON AMOBILEDE  VICE THROUGH A
WORKSTATION

After completion of delivery of the installation package to the mobile device, the application is installed on the device
automatically, without any participation from the user. During this time, the application installation status is not displayed
on the screen of the device.

For Symbian OS, the user needs to carry out additional actions during installation of the application. For more details on
this, see the User Guide for Symbian OS.
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| NSTALLING THE APPLIC  ATION BY SENDING AN EMAIL

In the event that it is not possible to install the application through the users' workstations, the administrator can send an
email message to users with instructions on how to download the distribution package and how to connect to the
Administration Server.

The message should contain the following information:
e alink to the distribution package, or the distribution package itself as an attachment;

e information on the settings for the application to connect to the Administration Server, if these settings are not
included in the distribution package for Kaspersky Endpoint Security 8 for Smartphone distributed by the
administrator.

IN THIS SECTION
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CREATING AMESSAGE WI  TH THE APPLICATIOND  ISTRIBUTION
PACKAGE

® To create a message with the application distribution package, perform the following actions:

1. Compose a message for all users on whose mobile devices you intend to install Kaspersky Endpoint Security 8
for Smartphone.

2. For the subject line, use "Distribution package for Kaspersky Endpoint Security 8 for Smartphone for installation
on a mobile device".

3. Copy the following template into the body of the email:

Dear mobile device user,

This message contains the distribution package for Kaspersky Endpoint Security 8 for Smartphone, as well as
information on the settings for the application to connect to the remote administration system.

To install Kaspersky Endpoint Security 8 for Smartphone, you should download the installation file <file_name>
to your mobile device. (The application installation file is attached to this message. / The application installation
file can be accessed through this link: <link_to_installation_file>).

If you received this message on your mobile device, download the installation file (attached to this message / by
using the link in this message) and save it on your device. If you received this message on your computer,
download the installation file to your device by using the application for exchanging data between the mobile
device and the computer. Then run the downloaded installation file and install the application by following the
installation wizard's instructions.

During installation, the wizard will prompt you to apply values for the following settings:
Server i enter <Administration_Server_address> in the address field.

Port 1 press <Administration_Server_port_number> in the port field.

Group i press <group_name> in the group field.

Your email address i enter your company email address.
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Enter the email address correctly since it is used to register the device on the remote administration system.

Contact the administrator if any errors occur during the installation process.

The text appearing in parentheses, separated by a slash, means that you need to choose one of the two
methods for downloading the installation file: from the email attachment or by using the link, and provide the
corresponding instructions in the message.

4. Replace the text in angle brackets with the specific values of the following settings:

e <file_name> is the name of the installation file for the operating system installed on the user's device. For
instance, if the Windows Mobile operating system is installed on the user's device, you should indicate the
installation file with the extension .cab.

e <link_to_installation_file> is the link to the installation file for the operating system installed on the user's
device. The installation file must be placed in advance on an ftp / http server that is accessible via the
Internet. If for any reason it is not possible to place the installation file on a ftp / https server, you can attach
the installation file to the message.

e  <Administration_Server_address> is the IP address or DNS name of the Administration Server to which the
mobile devices will be connected. The server address must be stated in the same format as it appears in
the Administration Server properties in the General tab and the Address field. This means that if the
Administration Server properties show an IP address, include the same IP address in the message. If the
Administration Server properties section shows a DNS name, include the same DNS name in the message.

e <Administration_Server_port_number> is the number of the port open on the Administration Server for
mobile device connections. Port 13292 is used by default.

e <group_name> is the name of the group to which the mobile devices will automatically be added following
their first synchronization with the Administration Server. By default, the devices are added to the group
named KES8.

If the settings for connections between mobile devices and the Administration Server are included in the
Kaspersky Endpoint Security 8 for Smartphone distribution package provided by you, then in the message you
only need to ask the user to enter their email address. It is not necessary to indicate the settings for connections
to the Administration Server.

5. Attach the installation file to the message if for any reason the file cannot be placed on an ftp / http server.

6. Send the message. After sending the message, you should ensure that it is received by all addresses.

INSTALLING THE APPLIC ~ ATION ON AMOBILEDE  VICE AFTER
RECEIVING AN EMAILM  ESSAGE

After receiving a message with the distribution package from the administrator, the user downloads the distribution
package to their device by one of the methods available to them. The application distribution package contains the
installation file for the operating system installed on the user's device. The user opens the installation file, as a result of
which the application installation wizard automatically opens on the device.

During the installation process, the wizard prompts the user to set an application secret code and settings for the
application to connect to the remote administration system, if these are not included in the distribution package for
Kaspersky Endpoint Security 8 for Smartphone. After entering the required values for the settings, the application
installation closes automatically. For more details on installing the application, see the User Guide for Kaspersky
Endpoint Security 8 for Smartphone.
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| NSTALLING A LICENSE THROUGH K ASPERSKY
ADMINISTRATION  KIT

One feature of installing the license for Kaspersky Endpoint Security 8 for Smartphone is that the license is added to the
mobile device together with a policy, during synchronization of the device with the Administration Server. During the
three days following installation of the application, the device automatically closes the connection with the Administration
Server every three hours. After the policy is applied, the device synchronizes with the Administration Server in
accordance with the frequency that was indicated in the network settings during creation of the policy (see "Creating a
policy" on page 51). By default, the frequency set is every 6 hours.

In order to activate the application, the administrator must create a policy for the group to which the device belongs, and
include the license in this policy. The next time the mobile device establishes a connection with the Administration
Server, the license will be transferred to the device together with the policy, and the application installed on the device
will be activated.

When the application switches to limited functionality mode, it stops performing automatic synchronization with the
Administration Server. Therefore, if for any reason the application is not activated within 3 days from the time of
installation, the user will have to carry out the synchronization with the Administration Server manually (see User Guide
for Kaspersky Endpoint Security 8 for Smartphone).

You must activate the application within 3 days from the time of installation of Kaspersky Endpoint Security 8 for
Smartphone on the mobile devices. If activation does not take place, the application will automatically switch over to the
limited functionality mode. In this mode, most of the components of Kaspersky Endpoint Security 8 for Smartphone are
disabled.

U SING POLICIES

All of the application's settings, including the license, scheduling of application database updates, and scheduling of
device scans, are defined through a policy or local application settings. You can use policies to set up common values for
the settings relating to the application's operation for all mobile devices included in the group. For more details on

policies and administration groups, read the Administrator Guide for Kaspersky Administration Kit.

Each parameter represented in a policy has a "lock” attribute, which shows if the setting is allowed for modification in the
policies of nested hierarchy levels (for nested groups and slave Administration Servers) and local application settings.

If the "lock” is applied to a setting in the policy, thereafter, once the policy is applied to the mobile devices, the values set
in the policy will be used. In that case, the user of the mobile device will not be able to change these values. For settings
that were not "locked", the settings used will be the local ones that were applied by default or by the user of the mobile
device.

Information about the application settings assigned in the policies is stored on the Administration Server and distributed
to mobile devices during synchronization. During this procedure, information on the Administration Server is updated in
its turn with local changes made on mobile devices and allowed by the policy.

You can change the application settings on a specific mobile device by using the local application settings (see
"Configuring local application settings" on page 64), if changes to these settings are not blocked in the current policy.
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CREATING A POLICY

® To create a policy, perform the following actions:
1. Connect to the Administration Server.
2. Inthe console tree, select the group for which you want to create the policy.
3. Select the Policies folder, located inside the group.

4. Open the context menu and select New — Policy, or use the Create a new policy link in the task bar. A wizard
will start. Follow the wizard's instructions.

5. Indicate the name of the policy, and select Kaspersky Endpoint Security 8 for Smartphone as the application
for which it is created.

The name is entered in the standard way. If you enter the name of a policy that already exists, it will
automatically be extended with the ending (1).

The application is selected from a drop-down list (see figure below). The drop-down list includes all applications
that have their administration plug-ins installed on the administrator's workstation.

You can only create a policy for Kaspersky Endpoint Security 8 for Smartphone if the application's
administration plug-in is installed on the administrator's workstation. If the plug-in is not installed, the name of
the application will be missing from the list of applications.

Mew Policy Wizand E'
Application —_—
Choose the application to define the policy i

Application name:

K.azperzky Endpoint Security 8 for Smartphorne

< Back ” M et > l[ Cancel ][ Help

Figure 12. Selecting an application for policy creation

6. Indicate the status of the policy (see figure below). To do this, select one of the following options:

e Active policy. In this case, the policy created is stored on the Administration Server and will be used as the
active policy for the application.
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e Inactive policy. In this case, the policy created is stored on the Administration Server as a backup policy

and can be activated by an event. When required, the inactive policy can be made active (for more details
on policy statuses, see the Reference Guide for Kaspersky Administration Kit).

Several policies can be created in a group for one application, but only one policy can be active. When a new
active policy is created, the previous active policy automatically becomes inactive.

Mew Policy Wizard E'
Create a policy —_
Ready to create new application policy. =

|

“'ou are about to add objects: palicy. Click "Mest" to continue.

Puolicy statusg:
(%) Active palicy

() Inactive policy

< Back ” Memnt » l[ Cancel ][ Help

Figure 13. Activating the policy

7. Specify the settings for scan on request (see "Scan on request” on page 23). When creating a policy, you can

configure the following settings (see figure below):
e enable / disable scanning of executable program files;
e enable / disable scanning of archives;

e enable / disable disinfection of infected objects;

e create a schedule according to which the application will start a full scan of the device's file system.
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By default, Kaspersky Endpoint Security 8 for Smartphone scans all files stored on the device and memory
card. When an infected object is detected, the application tries to disinfect it. If the object cannot be disinfected,
the application moves it to the Quarantine folder. For a description of settings, see Section Scan function
settings on request (on page 66).

Scan on request
Configuration of Scan settings on request, zelecting files for scanning and creating

Mew Policy Wizand E'
zchedule. i

L\": Settings nok applicable for BlackBerry 05

Scan on request setkings |E

Scan only executable files

Scan archives

Try o disinfect infected file

Start mode fa

Start: Manually

[ Schedule ]

< Back ” M et > l[ Cancel ][ Help ]

Figure 14. Configuring the settings for Scan on request

8. Specify the settings for Protection (on page 23). When creating a policy, you can configure the following settings
(see figure below):

e enable / disable the functionality of the Protection component on users' mobile devices;
e enable / disable scanning of executable program files;

e select the action against infected objects.
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By default, the Protection component is enabled and scans all types of files that the user of the device attempts
to access. When an infected object is detected, the application tries to disinfect it. If the object cannot be
disinfected, the application moves it to the Quarantine folder. For a description of the settings, see Settings for
Protection (on page 68).

Mew Policy Wizard ['5_(|
Protection —_
Configuration of protection settings, zelecting objects for protection and actionz when =

malicious files are identified, "'!

L\": Settings nok applicable for BlackBerry 05

Protection |E
Enable Protection
Pratection setkings E

[ ]5can only executable Files
If disinFection Fails:
) Delete

O Log event
(%) Quarantine

< Back ” M et > l[ Cancel ][ Help

Figure 15. Configuring the settings for Protection
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9. Configure the settings for application database updates: select the source of updates and set the schedule
according to which the updates will take place (see figure below). Indicate whether updates will occur when
users' devices are in a roaming zone. By default, the Kaspersky Lab update server is used as the source of
updates. Updates are started manually by the mobile device user. Update in roaming does not take place. For a
description of the settings, see Settings for Protection (on page 69).

Mew Policy Wizard ['5_(|
Update —_
Configure settings for application anti-vinug database update, select update source and =

create schedule. "'!

L\": Settings nok applicable for BlackBerry 05

Update in roaming [
[ ] allow updating in roaming
Source of updates |E
Ipdate server address:
| kLServers |
Skart mode |E
Skark: Manually

[ Schedule ]

< Back ” M et > l [ Cancel ] [ Help ]

Figure 16. Selecting the source of updates
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10. Specify the settings for Anti-Theft (on page 24). Indicate which of the component's functions will be available on
the users' devices, and configure the settings for the selected functions (see figure below). By default, all of the
functions of Anti-Theft are disabled. For a description of the settings, see Section Anti-Theft settings (on

page 71).
Mew Policy Wizard E'
Anti-Theft —_
Configure information protection settings on device on being lost or stolen =
-
|E Enable Data \Wipe [ Settings. .. ]
Ja Enable Elock [ Settings. .. ]
& Enable SIM Watch [ Settings. .. |
[@ [“lEnable GPS Find [ Settings. .. |
¢ Back ” P et > l [ Cancel ] [ Help

Figure 17. Configuring the settings for Anti-Theft
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11. Specify the settings for synchronization of mobile devices with the Administration Server (see figure below) and
the operation mode of the Firewall component (on page 26). By default, the mobile device initiates an attempt to
connect to the Administration Server every 6 hours. By default, the Firewall is disabled. For a description of the
settings, see Section Firewall settings (on page 75).

Mew Policy Wizard ['5_(|
Metwork —_
Configure the settings for the spnchronization with the Administration Server and filkering =
af incaming and outgoing connections "'!
Connection ko the Administration Server |E

Synchronization period; Every & hours “ |

|:| Mo synchranizing in roaming

Firewall {not suitable For BlackBerry ©5)

]

Firewall mode; Off L |

&l connections are allowed,

|E [ ] Matifications of the blocking of connections

< Back ” M et > l[ Cancel ][ Help

Figure 18. Configuring the network
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12. Specify the settings for the following components: Anti-Spam (on page 26), Privacy Protection (on page 25),
and Encryption (on page 27). Indicate which components will be available for use on the users' devices, and
configure the settings for the Encryption component (see figure below). By default, the user is allowed to use
Anti-Spam and Privacy Protection. Users configure the settings for Anti-Spam and Privacy Protection
independently on their devices. For a description of the settings, see sections Anti-Spam and Privacy Protection
settings (on page 77), Encryption settings (on page 78).

Mew Policy Wizard ['5_(|

Additional settings
Configure Anti-Spam, Privacy Pratection and Encrephion settings.

=
—

|
|E Enable use of Anti-Spam

|E Enable use af Privacy Prokection

Encrypkion (nat suikable For BlackBerry 050 |E

Black access to Folders: |n|:| delay b |

Encrypt Folders an devices with Microsaft ‘Windaws Mobile ©O5:

oD% AR D | [ 200 ]

Encrypt folders on devices with Symbian ©5;
o DO S AR D | [ N ]

< Back ][ M et > ][ Cancel ][ Help ]

Figure 19. Configuring additional settings

13. Indicate the license that will be installed on the mobile devices for activation of the application (see figure
below).
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You must activate the application within 3 days from the time of installation of Kaspersky Endpoint Security 8 for
Smartphone on the mobile devices. If activation does not take place, the application will automatically switch
over to the limited functionality mode. In this mode, most of the components of Kaspersky Endpoint Security 8
for Smartphone are disabled.

Mew Policy Wizand E'
Licensze —_—
Configuration of icenze settings, installing key file =
-
License setkings |E
Murnber: | 011F-000110-01111111 |
License: |Kaspersk_l,l Endpaint Security 8 for Smartphone |
Expiration date: 22.10.2012
Type: Commercial
License restrickion: 10
Edit

L\": Attention! To install the license on the device, block changes to the license settings by
the user,

< Back ][ M et > ][ Cancel ][ Help

Figure 20. Selecting the key file for license activation

Press the Edit button, and in the window that opens, select the key file for installation of the license. Then, the
following license information is displayed in the wizard window:

e license number;

e license name;

e license expiration date;

e type of license installed, e.g. commercial, trial;

e restrictions imposed on the license.

Check that the button in the top right corner is displaying a closed "lock” 8 B _ If the "lock" is open, the license
will not be installed on the mobile devices.

14. Press the Finish button for the policy creation wizard to complete its work.

When the wizard has finished, the policy for Kaspersky Endpoint Security 8 for Smartphone will be added to the Policies
folder corresponding to the administration group and will appear in the results bar.

Distribution of the policy to the mobile devices will occur during synchronization of the devices with the Administration
Server immediately after the mobile device is added to the administration group in the location Managed computers
(see "Allocating devices to the Managed computers group" on page 60).
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CONFIGURING POLICY SE  TTINGS

After creating the policy, you can edit the application settings through the policy properties. When editing policy settings,
you can use the button ® in order to allow or block changes to settings on the mobile device.

®» To apply changes to the policy, perform the following actions:
1. Connect to the AdministrationServer.

2. Inthe console tree, in the Managed computers folder, select the administration group to which the mobile
devices belong.

3. Select the Policies folder within that group. The results panel will display all of the policies created for the
group.

4. From the policy list, select the Kaspersky Endpoint Security 8 for Smartphone policy for which you intend to
change the settings.

5. Inthe policy's context menu, select Properties. The policy settings configuration window opens, which contains
several tabs (see figure below).

6. Set the required values for the settings of the application components on the tabs Scan, Protection, Update,
Anti-Theft, Network, Additional and License. A detailed description of the settings is provided in the section
"Description of the settings in Kaspersky Endpoint Security 8 for Smartphone”. The General and Events tabs
are standard for Kaspersky Administration Kit (for more details, see the Administrator Guide for Kaspersky
Administration Kit). The remaining tabs contain the settings for Kaspersky Endpoint Security 8 for Smartphone.

7. Click the Apply button and then OK.

APPLYING A POLICY

During synchronization of the mobile devices with the Administration Server, the application settings that were set in the
policy are transferred to all devices included in the group. The license for activating the application is copied to the
mobile devices along with the application settings.

If a "lock" is applied to any settings in the policy, the user will not be able to change the value of that setting on the
mobile device. Users can redefine all of the other application settings at their discretion.

Settings that are changed by the user are transferred to the Administration Server during the next synchronization, and
are stored on the Server in the local application settings (see "Configuring local application settings” on page 64).

ALLOCATING DEVICES TO THE MANAGED COMPUTERS
GROUP

During the first synchronization of the mobile devices with the Administration Server, the devices are placed in the
Unassigned computers group (by default this group is called KES8). While the devices are in this group, it is not
possible to carry out centralized management of the settings for copies of Kaspersky Endpoint Security 8 for Smartphone
installed on these devices.

To make it possible to manage copies of Kaspersky Endpoint Security 8 for Smartphone installed on mobile devices, the
administrator must use the policy to allocate the devices from the Unassigned computers group to the previously
created group Managed computers (see "Creating groups" on page 34).

The administrator can allocate mobile devices to the Managed computers group manually, or configure automatic
allocation of devices to this group.
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ALLOCATING DEVICES TO A GROUP MANUALLY

=% To manually allocate mobile devices to the Managed computers group, perform the following actions:
1. Connect to the Administration Server.
2. Select the Unassigned computers folder in the console tree.

3. Select the group to which the mobile devices were automatically added during synchronization with the
Administration Server (KES8 by default).

4. From the group, select the device that needs to be allocated to the Managed computers group.

5. Open the context menu and select Move to Group. The Select group window opens (see figure below).

6. Open Managed computers and select the group to which the device needs to be allocated. You can select the
group that you created earlier, at the stage of preparing for installation (see "Creating groups" on page 34), or

create a new group.

To create a new group, in Managed computers select the group in which the group will be created and press
the New group button. Then, enter the name of the group that has been created.

7. Press the OK button. The mobile device is allocated to the selected group.

CONFIGURING AUTOMATIC ALLOCATION OF DEVICE S TO A GROUP

=® To set automatic allocation of to the Managed computers group, perform the following:
1. Inthe console tree, select the Administration Server to which the mobile devices are connected.

2. Open the server's context menu and select Properties. Open the Administration Server's properties
configuration window.
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3. Open the Computer relocation tab (see figure below).

Administration Server, test.test.com Properties

| General | Events || Settings | Virus outbreak | Traffiu:| Computer relocation |_

Cormputer relocation rule list:

Fule name

®g Symbian
g Wi

g BE

Add ] Froperties Farce

[ k. l [ Cancel Apply

Figure 21. The Administration Server's properties configuration window
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4. Create a rule for allocating mobile devices to a group. To do so, press the Add button. The New rule window
opens (see figure below).

Hew: rule

General |Netwnrk Active Directary | Applications

-E |S_I,Im|:uian

Eroup to move computers bo:

| b anaged compters | [ Select...

Apply rule:
(%) Fun once for each computer

O Run once for each computer then at every Metwork, Agent install on
computer

(7 Rule works permanetly

Move only computers not added to administration groups

[] Enable rule

k. ] [ Cancel

Figure 22. General settings for allocating devices to a group

5. Open the General tab and perform the following actions:
e Enter a name for the rule.

e Press the group to which the mobile devices need to be allocated. To do this, press the Select button to the
right of the field Group to move computers to, and in the window that opens, select the group.

e Inthe Apply rule block, select Run once for each computer.

e Check the box Move only computers not added to administration groups, if devices that are already
included in an administration group are not to be allocated to another group as a result of applying the rule.

e Check the Enable rule box to apply the rule.

6. Open the Applications tab (see figure below) and select the type of operating system installed on the devices
that are to be allocated to this group: Windows Mobile, Symbian or BlackBerry.
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If you want to allocate all devices to a single group, regardless of which operating system is installed on them,
compose several rules, indicating for each of them the same group for allocation of the devices.

General | Metwork || Active Directory | Applications

Running Metwork Agent prezent

| v

O perating syztem wversion:

Symbian

(] 4 ] [ Cancel

Figure 23. Selecting the devices' operating system

7. Press the OK button. The rule is added to the list of rules for allocation of computers (see the Computer
relocation tab in the Administration Server properties configuration window).

As a result of executing this rule, all unassigned devices will be allocated from the Unassigned computers group to the
group indicated by you.

CONFIGURING LOCAL APP  LICATION SETTINGS

Kaspersky Administration Kit allows remote management of local settings for Kaspersky Endpoint Security 8 for
Smartphone on mobile devices through the Administration Console. Local application settings can be used to apply to
the device individual values for settings, differing from the values set in the policy. If a license was installed in the policy,
and the license is calculated for a smaller number of devices than is contained in the group, then on the devices for
which there are insufficient licenses, the local application settings can be used to install another license.

If a "lock" was applied to any setting in the policy, the value set in the policy cannot be changed, either in the local
application settings or on the mobile device. The value of this setting can only be changed through the policy.

If a "lock™ is removed from a setting in the policy, the application will use one of the following values:

e the default value, if no other value has been set by the administrator in the local application settings or by the
user on the mobile device;
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e the local value set by the administrator in the local application settings;
e the value set by the user on the mobile device.

Values set by the administrator through the Console in the local application settings are transferred to the mobile device
during synchronization of the device with the Administration Server and are stored on the device as the active application
settings. If the user sets other values on the device, when the device next synchronizes with the Administration Server
the new values that have been set will be transferred to the Server and stored in the local application settings together
with the values that were previously set by the administrator.

=® To configure the local application settings, perform the following actions:
1. Connect to the AdministrationServer.

2. Inthe tree console, select Managed computers and open the group with the mobile devices on which
Kaspersky Endpoint Security 8 for Smartphone is installed.

3. Select the mobile device for which you are going to change the local application settings.

4. Open the device's context menu and select Properties. As a result, the <Name of device> Properties window
opens, consisting of several tabs.

5. Select the Applications tab. This contains a table of all Kaspersky Lab applications installed on the mobile
device and brief information about each of them.

6. Select Kaspersky Endpoint Security 8 for Smartphone and press the Properties button. As a result, the
Kaspersky Endpoint Security 8 for Smartphone settings window opens.

7. Install the required values for the application settings in the tabs Scan, Protection, Update, Anti-Theft,
Network, Additional, License (see "Description of the settings in Kaspersky Endpoint Security 8 for
Smartphone" on page 65).

8. Press the OK button. As a result, the values of the local application settings are saved on the Administration
Server and transferred to the mobile device during the next synchronization of the Administration Server with
the device.

DESCRIPTION OF THE SE TTINGSIN K ASPERSKY
ENDPOINT SECURITY 8 FOR SMARTPHONE

Through the policy properties or the properties of a mobile device selected in the Administration Console, the
administrator can carry out remote configuration of the settings of Kaspersky Endpoint Security 8 for Smartphone for the
components Scan, Protection, Anti-Theft, Firewall, Anti-Spam, Privacy Protection and Encryption.

Furthermore, it is essential for the administrator to configure the settings for connection of the devices to the
Administration Server and for application database updates, and also install the license. Otherwise, the application
installed on the mobile devices will not be able to exchange data with the Administration Server, and will work in limited
functionality mode.

If a setting in the local aFincation settings is not available for editing, then changes to the setting in the policy will be
blocked (there will be a i symbol alongside the setting).

Below there is a detailed description of the tabs in the Properties window and the elements of the interface with which
the administrator can specify the application settings.
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SETTINGS FOR SCAN ON REQUEST

Scan on request helps to detect and neutralize malicious objects (see "Scan on request” on page 23).

The settings specified by the administrator are used during full and partial scans of the device for the presence of
malicious objects. In the settings for Scan on request (see figure below), the administrator can indicate the types of files
to be scanned, select the action to be taken upon detection of an infected object, and set a schedule by which the
application will start full scans of the device's file system. It is not possible to set schedules to start partial scans through
the remote administration system. Scheduled partial device scans can be set by the user directly in the application
installed on the mobile device.
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Scan on request cannot be used on devices with BlackBerry OS.

KESE Properties

Anti-Theft Metworl, Additional Licenze
General Eventz Scan Praotection |pdate

L\'. Settings not applicable for BlackBerry OS5

Scan on request setkings |E

Scan only executable Files
Scan archives

Try to disinfect infected file

If disinfection Fails:

) Delete
{:} Log event

(%) Quarantine

O Request action
Start mode fa

Start: Manually

[ Schedule ]

k. l [ Cancel

The Scan only executable files box. If this box is checked, the application will only scan executable files of the following
formats: *.exe, *.dll, *.mdl, *.app, * .rdl, *.prt, *.pxt, *.Idd, *.pdd, *.class.

The Scan archives box. If this box is checked, the application will scan all files, including the content of archives. For
Microsoft Windows Mobile, the application scans archives of the following formats: *.zip, *.jar, *.jad and *.cab. For
Symbian OS, the application scans the following archive formats: *.zip, *.jar, *.jad, *.sis and *.sisx.

If Scan only executable files and Scan archives are not checked, the application will scan all files except those in
archives.

The Disinfect objects if possible box. If this box is checked, the application will disinfect any disinfectable malicious
objects. If a correction is impossible, the action set for infected objects in the If disinfection fails is applied to the object.
If the box is not checked, when detecting a malicious object, the action set in the Action when malicious files
identified list is performed.

The Action when malicious files identified / If disinfection fails list allows selecting an action which is performed
when detecting a malicious object or if it is not possible to correct it:

e Delete. Physically delete malicious objects without notifying the user.

e Log event. Allow malicious objects and record their information in the application log; block attempts to access
these objects (e.g. copy or open).

e Quarantine. Block the object, move the malicious object to the special quarantine folder.
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e Request for action. When a malicious object is detected, notify the user and prompt them to select the action
to be taken against the detected object.

You can only select an action to be taken against malicious files when configuring policy settings (see "Configuring policy
settings" on page 60) and configuring local application settings (see "Configuring local application settings" on page 64).
Configuration of this setting is not possible when creating a policy (see "Creating a policy" on page 51).

The Schedule button. A window opens in which to set a schedule for full scans of the device's file system. You can
select one of the following options:

e Manually. Scans will be started manually by the user.

e Daily. A scan will start automatically every day. In the Time of start field group, indicate the time to start the
scan. The time is indicated in the 24-hour format HH:MM.

e  Weekly. A scan will start automatically once a week on the specified day. In the drop-down list, select the day of
the week on which the scan is to start, and in the Time of start field group, indicate the time to start the scan.
The time is indicated in the 24-hour format HH:MM.

SETTINGS FOR PROTECTION

Protection helps you to prevent infection of the mobile device's file system (see "Protection” on page 23). In the
Protection settings, the administrator can indicate the types of files to be scanned, and select the action to be taken upon
detection of an infected object (see figure below).

By default, Protection starts when the device's operating system starts, and stays resident in the device's memory,
scanning all files that are opened, saved, or executed.
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Protection cannot be used on devices with BlackBerry OS.

KESE Properties

Anti-Theft Metworl, Additional Licenze

General Events Scan Frotection pdate

L\'. Settings not applicable for BlackBerry OS5

Prateckion =
Enable Protection
Protection settings [

[ ]5can only executable files

If disinfection Fails:

) Delete

{:} Log event

@" Quarantine

k. l [ Cancel Apply

Enable Protection Check Box. If this box is checked, the application scans all files that are opened, executed, or saved.
If the box is not checked, Protection is disabled. Protection is enabled by default.

The Protection settings block allows you to indicate the types of files to be scanned, and select an action to be taken
upon detection of an infected object.

The Scan only executable files box. If this box is checked, the application will only scan executable files of the following
formats: *.exe, *.dll, *.mdI, *.app, * .rdl, *.prt, *.pxt, *.Idd, *.pdd, *.class. If the box is not checked, the application scans all
types of files.

The If disinfection fails list allows selecting the action to be taken upon detection of an infected object:

e Delete. Physically delete malicious objects without notifying the user.

e Log event. Allow malicious objects and record their information in the application log; block attempts to access
these objects (e.g. copy or open).

e Quarantine. Move malicious objects to quarantine.

SETTINGSFOR UPDATE

Updating of the anti-virus databases ensures the reliability of the anti-virus system for protecting the mobile devices (see
"Update" on page 24).
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The administrator can indicate the source of updates and set a schedule by which the application will automatically start
updates.

By default, the Kaspersky Lab update server is used as the source of updates. Updates are run manually by the mobile
device user (see figure below).

The anti-virus database update function cannot be used on devices with BlackBerry OS.

KESE Properties

Anti-T heft M etwark:, Additional Licenze
General Eventz Scan Praotection | Update

i". Settings not applicable for BlackBerry 05

Ipdate in roaming |E

[ ]allows updating in roaming
Source of updates [

IIpdate server address:

KLServers |

Start mode fa

Start: Manually

Schedule ]

k. l [ Cancel Apply

Allow updating in roaming box. If this box is checked, scheduled anti-virus database updates will be performed when
the device is in a roaming zone. Whichever value is set, the user can manually start an anti-virus database update. This
box is unchecked by default.

The Source of updates block is the place to indicate the address of the server from which updates will be copied. For
the update to occur from the Kaspersky Lab update servers, in the Update server address field, enter KLServers .

To use any other update server for anti-virus database updates, in the Source of updates block indicate the HTTP
server, local or network folder. For instance, http://domain.com/index/.

The folder structure of the source of updates must be the same as that of the Kaspersky Lab update servers.

The Schedule button. A window opens, in which to set a schedule for the application's database updates. You can
select one of the following options:

e Manually. Application database updates will be started by the user manually.

e Daily. An application database update will start automatically every day. In the Time of start field group,
indicate the time to start the update.
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e Weekly. An application database update will start automatically once a week on the specified day. In the drop-
down list, select the day of the week on which the update is to start, and in the Time of start field group,
indicate the time to start the update.

Regardless of whether the administrator sets a schedule for automatic database updates, the user can always start an
update manually.

SETTINGSF OR ANTI -THEFT

The Anti-Theft component helps you to protect information stored on the users' mobile devices from unauthorized access
(see "Anti-Theft" on page 24). The administrator can enable or disable the use of Anti-Theft's functions on users' mobile
devices and configure the settings for these functions (see figure below).

KESE Properties

General Ewventz Scan Protection IJpdate
Anti-Theft | Metwork additional Licerse

[Daka Wipe |E
Enable Data Wipe

Settings... ]
Block: [
Enable Block

Setkings... ]
SIM Watch [
Enable SIM Watch

Settings... ]
GPS Find |E
Enable GPS Find

[ Setkkings... ]
k. l [ Cancel ] [ Apply ]

Enable Data Wipe Check Box If this box is checked, remote deletion of data will be enabled, as will the selection of data
for deletion. By default, the Data Wipe function is disabled. The Settings button to the right of the check box opens the
Data Wipe settings window, in which you can configure the function's settings (see "Settings for Data Wipe" on

page 72).

Enable Block Check Box Checking this box enables the option to remotely block access to the device and to the data
stored on it. By default, the Block function is disabled. The Settings button to the right of the check box opens a window
where you can configure the function's setting (see Section "Settings for Block" on page. 74).

Enable SIM Watch Check Box If the box is checked, Kaspersky Endpoint Security 8 for Smartphone blocks the mobile
device when changing the SIM card or on activation without it. The user can set a telephone number and / or email
address to which the new telephone number is sent and also activate device blocking when changing the SIM card.
When configuring this function, it is essential to set a telephone number and/or an email address to which, in the event
that the SIM card is replaced, the new telephone number will be sent. By default, the SIM Watch function is disabled. The
Settings button to the right of the check box opens the SIM Watch settings window, in which you can configure the
function's settings (see Section "SIM Watch function settings" on page 74).
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Enable GPS Find Check Box. If the box is checked, Kaspersky Endpoint Security 8 for Smartphone allows determining
the geographical coordinates of the device and obtaining them in an SMS message to the requesting device or a
specified email address. When configuring this function, it is essential to set an email address to which, when an SMS
command is received, the application will send the device's geographical coordinates. By default, the application sends
the device's coordinates in an SMS to the telephone number from which the special SMS command was sent. By default,
the GPS Find function is disabled. The Settings button to the right of the check box opens a window in which you can
configure the settings for the GPS Find function.

SETTI NGS FOR THE DATA WIPE

The settings for the Data Wipe function are configured in the Data Wipe settings window (see figure below).

B Data Wipe settings [z|

Deleting personal information

Delete personal data

Deleting Folders

Delete folders on devices with Microsoft Windows Mobile OS5

AR D5, |

Delete folders on devices with Symbian ©5

o ZARDA DO 5%, |

Delete folders on devices with BlackBerry 05

DS e CARD Y, |

[ ] 4 “ Cancel ]

The Delete personal data box. For devices with the Microsoft Windows Mobile and Symbian operating systems, the
application allows deleting the following information: entries in Contacts and on the SIM card, SMS messages, gallery,
calendar, Internet connection settings. For devices with BlackBerry OS, the application deletes the following personal
information: entries in Contacts, calendar, email messages, call log. The function is activated when a special SMS
command is received by the device.

If the check box is checked, personal data will be wiped once a special SMS command is received. If the check box is
unchecked, personal data will not be wiped after a special SMS command is received.

By default, the Delete personal data box is checked.

Deleting folders block (see figure above). The application allows you to configure the deletion of folders on the mobile
device in the event that the mobile device receives a special SMS command.

When configuring the policy settings, the settings for the deletion of folders are defined for each operating system
separately, and the Deleting folders block contains the following check boxes:

e Delete folders on devices with Microsoft Windows Mobile OS. Deletion of folders set by the administrator
and the user on devices running Microsoft Windows Mobile.
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e Delete folders on devices with Symbian OS. Deletion of folders set by the administrator and the user on
devices running Symbian.

e Deleting folders on devices with BlackBerry OS. Deleting folders set by the administrator and the user on
devices running BlackBerry OS.

If the box is checked, when the mobile device receives a special SMS command, the folders set by both the
administrator and the user will be deleted. If the box is unchecked, the folders will not be deleted.

Below each check box there is a field for creating a list of folders for deletion. The button to
the right of the field opens a window in which the administrator can create the list of folders for deletion. Folders
located in the device memory and on the memory card can be indicated. By default, the list of folders for deletion is
empty.

When compiling a list of folders, the administrator can use the following macros:

e  For mobile devices with the Microsoft Windows Mobile operating system:
e %DOCS% i the My Documents folder (the exact name depends on the device's localization);
e  %CARD% - all available memory cards in the system.

e For mobile devices with the Symbian operating system:
e  %DOCS% i the C:\Data folder;
o %CARD% - all available memory cards in the system.

e  For mobile devices with the BlackBerry OS:
e %DOCS% i the \store\homeluser\documents;
e %CARD% i the memory card (\SDCard).

When configuring the local application settings through the Administration Console, the Data Wipe settings window
displays the settings specifying data for deletion on the individual device, so the Deleting folders block displays
only one Delete folders check box and field for entering a list of folders for deletion (see figure above). In this case,
the list of folders for deletion is only accessible for viewing. The administrator can only change the list of folders for
deletion in the policy settings.

Note! To cancel deletion of previously set folders, the administrator must delete all of the information located in the entry
field under the check box Delete folders on devices with Microsoft Windows Mobile OS / Delete folders on devices
with Symbian OS / Delete folders on devices with BlackBerry OS, and ensure that the settings are transferred to the
user's mobile devices. To do this, in the policy settings configuration window, on the Anti-Theft tab, in the Data Wipe
block, the "lock™ must be set (see figure above).
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SETTINGS FOR BLOCK

The settings for the Block function are configured in the Settings for Block window (see figure below).

Bl Settings for. Block @

Text when blocked:

Device blocked! Please return it ko the owner,
The owner's phone number |

o | cmen )

Text when blocked. The text of the message that will be displayed on the screen of a blocked device. A standard
message is displayed by default.

SETTINGS FORTHE SIM WATCH

The settings for the SIM Watch function are configured in the SIM Watch Settings window (see figure below).

B S|M Watch settings f'5_<|

Actions when the SIM card is replaced on the device

Send new telephone number

5MS ko phaone number:

|+?1111111111 |

Message bo email:

| testimtest, com |

Elock dewvice

8] 4 ][ Cancel ]

SMS to Phone Number. This field indicates the number to which, if the SIM card is replaced, the application will send an
SMS with the new phone number. The phone number may begin with a digit or with a "+", and must contain digits only. It
is recommended to indicate the number in the format used by your cellular operator.

Message to email. This field indicates the email address to which, if the SIM card is replaced, the application will send a
message with the new phone number.

Block device. Block device if the SIM card is replaced or if the device is activated without a SIM card. If the check box is
checked, SIM Watch will block the device if the SIM card is replaced. To unlock the device, the user of the device will
have to enter the application secret code. If the check box is unchecked, SIM Watch will not block the device if the SIM
card is replaced. You can also specify the text to be displayed on the screen of the device while it is blocked. A standard
message is displayed by default.
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SETTINGS FOR GPS FIND

The settings for the GPS Find function are configured in the GPS Find settings window (see figure below).

GPS Find settings b_<|

Message to email;

| test@test.cum| |

Ok ” Cancel ]

Message to email. The email address to which the application will send the device's geographical coordinates if the
device receives an SMS command. By default, the application sends the device's coordinates in an SMS to the
telephone number from which the special SMS command was sent.

SETTINGSFOR FIREWALL

The Firewall manages the network connections on users' mobile devices (see "Firewall" on page 26). The administrator
can set the Firewall protection level to be applied on the users' mobile devices. The Firewall settings are displayed on the
Network tab (see figure below).

KESE Properties

General Ewventsz Scan Protection IJpdate
AntiTheft | MNetwok | additional License

Zonnection ko the Administration Server |E

Synchronization period: |Every & hours w |

Mo synchranizing in roaming

Firewall (not suitable For BlackBerry ©5) E

Firewall mode: CFf w |

All connections are allowed,

|E Motifications of the blocking of connections

k. H Cancel ][ Apply

The Firewall component cannot be used on mobile devices running BlackBerry OS.
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The Firewall (not suitable for BlackBerry OS) block allows configuring the Firewall settings:
e The Firewall mode drop-down list allows you to choose one of the following modes:
e Off i any network activity allowed. The Firewall is switched off.
e Minimum protection: incoming connections only are blocked. Outgoing connections are allowed.

e Maximum protection: all incoming connections are blocked. The user can check e-mails, view websites
and download files. Outgoing connections can only be established using SSH, HTTP, HTTPS, IMAP,
SMTP, POP3 ports.

e Block all: blocks any network activity except anti-virus database updates and connections to the
Administration Server.

By default, the Firewall is not used; the Firewall mode setting is set to Off.

e The Notifications of the blocking of connections box. If this box is checked, the application will notify the
user about blocked connections. If the box is unchecked, the application blocks connections in accordance with
the selected mode without notifying the user.

By default, Firewall notifications are disabled.
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SETTINGS FOR SYNCHRON  IZATION OF D EVICES WITH THE
ADMINISTRATION SERVER

Synchronization of devices with the Administration Server enables management of mobile devices through Kaspersky
Administration Kit (see "Framework for managing the application through Kaspersky Administration Kit" on page 28). The
administrator can configure the settings for synchronization of the devices with the Administration Server on the Network
tab (see figure below).

KES8 Properties

General Eventz Scan Protection |lpdate
AntiTheft | Metwok | Additional License

Connection ko the Administration Server |E

Synchronization period; |Ever';.f & hours w |

Mo synchronizing in roaming

Firewall (nat suitable For BlackBerry ©5) |E

Firevsall mode: |OFF w |

Al connections are allowed,

|E Motifications of the blocking of connections

] l[ Cancel ][ Apply

The Connection to the Administration Server block allows configuration of the following synchronization settings:

e Synchronization period. This field indicates the frequency of synchronization between the mobile devices and
the Administration Server.

By default, synchronization occurs every 6 hours.
e The No synchronizing in roaming box. If this box is checked, automatic synchronization with the
Administration Server will be blocked when the device is in a roaming zone. At this time, the user can carry out

synchronization manually.

By default, automatic synchronization of the mobile devices with the Administration Server in roaming is
allowed; the box is unchecked.

SETTINGSFOR ANTI -SPAMAND PRIVAC Y PROTECTION

The Anti-Spam component prevents delivery of unwanted calls and SMS messages on the basis of user-compiled Black
and White Lists (see "Anti-Spam" on page 26). The Privacy Protection component hides confidential user information:
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entries in Contacts, incoming, outgoing and sent SMS messages, and entries in the call log (see "Privacy Protection” on
page 25).

The administrator can define the accessibility of the Anti-Spam and Privacy Protection components to users' of mobile
devices in the Additional tab (see figure below). If use of these components is allowed, the user configures the settings
for them independently.

KES8 Properties

General Eventz Scan Protection |lpdate

Anti-Theft M etk Additional License

[ Enable use of Anti-Spam

|E Enable use of Privacy Pratection

Encrypkion (not suitable For BlackBerry 05 |E

Block access ta Folders: ||.":I delay Z |

Encrypt Folders on devices with Microsoft Windows Maobile 035

DS e C AR D, |

Encrypt Folders on devices with Svmbian 035

DS e C AR D, |

(] ][ Cancel ][ Apply

The settings for the Anti-Spam and Privacy Protection components appear in the Additional tab:

e The Enable use of Anti-Spam box. If this box is checked, the user will be allowed to use the Anti-Spam
component on their mobile device and configure the settings. If the use of Anti-Spam is not allowed, the
component will not be accessible to the user on the device.

By default, use of the Anti-Spam component is allowed.

e The Enable use of Privacy Protection box. If this box is checked, the user will be allowed to use the Privacy
Protection component on their mobile device and configure the settings. If the use of Privacy Protection is not
allowed, the component will not be accessible to the user on the device.

By default, use of the Privacy Protection component is allowed.

SETTINGSFOR ENCRYPTION

The Encryption component encrypts information from the specified list of folders for encryption (see "Encryption” on
page 27).
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The administrator can set a time period after which, once the device has switched to power-saving mode, access to
encrypted folders is blocked; the administrator can specify which folders will be encrypted. The encryption settings are
configured on the Additional tab (see figure below).

KESE Properties

General Eventz Scan Praotection |pdate

Apti-T heft Metwork Additional License

[ Enable use of Anki-Spam

|E Enable use of Privacy Protection

Encryplion (not suitable For BlackBerry 03 |E

Block access ta Folders: ||.":| delay T |

Encrypt Folders an devices with Microsoft Windaws Mabile 05

DS % C AR D, |

Encrypt Folders on devices with Symbian 035

DS % C AR D, |

k. ][ Cancel ][ Apply

The Encryption component is not supported on devices running BlackBerry OS.

The Encryption (not suitable for BlackBerry OS) block allows you to configure the Encryption component.

e Block access to folders. From the list, select the time period after which access to encrypted folders in use will
be blocked. This functionality is activated when the device switches to power-saving mode.

By default, access to encrypted folders in use is blocked immediately after switching to power-saving mode. For
the Block access to folders setting, no delay is selected.

e Encrypt folders on devices with Microsoft Windows Mobile OS. This field contains a list of folders selected

by the administrator for encryption on devices running Microsoft Windows Mobile. The ‘_’ button to the right of
the field opens a window in which the administrator can create the list of folders for encryption.

e Encrypt folders on devices with Symbian OS. This field contains a list of folders selected by the administrator

for encryption on devices running Symbian. The ‘_’ button to the right of the field opens a window in which the
administrator can create the list of folders for encryption.

When compiling a list of folders, the administrator can use the following macros:
e For mobile devices with the Microsoft Windows Mobile operating system:

e %DOCS% i the My Documents folder (the exact name depends on the device's localization);
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o %CARD% - all available memory cards in the system.
e For mobile devices with the Symbian OS:

e %DOCS% i the C:\Data folder;

o %CARD% - all available memory cards in the system.

Users cannot cancel the encryption of folders set by the administrator, but can indicate additional folders for
encryption on their mobile device through the application's local interface. If the administrator has not set folders for
encryption, only folders set by the user will be encrypted.

When editing the local application settings through the Administration Console, the list of folders for encryption is
only available for viewing. The administrator can only change the list of folders for encryption in the policy settings.

To cancel encryption of previously set folders, the administrator must delete all of the information located in the entry
field under the check box Encrypt folders on devices with Microsoft Windows Mobile OS / Encrypt folders on
devices with Symbian OS, and ensure that the settings are transferred to the users' mobile devices. To do this, the
"lock" must be set in the policy settings configuration window on the Additional tab in the Encryption (not suitable for
BlackBerry OS) block (see figure below).

U NINSTALLING THE APPL ICATION

The application is uninstalled manually by the user on the mobile device. Before uninstalling, it is essential to disable
Privacy Protection and to decrypt all previously encrypted information on the device. For more details on uninstalling the
application, see the User Guide for Kaspersky Endpoint Security 8 for Smartphone.




DEPLOYING THE APPLICA  TION THROUGH
MS SCMDM

This section describes the process of deploying Kaspersky Endpoint Security 8 for Smartphone through Mobile Device
Manager.

IN THIS SECTION
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FRAMEWORK FOR MANAGIN G THE APPLICATION TH ROUGH
MDM

The administrative template file endpoint8_en.adm enables management of the settings of Kaspersky Endpoint Security
8 for Smartphone through the MDM server. This is included in the distribution package (see "Scheme of application
deployment through MDM" on page 83). For each of the application's components (see "About the components of
Kaspersky Endpoint Security 8 for Smartphone" on page 22), there is a set of policies providing configuration of settings
for this component included in the administrative template. By default, after installation of the administrative template, no
policies are preset and the user can configure the application's settings independently.

For the Anti-Virus component (see "File Anti-Virus" on page 22), the following policies are suggested:

e Protection. This policy provides the setting of protection of mobile devices from malicious objects (see
"Protection” on page 23).

e On-demand scans. This policy provides the setting of scanning of mobile devices for malicious objects (see
"Scan on request” on page 23).

e Scheduled scans. This policy enables the launch of scans of mobile devices according to the specified
schedule.

e Updating by schedule. This policy enables the launch of automatic updating of the application database
according to the specified schedule (see "Update" on page 24).

e Updates blocked when roaming. This policy disables the launch of automatic updating of the application
database when users' mobile devices are in a roaming zone.

e Source of update. This policy enables the indication of the source of updates from which update packages will
be downloaded to mobile devices.

For the Anti-Theft component (on page 24), the following policies are suggested:
e Block. This policy enables configuration of the Block function (on page 25).

e Displaying text when blocking the device. This policy enables indication of the text that will be displayed on
the screen of blocked mobile devices.

e Data Wipe. This policy enables configuration of the Data Wipe function (on page 25).

e List of folders to be deleted. This policy enables the creation of a list of folders for remote deletion from mobile
devices.

e GPS Find. This policy enables configuration of the GPS Find function (on page 25).
e SIM Watch. This policy enables configuration of the SIM Watch function (on page 25).

For the Anti-Spam component (on page 26), the Blocking use of Anti-Spam policy is suggested, through which it is
possible to prohibit or allow the use of this component by users. If the use of Anti-Spam is allowed, the user configures
the settings for this component on the mobile device independently.

For the Privacy Protection component (on page 25), the Blocking use of Privacy Protection policy is suggested,
through which it is possible to prohibit or allow the use of this component by users. If the use of Privacy Protection is
allowed, the user configures the settings for this component on the mobile device independently.

For the Encryption component (on page 27), the following policies are suggested:

e Blocking access to encrypted data. This policy enables blocking of access to encrypted data.

e List of folders for encryption. This policy enables the creation of a list of folders for encryption.
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For the Firewall component (on page 26), the following policies are suggested:
e Firewall mode. This policy enables configuration of the Firewall's security level.

e Firewall mode notifications. This policy allows the enabling or disabling of notifications to the user about the
blocking of prohibited connections.

Installation of the license on users' mobile devices is carried out through the administrative template by using the
License policy.

By means of the policies, the administrator configures the settings of Kaspersky Endpoint Security 8 for Smartphone
before installing the application, and can change the values of the settings after installing the application.

Note that the period of synchronization of the mobile devices with the MDM server may be different to the period of
application of the policies!

SCHEME OF APPLICATION DEPLOYMENT THROUGH MDM

The Kaspersky Endpoint Security 8 for Smartphone distribution package includes the self-extracting archive
KES8_forMicrosoftMDM_en.exe, which contains the following files that are needed in order to install the application on
mobile devices:

e endpoint_MDM_Afaria_8_0_x_xx_en.cab i application installation file for the Microsoft Windows Mobile
operating system;

e endpoint8_en.adm i administrative template file for managing policies, which contains their settings;

e endpoint8_ca.cer i certification center's certificate file;

e endpoint8_cert.cer i certificate file signed by the application installation file;

e kes2mdm.exe i utility for converting the application key file;

e kl.pbv, licensing.dll, oper.pbv i set of files that enable the kes2mdm.exe utility to work.
Kaspersky Endpoint Security 8 for Smartphone is deployed in accordance with the standard software deployment
scheme through Mobile Device Manager. First, it is necessary to create a group policy object to store the application
settings and manage the mobile devices. The policy object is created for the Active Directory group of registered devices
on which the application needs to be installed. Then, the administrative template is installed in the policy object that has
been created. After installing the template, all required application settings are configured and the license is installed. To
distribute the application to the users' mobile devices, the installation package is created in the Mobile Device Manager
Software Distribution console. The installation package is copied to the mobile devices when they synchronize with the
MDM server. After copying is complete, installation of the application on the mobile devices starts automatically, without

requiring any intervention by the user.

So, installation of Kaspersky Endpoint Security 8 for Smartphone through Mobile Device Manager consists of the
following steps:

1. |Installing the administrative template in the group policy object.

2. Configuring the application settings.

3. Installing the license using the utility to convert the key file.

4. Creating the installation package and subsequently distributing it to the users' mobile devices.

5. Installing the application on the mobile devices.
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PREPARING FOR DEPLOYM ENT OF THE APPLICATION
THROUGH MDM

Before deploying Kaspersky Endpoint Security 8 for Smartphone through Mobile Device Manager, the administrator must
ensure that the following conditions are fulfilled:

1. Microsoft Security Center Mobile Device Manager has been deployed and configured on the network.
2. All of the users' mobile devices are included on the network and registered to the domain.

3.  Windows Server Update Services 3.0 SP1 has been installed and configured on the MDM server.

IN THIS SECTION
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A BOUT THE ADMINISTRAT IVE TEMPLATE

The Kaspersky Endpoint Security 8 for Smartphone administrative template enables configuration of the policies for
managing the application. It consists of a text file containing all of the application's essential settings. This file
(endpoint8_en.adm) is included in the application's distribution package.

For the deployment of Kaspersky Endpoint Security 8 for Smartphone through Mobile Device Manager, the application's
administrative template must be added to the group policy object created in the administration console. The template is
installed on the administrator's workstation, which has the right to manage policies on the domain controller.

The language of the administrative template must be the same as that of the operating system installed on the
administrator's workstation!

You can configure the settings of the policies for all application components (see "Configuring the administrative
template" on page 85).

| NSTALLING THE ADMINI STRATIVE TEMPLATE

® To install the Kaspersky Endpoint Security 8 for Smartphone administrative template:
1. Create the group policy object in the administration console (MMC).

2. In the folder structure of the console, at the location of the policy object created, select the location Computer
configuration, then the Administrative templates group.

3. Inthe shortcut menu, select Add / remove templates.
4. The Add / remove templates window opens; press the Add button.
5. In the window that opens, select the endpoint8_en.adm template file stored on the administrator's workstation.

6. Press the Close button on the Add and remove templates window.
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As a result, the Settings for Kaspersky Endpoint Security 8 for Smartphone group, containing the groups of
settings for each of the application's components, will be added to the Administrative templates group.

‘i Consoled - [Console Root\Local Computer Policy\Computer Configurationis dministrative TemplatesiSettings for Kaspersk... |'

% Eil=  Action Yiew Favorites  Window  Help ;lﬂﬂ
& |H B 2
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= Computer Configuration .
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[ windows Settings 198 Scan on request
=2 Administrative Tamplates @ Protection
[_] windows Components @ Scheduled scan
=[] Settings for Kaspersky Endpoint Security 8 For Smarkphone @ Scheduled updates
@ Updates blacked when roaming
(21 anti-Theft ﬁ Source of update
[Z Anti-Spam
[ Privacy Protection
[Z Encryption
[ Firewall
[ License
[ svstem
(2 Metwark
(2 Prinkers
& User Configuration
< *
\ Extended A4, Standard

Figure 24. Administrative template

CONFIGURING THE ADMIN ISTRATIVE TEMPLATE

All of the settings for Kaspersky Endpoint Security 8 for Smartphone, including license activation, are defined through
policies. Information about the application settings assigned in the policies is stored on the MDM server and distributed to
mobile devices during synchronization.

® To configure the administrative template:

1. Inthe administration console tree, select the group policy object for which you wish to configure the Kaspersky
Endpoint Security 8 for Smartphone settings.

2. Select the location Computer configuration.

3. Select the folder Administrative templates, and in there the folder Settings for Kaspersky Endpoint
Security 8 for Smartphone.

4. Select the folder with the name of the application component for which you want to configure the settings (see
"About Kaspersky Endpoint Security 8 for Smartphone components” on page 22).

As a result, the right side of the administration console window will show the policies enabling configuration of
the selected component (see "Framework for managing the application through MDM" on page 82).

The next sections provide more detailed procedures for configuring the policies for each of the application's components.
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CONFIGURING THE PROTECTION POLICY

=® To configure the Protection policy:
1. Inthe folder structure of the administration console, select the Anti-Virus folder.
2. Inthe right hand side of the administration console window, select the Protection policy.

3. Inthe policy's shortcut menu, select Properties.
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As a result, the Protection Properties window opens.

Protection Properties
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Figure 25. The Protection Properties window.

4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.

The component / function will operate according to the settings defined by the user.
e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of

the mobile device will display a "lock".

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

o Disabled. The component / function defined by the policy is disabled on the user's mobile device. There is
no access for changing the settings. The top left corner of the screen of the mobile device will display a
"lock".

5. Inthe Scanned file types drop-down list, select the file types that Kaspersky Endpoint Security 8 for
Smartphone will scan. Available values:

o Allfiles. All types of files are scanned.

e Only executable files. Only executable files of the following formats are scanned: *.exe, *.dll, *.sis, *.mdlI,
*.app, * .rdl, *.prt, *.pxt, *.Idd, *.pdd, *.class.
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6. Inthe Action on threat detection drop-down list, select the action to be carried out when a malicious object is
identified. Available values:

e Delete. Malicious objects are deleted without informing the user.

e Log event. Malicious objects remain unchanged, while the information on their detection is entered in the
program's log. When attempting to use the object (e.g. attempt to copy or open it), access to it is blocked.

e Quarantine. Objects detected are placed in quarantine.

CONFIGURING THE SCAN ON REQUEST POLIC Y

® To configure the Scan on request policy:
1. In the folder structure of the administration console, select the Anti-Virus folder.
2. Inthe right hand side of the administration console window, select the Scan on request policy.
3. Inthe policy's shortcut menu, select Properties.

As a result, the Scan on request Properties window opens.

Scan on request Properties
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Figure 26. The Scan on request Properties window

4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.
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The component / function will operate according to the settings defined by the user.

e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of
the mobile device will display a "lock".

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

5. Inthe Scanned file types drop-down list, select the file types that Kaspersky Endpoint Security 8 for
Smartphone will scan. Available values:

e Allfiles. All types of files are scanned.

e Only executable files. Only executable files of the following formats are scanned: *.exe, *.dll, *.sis, *.mdlI,
*.app, * .rdl, *.prt, *.pxt, *.Idd, *.pdd, *.class. Furthermore, archives are not unpacked and scanned.

6. Check the Scan archives box if you want Kaspersky Endpoint Security 8 for Smartphone to scan files packed
in an archive. The application scans the following archive formats: *.zip, *.jar, *.jad, *.sis and *.sisx.

If the Scan archives box is not checked and the All files option is selected in the Scanned file types drop-
down list, the application will scan all files except those packed in archives.

7. Check the Disinfect infected, if possible box for the application to correct malicious objects. If correction is not
possible, the application carries out the action selected in the Action on threat detection drop-down list.

8. Inthe Action on threat detection drop-down list, select the action to be carried out when a malicious object is
identified. Available values:

Delete. Malicious objects are deleted without informing the user.

e Log event. Malicious objects remain unchanged, while the information on their detection is entered in the
program's log. When attempting to handle an object (e.g. copying or opening), access to it is blocked.

e Quarantine. Objects detected are placed in quarantine. This action is selected by default.

e Request action. When detecting a malicious object, a notification is provided in which a selection of one of
the following actions is suggested:

. Skip.
e Quarantine.
e Delete.

e Tryto disinfect.

CONFIGURING THE SCHEDULED SCAN POLICY

=® To configure the Scheduled scan policy:
1. In the folder structure of the administration console, select the Anti-Virus folder.
2. Inthe right hand side of the administration console window, select the Scheduled scan policy.

3. Inthe policy's shortcut menu, select Properties.
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As a result, the Scheduled scan Properties window opens.

Scheduled scan Properties
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Figure 27. The Scheduled scan Properties window

4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.

The component / function will operate according to the settings defined by the user.
e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of

the mobile device will display a "lock".

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

5. Inthe Mode drop-down list, select the start scan on demand mode. Available values:
e Manually. Users can start a scan manually at a time convenient to them.

e Daily. Scans take place every day at a specified time. In the Time field below, apply the start time using the
format HH:MM.

e Weekly. Scans take place once a week on the specified day and time. In the Day drop-down list below,
select the day of the week, and in the Time field, apply the start time using the format HH:MM.
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CONFIGURING THE SCHEDULED UPDATES POL  ICY

® To configure the Scheduled updates policy:
1. In the folder structure of the administration console, select the Anti-Virus folder.
2. In the right hand side of the administration console window, select the Scheduled updates policy.
3. Inthe policy's shortcut menu, select Properties.

As aresult, the Scheduled updates Properties window opens.

Scheduled updates Properties
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Figure 28. The Scheduled updates Properties window

4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.

The component / function will operate according to the settings defined by the user.
e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of

the mobile device will display a "lock".

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

5. Inthe Mode drop-down list, select the application database updates start mode. Available values:
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e Manually. Users can start a database update manually at a time convenient to them.

e Daily. Application database updates take place every day at the specified time. In the Time field below,
apply the start time using the 24-hour format (HH : MM).

e  Weekly. Application database updates take place once a week on the specified day and time. In the Day
drop-down list below, select the day of the week, and in the Time field, apply the start time using the 24-
hour format (HH : MM).

CONFIGURING THE UPDATES BLOCKED WHEN ROAMING POLICY

® To configure the Updates blocked when roaming policy:

1.

2.

In the folder structure of the administration console, select the Anti-Virus folder.
In the right hand side of the administration console, select the Updates blocked when roaming policy.
In the policy's shortcut menu, select Properties.

As a result, the Updates blocked when roaming Properties window opens.

Updates blocked when roaming Properties
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Figure 29. The Updates blocked when roaming Properties window

If you want to block automatic updates to the application database when the user's mobile device is in a
roaming zone, select the Enabled option on the Setting tab.

If you want to allow automatic updates to the application database when the user's mobile device is in a
roaming zone, select the Disabled option on the Setting tab.
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If you want the user to configure any blocking of updates when roaming, select the Not specified option on the
Setting tab.

CONFIGURING THE SOURCE OF UPDATES POL  ICY

®» To configure the Source of updates policy:
1. In the folder structure of the administration console, select the Anti-Virus folder.
2. Inthe right hand side of the administration console window, select the Source of updates policy.
3. Inthe policy's shortcut menu, select Properties.

As a result, the Source of updates Properties window opens.

Source of update Properties
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Figure 30. The Source of updates Properties window

4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.

The component / function will operate according to the settings defined by the user.
e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of

the mobile device will display a "lock".

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.




IMPLEMENTATION GUIDE

In the Updates server field, indicate the address of the source of application database updates, from which the
updates will be downloaded to the mobile devices.

If you want application database updates to be downloaded from Kaspersky Lab update servers, this field needs
to indicate the following address: KL Servers.

If you want application database updates to be downloaded from any other update server, specify an HTTP
server, local or network folder. For instance, http://domain.com/index/.

The folder structureintheupdat e source must be identical to the corres
update sever.

CONFIGURING THE BLOCK POLICY

® To configure the Block policy:

1.

2.

4.

In the folder structure of the administration console, select the Anti-Theft folder.
In the right hand side of the administration console window, select the Block policy.
In the policy's shortcut menu, select Properties.

As a result, the Block Properties window opens.

Block Properties
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Figure 31. The Block Properties window

If you want to enable remote blocking of the user's mobile device, select the Enabled option on the Setting tab.
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If you want to disable the Block function, select the Disabled option on the Setting tab.

If you want the user to enable or disable the Block function, select the Not Configured option on the Setting
tab.

CONFIGURING THE  DISPLAY OF TEXT WHEN DEVICE IS BLOCKED PO  LICY

® To configure the Display of text when device is blocked policy:
1. Inthe folder structure of the administration console, select the Anti-Theft folder.

2. In the right hand side of the administration console window, select the Display of text when device is blocked
policy.

3. Inthe policy's shortcut menu, select Properties.

As a result, the Display of text when device is blocked Properties window opens.

Display of text when device is blocked Properties E'
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Figure 32. The Display of text when device is blocked Properties window

4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.

The component / function will operate according to the settings defined by the user.
e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the

policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of
the mobile device will display a "lock".
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The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

5. Inthe Text when blocked field, enter the text to be displayed on the screen of the user's blocked device.

CONFIGURING THE DATA WIPE POLICY

=® To configure the Data Wipe policy:
1. In the folder structure of the administration console, select the Anti-Theft folder.
2. Inthe right hand side of the administration console window, select the Data Wipe policy.
3. Inthe policy's shortcut menu, select Properties.

As a result, the Data Wipe Properties folder opens.

Data Wipe Properties
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Figure 33. The Data Wipe Properties folder

4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.

The component / function will operate according to the settings defined by the user.

e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of
the mobile device will display a "lock".




DEPLOYING THE APPLICATION THRO UGH MS SCMDM

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

When enabling the Data Wipe policy, you must apply at least one of its settings!

e Disabled. The component / function defined by the policy is disabled on the user's mobile device. There is
no access for changing the settings. The top left corner of the screen of the mobile device will display a
"lock".

5. Check the Delete personal data box if you want Kaspersky Endpoint Security 8 for Smartphone to delete all
personal data (e.g. contacts, messages, photo gallery) from the mobile device by user command.

6. Check the Delete folders box if you want Kaspersky Endpoint Security 8 for Smartphone to delete the specified
folders from the user's mobile device.

CONFIGURING THE LIST OF FOLDERS FORD ELETION POLICY

®» To configure the List of folders for deletion policy:
1. In the folder structure of the administration console, select the Anti-Theft folder.
2. Inthe right hand side of the administration console window, select the List of folders for deletion policy.
3. Inthe policy's shortcut menu, select Properties.

As a result, the List of folders for deletion Properties window opens.

List of folders for deletion Properties
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Figure 34. The List of folders for deletion Properties window
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On the Setting tab, select one of the following options:
e Not Configured. The user creates the List of folders for deletion on the mobile device.

e Enabled. The List of folders for deletion can be created either by the user on the mobile device, or by the
administrator. With this setting, any List of folders for deletion added by the administrator cannot be edited
or deleted by the user.

Press the Show button, and create a list of folders for deletion in the window that opens, using the Add and
Remove buttons.

CONFIGURING THE GPS FIND POLICY

®» To configure the GPS Find policy:

1.

2.

4.

In the folder structure of the administration console, select the Anti-Theft folder.
In the right hand side of the administration console window, select the GPS Find policy.
In the policy's shortcut menu, select Properties.

As a result, the GPS Find Properties window opens.

GPS Find Properties
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Figure 35. The GPS Find Properties window

On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.
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The component / function will operate according to the settings defined by the user.

e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of
the mobile device will display a "lock".

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

e Disabled. The component / function defined by the policy is disabled on the user's mobile device. There is
no access for changing the settings. The top left corner of the screen of the mobile device will display a
"lock".

5. Inthe Message to email address field, indicate the email address to which a message is to be sent containing
the geographical coordinates of the user's mobile device.

CONFIGURING THE SIM WATCH POLICY

=® To configure the SIM Watch policy:
1. In the folder structure of the administration console, select the Anti-Theft folder.
2. Inthe right hand side of the administration console window, select the SIM Watch policy.
3. Inthe policy's shortcut menu, select Properties.

As a result, the SIM Watch Properties window opens.

51 Watch Properties
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Figure 36. The SIM Watch Properties window
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4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.

The component / function will operate according to the settings defined by the user.

e Enabled. The component/ function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of
the mobile device will display a "lock".

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

When enabling the SIM Watch policy, you must apply at least one of its settings!

e Disabled. The component / function defined by the policy is disabled on the user's mobile device. There is
no access for changing the settings. The top left corner of the screen of the mobile device will display a
"lock".

5. Inthe SMS to phone number field, indicate the telephone number to which, in the event of a change of SIM
card, an SMS message is to be sent with the new telephone number of the SIM card that has been inserted.
The phone number may begin with a digit or with a "+", and must contain digits only.

6. Inthe Message to email address field, indicate the email address to which a message should be sent
containing the new telephone number of the SIM card that has been inserted.

7. Check the Block the telephone when the SIM card is replaced box if you want. the application to block the
user's mobile device when the SIM card is replaced or if the device is switched on without it. You can unblock
the device only by entering the secret code.

CONFIGURING THE BLOCKING USEOF ANTI -SPAM POLICY

=® To configure the Blocking use of Anti-Spam policy:
1. Intheadministration console tree, select the Anti-Spam folder
2. In the right hand side of the administration console window, select the Blocking use of Anti-Spam policy.

3. Inthe policy's shortcut menu, select Properties.
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As a result, the Blocking use of Anti-Spam Properties window opens.

Blocking use of Anti-Spam Properties
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Figure 37. The Blocking use of Anti-Spam Properties window

4. If you want to prohibit the user from editing the Anti-Spam settings and from viewing the log for this component,
select the Enabled option on the Setting tab.

If you want to allow the user to use the Anti-Spam component, select the Disabled or Not Configured option
on the Setting tab.

CONFIGURING THE BLOCKING USEOF PRIVA CY PROTECTION POLICY

=® To configure the Blocking use of Privacy Protection policy:
1. In the folder structure of the administration console, select the Privacy Protection folder.

2. Inthe right hand side of the administration console window, select the Blocking use of Privacy Protection
policy.

3. Inthe policy's shortcut menu, select Properties.
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As a result, the Blocking use of Privacy Protection Properties window opens.

Blocking use of Privacy Protection Properties E'E'
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Figure 38. The Blocking use of Privacy Protection Properties window

4. If you want to prohibit the user from editing the Privacy Protection settings and from viewing the log for this
component, select the Enabled option on the Setting tab.

If you want to allow the user to use the Privacy Protection component, select the Disabled or Not Configured
option on the Setting tab.

CONFIGURING THE BLOCK ING ACCESS TO ENCRYP  TED DATA POLICY
® To configure the Blocking access to encrypted data policy:
1. Inthe administration consoletree select the Encryption folder.
2. Inthe right part of the administration console window, select the Blocking access to encrypted data policy.

3. Inthe policy's shortcut menu, select Properties.
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As a result, the Blocking access to encrypted data Properties window opens.

Blocking access to encrypted data Properties E'E'
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Figure 39. The Blocking access to encrypted data Properties window

4. On the Setting tab, select one of the following options:

o Not Configured. The user is allowed to edit the application settings on the mobile device. The application
will operate according to the settings applied by the user.

e Enabled. The policy is enabled. The user is prohibited from editing the application settings on the mobile
device. The top left corner of the screen of the mobile device will display a "lock".

The application will operate according to the settings applied by the policy. When this option is set, you can
configure the settings of the policy.

5. Inthe Block access drop-down list, select the time interval after which access to encrypted data is
automatically blocked. The function is automatically activated after the mobile device switches to energy-saving
mode.

CONFIGURING THE LIST OF FOLDERS FORE NCRYPTION POLICY

®»  To configure the List of folders for deletion policy, perform the following actions:
1. Inthe folder structure of the administration console, select the Encryption folder.
2. In the right hand side of the administration console window, select the List of folders for encryption policy.

3. Inthe policy's shortcut menu, select Properties.
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As aresult, the List of folders for encryption Properties window opens.

List of folders for encryption Properties
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Figure 40. The List of folders for encryption Properties window

4. On the Setting tab, select one of the following options:
o Not Configured. The user creates the List of folders for encryption on the mobile device.

e Enabled. The List of folders for encryption can be created either by the user on the mobile device, or by the
administrator. With this setting, the List of folders for encryption added by the administrator cannot be
edited or deleted by the user.

5. Press the Show button, and create a list of folders for encryption in the window that opens, using the Add and
Remove buttons.

CONFIGURING THE  FIREWALL MODE POLICY

®» To configure the Firewall mode policy:
1. In the folder structure of the administration console, select the Firewall folder.
2. Inthe right hand side of the administration console window, select the Firewall mode policy.

3. Inthe policy's shortcut menu, select Properties.
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As a result, the Firewall mode Properties window opens.

Firewall mode Properties
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Figure 41. The Firewall mode Properties window

4. On the Setting tab, select one of the following options:

e Not Configured. The component / function is enabled on the user's mobile device. The settings defined by
the policy are accessible for editing by the user on the mobile device.

The component / function will operate according to the settings defined by the user.
e Enabled. The component / function is enabled on the user's mobile device. The settings defined by the
policy are not accessible for editing by the user on the mobile device. The top left corner of the screen of

the mobile device will display a "lock".

The component / function will operate according to the settings defined by the policy. When this option is
set, you can configure the settings of the policy.

5. Inthe Mode drop-down list, select the Firewall's security level. Available values:
e Off. The Firewall is switched off. All network activity is allowed.
e Minimum protection. The Firewall blocks all incoming connections. Any outgoing connections are allowed.

e Maximum protection. The Firewall blocks all incoming connections. Outgoing connections under the SSH
[HTTP /HTTPS / IMAP/ SMTP / POP3 protocols are allowed.

e Block all. The Firewall blocks all network activity except application database updates and the functioning
of Mobile Device Manager.
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CONFIGURING THE  FIREWALL NOTIFICATI  ONS POLICY

=® To configure the Firewall notifications policy:
1. Inthe administration console tree, select the Firewall folder.
2. In the right hand side of the administration console window, select the Firewall notifications policy.
3. Inthe policy's shortcut menu, select Properties.

As a result, the Firewall notifications properties window opens.

Firewvall notifications Properties
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Figure 42. The Firewall notifications properties window

4. If you want the user to receive naotifications of any connection attempt that is prohibited under the selected
security level, select the Enabled option on the Setting tab.

If you do not want the Firewall to inform the user about the blocking of any prohibited connections on the mobile
device, select the Disabled option on the Setting tab.

If you want users to enable or disable the use of Firewall notifications for themselves, select the Not
Configured option on the Setting tab.

CONFIGURING THE LICENSE POLICY

® To configure the License policy, perform the following actions:

1. Save the key file that was sent to you by email on the MDM server.
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Open the folder with the application distribution package, and launch the kes2mdm.exe utility.
In the command line of the server console, enter a command with the following syntax:
kes2mdm.exe <full path to key file> \ <name of key file>

As a result of running the utility, the file kes8key.txt, which contains a text string, will be added to the folder
containing the application distribution package.

If kes8key.txt is not added to the folder containing the application distribution package, copy the error
description from the command line of the server console and send it to Kaspersky Lab's Technical Support
service.

Open the file kes8key.txt and copy the text string to the clipboard.
Open the administration console.

In the folder structure of the administration console, select the group policy object for which you want to install
the Kaspersky Endpoint Security 8 for Smartphone license.

On the Computer configuration tab select the Administrative templates folder and in it the Settings for
Kaspersky Endpoint Security 8 for Smartphone folder.

Select the License folder.

Open the License Properties window.

License Properties
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Figure 43. The License Properties window

On the Setting tab, select the Enabled option to configure the policy.
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10. In the Key file field, enter the text string from the clipboard.

During the next synchronization of policies, the Kaspersky Endpoint Security 8 for Smartphone license will be
installed on the users' mobile devices.

ACTIVATING THE APPLIC  ATION

To install the license for Kaspersky Endpoint Security 8 for Smartphone on mobile devices, the administrator must
configure the License policy in the application's administrative template. When the policy has been transferred to the
users' devices, the license will be installed and the application will be activated.

After installation on the mobile devices, Kaspersky Endpoint Security 8 for Smartphone works for 3 days in full
functionality mode. If, after the lapse of 3 days, a license is not installed, the application will automatically switch to the
limited functionality mode.

If you did not obtain a license before installing the application, you can add it to the policy later.

By default, the license is not included in the policy.

INSTALLATION AND DELE ~ TION OF THE APPLICAT  ION ON
MOBILE DEVICES

Mobile Device Manager allows remote installation and deletion of Kaspersky Endpoint Security 8 for Smartphone on
users' mobile devices.

To do this, in the System Center Mobile Device Manager Software Distribution console create the installation package for
installing the application (see "Creating an installation package" on page 109) and distribute it to the group of mobile
devices registered on the domain.

Before creating and distributing the installation package, it is recommended to configure the settings of the policies for
managing the application (see "Configuring the administrative template" on page 85). The frequency of synchronization
of mobile devices with the MDM server is different to the period of application of the policies. So, this action enables you
to simultaneously install the application and apply the policies on users' mobile devices.

As a result, during the next synchronization of the mobile devices with the MDM server, the application will automatically
be installed on these devices. While this is happening, the application installation status is not displayed and the user
does not take part in this at all.

Later, after the application has been installed on the mobile devices, you can change the settings of its functions using
the policies. After the policies are applied during synchronization of the mobile devices with the MDM server, the
application will already work with the changed settings.

To remotely delete the application from users' mobile devices, delete the installation package that was created in the
System Center Mobile Device Manager Software Distribution console. During the next synchronization of the mobile
devices with the MDM server, the application will be deleted from them automatically.

When you create the installation package, you can allow users to delete the application directly from their mobile devices
by themselves, by using the standard "Application deletion" procedure.
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CREATING AN INSTALLAT ION PACKAGE

To distribute Kaspersky Endpoint Security 8 for Smartphone to the mobile devices of users registered on the domain, it is
necessary to create an installation package for the application. This package will include the installation file, which will
launch automatically once it is received by the mobile devices.

Before creating the installation package, ensure that the two certificates (the certificate through which the installation file
for Kaspersky Endpoint Security 8 for Smartphone is signed, and the certification center certificate) are installed on the
MDM server. The application certificate is added to the list of Trusted Publishers, while the certification center certificate
is added to the list of Trusted Root Certification Authorities.

® To create an installation package for installing Kaspersky Endpoint Security 8 for Smartphone on users' mobile
devices:

1. Open the System Center Mobile Device Manager Software Distribution console.
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2. Open the installation package creation wizard using the reference Create.

-

=" J Create Package Wizard

O Intraduction Introduction

] Software Package Thiz wizard helpz you configure a software package to distribute and inzstall on Windows
i tobile powered devices.
[ Package Title

[ Target Devices

: Ize thiz wizard to;
T arget Operating

Syztems | - Sign files to be distributed
Il Device Languages - Create software packages
FPackage

O

: - Setd denci
Dependencies s LERanCEncas

B Fegistry Depsndencies - Contral installation
] Perit nirstal

Create |nstallation
FPackage

O

[ Completion

< Back | Mest > I Cancel

Figure 44. The Create Package Wizard window
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3. Onthe Software Package tab, in the Cabinet file field, use the Browse button to open the folder containing
the application distribution package and select the installation file endpoint. MDM_Afaria_8_0_x_xx_en.cab,
stored on the MDM server.

[

(=) J Create Package Wizard

[ Introduction Software Package
[ Software Package Select the cabinet file to install on devices. Y'ou have the option to zign the file. To zign the
g file, specify the name and location for the signed cabinet file. Mext, provide your private key
[} Package Title and itz pazzword. Then click Mest to sign the package.
[ Target Devices
gﬂfEIE'i Operating Cabinet file [*.cab or * cpf]:
zhermns | - -
- . I'x'xtsu:lhent'\endpmnt_fu:ur_MDM_en_E_EI_EI_'I b.cab Browse. .. |
[ Device Languages
Package : L
d [ r Sign cabinet file
[ Reqisty Dependencies Save zigned file az [*.cab or * cpf]:
] Permit Unirstall I Brovse. . |
Create |nstallation
U Fackage :
Private key: [*.pfx]
[ Completion
I Browse. . |

Private key password:

< Back | Mewt > I Cancel

Figure 45. The Software Package tab
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4. Onthe Package Title tab, in the Package title field, indicate the name of the installation package you are
creating, then enter its description in the Package description field.

=

=S J Create Package Wizard

[ Inbroduction Package Title

Type the package title and descrption for pour software package. The package litle
appearz on the device and the package description iz displaved in the conzole, reparts,
[ Package Title and download details.

[ Software Package

) Target Devices :
Paclkage title [up to 100 characters):

. Target Operating

< 5stems K.azpersky Endpoint Security 3 for Smartfhone

] Device L
R FPackage dezcription [up to 1000 characters);

Installation package for the anti-virus ;I

. Package
= Dependencies

[ Registy Dependencies
] Permit Unirstall

O Create Inztallation
=~ Package

[ Completion

< Back | Ment » I Cancel

Figure 46. The Package Title tab

5. Onthe Target Devices tab, select the operating system in use on the mobile devices on which you need to
install Kaspersky Endpoint Security 8 for Smartphone.
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If you want to install the application on mobile devices with all types of operating systems, select the All option.
It is recommended that you select this value.

EE}TJ Create Package Wizard

[ Introduction Target Devices
I Software Package Select the devices to receive this software package.

[ Package Title

[ Target Devices =l

: i i
i 2ot Dpisting Only the devices selected

Systems ¥ windows Mobile Standard [Devices without touch screens]

e ¥ windows Mobile LClazzic [PDA devices without telephony]
O FPackage

Dependencies ¥ windows Mobile Professional [Devices with touch scresns]
[ Registy Dependencies
[ Permit Uninztal

Create |nstallation
Package

O

[ Completion

< Back | Hest » I Cancel

Figure 47. The Target Devices tab

6. Onthe Target Operating Systems tab, indicate the versions of the operating systems in use on the mobile
devices on which you need to install Kaspersky Endpoint Security 8 for Smartphone.
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If you want to install the application on mobile devices with all versions of operating systems, select the All
option. It is recommended that you select this value.

E.PTJ Create Package Wizard

[ Introduction Target Operating Systems

I Software Package Select the \Windows Mobile operating system to receive this software package.

[ Package Title = Al

E Target Devices i~ 05 versions between;

o T arget Operating

Systems | M ajor Minor Revision
[ Device Languages ErnTi Ix I* Ix
. Package

= Dependencies

i ; T “ E I
[ Registy Dependencies i I I

L Pemnit Urinstall Faor example: From B.1.4 to B.°% = B.1.4 up ta the next majar verzion, Or from 6.1.°
O Create |nstallation to """ = B.1 and above.

~ Package

[ Completion

i~ Only the following 05 versions:

b ajor Minar Rewvizion
E x I—

Faor example: 5.7 = all B verzions. Or 6.7.4 = anly 6.1.4.

< Back | Hest » I Cancel

Figure 48. The Target Operating Systems tab

7. Onthe Device Languages tab, select the interface language of the mobile devices on which you need to install
Kaspersky Endpoint Security 8 for Smartphone.
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If you want to install the application on mobile devices with all interface languages, select the All option.

'$hj Create Package Wizard

M Inbroduction Dewvice Languages
I Software Package The inztallation program will check the language in uze on each device. Choose All
languanges or zelect the languages that must be in uge onh the device to receive this
M Package Title zoftware package.
[ Target Devices
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Systems ™ Only devices using the zelected languages
B Device Langusges kel Chinese Smplfied el Polish
FPackage _ [w] Chingze Traditional [w] Portuguese [Brazilian]
Dependencies ¥l Czech [w] Portuguese [|beriarn)
[ Registy Dependencies bl Cranish vl H':'m'?‘”'a”
i i [w] Dutch [] Ruszian
] Perit nirstal E English E Clavak
Create |Installation [w] Finrizh [w] Spanizh
FPackage [w] French [w] Swedizh
"I Completian [w] Geman [w] Turkizh
[w] Gresk
[w] Hungarian
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[ Japaneze
[w] Forean
[w] Manwedgian
Uncheck Al |

< Back | Mest > I Cancel

Figure 49. The Device Languages tab

8. On the Package Dependencies tab, indicate the dependency of the package that you are creating on other
installation packages.
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If there are no dependencies, select the No dependencies option. It is recommended that you select this value.
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Figure 50. The Package Dependencies tab

9. Onthe Registry Dependencies tab, indicate the dependencies of the package that you are creating on the
existence on required keys in the registry.
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If there are no dependencies, select the No registry dependencies option. It is recommended that you select
this value.

E.PTJ Create Package Wizard

[ Introduction Regiztry Dependencies

The installation program checks each device for registy dependencies to determine if a

[ Saft Pack 3 - . ! : :
it packadge iz applicable to that device. You can zpecify the registry keys and values required

[ Package Title b thiz zoftware package.

[ Target Devices
T arget Operating ' Mo registy dependencies
Systems

: | 7 |nztallation requires the following registry keys and data:
[ Device Languages

Package &dd Edit Remove

Dependencies

Kep [Value] | Operation | [rata

3 Registy Dependencies
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[ Completion
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Figure 51. The Registry Dependencies tab

10. If you want the user to be able to delete the application from the mobile phone independently, select the Yes
option on the Permit Uninstall tab.
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If you do not want the user to be able to delete the application from the mobile phone independently, select the
No option on the Permit Uninstall tab.

Figure 52. The Permit Uninstall tab






















































































































