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CHAPTER 1. INTRODUCTION

This guide contains description of how to use Kaspersky Anti -Virus 6.0 for
Windows Servers Enterprise Edition  (hereinafter - Anti-Virus).

Section 1.1 on pg. 12 contains general information about the Anti-Virus as well
as the description of its protection functions and of detectable threats.

Part 1 of the user guide, Configuration and Control via MMC, contains a discus-
sion of Anti-Virus control via console installed on a protected server or on a re-
mote workstation.

For instructions on how to control the Anti-Virus from the command line of the
protected server refer to the Part 2, Control of the Anti-Virus from the command
line.

Part 3, Configuration and control using Kaspersky Administration Kit, discusses
protected of servers with the Anti-Virus installed using the Kaspersky Administra-
tion Kit application.

Part 4, Anti-Virus counters, contains the description of the Anti-Virus counters for
the "System Monitor" application as well as SNMP counters and traps.

If you have not found an answer to your question about Anti-Virus in this docu-
ment, please feel free to refer to other resources containing information about
this product (see section 1.2 on pg. 18).

1.1. General Anti -Virus information

Anti-Virus protects servers running Microsoft Windows against threats penetrat-
ing computers through file exchange. It is designed to be used in local area net-
works of medium to large organizations. Anti-Virus users are computer network
administrators and specialists responsible for the Anti-Virus protection of net-
works.

You can install the Anti-Virus on servers which perform various functions as de-
tailed below: on terminal servers and printing servers, on application servers and
domain controllers as well as on file servers as such servers are more suscepti-
ble to virus infections that others due to file exchange with the user workstations.

You can control the protection of the server on which the Anti-Virus is installed
using various tools: Anti-Virus console in MMC, command line commands, or you
can use Kaspersky Administration Kit application for centralized control of protec-
tion of multiple servers each with Anti-Virus installed. You can view the Anti-Virus
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performance counters for the "System Monitor" application as well as SNMP
counters and traps.

This chapter contains the following information:

1 about Anti-Virus functions Real-time protection and On-demand scan
(see section 1.1.1 on pg. 13);

1 about threats which can be detected and disinfected by Anti-Virus (see
section 1.1.2 on pg. 14);

1 how Anti-Virus detects infected, suspicious and potentially dangerous
(riskware) objects (see section 1.1.3 on pg. 17).

1.1.1. Real -time protection and on -demand
scan

You can use two Anti-Virus functions to ensure server protection: Real-time pro-
tection and On-demand scan. You can enable or disable these functions manual-
ly or using a schedule.

Real-time protection automatically starts with the Anti-Virus startup by default
and continues running in the background mode.

The Anti-Virus scans the following objects of the protected server when they are
accessed:

1 Files;
1 Alternate file system streams (NTFS-streams);

1 Master boot record and boot sectors of the local hard drives and Re-
movable media.

When an application writes a file to a server or reads a file from it, Anti-Virus will
intercept this file, scan it for the presence of threats and perform actions you
specified if it has detected a threat: attempts to disinfect the file or simply deletes
it. Anti-Virus returns the file to the application only if it is not infected or if it has
been successfully disinfected.

Anti-Virus scans object not only for viruses but also for other types of threats, for
example, Trojan horses, adware or spyware. For more details about threats that
can be detected and disinfected by the Anti-Virus refer to 1.1.2 on pg. 14.

Additionally, Anti-Virus continuously monitors attempts to execute scripts
VBScript or JScript. created using Microsoft Windows Script (or Active Scripting)
technologies on the protected server. The application checks the code of the
scripts and automatically prohibits execution of scripts it has found malicious.
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The task of real-time Anti-Virus server protection is to ensure maximum server
security with the minimum slowdown of the file exchange.

An On-demand scan involves one-time complete or selective scan for the object
threats on the server.

Anti-Virus scans files, server RAM and the startup objects which are rather diffi-
cult to restore once they have been corrupted.

By default Anti-Virus performs a full computer scan once a week. We recom-
mend to launch full computer scan manually after the periods when the real-time
file protection had been disabled.

1.1.2. About threats detectable by Anti -
Virus

Anti-Virus can detect hundreds of thousands malware programs in the file sys-
tem objects. Some of these programs impose a greater threat for the user, others
are only dangerous when certain conditions are met. After the Anti-Virus detects
a malicious program in an object, it will assign it a certain category characterized
by a certain severity level (high, medium or low).

The Anti-Virus distinguishes the following malware categories:
1 viruses and worms (Virware)
Trojan horses (Trojware);
other malware;

il

il

1 pornware;
1 adware;
1

riskware.

Note

You can check the severity level of threats detected in the suspicious objects
detected using the Quarantine node (see Chapter 11 on pg. 155); the severity
level of threats contained in infected objects - using the Backup storage node
(see Chapter 12 on pg. 173).

A brief description of the threats is provided below. For a more detailed descrip-
tion of malware programs and their classification please visit Kaspersky Lab's
Virus Encyclopedia (http://www.viruslist.com/en/viruses/encyclopedia).
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Viruses and worms (Virware)
Severity level : high
This category includes classic viruses and network worms.

Classic virus  (class Viruses) infects files of other programs or data. It adds its
own code to such files in order to gain control when these files are opened. After
it has penetrated the system, a classic virus gets activated when triggered by a
certain event and performs its malicious action.

Classic viruses differ depending on their environment and method their use for
infecting other objects.

The term environment refers to areas of a computer, an operating system or an
application, penetrated by the virus code. Based on the environment, file, boot,
macro and script viruses are distinguished.

The term method of infection refers to various methods of implanting the mali-
cious code into the objects being infected. There are numerous types of viruses
using various methods of infection. Overwriting viruses write their own code re-
placing the code of the file they infect and destroying the content of such file. The
infected file stops working and cannot be restored. Parasitic viruses modify files'
code leaving such files fully or partially operating. Companion viruses do not
modify files but create their duplicates. When such infected file is accessed, the
control will be overtaken by its duplicate, which is the virus. There are also link
viruses which infect object modules (OBJ), viruses which infect compiler libraries
(LIB), viruses which infect original text of programs, etc.

After it penetrates the system, the code of a network work (Class Worm) , simi-
larly to the classic virus code, gets activated and performs its malicious action.
The network worm received its name due to its ability to tunnel from one com-
puter to another - to send copies of itself through various information channels.

The method of proliferation is the main attribute that differentiates various types
of network worms. Network worms can be mail worms, internet pager worms,
IRC channels worms, file sharing network worms and other network worms. Oth-
er network worms are those worms which distribute copies of themselves in net-
work resources, penetrate operating systems using vulnerabilities in them and in
the applications running under them, penetrate public network resources and use
other threats.

Many network worms can proliferate extremely fast.

In addition to the damage they inflict to the infected computer, network worms
discredit the owner of such computer, cause additional charges for network traffic
and clutter up internet channels.

Trojan horses (Trojware )

Severity level : high
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Trojans (classes Trojan, Backdoor, Rootkit and others) perform on computers
actions not authorized by the user, for example, they steal passwords, access
internet resources, download and install other programs.

Unlike classic viruses, Trojans do not proliferate by themselves penetrating files
and infecting them. Rather, they are transferred by the "master's” command.
However, Trojans may inflict far greater damages compared to a regular virus
attack.

The most dangerous Trojans are Backdoors - remote administration utilities.
When run, these programs install themselves in the system without the user's
knowledge and perform hidden monitoring: they erase data from drives, "freeze"
the system or transfer information to their developer.

Another type of Trojans is Rootkit. Like other Trojans programs Rootkits per-
meate the system without the user's knowledge. Although they do not perform
any malicious actions, they camouflage other malware programs and their activi-
ties and thus extend the existence of such programs in the infected system.
Rootkits may hide files or processes in the memory of an infected computer or
register keys run by malware programs. Rootkits may also conceal hacker's ac-
cessing the system.

Other malware programs  (Malware)
Severity level : average

Other malware programs do not impose any threat to the computer on which
they are executed, yet they can be used to organize network attacks on remote
servers, hack other computers, create other viruses or Trojan programs.

There are many types of other malware programs. Network attacks (class DoS
(Denial-of-Service)) send multiple requests to remote servers which cause these
servers to fail. Hoaxes (types BadJoke, Hoax) alarm users with virus-like mes-
sages: they can "detect" a virus in a clean file or display a message about disk
formatting which will not take place. Encrypting programs (classes FileCryptor,
PolyCryptor) encrypt other malware programs to prevent them from being de-
tected during an Anti-Virus scan. Constructors (class Constructor) allow generat-
ing original texts of viruses, object modules or infected files. Spam utilities (class
SpamTool) collect e-mail addresses on the infected computer or turn such com-
puter into a spam sending machine.

Pornware (Pornware )
Severity level : medium

Pornware programs are included into a "not-a-virus" programs class. They have
functions which may inflict damage to the user only if special conditions are met.

Such programs are associated to the display of porn information to the user. De-
pending on the behavior of the programs, three types are distinguished: automat-
ic dialers (Porn-Dialer), downloaders (Porn-Downloader) and tools (Porn-Tool).
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Porn dialers connect to pay-per-virus pornographic internet resources using a
modem, porn downloaders download pornography to the user's computer. Porn
tools are programs related to the search and display of pornographic materials
(for example, specials instrument panels for browsers and special video players).

Adware (Adware)
Severity level: medium

Adware programs are included into a "not-a-virus" class. They are built-in into
other programs without the user's knowledge to display advertising messages in
their interface. In many cases adware programs, in addition to displaying adver-
tising messages, gather users' personal information and send it to their develop-
er, change browser's settings (browser home page, search page, security levels,
etc.) and create traffic that is not controlled by the user. In addition to violation of
the security rules, activities of adware programs may cause direct financial dam-
ages.

Riskware
Severity level : low

Riskware programs are included into a "not-a-virus" programs class. Such pro-
grams may be legally purchased and used in the daily operations of users, for
example, system administrators.

Some remote administration programs, such as RemoteAdmin, are considered
riskware. It is the user who installs and runs these programs on his or her com-
puter. This differentiates them from the Backdoor programs which install them-
selves into the system and start monitoring the system without the user's know-
ledge.

Risk programs also include some automatic keyboard layout change programs,
IRC clients, FTP servers, utilities for killing and hiding processes.

1.1.3. About infected and suspicious
objects and objects that may
potentially contain malicious code

Server on which Anti-Virus is installed stores a set of Anti-Virus bases (hereinaf-
ter - bases, database). Bases are files containing records that are used to identi-
fy the presence of malicious code with hundreds of thousands known potential
threats in the detectable objects. Records contain information about the control
sections of the threats' code and algorithms used for disinfecting objects in which
these threats are contained.
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If Anti-Virus detects (in a detectable object) sections of code that fully coincide
with the control code sections of a threat based on the information provided in
the bases, it will find such object infected, and, if it coincides only partially (in
accordance with some conditions) i suspicious.

Additionally, Anti-Virus detects objects, which may potentially contain malicious
code. For this purpose, it uses a heuristic code analyzer. It would not be true to
say that the code of such object fully or partially coincides with the code of a
known threat, but it does contain some command sequences characteristic of
malicious objects, such as opening a file or writing to a file or interception of in-
terrupt vectors. Heuristic analyzer determines for example that a file seems to be
infected with an unknown boot virus.

If Anti-Virus finds a detectable object infected or suspicious, it will return the
name of the threat contained in such object; if Anti-Virus finds that an object may
potentially contains malicious code, it will not return the name of the threat con-
tained in this object.

Note:

Term "objects potentially containing malicious code" is not used in the security
setting configuration dialog box or in the Security Settings dialog window and
the Task Statistics dialog window: Anti-Virus calls "suspicious" those objects
that may potentially contain malicious code and suspicious objects (in which
code sections that coincide with the code of known threats have been de-
tected).

In other dialog boxes of the Anti-Virus console terms "suspicious objects" and
"objects that may potentially contain malicious code" are named differently.
Term "suspicious objects" only refers to suspicious objects.

1.2. Obtaining information about
Anti -Virus

If you have any questions regarding purchasing, installing or using Anti-Virus,
you can easily receive answers to them.

Kaspersky Lab has many sources of information and you can select the source
most convenient to you depending on how urgent and important your question is.
You can:

1 find the answer to your question on your own (see section 1.2.1 on pg.
19);

1 receive an answer from the Sales Department personnel (see section
1.2.2 on pg. 20);
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1 receive a response from a Technical Support specialist if you already
have purchased Anti-Virus (see section 1.2.3 on pg. 21);

9 discuss your question not only with Kaspersky Lab's specialist but also
with other users in the web form section dedicated to Anti-Virus (see
section 1.2.4 on pg. 22).

1.2.1. Sources of information to research
on your own

You can refer to the following information sources about the application:
1 the Anti-Virus page at the Kaspersky Lab's website;
1 application page at the Support Service (Knowledge Base) website;
1 help system;
1 documentation.
The Anti-Virus page at the Kaspersky Lab's website

http://www.kaspersky.com/kaspersky Anti-
Virus_windows_server_enterprise

This page contains general information about the application, its functionality
and peculiarities. You can purchase the application or extend the period of
its usage in our online store.

App lication page at the Support Service (Knowledge Base) website

http://support.kaspersky.com/win_serv_ee 6mp2

This page contains articles published by the Technical Support service spe-
cialists.

These articles contain useful information, recommendations and answers to
frequently asked questions related to the purchase, installation and use of
the application. These answers are grouped by topics, such as, for example,
"Working with key files", "Configuring base updates" or "Troubleshooting".
The articles may answer questions which are related not only to this particu-
lar application, but also to other Kaspersky Lab's products; they also may
contain general Technical Support service news.

Help system
The application's distribution kit includes a complete help file.

Complete help file contains information on managing the computer protec-
tion using Anti-Virus console in MMC: view the protection status, scan vari-


http://www.kaspersky.com/kaspersky_Anti-Virus_windows_server_enterprise
http://www.kaspersky.com/kaspersky_Anti-Virus_windows_server_enterprise
http://support.kaspersky.com/win_serv_ee_6mp2
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ous areas of the computer and perform other tasks. It also contains informa-
tion about managing the application from the command line, use Anti-Virus
efficiency counters as well as SNMP counters and traps.

In order to open the complete help file, select the Display help command
from the Help menu in the Anti-Virus console.

If you have any questions regarding an individual application window, you
can refer to the context help.

In order to open the context help, press the Help button or <F1> key in the
window you need help on.

Documentation

The set of documents supplied with the application contains most of the in-
formation required for its operation. The set contains the following docu-
ments:

1 Typical usage schemes . This document discusses the use of Anti-
Virus in the enterprise network.

1 Comparison with K aspersky Anti-Virus 6.0 for Windows Ser v-
ers. This document lists the characteristics of the Anti-Virus which
differentiates it from Kaspersky Anti-Virus 6.0 for Windows Servers.

1 Installation Guide contains Anti-Virus installation requirements to
the computer, Anti-Virus installation and activation instructions as
well as instructions on verifying its operability and initial setup.

1  Administration Guide (this document) discusses how to work with
the Anti-Virus console in MMC, manage Anti-Virus from the Kas-
persky Administration Kit application and from the command line,
use Anti-Virus efficiency counters as well as counters and traps for
the SNMP protocol.

Files with these documents in PDF format are included into the Anti-Virus
distribution kit.

Alternatively you can download files with these documents from the Anti-
Virus page of the Kaspersky Lab's website.

After you have installed the Anti-Virus console you can open the Administra-
tor's Guide from the Start menu.

1.2.2. Contacting the Sales Department

If you have questions regarding selecting or purchasing Anti-Virus or extending

the period of its use, you can phone Sales Department specialists in our Central

Office in Moscow at:
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+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00.
The service is provided in Russian or English.

You can also send your questions to the Sales Department specialists by e-mail
at sales@kaspersky.com.

In the Sales Department you can obtain an advice on managing the enterprise
network protection, application network deployment or joint use of the application
with other programs.

1.2.3. Contacting the Technical Support
service

If you already purchased the application you can obtain information about it from
the Technical Support service by phone or via internet.

The Technical Support service specialists will answer your questions regarding
the installation and the use of the application and will help you eliminate the con-
sequences of the activities of malware and you computer had already been in-
fected.

Technical support by phone

If you have a problem requiring urgent help, you can call the Technical Sup-
port service located in our Moscow office at:

+7 (495) 797-87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08.

We provide technical support to Kaspersky Lab's users around the clock in
Russian and English.

If you wish to talk to an expert specializing exclusively in Kaspersky Anti-
Virus 6.0 for Windows Servers Enterprise Edition, call during business
hours, from 10:00 am until 6:30 pm Moscow time (GMT +3).

Provide to the Technical Support service specialist the application's activ a-
tion code or the key serial number (you can view it in the Keys node of the
Anti-Virus console in the properties of the key installed).

An e-mail requ est to the Technical Support service (for registered users
only)
You can ask your question to the Technical Support Service specialists by

filling out a Helpdesk web form at
http://support.kaspersky.com/helpdesk.html.

You can send your question in Russian, English, German, French or Span-
ish.


mailto:sales@kaspersky.com
http://support.kaspersky.com/helpdesk.html
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In order to send an e-mail message with your question, you must indicate
the client number obtained during the registration at the Technical Support
service website along with your password .

Note

If you are not yet a registered user of Kaspersky Lab's applications you can
fill out a registration form on page:

https://support.kaspersky.com/en/PersonalCabinet/Registration/Form/.

During the registration you must provide the application's activation code or
the key serial number (you can view it in the Keys node of the Anti-Virus
console in the properties of the key installed).

You will receive a Technical Support service specialist's response to your e-
mail at the e-mail address you have specified in your question and in your
Personal Cabinet

https://support.kaspersky.com/en/PersonalCabinet.

Describe the problem you have encountered in the request web form with as
much detail as possible. Specify the following in the mandatory fields:

1 Request type . Questions most frequently asked by users are
grouped into special topics, for example "Product installa-
tion/removal problem" or "Virus scan/removal problem". If you have
not found an appropriate topic, select "General Question".

1  Product name : Kaspersky Anti-Virus 6.0 for Windows Servers En-
terprise Edition.

1 Request text: Describe the problem you have encountered with as
much detail as possible.

1 Client number and password . Enter the client number and the
password which you have received during the registration at Tech-
nical Support service website.

1 E-mail address . The Technical Support service specialists will use
this e-mail address to send their answer to your question.

1.2.4. Discussing Kaspersky Lab's

applications at the web forum

If your question does not require an urgent answer, you can discuss it with Kas-
persky Lab's specialists and other users of Kaspersky Lab's Anti-Virus applica-
tions in our forum located at http://forum.kaspersky.com/.
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In this forum you can view topics published earlier, leave your comments, create
new topics and use the search engine.

For example, you can discuss various scenarios of Anti-Virus deployment in your
organization and its configuration options.



PART 1. CONFIGURATION
AND CONTROL VIA MMC

This part contains the following information:

1 Starting the Anti-Viruscons ol e in [ [ ua, gr Anti-Vilumn g a c c
functions, description of the console window appearance (see Chapter
2 on pg. 25);

1  Configuring general Anti-Virus settings (see Chapter 3 on pg. 40);

1 Importing and exporting Anti-Virus settings and its individual functional
components (see Chapter 4 on pg. 44);

1 A concept of task in the Anti-Virus, types of tasks, operations performed
with tasks, configuring a task schedule, viewing task statistics, launch-
ing a task under a different account (see Chapter 5 on pg. 48);

1 Configuring a real-time task settings (see Chapter 6 on pg. 62);

1 Blocking access from computers to the server during Real-time file
protection tasks (see Chapter 7 on pg. 87);

1  Trusted zone (see Chapter 8 on pg. 99);

1 Updating the Anti-Virus bases and application modules (see Chapter 10
on pg. 136);

1  Using quarantine for isolation of suspicious objects (see Chapter 11 on
pg. 155);

1 Backing up files before disinfection or deletion and using Backup (see
Chapter 12 on pg. 173);

1 Registration of events and Anti-Virus statistics (see Chapter 13 on pg.
185);

1 Installing and deleting license keys (see Chapter 14 on pg. 209);
1  Configuring notifications (see Chapter 15 on pg. 214).



CHAPTER 2. WORKING WITH

ANTI -VIRUS CONSOLE IN
MMC AND ACCESS TO  ANTI -
VIRUS FUNCTIONS

This chapter contains the following information:

f
f

2.1.

about the Anti-Virus console in MMC (see 2.1 on pg. 25);

advanced configuration after the installation of the Anti-Virus Console in
MMC onto another computer (see 2.2 on pg. 26);

starting the Anti-Virus console from the Start menu (see 2.3 on pg. 31);

functions of the Anti-Virus icon in the notification area of the protected
server's task tray (see 2.4 on pg. 32);

appearance of the Anti-Virus console window (see 2.5 on pg. 34);

distribution of access permissions to Anti-Virus functions (see 2.6 on pg.
34);

starting and stopping the Anti-Virus service (2.7 on pg. 38).

About the Anti -Virus console in
MMC

The Anti-Virus console is an isolated snap-in added to the MMC console (Micro-
soft Management Console).

After the installation of the Anti-Virus console the installer saves the .msc file (file
name) to the Anti-Virus folder and adds the Anti-Virus snap-in to the list of iso-
lated Microsoft Windows snap-ins.

You can open the Anti-Virus console on the protected server by starting it from
the Start menu or from the shortcut menu of the P& Anti-Virus icon in the task
tray by starting the msc-file with the snap-in or adding the Anti-Virus snap-in to
the existing MMC console as a new element in the tree.
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You can launch msc-file of Anti-Virus snap-in or add Anti-Virus snap-in to the
existing MMC console as a new element in the tree. In Microsoft Windows 64-
byte version you can add Anti-Virus snap-in only in MMC 32-byte version
(MMC32): open MMC using the shell with command: mmc.exe /32 .

You can manage the Anti-Virus via the MMC installed on the protected server or
on any other computer within the network. After you have installed the Anti-Virus
console onto another computer you must perform advanced configuration as
described in section 2.2 on pg. 26.

You can add several Anti-Virus snap-ins to a single console opened in the autho-
rizing mode in order to use it for managing protection of multiple servers on
which Anti-Virus is installed.

2.2. Advanced configuration after

installation of the Anti -Virus
Console in MMC on another
computer

If you installed the Anti-Virus Console in MMC onto another computer rather than
on the protected server, you must perform the following actions in order to re-
motely control Anti-Virus on the protected server:

1 add Anti-Virus users to the KAVWSEE Administrators  group on the
protected server (see section 2.2.1 on pg. 27);

1 if the protected server is running Microsoft Windows Server 2008, allow
network connections for the Anti-Virus management service kavfsgt.exe
on this computer (see 2.2.2 on pg. 28);

1 if remote computer is running Microsoft Windows XP SP1, disable on it
Windows Firewall to allow network connections for the Anti-Virus Con-
sole installed on it (see section 2.2.3 on pg. 29).

1 for the Anti-Virus Console on a computer running Microsoft Windows
XP SP2 or Microsoft Windows Vista: if during Console installation you
have not enabled the checkbox to Allow network connections for
Kaspersky Anti-Virus Console , then allow manually network connec-
tions for the console in the firewall on that computer (see section 2.2.4
on pg. 29).
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2.2.1. Adding Anti -Virus users to the
KAVWSEE Administrators group on
the protected server

In order to manage Anti-Virus via the Anti-Virus console in MMC installed on
another computer the Anti-Virus users must have full access to the Anti-Virus
management service (Kaspersky Anti-Virus Management) on the protected serv-
er. By default only users included into the group of local administrators on the
protected server have access to this service.

Note

To learn which services Anti-Virus registers refer to document Kaspersky Anti-
Virus 6.0 for Windows Servers Enterprise Edition. Installation Guide.

You can grant the right to access the Anti-Virus management service to the ac-
counts of the following types:

1 accounts reg istered locally on the computer on which Anti-Virus con-
sole in installed. In order to establish a connection, an account with the
same data shall be locally registered on the protected server;

1 accountregistered in the domain  in which the computer with the Anti-
Virus console installed is registered. In order to establish a connection
the protected server must be registered within the same domain or with-
in a domain that is in trust relationship with this domain.

During the installation Anti-Virus registers KAVWSEE Administrators group on
the protected server. Users of this group are granted access to the Anti-Virus
management service. You can grant or disallow users access to the Anti-Virus
management service by adding them to the KAVWSEE Administrators  group or
removing them from this group.

In order to allow or disallow access to the Anti-Virus management service:

1. On the protected server select Start Y Settings Y Control Panel . Se-
lect Administrative Tools Y Computer Management in the Control
panel window.

2. In the Computer Management console expand the Local users and
groups node and then expand the Groups node.

3. Double click the KAVWSEE Administrators group and perform the fol-
lowing actions in the Properties window:

1 in order to allow the user to remotely manage Anti-Virus using the
console, add this user to the KAVWSEE Administrators  group;
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1 in order to disallow the user to remotely manage Anti-Virus using
the console, remove this user from the KAVWSEE Administrators

group.
Press OK in the Properties dialog box.

2.2.2. Allowing network connections for

Anti -Virus management service on
the server running Microsoft
Windows Server 2008

In order to establish connections between console and Anti-Virus management
service it is necessary to allow network connections through the Firewall for Kas-
persky Anti-Virus management service on the protected server.

To allow network connections for Kaspersky Anti-Virus management service:

1

On the protected server running Microsoft Windows Server 2008 select
Start - Control Panel - Security - Windows Firewall .

In the Windows Firewall settings  dialog window click Change
settings .

In the list of predefined exceptions on the Exceptions tab check the
flags: COM + Network access , Windows Management
Instrumentation (WMI) and Remote Administration

Press the Add Program button.

Specify kavfsgt.exe file in the Add a Program dialog window. It is
located in the folder that you have specified as a destination folder
during Anti-Virus console in MMC installation. By default the full path to
the file is as follows:

1 in Microsoft Windows 32-byte version: %ProgramFiles%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 For Windows Servers Enterprise
Edition\kavfsgt.exe;

T in Microsoft Windows 64-byte version:
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky Anti-Virus 6.0 For
Windows Servers Enterprise Edition\kavfsgt.exe.

Press the [ sbutton.

Press the [ sbutton in the Windows Firewall settings  dialog window.
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2.2.3. Enabling network connections for the
Anti -Virus ddt Console in Microsoft
Windows XP SP1

If the computer with the installed Anti-Virus Console runs Microsoft Windows XP
SP1, you will have to disable Windows firewall on that host to allow network con-
nections for the console:

1. On the computer with the installed Anti-Virus Console in [ [ d select
Start - Control Panel - Network Connections .

2. Open the context menu of a network connection (e.g., Local Area
Connection ) and select its Properties .

3. Use the <Network connection name>: Properties  dialog to disable on
the Advanced tab the Protect my Internet connection  checkbox.

4. Pressthe [ sbutton.

2.2.4. Enabling network connections for the
Anti -Viru s dodot Console in Microsoft
Windows XP SP2 or Microsoft
Windows Vista

The Anti-Virus console in MMC on the remote computer uses the DCOM protocol
in order to receive information about Anti-Virus events (objects scanned, tasks
completed, etc.) from the Anti-Virus management service on the protected serv-
er.

If the computer with the installed console runs Microsoft Windows XP SP 2 or
Microsoft Windows Vista, you will have to allow network connection via the fire-
wall on this computer in order to open connections between the console and the
Anti-Virus management service.

Perform the following steps:

1 make sure that anonymous remote access to COM applications is al-
lowed (but not remote launch and activation of COM applications) and
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in the Windows firewall open TCP port 135 and allow network connec-
tions for the executable file kavfsrcn.exe of Anti-Virus remote manage-
ment process.

The client computer on which the Anti-Virus console in MMC is installed
uses port TCP 135 in order to access the protected server and to re-
ceive the server response.

In order to grant anonymous access to COM applications:

1.

5.

On the computer with the Anti-Virus MMC console installed open the
Component Services console. To do that select Start - Run, type
dcomcnfg and press the OK button.

Expand the Computers node in the Component Services console of
the computer, open the shortcut menu of the My Computer node and
select the Properties command.

In the COM Security of the Properties dialog box, press the Edit Li m-
its button in the Access Permissions group of settings.

Make sure that the Allow remote access box is checked for the
ANONYMOUS LOGON user in the Access Permission dialog box.

Press the OK button.

In order to open TCP port 135 in the Windows firewall and allow network connec-
tions for the executable file of Anti-Virus remote management process:

1.
2.

Close Anti-Virus MMC console on the remote computer.
Perform one of the following actions:

1 in Microsoft Windows XP SP2 or higher select Start- Control
Panel - Windows Firewall .

 in Microsoft Windows Vista select Start - Control Panel -
Windows Firewall and click Change settings in Windows
Firewall dialog window.

In Windows Firewall dialog window (or Windows Firewall settings )
press the Add port button on the Exceptions tab.

In the Name field specify the part name RPC (TCP/135) or enter anoth-
er name, for example Anti -Virus DCOM and specify port number (135)
in the Port name field.

Select TCP protocol.
Press the OK button.

Press the Add program button on the Exceptions tab.
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8.

10.

2.3.

Specify file kavfsrcn.exe in the Add a program dialog box. Itis stored in
the folder that you specified as the destination folder during the
installation of the Anti-Virus console in MMC. By default the full path to
the file is as follows:

1 in Microsoft Windows 32-byte version: %ProgramFiles%\Kaspersky
Lab\Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise
Edition Admins Tools\kavfsrcn.exe;

T in Microsoft Windows 64-byte version:
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky Anti-Virus 6.0 for
Windows Servers Enterprise Edition Admins Tools\kavfsrcn.exe.

Press the OK button.

Press OK in the Windows Firewall (Windows Firewall settings ) di-
alog box.

Note

In order to apply the new connection settings: if the Anti-Virus console
was opened while you were configuring the connection between the
protected server and the computer with the console installed, close the
console, wait for 30-60 seconds (until the Anti-Virus remote manage-
ment process kavfsrcn.exe is completed) and then run it again.

Starting the  Anti -Virus console
from the  Start menu

Make sure that Anti-Virus console is installed on the computer.

In order to start the Anti-Virus console from the Start menu:

1.

select Start - Programs - Kaspersky Anti -Virus 6.0 for Windows
Servers Enterprise Edition - Administration Tools - Kaspersky
Anti-Virus f 4 Consol e

Note
If you plan to add other snap-ins to the Anti-Virus console, open the
console in the authoring mode, select Start - Programs - Kas-

persky Anti -Virus 6.0 for Windows Servers Enterprise Edition -
Administration Tools , open the shortcut menu on the Kaspersky An-
ti-Virus console and select Author .
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If you started the Anti-Virus console on the protected server, the con-

sole window (see Figure 1) will open.

|- kaspersky Anti-¥irus 6.0 Console

K File  Action  iew

Window  Help
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r Anti-¥irus 6.0 for Windows Servers Enterprise Edition
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Figure 1. The Anti-Virus console window

If you started the Anti-Virus console on a remote computer rather than
on the protected server, connect to the protected server: open the
shortcut menu on the Anti-Virus snap-in name, select command Con-
nect to another computer , then select Another computer in the Se-
lect computer dialog box and specify the network name of the pro-
tected server in the entry field.

If the account that you used to log on to Microsoft Windows does not
have the access right to the Anti-Virus Management Service at the
server, specify a different account that has such rights. For details on
which accounts you can grant access to the Anti-Virus Management
Service refer to section 2.2.1 on pg. 27.

icon in the
notification area of the
tray

task

Each time Anti-Virus is automatically starts after the server restart, the Pa Anti-
Virus icon will be displayed in the notification area of the task tray. It is displayed
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by default if during Anti-Virus installation you included Task tray application
component into the set of the installed components.

The Anti-Virus icon may have one of the two statuses:

[ 4 Active (color) if any real-time protection task (Real-time file protection
or Script Monitoring ) is currently in progress (for details about real-
time task protection refer to section 6.1 on pg. 62)

4 Inactive (black and white) - if the Real-time file protection task or the
Script Monitoring is not being performed at the moment.

To open the shortcut menu shown on Figure 2, right-click the M Anti-Virus icon.

Cpen Kaspersky Anki-Yirus Consale

About khe program

Hide =
|

Figure 2. Shortcut menu of the Anti-Virus menu

The shortcut menu includes the following commands:

Command Description

Open Kaspersky If Anti-Virus console is installed at the computer, you can
Anti -Virus Console | open it.

About the program | Opens the About the program window with information
about the Anti-Virus.

If you are registered as Anti-Virus user, then the About
the program window would contain information about
urgent updates installed.

Hide Hides the Anti-Virus icon in the notification area of the
task panel.

In order to display the Anti-Virus icon, select Programs
- Kaspersky Anti -Virus 6.0 for Windows Servers
Enterprise Edition - Tray Application

You can enable or disable the display of the Anti-Virus icon after Anti-Virus au-
tomatically starts following the server restart (see section 3.2 on pg. 40).
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2.5. Anti -Virus console window

Anti-Virus console window (see Figure 3) includes the console tree and the result
panel. The console tree displays the Anti-Virus functional components and the
result panel - information about the node selected.

| Kaspersky Anti-¥irus 6.0 Console = |E||5|

K File Action Wew ‘Wndow Help |;|i|5|

e B pBIR

K Kaspersky Arti-tinus % Real-time protection
[+-f Real-time protection
AL -
. dem‘.and scan Managing real-time file protection and T?Sk Name I Task status | Start time:
g Quakr:ntlne script monitaring W/ Real-time file protection  Mat running
3] Backup - - .
Y Scripk monikaring Mok running
@ Update m Refresh v
- [EE] System audit log 2 Help
a Reports
- Jli] Statistics 4 | ©
-8 License keys Real-time protection Standard /'

Figure 3. Anti-Virus console

If run from the Start menu, the Anti-Virus console will contain the taskpad (from
an .msc file saved when Anti-Virus is installed). If you added the Anti-Virus utility
to the MMC console yourself, the console will not contain the taskpad.

2.6. Distribution of access
per missionsto  Anti -Virus
functions

This section contains the following information:
1  On access permissions to Anti-Virus features (see 2.6.1 on pg. 35);

1 Granting access permissions to Anti-Virus features (see 2.6.2 on pg.
36).
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2.6.1. About access permissions to Anti -
Virus functions

By default access to all Anti-Virus functions is granted to the users of the Admi n-
istrators group and users of group KAVWSEE Administrators created on the
protected server during Anti-Virus installation.

Users who have access to Anti-Virus function Managing permissions  can grant
access to Anti-Virus functions to other users registered on the protected server
or included into the domain.

If a user is not registered in the Anti-Virus users' list, he cannot view the Anti-
Virus console.

You can grant an Anti-Virus user (or a group of users) access permissions to:
1  All Anti-Virus functions (full control );

1 To All Anti-Virus functions except the user permissions management
function (modification );

1 only for viewing functional Anti-Virus components, general Anti-Virus
settings, settings of its functions and tasks, statistics and user rights
(reading).

You also can perform advanced configuration of the access permissions: allow or
disallow access to individual Anti-Virus functions. Functions, access to which can
be modified, are listed in the Table 1.

Table 1 Distribution of access permissions to Anti-Virus functions

Function Description

Read statistics Viewing the status of the functional Anti-Virus com-
ponents and statistics of the tasks in progress

Task status management | Anti-Virus task starting/stopping/pausing/resuming

Task management Creating and deleting on-demand scan tasks

Read settings 1 Viewing general Anti-Virus and task settings;

1 Viewing report, notification and System audit log
settings;

1 Exporting Anti-Virus settings
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Function Description
Modify settings 1 Viewing and changing general Anti-Virus and task

settings;
Importing and exporting Anti-Virus settings;
Viewing and changing task settings;

Viewing and changing the report, notification and
System audit log settings

Quarantine and Backup
management

1

Placing objects into quarantine;

Removing objects from the quarantine and remov-
ing files from Backup

restoration of objects from Backup and quarantine

View reports

Viewing summary and detail reports about task ex-
ecution in the Reports nodes and events in the Sys-
tem auditlog node

Manage reports

Deleting reports and purging the system audit log

Key management

Installing and removing keys

Read permissions

Viewing the list of the Anti-Virus users

Manage permissions 1 Adding and deleting Anti-Virus users;
1 Modifying user access permissions to Anti-Virus
functions
2.6.2. Configuring access rights to the Anti -

Virus functions

In order to add or delete a user (a group) or to change the access permissions of

a user (a group):

1. Right-click the Anti-Virus utility in the console tree and select Modify

user pe rmissions .

The Permissions dialog box (see Figure 4) will open:
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2.

Permissions for Kaspersky Anti-¥irus 21|

Security I

Group or uger names:

!ﬁ Administrators [W-2003-5F1-¥0 L\Admlnlstrators]

€3 SYSTEM

Add... | Bemaove |
Permissions for KAVWSEE
Administrators Allawy Deny
Full cartral O
Fead O
Modification O
Special Permissions O O

For special permizsions or for advanced settings, Advanced |
click &dvanced. -
ak. I Cancel | Apply |

Figure 4. The Permissions dialog box

Perform the following in the Permissions dialog box.

1

in order to add a user (a group) to the list of Anti-Virus users, press
the Add button and select users or groups you wish to add;

to grant to the added user (group) access permissions to Anti-Virus
functions, select the user (group) under heading Group or user
names and check the Allow box for further actions

o Full control i to grant access to all Anti-Virus functions;

o Read i to grant access to functions Statistics reading , Set-
tings reading , Report reading and Right reading ;

0 Modification i to grant access to all Anti-Virus functions ex-
cept function Right modification

In order to perform advanced permission configuration (Special
permissions ), press the Advanced button, then select the re-
quired user or group and press the Modify button in the Advanced
security settings , and then in the Permission entries dialog box
(see Figure 5) check the Allow or the Deny box next to the func-
tions access to which you wish to allow or prohibit. (The list of func-
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tions and their brief description is provided in Table 1). Then press
the OK button.

Permission Entry for Kaspersky Anti—U: ; ﬂil
Object |
Mame: EE Administr ators
Apply ok IThis ahiect aly j
Permissions: Allave Deny
Full control
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M odify zettings

Fead zettings

Manage Uuarantine and Backup
M anage reporte

Fead reportz

Fietrieving statistics

Manage license keys

Fead pemissions

EEERRENEEEEEEE
OOO00O000OoOoon

Edit permizsions

Clear Al |
oK I Cancel |

Figure 5. The Permission Entry dialog box

3. Press the OK button in the Permissions dialog box.

2.7. Starting and stopping

By default the Anti-Virus service starts automatically during the operating system
startup. The Anti-Virus service controls the processes in which real-time protec-
tion, on-demand scan and updating tasks are being executed.

By default when the Anti-Virus services is started, tasks Real-time file prote c-
tion, Script Monitoring and Scan at system startup and Application integr ity
control as well as other tasks that are scheduled to start At application startup
will be started.

If you stop the Anti-Virus service, execution of all tasks will be interrupted. After
you restart the Anti-Virus service, interrupted tasks will not be resumed automati-
cally. Only those tasks scheduled to start At application start up will be res-
tarted.
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Note

You can start and stop the Anti-Virus service only if you are a member of the
group of local administrators on the protected server.

In order to start or stop an Anti-Virus service, open the shortcut menu of the Anti-
Virus snap-in in the console tree and select one of the following commands:

1 Stop, to stop the Anti-Virus service;
i Start, to start the Anti-Virus service.

You also can start and stop the Anti-Virus service using the Microsoft Windows
Services snhap-in.




CHAPTER 3. GENERAL ANTI -
VIRUS SETTINGS

This chapter contains the following information:
1 about general Anti-Virus settings (see 3.1 on pg. 40);
1 configuring general Anti-Virus settings (see 3.2 on pg. 40).

Discussion of general Anti-Virus settings is provided in A.1 on pg. 339.

3.1. About general  Anti -Virus
sett ings

General Anti-Virus settings establish the general conditions of the Anti-Virus op-
eration. They allow controlling of the number of working processes used by the
Anti-Virus, enable Anti-Virus task recovery after an abnormal termination, main-
tain the tracking log, enable creating the memory dump file of the Anti-Virus
processes in case of an abnormal termination, turn on or off the display of the
Anti-Virus icon after Anti-Virus automatically starts following the server restart,
etc.

3.2. Configuring general Anti -Virus
settings

This section contains a description of configuring Kaspersky Anti-Virus general
settings. For description of the general settings refer to section A.1 on pg. 339.

In order to configure Kaspersky Anti-Virus general settings:

1. Open the shortcut menu of the Anti-Virus snap-in in the console tree
and select Properties .

2. Using the following tabs modify the values of the general Anti-Virus set-
tings as per your requirements:

1 Onthe General tab (see Figure 6):

0 Specify the maximum number of working processes that Anti-
Virus can start (see A.1.1 on pg. 340);
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o

-, Kaspersky Anti-¥irus Properties d |

General |ndditional | Malfunction diagnosis |

—Scalability settings

% {aukomatically detect scalabilicy settingsi

™ Set the number of working processes manualky

Specify the fixed number of processes to run real-time protec-
tion tasks (see A.1.2 on pg. 341);

Specify the number of working processes to run background
scan tasks (see A.1.3 on pg. 342);

Specify the number of task recovery attempts after their ab-
normal termination (see A.1.4 on pg. 343).

Maxirmum number of active processes: I 2 _|::'

Murber of processes For real-time protection: | 2 =1

Mumnber of working processes for background =
on-demand scan tasks: =

—Reliability settings

[ Petform task recovery
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than: =i time(s)

@) teb

[a]4 I Cancel Apply

Figure 6. The Properties dialog box, General tab

1 Onthe, Additional tab (see Figure 7):

(o]

Indicate whether you wish the Anti-Virus icon to be displayed in
the notification area of the server's task tray each time Anti-
Virus starts after the server restart (for more details about Anti-
Virus icon refer to section 2.4 on pg. 32);

Specify how many days summary and detailed reports about
the execution of tasks displayed in the Store reports node will
be stored, (see A.1.5 on pg. 344);
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Specify how many days information in the Storage of system
audit log node will be stored (see A.1.6 on pg. 344);

Specify the actions of Anti-Virus when running on an uninter-
ruptible power supply see A.1.7 on pg. 345);

Specify the maximum number of days after which events Da-
tabase is obsolete, Database is outdated, Full computer scan
has not been performed for a long time will be created (see

A.1.8 on pg. 346);
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Figure 7. The Properties dialog box, Additional tab

1 On the, Malfunction diagnosis tab (see Figure 8):

(o]

Enable or disable creation of the tracking log; if required confi-
gure the log settings (see A.1.9 on pg. 346);

Enable or disable creation of the Anti-Virus process memory
dump files (see A.1.10 on pg. 351).
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Figure 8. The Properties dialog box, Malfunction diagnosis

tab

3. After you have configured the values of the required Anti-Virus settings,

press the OK button.



CHAPTER 4. IMPORTING AND
EXPORTING ANTI -VIRUS
SETTINGS

This chapter contains the following information:

1 about importing and exporting the Anti-Virus settings (see 4.1 on pg.
44);

1  exporting settings (see 4.2 on pg. 45);
importing settings (see 4.3 on pg. 46).

4.1. About importing and exporting
settings

If you wish to set up common values of the Anti-Virus settings on several pro-
tected servers you can configure the Anti-Virus settings on one of the servers,
export them into the configuration file in XML format and then import them from
this file to the Anti-Virus installed on all other servers.

You can save into the configuration file all Anti-Virus settings or settings of indi-
vidual functional components.

When you are exporting all Anti-Virus settings, the Anti-Virus will save into the
file the general settings and the settings of the following functional components:

1 Real-time file protection;

Script monitoring;

Blocking access from computers;
On-demand scan;

Anti-Virus bases and module updates;
Quarantine;

Backup storage;

= =4 =4 4 -4 A -4

Reports;
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1  User accounts permissions;
1 Notifications;
1  Trusted zone.

The Anti-Virus does not export settings of group tasks, lists used for blocking
access from computers.

Anti-Virus exports all passwords used in the application, for example data for the
accounts used to launch tasks or connect to the proxy server and saves them in
the configuration file in the encrypted format. Yet they can be imported only by
Anti-Virus installed on the same computer if it was not re-installed or upgraded.
Anti-Virus installed on another computer cannot import them. After the settings
have been imported to another computer you will have to enter the passwords
manually.

If a Kaspersky Administration Kit policy is active at the moment of export, Anti-
Virus exports values that had been active before such policy was applied rather
than the values used by this policy.

Note

Imported task settings are not used in the running tasks; they are applied when
tasks are started. We recommend that you stop tasks in the functional compo-
nents before importing settings into them.

4.2. Exporting settings

In order to export settings into the configuration file:

1. If you modified settings in the Anti-Virus console, press the Save button
before exporting them in order to save their new values.

2. Perform one of the following actions:

1 in order to export all Anti-Virus settings, open the shortcut menu of
the Anti-Virus snap-in in the console window and select Export
settings ;

1 In order to export the settings of an individual functional compo-
nent, open the shortcut menu of the node of this functional compo-
nent in the console tree and select Export settings .

This will open the greeting window of the settings export wizard.

3. Follow the wizard's instructions: specify the name for the configuration
file into which you wish to save the settings and the path to it.
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Specifying the path you can use system environmental variables; you
candt use userod6s environmental v

ar

Note

If a Kaspersky Administration Kit policy is active at the moment of ex-
port, Anti-Virus exports values that had been active before such policy
was applied rather than the values used by this policy.

Press the OK button in the Export completed box in order to close the
settings export wizard.

4.3. Importing settings

In order to import settings from the configuration file:

Perform one of the following actions:

9 in order to import all Anti-Virus settings, open the shortcut menu of
the Anti-Virus snap-in in the console window and select Import se t-
tings ;

1 In order to import the settings of an individual functional compo-
nent, open the shortcut menu of the node of this functional compo-
nent in the console tree and select Import settings .

This will open the greeting window of the settings import wizard.

Follow the wizard's instructions: specify the configuration file from which
you wish to import the settings.

Note

After you have imported the general settings of the Anti-Virus or its
functional components on the server, you will not be able return the old
values of these settings.

Press the OK button in the Import completed box in order to close the
settings import wizard.

Press the Update button in the tools panel in the Anti-Virus con-
sole to display the imported settings.

ab
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Note

Anti-Virus does not import passwords (data of the accounts used to
launch tasks or to connect to the proxy server) from the file created on
another computer or on the same computer after Anti-Virus installed on
it has been re-installed or updated. After the importing operation is
completed, you will have to enter the passwords manually.




CHAPTER 5. TASK

MANAGEMENT

This chapter contains the following information:

il
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5.1.

Categories of Anti-Virus tasks by the type of their creation and execu-
tion (see 5.1 on pg. 48);

Creating tasks (see 5.2 on pg. 50);

Saving a task after modifying its settings (see 5.3 on pg. 52);
Renaming tasks (see 5.4 on pg. 52);

Deleting tasks (see 5.5 on pg. 53);

Manual starting / pausing / resuming / stopping of tasks (see 5.6 on pg.
53)

Managing task schedules (see 5.7 on pg. 53);
Viewing task statistics (see 5.8 on pg. 58);

Using a different account to start a task (see 5.9 on pg. 59).

Categories of  Anti -Virus tasks

Functions Real-time protection, On-demand protection, Updating and Managing
the Anti-Virus keys are implemented as tasks. You can start and stop tasks ei-
ther manually or using a schedule.

By the place of their creation and execution tasks can be local and group. Local
tasks can be of two categories:system and user-defined tasks.

Local tasks
Local tasks are executed only on the protected server for which they are
created.
1 Local system tasks are created automatically during the Anti-Virus in-

stallation. You can modify settings for all system tasks except tasks
Scan Quarantine , Application integrity control ~ and Application d a-
tabase rollback . You cannot rename or delete system tasks. You can
launch system and user-defined on-demand scan tasks at the same
time.
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1 Local user -defined tasks . You can add new on-demand scan tasks in
the Anti-Virus console in MMC. Using the administration console of the
Kaspersky Administration Kit application, you can create new on-

demand scan, database update, database update

rollback, and update

downloading tasks. Such tasks are called user-defined tasks. You can
rename, configure and delete user-defined tasks. You can start several

user-defined tasks at the same time.
Group tasks

Group and global tasks created in the Kaspersky Administration Kit Adminis-
tration Console are reflected in the Anti-Virus console in MMC. They are all
called group tasks in the Anti-Virus console. You can manage group tasks
and configure them from the Kaspersky Administration Kit application. In the

Anti-Virus console in MMC you can only view the status

of group tasks.

The Anti-Virus console displays information about the tasks (see example

on Figure 9).
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Figure 9. Real-time protection tasks in the Anti-Virus console window

Task management commands are listed in the shortcut menu that opens by

right-click on the task name.

Task management operations are registered in the system audit log (see 13.3 on

pg. 199).
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5.2. Creating a task

You can create user-defined tasks in the On-demand scan node. Creation of
user-defined tasks is not provided in other functional components of Anti-Virus.

In order to create a new on-demand scan task:

1. Right-click the On-demand scan node and select Add task (see Figure

10).
-la/x]
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dl | 2]
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Figure 10. An example of creating a task

This will open the Create task dialog box (see Figure 11):
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, Create task d |

General |Run as I Scheduls I Additional

.’ Marme: ITask narme

Descripkion: |Additional information about task

™ Execute taskin the background
v apply trusted zone
™| Consider task execution as a Full cOmmputer scan

€
B

oK I Cancel

Figure 11. The Create task dialog box

2. Enter the following information about the task:
1 Name - task name, not more than 100 characters.

1 Description - any additional information about the task, with maxi-
mum length 2000 characters. This information will be displayed in
the task property dialog box.

3. If you need to run the task in a low-priority process, select Execute task
in the background (for more details on Anti-Virus task priorities, see
9.3 on pg. 131).

4. Press the OK button. Task will be created. Line with information about
this task will appear in the console window.
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5.3. Saving task after changing its
settings

You can change settings of a running or of a stopped (paused) task:

1 If you changed settings of a running task, then for real-time protection
tasks new values of the settings will be applied immediately after you
save them, and for all other tasks - next time the task is started;

1 If you changed the settings of a stopped task, the new values of the set-
tings will be applied after you save them and start the task.

To save the changed settings of a task, open the shortcut menu of the task name
and select the Save command.

Note

If after the change of the task settings you select another node in the console
tree without first selecting the Save command, a setting saving dialog box will
appear. Press Yes in this window to save the task settings or No to leave the
node without saving the changes.

Settings of the Real-time file protection task are listed in 6.2 on pg. 62.
Settings of the Scan My computer task are listed in 9.2 on pg. 112.
Update task settings are listed in 10.5 on pg. 144.

5.4. Renaming tasks

You can rename only user-defined tasks in the Anti-Virus console, but you can-
not rename system or group tasks.

In order to rename a task:
1. Right-click the task name and select Properties .

2. Enter new task name in the Properties dialog window in the Name field
and press the OK button.

Task will be created. Operation will be registered in the system audit log (see
13.3 on pg. 199).

To learn how to configure security parameters see 5.7 on pg. 53.
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5.5. Deleting tasks

You can delete only user-defined tasks in the Anti-Virus console, but you cannot
delete system or group tasks.

In order to delete a task:
1. Right-click the task name and select Delete.

2. Press the Yes button in the Deleting task dialog box in order to confirm
the action.

The task will be deleted and the deletion operation will be registered in the sys-
tem audit log (see 13.3 on pg. 199).

5.6. Starting /pausing /resuming /stopp
ing tasks manually

You can pause or resume all tasks except the updating tasks.

In order to start/pause/resume/stop a task, right-click the task name and select
the command you wish to perform: Start, Pause, Resume or Stop.

The operation will be performed. The task status in the result panel will change
and the operation will be registered in the system audit log (see 13.3 on pg. 199).

Note

If you pause and resume an on-demand scan task, Anti-Virus will resume the
scan of the object on which the task had been paused.

5.7. Managing task schedules

This chapter contains the following information:

1 task schedule configuration (see 5.7.1 on pg. 54);

1 enabling / disabling configured task schedule (see 5.7.2 on pg. 58).
Schedule settings are described in A.2 on pg. 353.
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5.7.1. Configuring task schedules

You can configure the schedule of the local system and user-defined tasks in the
Anti-Virus console. You cannot configure the group task schedule settings.

Schedule settings are described in A.2 on pg. 353.

In order to configure the task schedule settings:

1.

Right-click the task name the schedule of which you wish to configure
and select Properties .

Using the Task Properties dialog box (see Figure 12) enable schedule
for this task: check the Run by the schedule box.

Note

Fields with the schedule settings will be unavailable if the launch of this
scheduled system task is disabled by the Kaspersky Administration Kit
policy (see section 19.4 on pg. 272).

Configure the schedule settings in accordance with your requirements.

©) Specify the frequency for the task startup (see A.2.1 on pg. 353):
select one of the following values in the Frequency list: Every
hour, daily, weekly, At application startup, At Anti-Virus data-
base update :

(o]

If you selected Every hour , specify the number of hours in the
Every <number> hours in the Task Start Settings settings

group;

If you selected Every day , specify the number of hours in the
Every <number> days in the Task Start Settings settings

group;

if you selected Weekly, specify the number of weeks in the
Every <number> weeks in the Task Start Settings settings
group; Specify weekdays in which the task will be launched (by
default the task will be launched on Mondays).
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Create task cd |

General I pun s Scheduls |.C\dditi0nal I
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—5Schedule settings

¥ Run by the schedule
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—Task start settings
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Startbime: | B00PM [ wed I sat
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Information

Plzase note that time settings will be saved and used as a server
! local time,

@)t

oK I Cancel

Figure 12. An example of dialog box Schedule settings with the Frequency setting
assigned value Weekly

b) Inthe Start time field, specify the time that the task will first run.

c) In the Start from field, specified that date that the schedule will be-
come effective (see A.2.2 on pg. 355).
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Note

After you have specified the task startup frequency, the time of the
first task execution and the date for the schedule to be enabled,
information about the calculated time for the next task launch will
appear in the top part of the dialog box in the Next launch field.
Updated information about the calculated time of the new launch
will be displayed each time you open the Task Property of the
Schedule dialog box.

Value Task launch is prohibited by the policy of the Next launch
field is displayed if the parameters of the active policy of Kaspersky
Administration Kit prohibit launching of the system tasks on sche-
dule (for more details refer to section 19.4 on pg. 272).

4. Using the Additional tab (see Figure 13) configure the remaining sche-
dule settings in accordance with your requirements.
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a)

b)

<)

d)

, Create task cd |
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™ Run missed tasks
[ Randomize the task start within inkeryval I 1 _| minutels)

Information
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} local time,

@) Helo

oK I Cancel

Figure 13. The Schedule settings dialog box, Additional tab

To specify the maximum duration of the task execution, enter the
required number of hours and minutes in the Duration field in the
Task stop settings group (see A.2.4 on pg. 356).

To specify the time period within 24 hours during which the task
execution will be paused, enter the From and Until values for the
durationinthePa us e f r o fiefd (saemt2i5 bn pg. 357).

To specify the schedule disabling date, check the End schedu le
date box and using the Calendar dialog box select the date on
which the schedule will be disabled (see A.2.3 on pg. 356).

To enable the skipped task launch function, check the Run missed
tasks box (see A.2.6 on pg. 357).
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e) To enable the use of the Randomize the task start setting, check
the Randomize the task start within interval and specify the val-
ue for this setting in minutes (see A.2.7 on pg. 358).

5. Press the [ sbutton to save the changes you have made in the Sche-
dule settings dialog box.

5.7.2. Enabling and disabling scheduled
launch

After you have configured the task schedule once, you can enable and disable it.
After you have disabled the schedule, its settings (startup frequency, startup
time, etc.) will not be deleted and you will be able to enable the schedule again, if
required.

In order to enable or disable the schedule:

1. Right-click the name of the task for which you wish to enable or disable
the schedule and select Properties .

2. Perform one of the following actions in the Schedule settings group in
the Task Properties dialog box:

1 check the Start according to schedule box to enable the sche-
dule;

1 to disable the schedule uncheck the Start according to schedule
box.

3. Press the OK button.

5.8. Viewing task statistics

While the task is running you can view in real-time detailed information about the
task execution since the task has been launched until the current moment - task
execution statistics.

If you pause the task, the statistics information will be available in the Statistic s
dialog box. After the task is completed or stopped you can view this information
in the detailed report about the task events (see 13.2.4 on pg.191).

In order to view the task execution statistics, right-click in the console window on
the name of the task statistics for which you wish to view and select Statistics .
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5.9. Using a different user account
to launch a task

This chapter contains the following information:
1 Using a different account to start a task (see 5.9.1 on pg. 59).
1  Specifying the user account for starting the task (see 5.9.2 on pg. 60).

5.9.1. About using accounts to launch
tasks

You can specify an account under which a selected task will be launched of any
functional Anti-Virus component except the Real-time protection component.

By default all tasks except the real-time protection tasks will be executed under
the Local system (SYSTEM) account. While performing real-time protection
tasks Anti-Virus intercepts the object being scanned when an application calls to
it and uses the permissions of that application.

You must specify a different account with sufficient access permissions in the
following cases:

1 In the updating task, if you specified a public folder on a different com-
puter in the network as the update source;

1 If you use a proxy server with in-built Windows NTLM authentication for
accessing update sources;

1 In the on-demand scan tasks, if the Local System (SYSTEM) account
does not have the access right to any of the objects being scanned (for
example to the files in public folders in the network).

Note

Under Local System (SYSTEM) account you can launch updating and on-
demand scan tasks in which Anti-Virus accesses public folder on a different
computer if this computer is registered within the same domain with the pro-
tected server. In this case account Local System (SYSTEM) must have
access rights to these folders. Anti-Virus will access the computer using rights
of account Domain_name \Computer_name$.
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5.9.2. Specifying the user account for
running tasks

In order to specify an account for a launch task:
1. Right-click the task name and select the Properties command.

2. Using the Task Properties dialog box open the Run as tab (see Figure
14).

, Create task ) d

i Schedule | Additional

General

—Security settings

@ Local System accounk

 User account: I Browse, .. |

Password: I

Confirm password: I

@) tel

QK I Caniel

Figure 14. The Task Proper ties dialog box, Run as tab

3. Onthe Run as tab (see Figure 14) perform the following:

a) Select User account .
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b) Enter the username and the password for the user whose ac-

count you wish to use.

Note

The user that you selected must be registered on the protected
server or within the same domain as this server.

<)

Press the OK button.




CHAPTER 6. REAL -TIME
PROTECTION

This chapter contains the following information:

1 About real-time protection tasks (see 6.1 on pg. 62);

1 Configuring the Real-Time File Protection task (see 6.2 on pg. 62);
1 The Real-Time File Protection task statistics (see 6.3 on pg. 83);
1

Configuring Script monitoring:  selecting actions with suspicious scripts
(see 6.4 on pg. 85);

1  The Script Monitoring task statistics  (see 6.5 on pg. 86).

6.1. Aboutreal -time protection tasks

The Anti-Virus provides for two real-time protection system tasks: Real-time file
protection and Scripts monitoring . For more details about the Anti-Virus Real-
time protection function refer to 1.1.1 on pg. 13.

By default Real-time protection tasks are automatically started at the Anti-Virus
startup. You can stop or restart these tasks and/or configure their schedule. You
can also pause or resume real-time protection tasks if you need to interrupt ob-
ject scan for a short-term access, for example for the purpose of data replication.

You can configure the Real-time fil e protection task - create a protection area
and configure the security settings for the selected nodes, configure blocking of
access from computers, apply trusted zone (see 6.2 on pg. 62).

While the Script monitoring task is running, the Anti-Virus prohibits execution of
scripts it considers dangerous. If Anti-Virus detects a suspicious script, it will per-
form the action that you have selected: allow or disallow its execution. To learn
how to allow or disallow execution of suspicious scripts see 6.4 on pg. 85.

6.2. Configuring  Real -time file
protection  task

By default system task Real-time file protection has settings described in Table
2. You can modify these settings - that is configure this task.
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Table 2. Default settings of the Real-time fi le protection task

Parameter

Default value

Description

Protection area

Entire server

You can limit the protection scope
(see 6.2.1 on pg. 65).

Security settings

Common settings for
the entire protection

area; security level

Recommended .

You can do the following for the
nodes selected in the server file
resources tree:

9 Select a different pre-defined
security level (see 6.2.2.1 on
pg. 71);

1 Manually modify the security
settings (see 6.2.2.2 on pg.
74).

You can save the security set-
tings for the selected node as a
template to use later for any other
node (see 6.2.2.3 on pg. 78).

Protection mode

When opened and
modified

You can select the mode for ob-
jects protection, i.e. define the
type of access during which the
Anti-Virus should check them. To
learn how to select the protection
mode refer to 6.2.3 on pg. 82.

For details about object protec-
tion modes refer to A.3.1 on
Pg. 359.

Function Blocking
access from comput-
ers

Disabled

You can block access from com-
puters to the protected server at
the attempt of writing of infected
or suspicious objects to the serv-
er (see Chapter 7 on pg. 87).
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Parameter

Default value Description

Trusted zone

If you selected Add to
exclusions threats by
mask not -a-virus:

by Microsoft , remote
administration Remo-
teAdmin programs and
files recommended by
Microsoft will be ex-
cluded.

Applied A unified list of exclusions that

you can apply to the selected on-
demand scan tasks and the Real-
time file protection

task.

RemoteAdmin* and Chapter 8 on pg. 99 contains
Add to exclusions information about the creation
files recommended and application of trusted zone.

In order to configure the Real-time file protection

task:

1. Expand the view of the Real-time protection node in the console tree.

2. Select nested node Real-time file protection.

The server file resource tree and dialog box Security level (Standard
mode) will be displayed in the results panel (see Figure 15).

| Kaspersky Anti-virus 6.0 Console

=la|

DL Ele  Action  Yiew window  Help

=11 %]

WX Caspersky anti-virus
- Reaktime protection
) Real-time file protectio

) Reports
[l Statistics [Recommended
5] License keys

= |B02dr =1

Hard drives
Removable drives
- Script monitoring - [F] %4 Metwork places

A2 on-demand scan B virtual drives
(] Quarantine
[ Backup Level
@ Update |

£ System audit log - Security level

On this level:

- files are scanned based on their actual format;
- only new and changed files are scanned;

- disk bioct sectors and MER are scanned;

- alternate NTFS streams are scanned;

- only new packed objects are scanned;

- only new embedded OLE-objects are scanned.

This security level is recommended by Kaspersky Lab's experts s the optimum level.

=

@) Help Settings... 1
el | |\ ReaFtmeFleprotection } Standard / o
I I
Figure 15. The Real-time file protection task is open
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3. Ifrequired, configure the task settings.

4. Open the shortcut menu on the task name and select the Save com-
mand to the save changes.

To learn how to:
I Start/pause / resume / stop a task manually, see 5.6 on pg. 53.

1 Start a scheduled task, see 5.7 on pg. 53.

6.2.1. Protection area in the Real -time file
protection task

This chapter contains the following information:

1  About creation of the protection area in the Real-time file protection task
(see 6.2.1.1 on pg. 65);

1  Which pre-defined server areas can be included into the protection area
(see 6.2.1.2 on pg. 66);

1 How you can create a protection area: exclude or include individual
sever areas from/into it (see 6.2.1.3 on pg. 67);

1 About virtual protection area - drives, folders and files that are con-
nected to the server temporarily and folders and files that are created
on the server dynamically by various applications and services (see
6.2.1.4 on pg. 68);

1 How to create a virtual protection area (see 6.2.1.5 on pg. 69).

6.2.1.1. Defining protection scope in the Real -
time file protection task

If the Real-time file protection task is executed with settings that have default
values, Anti-Virus will scan all objects of the server file system. If, based on secu-
rity requirements, you do not have to scan all objects, you can restrict the protec-
tion area.

In the Anti-Virus console the protection area is displayed as a server file resource
tree that Anti-Virus can scan.

Server file resource tree nodes are displayed as follows:

The node is included into the protection area.
O The node is excluded from the protection area.
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B At least one of the nodes nested in this node is excluded from the protection
area or the security parameters of the nested node(s) differ from the security

parameters of this node.

Note that the parent node will be marked with icon E is you select all nested
nodes but not the parent node itself. In this case files and folders that do not
appear in this node will not be automatically included into the protection
area. In order to include them into the protection area you can include their
parent node into the protection area. Alternatively you can create their "vir-
tual copies” in the Anti-Virus console and add them to the protection area.

The names of virtual nodes of the protection area are displayed in blue color font.

6.2.1.2. Pre -defined protection areas

Once you open the Real-time file protection
will be displayed in the result panel (see Figure 16).

task a tree of server file resources

Note

The tree of file resources will display nodes for which you have reading privilege

based on the Microsoft Windows security settings.
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Figure 16. Example of a server file resource tree in the Anti-Virus console

The server file resource tree contains the following pre-defined protection areas:
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1 Hard drives. Anti-Virus scans files on the server's hard drives.

1 Removable driv es. Anti-Virus scans files on removable media, for ex-
ample on CDs or USB drives.

1 Network places . Anti-Virus scans files that are written into network
folders or read from them by applications running on the server. Anti-
Virus does not scan files when such files are called to by applications
from other computers.

1 Virtual drives . You can include into the protection area dynamic folders
and files and drives that are temporarily connected to the server, for ex-
ample, common drives of a cluster (create a virtual protection area).

Note

Virtual drives created using a SUBST command are not reflected in the server
file resource tree in the Anti-Virus console. In order to include objects on a vir-
tual drive into the protection area, include a server folder with which this virtual
drive is associated into the protection area.

Connected network drive will not be reflected in the server file resource tree
either. In order to include objects on a network drives into the protection area,
specify a path to a folder corresponding to this network drive in UNC format.

6.2.1.3. Defining a protection area

In order to create protection area:

1.
2.

Open the Real-time file protection task.

Perform the following actions in the server file resource tree in the result
panel:

1 In order to exclude an individual node from the protection area, ex-
pand the protection area tree in order to display the required node
and uncheck the box next to its name.

1 In order to select only those node that you wish to include into the
protection area uncheck the My computer box and then:

o If you wish to include all drives of one type into the protection
area, check the box next to the name of the required disk type.

o If you wish to include an individual disk of a certain type into
the protection area, expand the node that contains the list of
drives of this type and check the box next to the name of the
required drive. (for example, in order to include all removable
drives on the server check the Removable drives box).
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o If you would like to include into the protection area only a sepa-
rate folder on the disk, expand the server file resource tree in
order to display the folder that you wish to include into the pro-
tection area and check the box next to its name. Using the
same procedure you can also include files into the protection
area.

3. Open the shortcut menu on the task name and select the Save com-
mand in order to save the changes in the task.

Attention !

You can launch task Real-time file protection only if at least one of the server
file resources tree nodes is included into the protection area.

Note

If you specify a complex protection area, for example specify various security
parameter values for multiple nodes in the server file resource tree, this may
somewhat slowdown the scan of objects the they are accessed.

6.2.1.4. About virtua | protection area

Anti-Virus can scan not only existing folders and files on hard and removable
drives, but also drives that are connected to the server temporarily, for example
common cluster drives and folders and files that are dynamically created on the
server by various applications and services.

If you included all server objects into the protection area, all these dynamic
nodes will automatically be included into the protection area. However, if you
would like to specify special values for the security settings of these dynamic
nodes or if you selected for real-time protection not the entire server, but sepa-
rate areas to include into the protection are dynamic drives, files or folders, you
will have to first create them in the Anti-Virus console - that is to specify the vir-
tual protection area. These drives, files and folders being created will exist only in
the Anti-Virus console, but not in the file structure of the protected server.

If, while creating a protection area, you select all nested folders or files without
selecting the parent folder, then all dynamic folders or files which will appear in it
will not be automatically included into the protected area. You should create their
"virtual copies" in the Anti-Virus console and add them to the protection area.

About creation of the virtual protection area in the Real-time file protection task
see 6.2.1.5 on pg. 69.

About creation of the virtual protection area in the on-demand scan tasks see
9.2.1.50npg. 118.
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6.2.1.5. Creating virtual protection scopes:
adding dynamic drives, f olders and files to
the protection area

In order to add a virtual drive into the protection area:

1. In the console tree expand the Real-time protection node and select

the nested Real-time file prote ction node.

2. Open the shortcut menu in the result panel in the server file resource
tree on the Virtual drives node and select a name for the virtual drive
being created in the list of available names (see Figure 17).
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Figure 17. Selecting name for a virtual drive

3. Check box next to the drive added in order to include the drive into the
protection area.

4. Open the shortcut menu on the task name and select the Save com-
mand in order to save changes in the task.
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In order to add a virtual folder or a virtual file into the protection area:

1.

In the console tree expand the Real-time protection node and select
the nested Real-time file prote ction node.

Right-click the node into which you wish to add a folder or a file in the

results panel in the server file resources tree and select Add virtual
folder or Add vi rtual file .
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Figure 18. Adding a virtual folder

In the entry field specify name for folder (file). You can specify file name
mask using special symbols * and ?.

In the line with the name of the folder created (or file created) check box
in order to include this folder (file) into the protection area.

Open the shortcut menu on the task name and select the Save com-
mand to save changes in the task.
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6.2.2. Configuring security settings for a
selected node

You can configure settings of the selected node in the server file resource tree as
follows:

1 Select one of the pre-defined security levels (minimum, recommended
or maximum) see 6.2.2.1 on pg. 71);

1 Manually modify the settings of the node selected (see 6.2.2.2 on pg.
74).

You can save the set of security settings of the selected node into a template so
that you can use this template later for other nodes (see 6.2.2.3 on pg. 78).

6.2.2.1. Selecting pre -defined security levels in
the Real -time file protection task

You can apply one of the following pre-defined security levels for the nodes se-
lected in the server file resources tree: a) minimum, b) recommended and c)
maximum. Each of these levels has its own set of security settings. Parameter
values of the pre-defined security levels are provided in Table 3 on pg. 72.

Minimum security level

You can set the Maximum Speed security level on the server if, apart from
the use of Anti-Virus on the servers and workstations, there are additional
computer security measures in your network, for example, firewalls are set
up, network user security policies are in place.

Recommended

Recommende d is set by default. This level was admitted by Kaspersky
Lab's experts to be sufficient for protection of file servers in most networks. It
ensures the optimum combination of the protection quality and the degree of
the effect on the performance of the servers being protected.

Maximum protection

Use this security level if you impose high requirements to the computer se-
curity in the network.
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Table 3. Pre-defined security levels and
corresponding security settings

Security level/settings | Minimum Recommended Maximum
Detectable o bjects by extension by format by format
(see A.3.2 on pg. 360)

Scan of new and mo d- Enabled Enabled Disnabled

ified objects on ly
(see A.3.3 on pg. 362)

Actions to be pe r-
formed with infected
objects (see A.3.5on
pg. 364)

disinfect, delete if
disinfection is not
possible

disinfect, delete if
disinfection is not
possible

disinfect, delete if
disinfection is not
possible

Actions to be pe r-
formed with susp i-
cious objects (see
A.3.6 on pg. 366)

(quarantine)

(quarantine)

(quarantine)

Excluding objects (see
A.3.8 on pg. 369)

no

no

no

Excluding threats (see
A.3.9 on pg. 370)

no

no

no

Maximum object scan
time (see A.3.10 on
pg. 371)

60 seconds

60 seconds

60 seconds

Maximum size of a
detected composite
object, MB (see A.3.11
on pg. 372)

no

NTFS streams sca n
(see A.3.2 on pg. 360)

yes

yes

yes

Boot sector scan (see
A.3.2 on pg. 360)

yes

yes

yes
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Security level/settings

Minimum

Recommended

Maximum

Scanning composite
objects (see A.3.4 on
pg. 363)

packed objects*

* New and mod-
ified only

 SFX archives*

1 packed ob-
jects*

1 embedded
OLE-objects*

* New and mod-
ified only

 SFX-archives*

1 packed ob-
jects*

1 embedded
OLE-objects*

*All objects

Note

Note that security settings Protection mode , Use iChecker and Use iSwift are
not included into the set of settings of the pre-defined security levels. By default
these settings are enabled. If you change the status of settings Protection
mode, Use iChecker or Use iSwift, the selected security level will be not be

changed.

In order to select one of the pre-defined security levels:

1. In the console tree expand the Real-time protection node and select
the nested Real-time file prote ction node.

2. In the server file resource tree select the node for which you wish to

choose a pre-defined security level.

3. Make sure that this node is included into the protection area (see
6.2.1.3 on pg. 67).

4. Using the Security leve | dialog box (see Figure 19) select a security
level you wish to apply from the Security level box.
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Level |

—Security level

IRecommended j

This security level is recommended by Kaspersky Lab's experts as the optimum level,
On khis level:

- files are scanned based on their actual format;
- only new and changed files are scanned;

- disk boot sectors and MER are scanned;

- alternake MTFS streams are scanned;

- only new packed objects are scanned;

- only new embedded OLE-objects are scanned.

9) Helo Settings. .. |

Figure 19. The Security level dialog box

The dialog box will display the list of the values of security settings cor-
responding to the security level you selected.

5. Open the shortcut menu on the task name and select the Save com-
mand in order to save the changes in the task.

6.2.2.2. Configuring security settings manually

By default common security settings are used for the entire protection area in the
Real-time file protection task. Their values correspond to the values of the pre-
defined security level Recommended . For the default values of the security set-
tings see 6.2.2.1 on pg. 71.

You can modify the default values of the security settings by configuring them as
common settings for the entire protection area or as different settings for different
nodes in the server file resource tree.

The scan settings that you configure for the selected node will automatically be
applied to all nodes nested into it. However, if you configure security settings for
a nested node separately, the security settings of the parent node will not apply
to it.
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In order to configure security settings of the selected node:

1.

In the console tree expand the Real-time protection node and select
the nested Real-time file prote ction node.

Using the result panel in the server file resource tree select the node for
which you wish to configure the security settings.

Press the Settings button in the bottom part of the dialog box.

The Security settings dialog box will be displayed.

Note

To learn how to apply a security parameter template to a node, refer to
6.2.2.3 on pg. 78.

Configure the required security settings of the selected node in accor-
dance with your requirements:

1 Perform the following in the General tab (see Figure 20):

0 Under the Protection scope heading, specify whether the An-
ti-Virus will scan all protection areas or objects of certain for-
mats or having certain extensions and whether Anti-Virus will
scan disk boot sectors and master boot records and alternative
NTFS streams (see A.3.2 on pg. 360);

0 Under the Productivity heading specify whether Anti-Virus will
scan all objects in the selected area or only new and modified
objects (see section A.3.3 on pg. 362);

0 Under the Process compound objects heading, indicate
which composite objects will be scanned by the Anti-Virus (see
A.3.4 on pg. 363).
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General IActions | Performance I

—Prokection scope
" all objects
@ Ohjects scanned by Format

" Ohjects scanned by specified lisk of extensions
" Objects scanned by specified extension masks:

I IModify... |

|v Scan disk boot sectors and master boot record

¥ Scan aleernate NTFS streams

—Produckivity
¥ 5can only new and changed Files

—Process compound objects

[ Archives [V Packed objects

IV sF archives v Plain mail

¥ Mail databases ¥ Embedded CLE objects

) Hel Save as kemplate. .. | Security level

Figure 20. Dialog box Security settings , the General tab

1  Perform the following on the Actions tab (see Figure 21):

0 Actions to be performed with infected objects (see A.3.5 on pg.

364);

0 Actions to be performed with suspicious objects (see A.3.6 on

Ppg. 366);

0 Actions to be performed with objects depending on the type of

threat (see A.3.7 on pg. 368).
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General  Actions PerFormanceI

—#Actions ko be performed oninfected objects
" Block access + disinfect

" Block access + disinfect; delete if disinfection Fails
" Block access + delete

' Elock access + perform recommended action!

" Block access

r&ctions ko be performed on suspicious objects
™ Block access + quarantine
" Block access + delete
(¢ Block access + petfarm recommended ackion

" Block access

—Actions on objects depending on the threat bype

I act depending on the threat type Sethings... |

Figure 21. The Settings dialog box, the Actions tab

1 Perform the following on the Performance tab if necessary (see
Figure 22):
0 Excluding objects (see A.3.8 on pg. 369);
0 Excluding threats (see A.3.9 on pg. 370);
0 Maximum object scan time (see A.3.10 on pg. 372);
0

Maximum size of a composite object to be scanned (see
A.3.11 on pg. 372);

Use iChecker technology (see A.3.12 on pg. 373);
0 Use iSwift technology (see A.3.13 on pg. 374).

o
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General | Actions  Perfarmance

rExelusions

I [adify... |

[ Exclude threats:

I IMadifa... |

—Additional settings

[V Stop if scan takes longer than &0 _lj SEC.
[ Do nok scan compound objects larger than &} _l: B

¥ Use iChecker kechnology
V¥ Use iswift technology

Figure 22. The Settings dialog box, the Performance tab

After you have configured the required security settings, open the short-
cut menu on the task name and select the Save command in order to
save the changes in the task.

6.2.2.3. Workingwitht emplatesin  Real -time

Protection  tasks

This section contains the following information:

1

1
1
1

Saving security settings to a template (see 6.2.2.3.1 on pg. 79);
Viewing security settings in a template (see 6.2.2.3.2 on pg. 80);
Applying a template (see 6.2.2.3.3 on pg. 81);
Deleting a template (see 6.2.2.3.4 on pg. 82).
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6.2.2.3.1. Saving security settings set to a template

After you have configured the security settings of any of the nodes in the server
file resource tree for the Real-time file protection you can save their values into
a template in order to save apply it to any other node.

In order to save the set of the security parameter values into a template:

1. In the console tree expand the Real-time protection node and select
the nested Real-time file prote ction node.

2. In the server file resource tree select the node which security settings
you wish to save.

Press the Settings button in the bottom part of the dialog box.

4. In the General tab of the Protection area settings press the Save to a
template button.

5. Inthe Template properties dialog box (see Figure 23) perform the fol-
lowing:

1  Enter the name of the template into the Template name field.

1 Enter any additional information about the template into the De-
scription field.

Template properties il
Template name: I My template j
Description: | Additional information ;I
-]
@) Help Ok I Cancel |

Figure 23. The Template properties dialog box

6. Press [ s Template with the set of the parameter values will be saved.
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6.2.2.3.2. Viewing security settings in a template

To view security settings in a template that you have created:
1. Expand the Real-time Protection node of the console tree.

2. Open the context menu on the Real-time file protection task and se-
lect the Templates command (see Figure 24).

, Templates . L ﬂil

Templates |

Termplake name |

Mail databases scan

I Refresh S | Delete |

Figure 24. The Templates dialog box

©
&

The Templates dialog box displays a list of templates that you can ap-
ply to the Real-time protection task.

3. To view the information and security settings in a template, select the
template from the list and click the View button (see Figure 25).
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-, Mail databases scan 21|

General 3Settings

can objects: objects scanned by format

- Scan disk boot sectors and MER: scan

- 5can alkernate NTFS streams: scan

- 5can only new and changed files: yes

- frchives: do not scan

- SF¥ archives: scan only new

- Mail databases: scan only new

- Packed objects: scan only new

- Plain mail: scan only new

- Embedded OLE objects: scan only new

- Actions on infected objects: block access + perform recommended action
- Ackions on suspicious objects: block access + perform recommended action
- Excude objects: no

- Exclude threats: no

- 5can time limit: stop scan if it takes more than 60 sec,

- Scan objects size limik: no

- Use iChecker technology: yes

- Use iSwift kechnology: yes

4| |

@) Helo

Figure 25. The <Template name> dialog box, Settings tab

The General tab displays the template name and additional information
about a template; The Settings tab lists the security settings saved in the
template.

6.2.2.3.3. Applying a template
In order to apply template with the set of values of the security settings to the
selected node:

1. Save the security settings into the template (see 6.2.2.3.1 on pg. 79).

2. In the console tree expand the Real-time protection node and select
the nested Real-time file prote ction node.

3. Using the result panel in the server file resource tree, right-click the
node to which you wish to apply the template, select Apply template .

4. Select the template you wish to apply in the Templates dialog box.
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5. Open the shortcut menu on the task name and select the Save com-
mand in order to save the changes in the task.

Note

If you apply a template to a parent node, the security settings from the template
will be also applied to all nested nodes except those for which you have confi-
gured security settings separately.

In order to apply the security settings from the template to all nested nodes, be-
fore you apply the template, you must uncheck the parent node in the server's
file resources tree and then - check it again. Apply the template to the parent
node. All nested nodes will have the same security settings as the parent node.

6.2.2.3.4. Deleting a template

To delete a template:
1. Expand the Real-time Protection node of the console tree.

2. Open the context menu on the Real-time file protection task and se-
lect the Templates command (see Figure 24).

3. Inthe Templates dialog box, select the template from the template list
that you want to delete and click the Delete button.

4. Click Yes in the confirmation window. The selected template will be de-
leted.

6.2.3. Selecting protection mode

You can select the protection mode. For details about this setting refer to A.3.1
on pg. 359.

In order to select an object protection mode:
1. Inthe console tree expand node Real-time protection .

2. Open the shortcut menu on the Real-time file protection task and se-
lect Properties .

3. Using the Properties dialog box, switch to the General tab (see Figure
26), select protection mode that you wish to set and press the OK but-
ton.
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-, Real-time file protection Propetrties - 2| %l

General IScheduIeI additional

r—Protection mode

" Smart mode

" On access

" On execution

r Trusted zone

¥ apply trusted zone

@) teb

oK I Cancel Apply

Figure 26. The Task Properties dialog box, General tab

6.3. Real -time file protection task
statistics

While the Real-time file protection task is being executed you can view in real
time detailed information about the number of objects processed by Anti-Virus
since it was started until the current moment - task execution statistics.

In order to view the Real-time file protection task statistics:
1. Expand the view of the Real-time protection node in the console tree.

2. Right-click the Real-time file protection task and select Statistics .
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The following information about objects processed by Anti-Virus since it was
started until the current moment will be displayed in the Task status dialog box.

Field

Description

Threats detected

The number of detected threats, for example, if
Anti-Virus detects one malicious program in five
objects, the value in this field will be incre-
mented by one.

Infected objects
detected

Total number of detected infected objects and
number of infected objects

Suspicious objects
detected

Total number of detected suspicious objects

Objects not disinfected

Number of objects that Anti-Virus did not disin-
fectitbecause:©) t he type mf
tained in the object does not provide for disinfec-
tion; b) objects of this type cannot be disin-
fected; c) an error occurred during the disinfec-
tion

Objects not
guarantined

Number of objects that Anti-Virus must have
quarantined, but was unable to do it due to an
error, for example due to insufficient disk space

Objects not deleted

Number of objects that Anti-Virus attempted to
deleted but was unable to do it: for example,
access to this object was blocked by another
program

Objects not scanned

Number of objects in scan scope that Anti-Virus
failed to scan because, for example, access to
the object was blocked by another program

Objects not backed up

Number of objects copies of which Anti-Virus
attempted to save to Backup but was unable to
due to an error

Scan errors

Number of objects during processing of which
Anti-Virus encountered error.

Objects disinfected

Number of objects disinfected by Anti-Virus

Objects quarantined

Number of objects quarantined by Anti-Virus
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Objects backed up

Number of files copies of which Anti-Virus saved
to Backup

Objects deleted

Number of objects deleted by Anti-Virus

objects

Password protected

Number of objects (for example archives) that
Anti-Virus skipped as they were password-
protected

Corrupted objects

Number of objects skipped by Anti-Virus as their
format is corrupted

Objects scanned

Total number of objects scanned by Anti-Virus

6.4. Configuring the

monitoring

By default the Script monitoring

task

Script

system task uses the settings described

in Table 4. You can modify the values of these settings to customize the task.

Table 4. Default settings of the Script monitoring task

Option Default value Description

Execution of in- Blocked The Anti-Virus always blocks execu-

fected scripts tion of scripts, which it recognizes as
infected.

Execution of sus- | Blocked You can specify the actions, which the

picious scripts Anti-Virus will perform over scripts that
it recognizes as suspicious: block or
allow their execution.

Trusted zone Applied General list of exclusions, which you

The list of exclusions
is empty

can use in the Script monitoring
task.

Chapter 8 on pg. 99 contains informa-
tion about creation and use of the
trusted zone.

To configure the Script monitoring task:

1. Expand the Real-time protection node in the console tree.




86

Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition

6.5.

Open the context menu of the Script monitoring task and select its
Properties .

The Properties: Script monitoring dialog will open.

Use the Actions to be performed on suspicious scripts  group of set-
tings to allow or block execution of suspicious scripts:

1 In order to allow execution of suspicious scripts select Allow e x-
ecution ;

1 In order to prohibit execution of suspicious scripts select Block ex-
ecution .

Use the Trusted zon e group of settings to enable or disable the trusted
zone:

1 To enable the trusted zone, check the Apply trusted zone box;
1 To disable the trusted zone, uncheck the Apply trusted zone box.

For details about addition of scripts to the list of trusted zone excep-
tions, please see section 8.2.3 on pg. 105.

To save the changes press OK in the Settings: Script monitoring  di-
alog box.

Script monitoring task statistics

While the Script monitoring task is being executed you can view in real time
information about the number of scripts processed by Anti-Virus since it was
started until the current moment - task execution statistics.

In order to view the task statistics:

1. Inthe console tree expand node Real-time protection .

2. Right-click the Script monitoring task and select Statistics .
The following information will be displayed in the Statistics dialog box:
Field Description
Scripts blocked number of prohibited scripts
Dangerou s scripts number of malicious scripts detected
Number of s uspicious scripts number of suspicious scripts detected
Processed scripts total number of processed scripts




CHAPTER 7. BLOCKING ACCESS

FROM COMPUTERSINTH E
REAL -TIME FILE
PROTECTION TASK

This chapter contains the following information:

il

7.1.

about blocking access from computers to the protected server (see 7.1
on pg. 87);

enabling / disabling of automatic blocking of access from computers
(see 7.2 on pg. 88);

configure settings of automatic blocking of access from computers (see
7.3 on pg. 89);

excluding computers from the scope of automatic blocking (creating a
list of trusted computers) (see 7.4 on pg. 91);

preventing virus outbreaks (see 7.5 on pg. 92);

viewing the list of computers to which access to the server is prohibited
(see 7.6 on pg. 94);

manual blocking of access from computers (see 7.7 on pg. 95);
unblocking access from computers (see 7.8 on pg. 97);

viewing the blocking statistics (see 7.9 on pg. 97).

About blocking access from
computers to the protected
server

While the Real-Time File Protection task is executed, you can temporarily block
access from infected computers to the protected server.

You can block infected computers using two methods:
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Enable automatic computer blocking.  Once any computer makes an
attempt to write an infected or a suspicious object onto the protected
server, it will temporarily block access from the computer to the files on
the server. By default the function of automatic blocking of access from
infected computers is disabled.

Manually bl ock the infected computer. If you have information that
any computer within the local area network is infected, you can manual-
ly block access from it to the protected server: add the computer to the
blocking list and specify the time during which objects on the protected
server will be unavailable to it.

You can unblock access from the computer to the server at any time.

All operations of blocking or unblocking of access from computers are registered
in the system audit log.

The list of blocked computers is saved automatically between the Anti-Virus ses-

sions.

71.2.

Enabling or disabling automatic
blocking of access from
computers

In order to enable or disable the function of blocking access from computers:

1

Expand the Real-time file protection node in the console tree, then -
Real-time protection node in order to display nested node Blocking
access from co mputers .

Perform one of the following actions:

1 To enable automatic blocking of access from computers to server,
right-click the Blocking access from computers node and select
the Enable command.

1 To disable automatic blocking of access from computers to server,
right-click the Blocking access from computers node and select
the Disable command.

Press the [ sbutton.
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If you enable a function of automatic blocking of access from computers, it
will be enabled only when the Real-time file protection task is running.

Once you disable the automatic blocking function, all computers in the block-
ing list will be granted access to the files on the server.

7.3. Configuring settings of

automatic access blocking
from computers

This section contains a description of enabling and configuring automatic block-
ing of access from computers to the server. For description of the blocking set-
tings refer to A.4 on pg. 375.

In order to configure the settings of automatic blocking of access from comput-

ers:

Expand the Real-time file protection node in the console tree, then -
Real-time protection node in order to display nested node Blocking
access from co mputers .

Right-click the Blocking access from computers node and select
Properties .

On the Blocking access from computers  tab in the Properties dialog
box, make sure that box Enable blocking the access from computers
to the server is checked (see Figure 27).
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, Blocking access from computers Properties cd |

General | addtiona |

v Enable blocking the access from computers to the server

—#Ackions on computer

¥ Block access from computer to the server

Blocking period: IU _1:3I days
IU _IQ hours

15 = minutes

[~ Run executable file

—Trusted computers

" Do nat block specified computers

BRI add...

Delete

Change. ..

d;

€
E

QK I ancel Apply

Figure 27. The Blocking access from computers  Properties dialog box, the General tab

4.

In the Actions on computer  settings group check boxes next to actions
that the Anti-Virus will perform if a computer attempts to write an in-
fected or a suspicious object on the server (see A.4.2 on pg. 376).

If you selected Block access from computer to the server , specify a
time period for which you wish to block access from the computers to
the server in days, hours or minutes.

If you selected Run executable file , press the list button J in the
Executable file dialog box (see Figure 28), specify the executable file
(name and full path to it) and the account under which the file will be
executed.
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7.

7.4.

, Executable file |

—Command line

IC:'I,I.exe “alJSER._COMPUTER Erowse, . |

—Run as

User name: I YISRBROWN

Passwaord: I At

Confirm password; I R

@) teb K I Cancel

Figure 28. The Executable file dialog box

Press the OK button.

Excluding computers from
automatic blocking (Trusted
computers)

You can create a list of trusted computers (for more details about this setting
refer to A.4.3 on pg. 377).

In order to add a computers to the list of trusted computers:

1.

Expand the Real-time protection node in the console tree, then Real-
time file protection node in order to display nested node Blocking
access from co mputers .

Open the shortcut menu on the Blocking access from computers
node and select Properties .

Using the General tab of the Blocking access from computers  Prop-
erties dialog box (see Figure 27) make sure that the Enable blocking
of access from computers to the server box is checked (see A.4.1 on
pg. 375).

Check the Do not block specified computers box in the Trusted
computers settings group and perform the following actions:
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a) Press the Add button. An Add computer dialog box will open (see
Figure 29).

, Add computer |

¢ Use nebwork computer name

| KASPERSKY Browse. .. |

" Use netwark IP address

IP address: I o . o0 . o0 . 0

' Use IP addresses range

Start IP address: I o . o . 0 .0
End IF address: I o . o0 . o0 . 0
@) Help oK I Cancel

Figure 29. The Add Comput er dialog box

b) Specify the computer's network name or IP address:

0 Select Use network computer name and specify the comput-
er's NetBIOS name;

0 Specify the static IP address: select Use network IP address
or enter the computer's IP address;

o Specify a range of IP addresses: select Use IP address
range, enter first IP address of the range in the Start IP ad-
dress and the last IP address in the End IP address field. All
computers |IP addresses of which are within the specified
range will be treated as trusted computers.

c) Press the OK button.
5. Press OK in the Properties dialog box.

7.5. Preventing virus out breaks

This section contains a description of enabling and disabling of the function of
prevention virus outbreaks. Description of Virus outbreak prevention is provided
in A.4.4 on pg. 378.
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In order to enable / disable Virus outbreak prevention:

1. Expand the Real-time protection node in the console tree, then - Real-
time file protection node in order to display nested node Blocking
access from co mputers .

2. Open the shortcut menu on the Blocking access from computers
node and select Properties .

3. Switch to the Additional tab (see Figure 30) in the Blocking access
from computers Prope rties dialog box.

-, Blocking access from computers Properti cd |

General  Additional |

—Wirus outbreaks prevention settings

Configure the automatic change of "Real-time file protection” security level
depending on the number of computers in the blacking list

IRcrEase secrity Tevel i the flmber” o complters 75 =l

~ Evreed I I~ |
i Restare security level if the number af 15

computers is lower than el

i Plzase note that specified virus outbreaks prevention settings will be
\V) applied ko all "Real-time file protection” scopes.

@) Help

oK I Cancel Apply

Figure 30. The Blocking access from computers  Properties dialog box, the Additional
tab

4. Perform one of the following actions on the Additional tab:
1 In order to enable Virus outbreak prevention:

a) check the Increase security level if the n  umber of compu t-
ers exceeds box;
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b) indicate the number of computers with blocked access that
when reached would cause the Anti-Virus to switch to a higher
security level;

c) |If required, enable the function of restoring the security level
when the number of computers with blocked access has de-
creased to the value indicated Restore security level if the
number of computers is lower than

1 In order to disable Virus outbreak prevention, uncheck the In-
crease security level if the number of computers exceeds box.

5. Press the OK button.

7.6. Viewing the list of computers to
which access to the server is
prohibited

Attention!

Computers in the server access blocking list are not allowed to access the pro-
tected server only when the Real-time file protection task is running and the
function of automatic blocking of access from computers is enabled.

In order to view the list of computers access for which to the protected server is
currently prohibited:

1. In the console tree expand the Real-time protection node and select
the Real-tim e file protection node.

2. Open nested node Blocking access from computers  (see Figure 31).
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| Kaspersky Anti-¥irus 6.0 Console . o [=] |

ML Fle  Action  View Window Help | —|& x|
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| = Real-time file protection
{8 Blocking access from computer

& Blocking access from computer

| Blocking end date

Managing blocking access from infecked  _Computer  # | Blocking date

computers BROWIN 6/2/2008 2:04:05 PM &/2/2008 2:19:05 PM
Wy Script monikoring
580 On-dmand scan 53 Add to the blocking list
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@ update X Cear
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L[] Statistics b
& License keys 7 Help | -
< | *1%  Blocking access From computer Standard /.

Figure 31. The Blocki ng access from computers dialog box

The result panel will display the following information about computers from
which access to the server is prohibited:

Field Description

Computer Information about the computer in the blocking list ob-
tained by Anti-Virus (network name, IP address)

Blocking date Date and time when the access from a computer was
blocked displayed using the format specified by the
Microsoft Windows regional settings of the computer
on which Anti-Virus console is installed

Blocking end da te Date and time when access to the computer will be
unblocked in the format specified by the Microsoft
Windows regional settings of the computer on which
Anti-Virus console is installed

7.7. Blocking access from
computers: Blocking access
from a computer manu ally

If you have information that the computer is infected, you can manually block
access from it to the protected server.
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Attention!

Computers that are in the access blocking list are not allowed to access the pro-
tected server only when the Real-time fi le protection task is running and the
automatic blocking of access from computers is enabled.

In order to manually block access from a computer to the server:

1. In the console tree expand the Real-time protection node and select
the Real-time file protectio n node.

2. Make sure that the automatic blocking of access from computers is
enabled (see 7.2 on pg. 88).

3. Open the shortcut menu on the Blocking access from computers
nested node and select Add to the blocking list

4. Using the Adding computer to the blocked list  dialog box (see Figure
32) specify the network name of the computer whose server access you
wish to block.

Note

In the Computer Name field specify only computers' NetBIOS names;
but not DNS addresses.

, Adding computer to the blocked list x|

Computer name: IBHDWN| Browse. .. |

% Blocking access fom the computer b the server for the period of:

Ilj j dayz IlJ j houre |15 j minLtes

™ Block access from computer to the server until

| 223 FM :l| Monday . June 02,2008 ~|

L] Access from the specified computer to the zerver will be blocked
. immediately only if Real-time file protection and Blocking access fram
computers functions are enabled.

@) Help Ok I Cancel

Figure 32. The Adding computer to the blocked list dialog box

5. Perform one of the following actions:

1 select Blocking access from the computer to the server for the
period of: and specify the period for which the access from the
computer to the server will be blocked;
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1 select Blocking access from computer to the server until : and
specify the date and time when the computer will be unblocked.

6. Press the OK button.

7.8. Unblocking access from a
computer

You can unblock access from a computer to the protected server at any time.
In order to unblock access from a computer:

1. In the console tree expand the Real-time protection node and select
the Real-time file protection node.

2. Select nested node Blocking access fr om computers .

3. In the Blocking access from computers ~ window, in the list of blocked
computers right-click the line with information about computers that you
wish to unblock and select Allow access from computer .

7.9. Viewing blocking statistics

You can view information about the number of computers access from which to
the protected server has been blocked since the last time the Anti-Virus was
started - blocking statistics.

In order to view the blocking statistics:
1. Inthe console tree expand node Real-time protection .
2. Expand node Real-time file protection

3. Right-click the Blocking access from computers  task and select Sta-
tistics (see Figure 33).
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, Blocking server access statistics ] ed B
Statistics
Mame | Walue |
Computers in the blocking list 1
Infection attempts from trusted computers 0
Total number of computers blacked during operation 3
©) Help

Figure 33. The Blocking server access statistics  dialog box

The following information will be displayed in the Statistics dialog box:

Field

Description

Computers in the bloc k-
ing list

The number of computers currently in the
access blocking list

Infection attempts from
trusted computers

The number of attempts to write infected or
suspicious objects to the server from the
trusted computers since the moment when the
automatic blocking was enabled

Total number of compu t-
ers blocked during o pera-
tion

The total number of computers automatically
added to the blocking list when they attempted
to write infected or suspicious objects to the
server from the trusted computers since the
moment when the automatic blocking was
enabled




CHAPTER 8. TRUSTED ZONE

This chapter contains the following information:
1 about Anti-Virus trusted zone (see section 8.1 on pg. 99);
1 adding exclusions to the trusted zone (see section 8.2 on pg. 101);

1 applying a trusted zone (see section 8.3 on pg. 109).

8.1. About Anti -Virus trusted zone

You can create a unified list of exclusions from the protected (scan) area and,
when required, apply these exclusions in the selected on-demand scan tasks
and in the Real-time Protection task. This list of exclusions name is trusted
zone.

The following objects can be located in the Anti-Virus trusted zone:

1 file accessed by the processes of applications susceptible to file inter-
ceptions (trusted processes);

1 files accessed during the backup copying operations (files backup oper-
ations);

1  objects specified by the user by their location and/or threat in them
(exclusion rules).

By default the trusted zone is applied in the Real-time file protection and Script
monitoring tasks, system tasks and newly created on-demand scan user tasks.

Trusted processes (used only in the Real-time file protection task)

Some applications on the server may become unstable if files to which they
call are intercepted with the Anti-Virus application. Such applications in-
clude, for example, system domain controller applications.

In order to avoid disruptions of stable operation of such applications, you
can disable real-time protection of files to which running processes of these
applications call - that is to create a list of trusted processes in the trusted
zone.

Microsoft Corporation recommends excluding from the real-time protection
scope file of some such applications as they are not susceptible to infection.
You can view the list of files recommended to be excluded at Microsoft Cor-
poration website http://www.microsoft.com/, Article code: KB822158.
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You can apply the trusted zone with the Trusted processes function enabled
or without enabling this function.

Please note that if the executable process file is modified, for example, if it is
updated, Anti-Virus will exclude it from the list of trusted processes.

Backup operations (used in the Real-time file protection task only)

You can disable real-time protection of files accessed by the backup file co-
pying operation during the time while this task is being executed: Anti-Virus
will not scan files opened for reading by the backup copying application with
attribute FILE_FLAG_BACKUP_SEMANTICS.

You can apply the trusted zone with disabling the real-time file protection for
the time the backup copying is carried on or without disabling this function.

Exclusion rules (used in the Real-time file protection and Script monitoring
tasks and on-demand scanning tasks)

You can exclude objects from scan in individual tasks without need for the
trusted zone or you can compile a unified list of objects to be excluded from
the scan in the trusted zone. You can keep this list and, when required, you
can apply exclusions in the tasks of the selected functional components
Real-time file protection , Script monitoring and on-demand scanning
tasks.

You can add to the trusted zone objects by their location on the server, by
the name of the threat detected in the object or by both attributes combined.

By adding a new exception to the trusted zone you set up a rule for it
(attributes using which Anti-Virus will skip objects) and specify to which func-
tional component (Real-time protection and/or On-demand scan) this
rules applies.

According to the rule you configure Anti-Virus can skip in the tasks of the
specified components:

1 specified threats in the specified areas of the server;
1 allthreats in the specified areas of the server;
1 specified threats in the entire scan area.

If you selected Add to exclusions remote administration programs and
Add to exclusions files recommended by Microsoft during the installa-
tion of Anti-Virus, these exclusion rules will be applied to the Real-time file
protection task and in the system on-demand scan tasks except Scan Qu-
arantine and Application integrity control
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8.2. Adding exclusions to the trusted
zone

This chapter contains the following information:

1 adding processes to the list of trusted processes list (see section 8.2.1
on pg. 101);

1 disabling the real-time file protection for the time of backup copying (see
section 8.2.2 on pg. 105);

1 adding exclusion rules (see section 8.2.3 on pg. 105).

8.2.1. Adding process to the list of trusted
processes

In order to avoid disruptions of stable operation of applications sensitive to file
interceptions, you can disable real-time protection of files to which running
processes of these applications call - that is to create a list of trusted processes
in the trusted zone.

You can add a process to the list of trusted processes using one of the following
methods:

1 select this process from the list of processes currently running on the
protected server;

1 select an executable file of the process regardless of whether the
process is currently running.

Note

If the executable file of a process has been modified, Anti-Virus excludes this
process from the list of trusted processes.

In order to add a process to the list of trusted processes:

1. Open the shortcut menu on the Anti-Virus snap-in in the Anti-Virus con-
sole in MMC and select the Trusted zone command.

2. On the, Trusted Processes tab in the Trusted zone dialog box (see
Figure 34) and enable the Trusted Processes function: check the Do
not monitor file activit y of the specified processes box.
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Trustedzone 2=l
Trusted processes | Exclusion rules
¥ Donot check files backup operations:
I Do nok monitar file activiky of the specified processes
File name - | Path to file
ot e, | B |1 beee |
o I Cancel | Apply |

Figure 34. The Trusted zone dialog box, the Trusted Processes tab
3. Add a trusted process from the list of running processes or specify an
executable file of the process.
1 Inorder to add a process from the list of running processes:
a) Pressthe Add button.

b) In the Adding a trusted process dialog box (see Figure 35)
process the Processes button.
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ng a trusted process : il

Executable file name:

Path ta file on protected computer:

Browse. .. Processes. .. |

|
L

@) Heb

The use of environment variables is allowed, Please note that the
environment variables can have different values depending on the installed
syskem or user's wariables,

Zancel

c)

Figure 35. The Adding a Adding a trusted process dialog box

In the Active Processes dialog box (see Figure 36) select the
required process and press the OK button.

In order to find the required process in the list, you can sort the
processes by name, PID or by the path to the executable file of
the process.

Active processes ll

File mame | PID | Path ta file: | -

chfmon.exe 176 C:\wAND O S spstern 32

explorer.exe 1578 C:AwAINDOWS

kavfz exe 468 C:\Program Files\K aspersky Lab\Caspersky Anti-firuz 6.0 For Win

kavfzgt.exe gz C:\Program Files\Kaspersky Lab\K aspersky Antiiruz 6.0 Far win...

kavisscs.exe 4040 C:\Program Files'K.aspersky Lab'Kaspersky Antitfirus 6.0 Far Win...

kavizwp.exe 796 C:\Program Files\K.aspersky LabMK.aspersky Antitfirus 6.0 Far Win. ..

kavtray exe 1016 C:\Program Files\K aspersky Lab\Caspersky Anti-firuz 6.0 For Win

klnacserver.exe 584 C:\Program Files'K.aspersky Lab'K.aspersky Administration Kit

klnagent.exe BI04 C:\Program Files\K.aspersky Lab\K.aspersky Administration Kit\Ma...

klzerver exe 72 C:\Program FileshK aspersky LabhK azpersky Administration Kit

|zazs.exe 152 C:\WAMDOMW S \spstem 32

MM, exe 2284 C:\wANDOMW S sypstem 32

sEMvices. exe 1132 C:AAINDOWS Sapstern 32

M. eve 720 C:AWANDOW S \apstern 32 o

spoolsy.exe 1938 C:\WAMDOMW S \spstem 32

sqlservi.exe E20 C:A\Program Files\Microsoflt SEL ServersM 3 50LABInn

swchaost exe 1404 C:AAINDOWS spstern 32

swchost exe 1588 C: AW AMDOWS \apstem32

svchost exe 412 C: M/ IMDOMW S \apstem32

swchaost exe 2180 C: W IND O S spstern 32 LI
@) Hep

Figure 36. The Active Processes dialog box
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Note

In order to view active processes on the protected server you
must be included into the administrator's group of the protected
server.

The selected process will be added to the list of trusted
processes in the Trusted Processes dialog box.

1 In order to select an executable file of the process on the drive of
the protected server, perform the following:

a) pressthe Add button on the Trusted Processes tab,

b) Press Browse in the Adding a trusted pro cess dialog box
and select an executable process file on the local drive of the
protected server. Press the OK button.

The name of the file and path to it will then be displayed in the
Adding a trusted process dialog box.

Specifying the path you can use system environmental va-
riables; you candédt use userdés env

Note

Anti-Virus does not consider a process to be a trusted process
if the path to the executable process file is different from the
path specified by you in the Path to File field. If you wish a
process launched from a file that may be located in any folder
to be considered trusted, then enter character * in the Path to
file field. Specifying the path you can use environment va-
riables.

c) Press the OK button.

The name of the selected executable process file will then be
displayed in the List of trusted processes in the Trusted
processes dialog box.

4. Press OK to save the changes.

5. Make sure that the trusted zone is applied in task Real-time File Pr o-
tection (see section 8.3 on pg. 109).
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8.2.2. Disabling the real -time file protection
task for the time of backup copying

You can disable real-time protection of files accessed by the backup file copying
operation during the time while this task is being executed: Anti-Virus will not
scan files opened for reading by the backup copying application with attribute
FILE_FLAG_BACKUP_SEMANTICS.

Note

Information about the number of files skipped by Anti-Virus skips during the
backup copying operations is not displayed in the Statistics dialog box of the
Real-Time File Protection task.

In order to disable real-time file protection during the backup copying:

1. Open the shortcut menu on the Anti-Virus snap-in in the Anti-Virus con-
sole in MMC and select the Trusted zone command.

2. Perform one of the following actions on the Trusted Processes of the
Trusted zone dialog box:

1 in order to disable real-time protection of files accessed by the
backup file copying task, check the Do not monitor bac kup cop y-
ing file operations box.

1 in order to enable real-time protection of files accessed by the
backup file copying task, uncheck the Do not monitor backup ¢ o-
pying file operations  box.

Press OK to save the changes.

Make sure that the trusted zone is applied in task Real-time File Pr o-
tection (see section 8.3 on pg. 109).

8.2.3. Adding exclusion rules

In order to add an exclusion rule:

1. Open the shortcut menu on the Anti-Virus snap-in in the Anti-Virus con-
sole in MMC and select the Trusted zone command.

2. Press the Add button on the Exclusion rules tab of the Trusted Zone
dialog box.
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; Trusted zone

Trusted processes  Exclusion rules

2%

Threats icati Comment

arumD | e
HaSwstemRootiClu. .. Real-time file protectio.. .
FeSystemRoot¥eintfr. .. Real-time file protectio.. .
HeSystemPootintfy. .. Real-time file protectio.. .
FeSvstemRoot¥intfr. .. Real-time file protectio.. .
FaSvstemPoot%lsys, ., Real-time file protectio.. .
HaSwstemRootdisys, . Real-time file protectio.. .
YaSystemRootdlsys. . Real-time file protectio. ..
HeSystemRoot¥isys, . Real-time file protectio.. .
WeSystemPoot¥isys, . Real-time file protactio.. .

4]

Rule description:

o not scan specified objects:

Object: % Quorumbrive % \MICS)

Application scope: Real-time file protection, On-demand scan, Script monitoring
Rule status: enabled

Comment:

@) telo Add... | Edit... | Remaove |

QK I Cancel |

Apply

Figure 37. The Trusted zone dialog box, the Exclusion rules tab

The Exclusion rule dialog box will open.
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, Exclusion rule x|

CObject will not be scanned if the Following conditions are mek:

r

[ Threats: I Change. .. |

Rule application scope:

¥ Real-time file protection
il Seripk monitoring
¥ on-demand scan

Comment:

I change:.. |

\ij) Attention! The use of exclusion rules can be disabled in settings of corresponding ktasks.

@) teb

(84 Cancel

Figure 38. The Exlusion rule dialog box

3. Indicate the rule according to which Anti-Virus will exclude the object.

Note

In order to exclude specified threats within the specified areas check the
Object box and the Threats box.

In order to exclude all threats within the specified areas check the Ob-
ject box and uncheck the Threats box.

In order to exclude specified threat within the entire scan area, uncheck
the Object box and check the Threats box.

1

If you wish to specify the object's location, check the Object box,
press the Change button and in the Select Object dialog box (see
Figure 39) specify the object that will be excluded from scanning
and then press the [ sbutton:

(o]

Predefined Scope. Select in the list one of predefined scan-
ning areas.

Disc or folder . Specify the server drive or folder on server or
in the local network.

File. Specify the file on server or in the local network.

File or URL of the script . Select the script on a protected
server, in local network or in the Internet.




108

Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition

Note

and *.

You can specify masks for the names of objects using characters ?

Select object

o

IHarcI Disk Drives

" Disc or folder:

" File:

Browse, .. I

" File or URL of the scripk:

Browse, .. I

@) telp

Cancel

[k ]

il

Figure 39. The Select Object dialog box

If you wish to specify the name of the threat, press the Change but-
ton and add the names of the threats in the List of exclusions

(see Figure 40) dialog box (for more details about this setting refer
to section A.3.9 on pg. 370).
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-, List of exclusions

Specify the names of threats that you would like to exclude from
scanning. You can use masks ko specify threat names:

not-a-virus RemoteAdmin, Win3z, Rndmin.20| Add

Rermnye |

QK Cancel
©) Helo

Figure 40. The List of exclusions dialog box

4. Inthe Exclusion rule dialog window under the Rule application scope
heading check the boxes next to the names of the functional compo-
nents in whose tasks exclusion rules will be applied.

5. Press OK.

1 In order to edit the rule, select the rule you wish to edit in the
Trusted zone dialog box, on the Exclusion tab, press the Edit but-
ton and make a change in the Exclusion rule dialog box.

1 In order to delete a rule, select the rule you wish to delete in the
Trusted zone dialog box, on the Exclusion tab, press the Delete
button and confirm the deletion.

6. Press OK in the Trusted zone dialog box.

8.3. Applying a trusted zone

By default the trusted zone is applied in the Real-time protection tasks, system
tasks and newly created on-demand scan tasks.

You can enable or disable the use of trusted zone in individual tasks in the Task
Properties dialog box.
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After you enable or disable a trusted zone, exclusions in this area will be imme-
diately applied to or removed from the Real-Time File Protection and Script
monitoring , and in to/from the on-demand scan tasks - next time the task is
launched.

In order to apply exclusions to a trusted zone in a task:

1. In the MMC console open the shortcut menu on the task name and
check the Apply Trusted zone box on the General tab in the Task
Properties dialog box.

2. Press the OK button.



CHAPTER 9. ON-DEMAND SCAN

This chapter contains the following information:

f
f
f

9.1.

about on-demand scan tasks (see 9.1 on pg. 111);
configuring on-demand scan tasks (see 9.2 on pg. 112);

execution of the background on-demand scan tasks (see 9.3 on pg.
131);

on-demand scan task statistics (see 9.4 on pg. 133).

About on -demand scan tasks

The Anti-Virus provides for four on-demand scan system tasks:

il

The Scan My Computer task is executed by default on a weekly basis
according to the schedule. The Anti-Virus scans all objects of the pro-
tected server using security settings with values corresponding to the
Recommended level (see 9.2.2.1 on pg. 120). You can modify the set-
tings of the Scan My Computer task.

The Scan Quarantine is executed by default according to the schedule
after each bases update. The Anti-Virus scans the quarantine folder us-
ing settings listed in 11.3 on pg. 160. You cannot modify the Scan Qu a-
rantine task settings.

The Scan at system startup task is executed at the Anti-Virus startup.
The Anti-Virus scans the server startup objects, Anti-Virus software
modules, boot sectors and master boot records of hard and removable
drives, system memory and memory of processes. The Anti-Virus uses
the Recommended pre-defined security level (see 9.2.2.1 on pg. 120).
You can change the schedule settings or disable the launch of this task.

The Application integrity control task is executed according to the
schedule at the Anti-Virus startup. The Anti-Virus verifies the authentici-
ty of its executable modules. You cannot modify the Application int e-
grity control task settings. You can change the schedule settings or
disable the scheduled launch of this task.

Additionally you can create user-defined on-demand scan tasks. For example
you can create a task for scanning public access folders on the server.

The Anti-Virus may run several on-demand scan tasks at the same time.
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For more details on the categories of tasks, provided by the Anti-Virus, according
to where they were created or saved refer to 5.1 on pg. 48.

For more details about the Anti-Virus Real-time protection and On-demand pro-
tection functions refer to 1.1.1 on pg. 13.

For managing tasks in the Anti-Virus console in MMC refer to Chapter 5 on pg.
48.

9.2. Configuringon -demand tasks

You can configure the system on-demand scan task Full computer scan and
user-defined on-demand scan tasks.

To learn how to create a new user-defined on-demand scan task see 5.2 on pg.
50.

In order to configure an on-demand scan task:
1. Expand the On-demand scan node in the console tree.
2. Click the on-demand scan task you wish to configure in order to open it.

3. Configure the task settings: create the scan scope, if required change
the safety settings. By default system task Scan My Computer and
newly created user-defined tasks have settings listed in Table 5.

4. Open the shortcut menu on the task name and select the Save com-
mand in order to save the changes in the task.

Table 5. Default settings of the Scan my computers task

Parameter Value Configuration instructions

Scan scope entire server You can create a scan area (see
In server file resource tree 9.2.1 on pg. 113).

the node Shared folders
is excluded i the Anti-
Virus scans public folders
following their actual path
to the hard drives.
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Parameter

Value

Configuration instructions

Security settings

common for the entire
scan area; matching the
Recommended security
level

You can do the following for the
nodes selected in the server file
resources tree:

9 Select a different pre-defined
security level (see 9.2.2.1 on

pg. 120);

1 Manually change security set-
tings (see 9.2.2 on pg. 120).
You can save security settings as
a template to use them later for
another node (see 9.2.2.3 on pg.

127).

Trusted zone

If you selected Add to
exclusions threats by
mask not-a-virus: Remo-
teAdmin* and Add to ex-
clusions files recommend-
ed by Microsoft, remote
administration Remo-
teAdmin programs and
files recommended by
Microsoft will be excluded.

A unified list of exclusions that
you can apply to the selected on-
demand scan tasks and the Real-
time file protection task.

Chapter 8 on pg. 99 contains
information about the creation
and application of trusted zone.

9.2.1. Scan scope in the on

tasks

This chapter contains the following information:

-demand scan

1 about defining the scan area (see 9.2.1.1 on pg. 114);

1
1
1
f

(see 9.2.1.5 on pg. 118).

about pre-defined areas (see 9.2.1.2 on pg. 114);
defining the scan area (see 9.2.1.3 on pg. 116);
including the network path to the scan area (see 9.2.1.4 on pg. 117);

how to create a virtual scan area - include dynamic drive, folder and file
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9.2.1.1. About defining the scan area in the on -
demand scan tasks

By default the scan area in the Full computer scan system task or in newly
created on-demand scan tasks includes the entire server. You can restrict the
scan area by only several areas on the server if there is ho need to scan them all
according to the security requirements.

In the Anti-Virus console the scan area is displayed as a server file resource tree
that Anti-Virus can scan.

Server file resource tree nodes are displayed as follows:
The node is included into the scan area.

O The node is excluded from the protection area.

B At least one of the nodes nested in this node is excluded from the scan area
or the security parameters of the nested node differ from the security para-
meters of this node.

The names of virtual nodes of the protection area are displayed in blue color font.

9.2.1.2. Pre -defined scans copes

In order to view the server file resource tree:
1. Expand the On-demand scan node in the console tree.

2. Select the On-demand scan task for the scan scope you want to view
to open it (see Figure 41):
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Figure 41. An example of server file resource tree in the Anti-Virus console

The results panel displays the server file resource tree. You can create a scan
scope from the objects displayed there.

The server file resource tree contains the following pre-defined areas:

f
f

My computer : The Anti-Virus scans the entire server.

Hard drives . Anti-Virus scans objects on the server's hard drives. You
can include into or exclude from the scan area all hard drives, individual
disks, folders or files.

Removable drives . Anti-Virus scans objects on removable media, for
example on CDs or USB drives. You can include into or exclude from
the scan area all removable disks, individual disks, folders or files.

System memory . Anti-Virus scans system and process memory.

Startup objects . Anti-Virus scans objects to which register keys and
configuration files refer, for example WIN.INI or SYSTEM. INI and the
application's modules that are started automatically at the computers
startup.

Shared folders . Anti-Virus scans all public folders on the protected
server.

Network places . You can add network folders or files to the scan area
indicating the path to them in UNC (Universal Naming Convention) for-
mat. Account that you use to launch the task must have the access right
to the folders and files added. By default on-demand scan tasks are ex-
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ecuted under the Local system (SYSTEM) account. For more details
refer to 9.2.1.4, pg. 117.

1 Virtual drives . You can include into the scan area dynamic drives, fold-
ers and files as well as drives connected to the server, for example
common cluster drives (create a virtual scan area). For more details re-
ferto 9.2.1.5, pg. 118.

Note

Virtual drives created using a SUBST command are not displayed in the server
file resource tree in the Anti-Virus console. In order to scan objects on a virtual
drive, include a server folder with which this virtual drive is associated.

Connected network drive will not be reflected in the server file resource tree ei-
ther. In order to include objects on a network drives into the scan area, specify a
path to a folder corresponding to this network drive in UNC format.

9.2.1.3. Creating a scan area

If you are remotely managing the Anti-Virus on a protected server via the MMC
console installed on the administrator's workstation, you must be a member of
the local administrators group on the protected server in order to view folders on
such server.

In order to create a scan area
1. Expand the On-demand scan node in the console tree.
2. Select the on-demand task the scan scope of which you wish to create.

The server file resource tree will be displayed in the result panel. By de-
fault all areas of the protected server will be included into the scan area.

3. Perform the following actions:

1 In order to select nodes that you wish to include into the scan area
uncheck the My computer box in the system on-demand scan task
and perform the following:

o if you wish to include all drives of the same type into the scan
area, check the box next to the name of the required disk type;

o if you wish to include an individual disk into the scan area, ex-
pand the node that contains the list of drives of this type and
check the box next to the name of the required drive. For ex-
ample, in order to select a removable drive F: expand node All
removable drives and check the box for drive F.
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4.

o If you would like to include into the scan area an individual
folder on the disk, expand the server file resource tree in order
to display the required folder and check the box next to its
name. Using the same procedure you can also include files in-
to the scan area.

1 in order to exclude an individual node from the scan area, expand

the server file resource tree in order to display the required node
and uncheck the box next to its name.

Open the shortcut menu on the task name and select the Save com-

mand in order to save the changes in the task.

To read about adding to the scan scope:

1 A network drive, folder or file, refer to 9.2.1.4 on pg. 117;

1 A dynamic drive, folder or file, refer to 9.2.1.5 on pg. 118.

9.2.1.4. Including network drives, folders or files

into the scan area

You can add network drives, folders or files to the scan area indicating the path
to them in UNC (Universal Naming Convention) format.

In order to add the network object to the scan area:

1.
2.

Expand the On-demand scan node in the console tree.

Select the on-demand scan task to the scan area of which you wish to
add the network path.

Right-click the Network path node and select the Add network folder
or the Add network file command.

Enter the path to a network folder or file in UNC format and press
<ENTER>.

Check the box next to the added network object to include the added
network path to the scan area.

If required, change the security settings for the added network object
(see 9.2.2 on pg. 120).

Open the shortcut menu on the task name and select the Save com-
mand in order to save the changes in the task.
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9.2.1.5. Creating a virtual scan scope: adding

dynamic disks, folders or files to the scan

scope
You can include into the scan area dynamic drives, folders and files as well as
drives connected to the server, for example common cluster drives (create a

virtual scan area). For more details about virtual scan area refer to 6.2.1.4 on pg.
68.

You can add dynamic drives, folders or files to the virtual scan area.
In order to add a virtual drive into the scan area:
1. Expand the On-demand scan node in the console tree.

2. Select the on-demand scan task in which you wish to create a virtual
scan area in order to open the task.

3. In the result panel of the server file resource tree open the shortcut
menu on the Virtual drives node and select the name for the virtual
drive being created from the list of available names (see Figure 42).

Kaspersky Anti-¥irus 6.0 Console =131l
K File Action ‘iew ‘Window Help ‘ _Iﬁllﬁl

le s @ |2]H"> = 0

K Kaspersky Anti-virus Qs On-demand scan task
- Real-time protection
iy <
/OEI emandiean Scan selected areas of the computer with | =] My Computer
-4 Sean at system startup specified scan parameters “g# Hard drives
& Application inteqrity control P st M <
= Ell : '
@ Scan My Computer - -[#]“#* Removable drives
@ Scan Quaranting __nr Properties [ &
B -
&® NEU?F =8 ¥ Open task report B b
(%) Quarantine . J Metwark places
[ Backp Y save System memary
- Update ) 2 Help Startup objects
- System audit log = Shared folders
% Reports £ virtual drives
Skatistics e
..... o |[F -
8] License keys
=
a: =
H:
iH o
aH
K:
(15
On-demand scan task Skandard / M: X

Figure 42. Selecting name for a virtual drive being created

4. Check box next to the drive added in order to include the drive into the
scan area.
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5. Open the shortcut menu on the task name and select the Save com-
mand in order to save the changes in the task.

In order to add a virtual folder or a virtual file into the scan area:
1. Expand the On-demand scan node in the console tree.

2. Click on the on-demand scan task in which you wish to create a virtual
scan area in order to open the task.

3. Open the shortcut menu on the node into which you wish to add a folder
or a file in the results panel in the server file resources tree and select

Add virtual folder

| Kaspersky Anti-Yirus 6.0 Console

P4 Eie

Action  Yiew  Window

or Add virtual file

=
RETET

¢~ B|2|E> =1

Kaspersky Anti-virus
Feeal-time protection
g On-demand scan
E0 Scan at system startup
@ Application integrity control
@ Scan My Computer
@ Scan Quaranting
JEI Meusr Task
@ Quarantine
~[ Backup
[]--@ Update
-~[FF] System audit log
a Reports
m Skatistics
{5 License keys

21 On-demand scan task
5can selected areas of the computer with
spedified scan parameters
P Start
.— )
[ Properties
& Open task report
H Save

7 Help

=-f J Iy Computer
“ge Hard drives

Select subfolders
Unselect subfalders
Select files
Unselect files

Add wirtual file g

Apply template 3

21
& nuety

Refresh

On-demand scan task Standard /

Figure 43. Adding a virtual folder
4. In the entry field specify name for folder (file). You can use a folder
name mask (file). Use special symbols * and ? for the mask.

5. Inthe line with the name of the folder created (or file created) check box
in order to include this folder (file) into the scan area.

6. Open the shortcut menu on the task name and select the Save com-
mand in order to save the changes in the task.
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9.2.2. Configuring security settings for the
selected node

You can configure security settings in the selected on-demand scan task - either
as common settings for the entire scan area or individual settings for individual
nodes in the server file resource nodes. The security settings that you configure
for the selected node will automatically be applied to all nodes nested into it.
However, if you configure security settings for a nested node separately, the se-
curity settings of the parent node will not apply to it.

You can configure settings of the selected scan area using of the following me-
thods:

1 select one of the three pre-defined security levels (minimum, recom-
mended or maximum) (see 9.2.2.1 on pg. 120);

1 manually change security settings of the selected nodes in the server
file resource tree (see 9.2.2.2 on pg. 123).

You can save the set of settings of the node into a template so that you could
later apply this template to other nodes (see 9.2.2.3 on pg. 127).

9.2.2.1. Selecting pre -defined security levels for
on -demand scan tasks

You can apply one of the three following security levels for the node selected in
the server file resources tree: a) maximum speed, b) recommended and c¢) max-
imum protection. Each of these levels has its own pre-defined set of security
settings. These settings are provided in Table 6.

Maximum Speed

You can set the Maximum Speed security level on the server if, apart from
the use of Anti-Virus on the servers and workstations, there are additional
computer security measures in your local network, for example, firewalls are
set up, network user security policies are in place.

Recommended

The Recommended security level (set by default). This security level was
admitted by Kaspersky Lab's experts to be sufficient for scanning servers in
most networks. It ensures the optimum combination of the scan quality and
speed.
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Maximum Protection

Use the Maximum Protection security level if there are no other computer
security measures in your network.

To learn how to manually configure security parameters for the selected node in
the file resource tree see 9.2.2 on pg. 120.

Table 6. Pre-defined security levels and
corresponding security settings

Security level/se ttings

Pre-defined security level

Maximum Recommended Maximum pr o-
Speed tection
Detectable objects by format all objects all objects
(see A.3.2 on pg. 360)
Scan new and mo d- Enabled Disabled Disabled

ified objects only
(see section A.3.3 on
pg. 362)

Actions to be pe r-
formed with infected
objects (see A.3.5on

Pg. 364)

disinfect, delete if
disinfection is not
possible

disinfect, delete if
disinfection is not
possible

disinfect, delete if
disinfection is not
possible

Actions to be pe r-

isolate (quaran-

isolate (quaran-

isolate (quaran-

formed with susp i- tine) tine) tine)
cious objects (see

A.3.6 on pg. 366)

Excluding objects (see no no no
A.3.8 on pg. 369)

Excluding threats (see no no no
A.3.9 on pg. 370)

Maximum object scan 60 sec no no

time (see A.3.10 on pg.
372)
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Security level/se ttings

Pre-defined security level

Maximum Recommended Maximum pr o-
Speed tection
Maximum composite 8 no no
object size (see A.3.11
on pg. 372)
NTFS streams scan yes yes yes
(see A.3.2 on pg. 360)
Detectable objects yes yes yes
(see (see A.3.2 on pg.
360)
Scanning composite 1 SFX-archives* |{ archives* 9 archives*
obje;(ta%) (see A.3.40n |q packed ob- | SFX-archives* |1 SFX-archives*
FEhEs Jects* 1 packed ob- 1 mail databas-
1 embedded jects* es*
- i *
OLE-objects 1 embedded 1 mail format

*new and mod-
ified objects only

OLE-objects*

*All objects

files*

1 packed ob-
jects*

 embedded
OLE-objects*

*All objects

Note

Note that scan settings Use iChecker and Use iSwift are not included into the set
of settings of the pre-defined security levels. By default these settings are
enabled. If you change the state of Use iChecker and Use iSwift, the pre-defined
security level will not change.

In order to select one of the pre-defined security levels:

1. Select the On-demand scan node in the console tree.

2. Select the on-demand scan task in which you wish configure security

level.
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3.

Select the scan area node for which you wish to select the pre-defined
security level.

Make sure that this node is included into the scan area (see 9.2.1.1 on
pg. 114).

Using the Security level dialog box (see Figure 44) select a security
level you wish to apply.

Lewel |

—Security level

IRecommended j

This security level is recommended by Kaspersky Lab's experts as the optimum level,
The Following objects are scanned on this level:

- all files on the server (changed, unchanged and new);
- disk book sectors and MER;

- alternate MTFS streams;

- all 5F¥ archives;

- all packed objects;

- all embedded OLE-objects;

- all archives,

@) Helb Sektings... |

Figure 44. The Security level dialog box

The dialog box will display the list of security settings corresponding to
the security level you selected.

Open the shortcut menu on the task name and select the Save com-
mand in order to save the changes in the task.

9.2.2.2. Configuring security settings manually

In order to configure security settings manually:

1.
2.

Select the On-demand scan node in the console tree.

Select the on-demand scan task in which you wish configure security
level.
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3. Select the scan area node for which you wish to configure the security
settings. Make sure that this node is included into the scan area (for
more details about defining the scan area refer to 9.2.1.3 on pg. 116).
The Security level dialog box will be then displayed in the bottom part
of the results panel (see Figure 45).

Lewel I
—Security level
IRecommended j
This security level is recommended by Kaspersky Lab's experts as the optimum leyel,
The Following ohjects are scanned an this level:
- all files on the server (changed, unchanged and new);
- disk boot sectors and MBR;
- alternate MTFS streams;
- all 5F¥% archives;
- all packed objects;
- &ll embedded OLE-objects;
- all archives,
9) Help Settings. .. |
Figure 45. The Security level dialog box
Press the Settings button in order to open the Security se ttings dialog
box.
Note

You can open the Security Settings dialog box for the selected node in
the file resource node by right-clicking this node and selecting Properties .

4,

In the Security Settings dialog box configure the required security set-
tings for the selected node in accordance with your requirements.

1 Inthe General tab (see Figure 46) perform the following actions:

0 Under the Scan scope heading, indicate whether the Anti-
Virus will scan all objects in the scan area or only objects with
certain formats or extensions and whether it will scan disk boot
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sectors and master boot records and alternative NTFS streams
(see A.3.2 on pg. 360);

0 under the Productivity heading specify whether Anti-Virus will
scan all objects within the selected area or only new and mod-
ified objects (see section A.3.3 on pg. 362);

0 Under the Process compound objects heading, indicate

General I.C\ctions | Performance |

=
v

" all objects
" Ohjects scanned by Format

which composite objects will be scanned by the Anti-Virus (see
A.3.4 on pg. 363).

" Ohjects scanned by specified list of extensions
" Ohjects scanned by specified extension masks:

¥ Scan disk boot sectors and master bock record
¥ Scan alternate NTFS streams

Iadify, . |

—Produckivity

[" Scan only new and changed files

—Process compound ohjects

v &l archives v &l packed objects
v all 5Fy archives [ all plain mai
[ all mail databases v &l embedded OLE objects

) Help Save as template. .,

Security level

Figure 46. The Security Settings dialog box of the On-demand scan task, the General

tab

1 Inthe Actions tab (see Figure 47) perform the following actions:

0 Actions to be performed with infected (see A.3.5 on pg. 364);

(o]

Actions to be performed with suspicious objects (see A.3.6 on

pg. 366);

Actions to be performed with objects depending on the threat
type (see A.3.7 on pg. 368).
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Figure 47. The Security Settings dialog box of the On-demand scan task, the Actions

General  Ackions Performancel

—#&ctions to be performed on infected objects
" Disinfect
" Disinfect, delste if disinfection Fails
" Delete
% Perform recommended ackion
" skip

—#&ctions to be performed on suspicious objects
" Quararkine
" Delete
& Perform recommended action
" skip

—#Actions on objects depending on the threat tvpe

[ act depending on the threat bvpe Sethings, .. |

@) teb

tab

Using the Performance tab (see Figure 48) perform the following

actions, if necessary:

0 Excluding objects (see A.3.8 on pg. 369);

0 Excluding (see A.3.9 on pg. 369);

0 Maximum time of the object scan (see A.3.10 on pg. 372);

0 Maximum composite detectable object size (see A.3.11 on
pg. 372);

0 Using iChecker technology (see A.3.12 on pg. 373);

0 Using iSwift technology (see A.3.13 on pg. 374).
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General I Actions  Performance

rExelusions

Todify..

™ Exclude threats:

I [adify.. .

—Additional sektings

[ 5top if scan kakes longer than &0
™ Do not scan compound objects larger than g
¥ Use iChecker technology

[V Use iswift technology

I‘ I‘ I' I‘

rInformation

i Attention! The use of trusted zone is enabled for this task: trusted zone
\) exclusion rulss are also applied (besides the exclusions, specified on this tab),

@) teb

Figure 48. The Security Settings dialog box of the On-demand scan task, the
Performance tab

5. After you have configured the required security settings, open the short-
cut menu on the task name and select the Save command in order to
save the changes in the task.

9.2.2.3. Working with templates in on -demand
scan tasks

This section contains the following information:
1  Saving security settings to a template (see 9.2.2.3.1 on pg. 128);
1  Viewing security settings in a template (see 9.2.2.3.2 on pg. 129);
1  Applying a template (see 9.2.2.3.3on pg. 130);
1 Deleting a template (see 9.2.2.3.4 on pg. 131).
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9.2.2.3.1. Saving security settings to a template

After you have configured settings of any node in the server file resource tree in
an on-demand scan task, you can save this set of settings into a template in or-
der to apply it to other node in the same task or other on-demand tasks.

In order to save a set of security settings into a template:

1.
2.

6.

Select On-demand scan in the console tree.

Select on-demand scan task security settings of which you wish to save
into the template.

In the server file resource tree select a scan area node the set of set-
tings of which you wish to save.

In the General tab of the Settings dialog box press the Save to te m-
plate button.

In the Template properties dialog box (see Figure 49) select the fol-
lowing actions:

1 Enter the template name in the Template name field.

1 Enter additional template information in the Description field.

Template properties il
Template name: I My template j
Description: | Additional information ;I
|
9) Help QK I Cancel |

Figure 49. The Template properties dialog box

Press OK. Template with the set of the parameter values will be saved.
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9.2.2.3.2.  Viewing security settings in a template

To view security settings in a template that you have created:

1. Open the context menu on the On-demand scan node and select the
Templates command (see Figure 50).

, Templates . L ﬂil

Templates |

Termplake name |

Mail databases scan

Refresh Wit I Delete I

Figure 50. The Templates dialog box

€
E

The Templates dialog box displays a list of templates that you can ap-
ply to on demand scan tasks.

2. To view the information and security settings in a template, select the
template from the list and click the View button (see Figure 51).
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-, Mail databases scan 21|

General 3Settings

can objects: objects scanned by format
- Scan disk boot sectors and MER: scan
- 5can alkernate NTFS streams: scan
- 5can only new and changed files: yes
- frchives: do not scan
- SF¥ archives: scan only new
- Mail databases: scan only new
- Packed objects: scan only new
- Plain mail: scan only new
- Embedded OLE objects: scan only new
- Actions on infected objects: block access + perform recommended action
- Ackions on suspicious objects: block access + perform recommended action
- Excude objects: no
- Exclude threats: no
- 5can time limit: stop scan if it takes more than 60 sec,
- Scan objects size limik: no
- Use iChecker technology: yes
- Use iSwift kechnology: yes

4| |

@) Helo

Figure 51. The <Template name> dialog box, Settings tab

The General tab displays the template name and additional information
about a template; The Settings tab lists the security settings saved in
the template.

9.2.2.3.3. Applying a template

In order to apply a template with security settings:
1. First save the security settings to a template (see 9.2.2.3.1 on pg. 128).
2. Select the On-demand scan node in the console tree.

3. Select an on-demand scan task in which you wish to apply security set-
tings.

4. In the server file resource tree right-click on the node to which you wish
to apply the template and select Apply template Y List of templates.

5. Use the list of templates to select the template to apply.
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6. To save the changes press OK in the Security Settings dialog box.

Note

If you apply a template to a parent node, the security parameters from the tem-
plate will be also applied to all nested nodes except those for which you have
configured security parameters separately.

In order to apply the security settings from the template to all nested nodes, be-
fore you apply the template, you must uncheck the parent node in the server's
file resources tree and then - check it again. Apply the template to the parent
node. All nested nodes will have the same security settings as the parent node.

9.2.2.3.4. Deleting a template

To delete a template:

1. Open the context menu on the On-demand scan node and select the
Templates command (see Figure 50).

2. In the Templates dialog box, select the template from the template list
that you want to delete and click the Delete button.

3. Click Yes in the confirmation window. The selected template will be de-
leted.

9.3. Running a background on -
demand scan task

By default the processes in which the Anti-Virus tasks are executed are assigned
base priority Medium (Normal) .

You can assign the process that will run an on-demand scan task a Low priority.
Demoting the process priority increases the time required to execute the task,
but it may have a beneficial effect on the execution speed of the processes of
other active applications.

Several background tasks can be running in one working process with low priori-
ty. You can indicate the maximum number of processes to run background on-
demand scan tasks (see A.1.3 on pg. 342).

You can specify the task priority when you create it or later in the Task prope r-
ties dialog box.

In order change the priority of an on-demand scan task:

1. Expand the On-demand scan node in the console tree.
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2. Open the shortcut menu on the on-demand scan task the priority of
which you wish to change and select Properties .

A Scan My Computer Properties dialog box will open (see Figure 52).

: 5can My Computer Properties ﬂil
General IRun as I Schedulz I Additional I
Description: |This task petforms scan of all file resources on your
computer Far viruses,
[~ Execute task in the background
¥ apply trusted zone
¥ | Comsider task execution as a full computer, scan
@) Help
oK I Zancel Apply

Figure 52. The Scan My Computer Properties dialog box

3. Perform one of the following actions on the General tab:

1

in order to enable the background task execution mode check the
Execute task in the background box;

in order to disable the background task execution mode, uncheck
the Execute task in the background box.

Note

If you enable or disable the background mode for a running task, the task priority
will not change immediately. Instead it will change next time this task is run.
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9.4. On-demand scan task statistics

While an on-demand scan task is being executed you can view information about
the number of objects processed by Anti-Virus since it was started until the cur-
rent moment in the Statistics dialog box.

If you pause a task, its statistics will be available in the Statistics dialog box.
After the task is completed or stopped you can view the task statistics in the de-
tailed report about the task events (see 13.2.4 on pg. 191).

In order to view an on-demand scan task statistics:
1. Expand the On-demand scan node in the console tree.

2. Open the shortcut menu the on-demand scan task which statistics you
wish to view and select Statistics (see Figure 53).

-, Task execution status 2=l

Statistics |

Taszk name: IScan by Computer

Mame | Walue
Threats detected

Infected objects detected
Suspicious objects detected
Mot dizinfected objects

Mot quarantined objects

Mot deleted objects

Objects nat scanned

Mot backed up objects
Scan enors

Objects disinfected

Moved ko Quarantine
Backed up objects

Objects deleted
Password-protected objects
Corupted objects

Objects scanned

CcoOooooOoooDoDooo oo

)
=
=

Figure 53. The Task execution status dialog box

The following information about objects processed by Anti-Virus since it was
started until the current moment will be displayed in the Task execution
status dialog box:
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1 Inthe Application Integrity Control  task

Field

Description

Modules with breached int
grity

e_

Number of modules with breached integrity

If modules with breached integrity are de-
tected, restore Anti-Virus. For instructions see
document Kaspersky Anti-Virus 6.0 for Win-
dows Servers Enterprise Edition. Installation
Guide.

Total number of mo dules
verified

The total number of verified modules.

1 intasks Full computer scan , Scan at the system startup , Scan Qua-
rantine and user-defined on-demand scan tasks:

Field

Description

Threats detected

The number of threats detected; for example,
if Anti-Virus detects one malware program in
five objects, the value in this field will be in-
cremented by one

Infected objects detected

total number of infected objects detected

Suspicious objects detected

total number of suspicious objects detected

Objects not disinfected

the number of objects that Anti-Virus did not
di sinfect because: 0)
contained in the object does not provide for
disinfection; b) objects of this type cannot be
disinfected; c) an error occurred during the
disinfection

Objects not quara ntined

number of objects that Anti-Virus must have
guarantined, but was unable to do it due to an
error, for example due to insufficient disk
space

Objects not deleted

number of objects that Anti-Virus attempted
but was unable to delete, because, for exam-
ple, access to the object was blocked by
another program
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Field

Description

Objects not scanned

number of objects in scan scope that Anti-
Virus failed to scan because, for example,
access to the object was blocked by another
program

Objects not backed up

number of files copies of which Anti-Virus at-
tempted to save to Backup but was unable to
due to an error

Scan errors

number of objects during processing of which
Anti-Virus encountered error.

Objects disinfected

number of objects disinfected by Anti-Virus

Objects quarant ined

number of objects quarantined by Anti-Virus

Objects backed up

number of files copies of which Anti-Virus
saved to Backup

Objects deleted

number of objects deleted by Anti-Virus

Password protected objects

number of objects (for example archives) that
Anti-Virus skipped as they were password-
protected

Corrupted objects

number of objects skipped by Anti-Virus as
their format is corrupted

Objects scanned

total number of objects scanned by the Anti-
Virus




CHAPTER 10. UPDATING ANTI -

VIRUS BASES AND
APPLICATION MOD ULES

This chapter contains the following information:

f
f
f

about updating of the Anti-Virus bases (see 10.10on pg. 136);

about updating of the application modules (see 10.2 on pg. 138);

schemes for updating bases and application modules of the Anti-Virus
applications used within the organization (see 10.3 on pg. 139);

description of the updating tasks (see 10.4 on pg. 143);

configuring updating tasks:

il

selecting the update source, configuring connection with the update
source, specifying the location of the protection server in the up-
date tasks (see 10.5.1 on pg. 145);

configuring the settings of the Updating application modules task
(see 10.5.2 on pg. 150);

configuring the settings of the Updates distribution task (see 10.5.3
on pg. 152);

statistics of the updating tasks (see 10.6 on pg. 153);

Anti-Virus database update rollback (see 10.7 on pg. 154);

application modules update rollback (see 10.8 on pg. 154).

10.1. About updating Anti -Virus

bases

Anti-Virus bases stored on the protected server soon become outdated. Kas-
persky Lab's Anti-Virus analysts detect hundreds of new threats on a daily basis,
create records that identify them and include them into the database updates.
(Database updates are one or several files containing records identifying threats
that were detected during the time since the previous update was created). In
order to maintain protection of servers at the required level, we recommend that
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you receive database updates regularly. In order to minimize the server infection
risk, download bases updates on a regular basis.

By default if, if Anti-Virus database are not updated within a week after the mo-
ment the latest installed bases updates were created, a Bases obsolete event
occurs and if the bases are not updated within two weeks, a Bases outdated
event will occur (information about bases up-to-date status will be displayed in
the Statistics node, see section 13.4 on pg. 203) You can specify the number of
days before these events occur using general Anti-Virus settings (see 3.2 on pg.
40) and configure administrator notifications about these events (see 15.2 on pg.
216).

You can update bases from Kaspersky Lab's FTP or HTTP update servers or
from other update sources using Anti-Virus task Application database update.
Details about task Application database u pdate see 10.4 on pg. 143.

You can download updates to each protected server or use one computer as an
intermediary by copying all updates onto it and then distributing them to the
servers. And if you use Kaspersky Administration Kit application for the centra-
lized administration of protection of computers in a company, you can use Kas-
persky Administration Kit administration server as an intermediary for download-
ing updates. In order to copy bases to the intermediary computer without using
them, use the Update s Distribution task. More details about this task see 10.4
on pg. 143.

You can launch the database update tasks manually or using a schedule (To
learn how to configure a task schedule see 5.7 on pg. 53).

If the update downloading process is interrupted or results in an error, the Anti-
Virus will automatically switch back to using bases with the latest installed up-
dates. If the Anti-Virus bases become corrupted you can manually roll them back
to the previously installed updates (see 10.7 on pg. 154).

Note

If you do not have internet access you can receive update files on diskettes or
CD from our partners. You can view information about the partner you have
purchased your copy of Anti-Virus from in the properties of the installed key of
the Anti-Virus console. You can also call our central office in Moscow at
+7 (495) 797-87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08 for the address
of the our partner located closest to you (support is provided in Russian and
English).
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10.2. About updating application
modules

Kaspersky Lab can issue update packages for Anti-Virus application modules.
The update packages can be urgent (or critical) and scheduled. Critical update
packages repair vulnerabilities while scheduled packages add new functions or
enhance existing functions.

Urgent (critical) update packages are uploaded to the Kaspersky Lab's update
servers. You can download them automatically and install them by configuring
the Application module s updat e task.

Kaspersky Lab does not publish scheduled update packages on the update
servers for automatic installation; you can download them from Kaspersky Lab's
website. Using the Application module s updat e task you can receive informa-
tion about the release of scheduled Anti-Virus updates.

You can urgent download updates from the Internet to each protected server or
use one computer as an intermediary by copying all updates onto it and then
distributing them to the servers. In order to copy and save updates without instal-
ling them use the Update s Distribution task. For more details about this task
see 10.4 on pg. 143.

Before you install updates of application modules Anti-Virus creates backup cop-
ies of the previously installed modules. If the application modules updating
process is interrupted or results in an error, Anti-Virus will automatically return to
the use of the previously installed application modules. Additionally, you can roll
back application modules manually (see 10.8 on pg. 154).

During the installation of downloaded updates Anti-Virus service automatically
stops and then restarts.

Note

If you do not have internet access you can receive update files on diskettes or
CD from our partners. You can view information about the partner you have
purchased your copy of Anti-Virus from in the properties of the installed key of
the Anti-Virus console. You can also call our central office in Moscow at
+7 (495) 797-87-07, +7 (495) 645-79-29 or +7 (495) 956-87-08 for the address
of the our partner located closest to you (support is provided in Russian and
English).
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10.3. Schemes for updating bases

and application modules of the
Anti -Virus applications used
within the organization

You choice of the update source in the update tasks depends on the bases and
application modules update scheme you use within your organization.

You can update Anti-Virus bases and modules on the protected servers using
the following schemes:

il

download updates directly from the Internet to each protected server
(Scheme 1);

download updates from the Internet to an intermediary computer and
distribute updates to the servers from it.

Any computer with the software listed below installed can serve as an
intermediary computer:

1 Anti-Virus (one of the protected servers) (Scheme 2);
or
1 Kaspersky Administration Kit administration server (Scheme 3).

Updating using an intermediary computer will allow to decrease internet
traffic and it will also ensure additional security of the servers.

Description of the update schemes listed is provided below.
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Scheme 1. Updating directly from the Internet

Configure the Updating application bases (Updating application mo d-
ules) task on each protected server. Specify Kaspersky Lab's update serv-
ers as the update source. Configure task schedule.

You can specify other HTTP or FTP servers containing the folder with the
update files as the update source.

Downloading updates from the "
internet to the protected server
Kaspersky Lab's
update server

Proxy server,
firewall

File server,
protected by Anti-Virus

Figure 54. Updating directly from the Internet

Scheme 2. Updating from one of the protected servers
Updating that uses this scheme (see Figure 55) includes the following steps:
Step 1. Copying updates to the selected protected server

Configure the Updates distribution task on the selected server. Specify
Kaspersky Lab's update servers as the update source. Specify a folder into
which updates will be saved: it must be a public folder.

Using this task you can receive updates not only for the protected server but
also for the computers in the local area network with other Kaspersky Lab's
applications of version 6.0 installed (for example, Kaspersky Anti-Virus 6.0
for Windows Workstations).

Step 2. Distribution of updates to the rest of protected servers.
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Configure the Application database update  (Application modules update )
task on each protected server. In this task specify a folder on the intermediary
computer's drive into which you downloaded updates as the updates source.

Step 1. Downloading updates from the internet
to intermediary computer, selected by the user f
Step 2. Copying updates from intermediary : Kaspersky Lab's

computer to the protected servers update server

Proxy server,
firewall

File server,
protected by Anti-Virus

File server, File server,
protected by Anti-Virus protected by Anti-Virus

Figure 55. Updating from one of the protected servers
Scheme 3. Updating via Kaspersky Administration Kit administration ser V-
er

If you use Kaspersky Administration Kit application for centralized adminis-
tration of the Anti-Virus computer protection, you can download updates via
the Kaspersky Administration Kit administration server (see Figure 56).
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Step 1. Downloading updates from the internet
to Kaspersky Administration Kit Administration

Server y -~
Step 2. Copying updates from Kaspersky Kaspersky Lab's

Administration Kit Administration Server update server
to the protected servers

Proxy server,
firewall

Kaspersky
Administration Kit
Administration Server

File server, File server,
protected by Anti-Virus protected by Anti-Virus

Figure 56. Updating via Kaspersky Administration Kit administration server

Updating that uses this scheme includes the following steps:

Step 1. Downloading updates from the Kaspersky Lab's update servers to
the Kaspersky Administration Kit administration server.

Configure global task Receiving updates by Administration server . Spe-
cify Kaspersky Lab's update servers as the update source.

Using this task you can receive updates not only for the protected servers
but also for the computers in the local area network with other Kaspersky
Lab's applications of version 6.0 installed (for example, Kaspersky Anti-Virus
6.0 for Windows Workstations).

Step 2. Distribution of updates to the protected servers
Distribute updates on protected serves using one of the following methods:

1  Configure on the Kaspersky Administration Kit Administration Server an
Anti-Virus bases (application module) update group task for distributing
updates to the protected servers; in the task schedule specify the
launch frequency Upon receiving updates by Administration server
The Administration Server will launch the task each time it receives up-
dates (this is the recommended method).
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Configure task schedule. You can specify launch frequency option After
receiving updates by Admin istration server . The task will be
launched each time the Administration Server receives bases updates.

Note

You cannot specify launch frequency After receiving updates by A d-
ministration server in the Anti-Virus console in MMC.

1 Configure the Application d atabase update (Application modules
update ) task on each of the protected servers and select the Kaspersky
Administration Kit administration server as the update source in this
task. Configure task schedule.

If you plan to use Kaspersky Administration Kit administration server for dis-
tributing updates, install onto each of the protected servers Network Agent,
an application component included into the installation package of Kas-
persky Administration Kit. It ensures interaction between the Administration
Server and Anti-Virus on the protected server. For more details about the
Network Agent and its configuration using Kaspersky Administration Kit see
document Kaspersky Administration Kit. Administrator's Guide.

10.4. Updating tasks

There are four pre-defined system updating tasks in Anti-Virus: Updating dat a-
base; Updating application modules , Updates distribution and Database
rollback (see Figure 57).

| Kaspersky Anti-¥irus 6.0 Console o | Ellzl
K File  Action Yiew ‘Window Help | = |
o BB @
K Kaspersky Anti-yirus Update
0’ Real-time protection Task name | Taskbype | Taskstatus [ Percent complete | start time
&) On-deménd EISII a Application database update  System Mak running
g Qua;:ntlne % Application modules update  System Mok running
@ Elaf:l tD &:Updates distribution System Mok running
ate
. S\Estem audit Iog 3 Database update rollback, System Mok running
Reports
ik Statistics
-] License keys
q | B
A I ﬂ Anti-virus bases and application modules update }\ Standard

Figure 57. Updating tasks in the Anti-Virus console window
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Application database update

Anti-Virus copies bases from the update source to the protected server
and immediately starts using them in the running real-time security and
on-demand scan tasks.

By default Anti-Virus starts the Application database update task every
hour; it connects with the update source, one of the Kaspersky Lab up-
date servers, by automatically detecting the proxy server settings from the
network without authenticating the proxy server when it accesses it.

Application modules update

Anti-Virus copies updates of its application modules from the update
sources to the protected server and installs them. In order to start using
installed application modules computer restart may be required.

Weekly, Fridays at 16:00 (time in the format established by the regional
settings of the protected server), Anti-Virus will run the Application mo d-
ules update task to check for available patches and upgrades of Anti-
Virus modules without downloading them.

Updates distribution

Anti-Virus downloads database and application module update files and
saves them to the specified network or local folder without applying them.

Database update rollback

The Anti-Virus returns to the use of the bases with previously installed
bases.

Please, refer to section 10.5 on pg. 144 for details on configuration of update

tasks.

Note

You can stop the updating tasks, however you cannot pause them.

For managing tasks in the Anti-Virus refer to 5.6 on pg. 53.

10.5. Configuring updating tasks

This section contains a description of how you can perform the following actions
in the updating tasks:

1

select the update source, configure connection with the update source,
specify the location of the protection server to optimize the updates
downloading process (see 10.5.1 on pg. 145);




Updating Anti-Virus bases and application modules 145

1 configure the settings of the Updating application modules task (see
10.5.2 on pg. 150);

1 configure the settings of the Updates distribution task (see 10.5.3 on pg.
152).

10.5.1. Selecting the update source,
configuring the connection with the
update source and regional settings

In each updating task you can specify one or several update sources, configure
the connection with the sources and specify the location of the protected server
for optimization of the updates (regional settings).

In order to configure the update settings:
1. Select Update in the console tree.

2. Open the shortcut menu on the update task for which you wish to confi-
gure the update source and select Properties .

Using the tabs of the Task properties dialog box configure the required
update settings based on your requirements.

3. Using the General tab (see Figure 58), select the source from which
you wish to receive updates (for more details refer to A.5.1 on pg. 381).
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-, Application database update Properties d 1|

General | Connection settings I Regional settings | Schedule | Additional I Run as I

LEE A E N nplication database update)

Updates source
™ Kaspersky Administration Server

% Kaspersky Lab's update servers

{~ Custom HTTR, FTP-servers or network Folders Change... |

lse Kaspersky Lab's update servers if custom servers o nebwark
M ;
falders are not accessible

@) Help

oK I Zancel Spply

Figure 58. The Task properties dialog box, General tab

If you select Custom HTTP, FTP -servers or network folders , add one
or several user-defined update sources. In order to specify the source,
press the Change button and using the Update Servers dialog box
(see Figure 59) press the Add button, then using the entry field specify
the address of the folder with the update files on FTP- or HTTP- server;
specify a local or a network folder in the UNC (Universal Naming Con-
vention) format. Press the OK button.

You can enable or disable added user-defined sources: in order to dis-
able a source you added uncheck the box in the list next to it; in order to
enable a source; check the box in the list next to it.

In order to change the order of Anti-Virus calls to the user-defined files,
use the Up and Down buttons to move the selected source to the be-
ginning or to the end of the list depending on whether you wish to use it
before or after other sources.
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, Update servers x|

Ci\Updates Add...

| l |_I Delete |
Change... |

Mowe up |
Mave down |

QK | Cancel
©) Help

Figure 59. Adding user-defined update sources

In order to change path to the source select the source in the list and
press the Change button, make the required changes in the entry field
and press the <Enter> key.

In order to remove a source, select it in the list and press the Delete
button. The source will be deleted from the list.

5. In order to use Kaspersky Lab's update servers to download updates if
the user-defined sources are unavailable, check the Use Kaspersky
Lab's update ser vers if custom servers or network folders are not
accessible .

6. Using the Connection Settings tab (see Figure 60) configure the con-
nection with the update source.
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2%

General Connection settings IRegionaI settings I Schedule | Additional I Run as I

, Application database update Properties

—izeneral setkings
W Use passive FTP mode if possible!

Connection tmeout: I 1a _l: seC,

—Updates source connection settings
¥ Use specified proxy server settings to connect to Kaspersky Lab's
update servers

™ Use specified proxy server sektings far custam servers

—Proxy server setkings
@ putomatically detect the proxy server settings

' Use custom proxy server settings

Address: I Part; | 128

¥ Bypass proxy server for local addresses

—Proxy server authentication settings
* Mo authentication required
" Lse NTLM-authentication
™ Use MTLM authentication by name and password
" Use login name and password

User name: I Browse.. . |

Password: I

@) teb

oK I Cancel Apply

Figure 60. The Task properties dialog box, Connection settings tab

Perform the following actions:

1 specify the FTP server mode for connection to the protected server
(see A.5.2 on pg. 382);

1 if required, change the update source connection timeout (see
A.5.3 on pg. 383);

1 if access to the proxy server is required for downloading updates
from one of the specified sources, describe the proxy server access
settings:

o the use of a proxy server for connection to various update
sources (see A.5.4.1 on pg. 384);

0 address of a proxy server (see A.5.4.2 on pg. 385);
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0 authentication method when accessing the proxy server (see
A.5.4.3 on pg. 385).

7. Using the Regional Settings tab (see Figure 61), select from the Loc a-
tion list the country where the protected server is located (for more de-
tails about this setting refer to A.5.5 on pg. 387).

, Application database update Propetties ey 2%l

General I Connection settings  Regional settings |Schedule I Additional I Run as I

Location

To help database update provide wou with a quick update service, please
select the current location of vour camputer;

t aukamatically

oK I Cancel Apply

Figure 61. The Task properties dialog box, the Regional settings tab

8. After you have configured the required settings, press the OK button to
save changes.
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10.5.2. Configuring  Upaating application
moaules task settings

In order to configure the settings of the Application modules update  task:
1. Select Update in the console tree.
2. Right-click the Updating application modules task and select Properties.

3. In the Properties: Application Modules Update  specify the updates
source and the settings used to connect to it (see instruction in section
10.5.1 on pg. 145).

4. On the General tab (see Figure 62) select whether you wish to down-
load and install the updates or only check for their availability (for more
details about this setting refer to A.5.6.1 on pg. 388).
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-, dpplication modules update Properties cd |
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LA E A Y pplication modules update

—Updates source
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% Kaspersky Lab's update servers

{~ Custom HTTR, FTP-servers or network Folders Change... |
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@ Only check for avalable critical application modules updates
" Download and install critical application madules updates

I™ &lloyy system reboot

¥ Receive information about available application modules updates

@) Helo
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Figure 62. The Application modules update  Properties dialog box, the
General tab

5. If you want Anti-Virus to automatically restart the server if restart is re-
quired to apply installed application modules, check the Allow system
reboot box.

6. If you wish to receive information about the release of scheduled Anti-
Virus updates, check the Receive information about available appl i-
cation modules updates  box.

Kaspersky Lab does not publish scheduled update packages on the up-
date servers for automatic updating; you can download them manually
from Kaspersky Lab's website. You can configure administrator notifica-
tion about event Scheduled Anti-Virus updates available, which will con-
tain the URL of our site from which you can download scheduled up-
dates (for more details about the notification refer to 15.2 on pg. 216).

7. Press OK to save the changes.
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10.5.3. Configuring  Download updates task
settings

In order to configure Updates distribution  task settings:
1. Select Update in the console tree.
2. Right-click the Updates distribution  task and select Properties .

3. In the Properties: Updates distribution dialog box (see Figure 63)
specify the update source and settings used to connection to it (see in-
struction in section 10.5.1 on pg. 145).

2l

General IConnection settings I Regional settings I Schedule | Additional I Run as I

-, Updates distribution Properties

Task narme:

—Updates source

™ Kaspersky Administration Server
(% Kaspersky Lab's update servers

" Custom HTTP, FTP-servers or network Folders Change... |

Wse Kaspersty Labis update servers if custamn servers or network folders
are maot accessible

—Updates distribution settings
{* Copy application databases updates

" Copy critical application modules updates

r Copy application databases updates and critical application modules
updates
Copy application databases and modules updates for Kaspersky Lab
applications version &.0

Local updates source Folder:

Ci\Documents and SettingsiAll UserstApplication Datalkas Birawse. .. |

@) Heb

QK I Cancel Apply

Figure 63. The Updates distribution  Properties dialog box, the General tab
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4. On the General tab specify the scope of the updates to be downloaded
in the specified folder (for more details about this setting refer to A.5.7.1
on pg. 389).

5. Specify alocal or a network folder into which the Anti-Virus will save the
downloaded updates (for more details about this setting refer to
A.5.7.20n pg. 390).

6. Press OK to save the changes.

10.6. Updating task statistics

While the updating task is running you can view in real time information about the
amount of data downloaded since the task has been launched until the current
moment - task execution statistics.

Information in the Statistics dialog box will be available if you pause. After the
task is completed or stopped you can view this information in a detailed report
about events in the task (see 13.2.4 on pg. 191).

In order to view the updating task statistics:
1. Expand the Update node in the console tree.
2. Right-click the required task and select Statistics .

The amount of data downloaded by the Anti-Virus as of the current moment (Re-
ceived data ) will be indicated in the Task execution status dialog box for the
Application database update and Updates distribution tasks.

The Update application modules  Task execution status dialog box displays
the following information:

Field Description

Downloaded data Total amount of downloaded data

Available critical updates Number of critical updates available for instal-
lation

Available planned updates Number of scheduled updates available for
installation

Errors applying updates If the value of this field is not zero, the update
was not applied. You can view the name of
the update which cased an error when was
attempted to apply in the detailed task execu-
tion report.
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10.7. Rolling back  Anti -Virus
database updates

Before applying database updates Anti-Virus creates backup copies of the bases
currently in use. If the update has been interrupted or has resulted in an error,
Anti-Virus will automatically return to the use of the previously installed bases.

If you encounter any problems after the database update you can roll the bases
back to the previous installed bases by starting the Rollback update task.

10.8. Rolling back  application
modules update

Before you apply updates of application modules Anti-Virus creates backup cop-
ies of the version modules currently in use. If the modules updating process has
been interrupted or has resulted in an error, Anti-Virus will automatically return to
the use of the modules with the latest installed updates.

You can roll back application modules manually back to the previously installed
updates.

In order to roll back the application modules use the Microsoft Windows compo-
nent Add and remove programs.
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SUSPICIOUS OBJECTS .
USING QUARANTINE

This chapter contains the following information:
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about isolation of suspicious objects (see 11.1 on pg. 155);

viewing quarantined objects, sorting and filtering objects (see 11.2 on
pg. 156);

scanning quarantined objects (on-demand or automatically after each
bases update (see 11.3 on pg. 160);

restoration of objects from quarantine (see 11.4 on pg. 162);
manual quarantining of objects (see 11.5 on pg. 166);
deletion of quarantined objects (see 11.6 on pg. 166);

sending suspicious objects from quarantine to Kaspersky Lab for analy-
sis (see 11.7 on pg. 167);

configuring quarantine settings (see 11.8 on pg. 169);

guarantine statistics (see 11.9 on pg. 171).

Description of the Quarantine settings is provided in section A.6 on pg. 391.

11.1. About isolation of suspicious

objects

Anti-Virus isolates objects that it finds suspicious by placing them into quarantine
- moving them from their original location into a special folder where, for security,
they are stored in the encrypted form. (For more details on how Anti-Virus finds
objects suspicious see 1.1.3 on pg. 17).
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11.2. Viewing quarantined objects

You can view quarantined objects in the Quarantine node of the Anti-Virus con-
sole.

To view quarantined objects, select the Quarantine node from the console tree
(see Figure 64).

In order to find the required object in the list of quarantined objects, you can sort
objects (see 11.2.1 on pg. 158) or filter the objects (see 11.2.2 on pg. 159).

| Kaspersky Anti-¥irus 6.0 Console 10l x|
WL Fle  fction Wew  Window  Heln |_ 55||
les®2|T
Kaspersky Anti-Virus Object Resut | Dangerlevel | Threattype | Threstn... | Date of placement | Souwrcepath | Size User name:

Real-time protection Engiish.txt Adde... Informational  Undefined 642008 12:35:2... i) 954 biytes VM-Z003-5P1-4CL..
onr-demand scan

{%) Quarantine

(3 Backup

@ Update

] System audit log
Reports

it Statistics

-[8] License keys

4] | &
% Quarantine A Standard

[Total records: 1 |

Figure 64. Information about quarantined object in the Quarantine node

The following information is displayed in the results panel for each quarantined
object:
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Field Description

Object Name of the quarantined object

Result Status of a quarantined object may have the following val-
ues:

1 Warning . Object has been found suspicious by the heu-
ristic code analyzer.

9 Suspicious . Object has been found suspicious - partial
coincidence of a section of the object's code with a sec-
tion of the code of a known threat has been detected.

1 Infected . Object has been found infected - full coinci-
dence of a section of the object's code with a section of
the code of a known threat has been detected.

i False alarm . The Anti-Virus placed an object into the
guarantine as suspicious or you quarantined such object
manually, but based on the result of the quarantined
scan using updated bases the Anti-Virus found that the
object is not infected.

1 Disinfected . Anti-Virus placed an object to quarantine
as suspicious or you quarantined such object manually,
but during the quarantine scan using updated database
the Anti-Virus found the object infected and disinfected
it. You can safely restore the object.

1 Added by the user . Object is quarantined by the user.

Danger level The threat level indicated how harmful the object is for the
server. The severity level depends on the class of the
threat contained in the object and may assume the follow-
ing values (for more information about threat classes refer
to 1.1.2 on pg. 14).

1 High. The object may contain a threat of the following
classes "network worms", “classic viruses", "Trojan
horses", or a threat of an undefined class (this class in-
cludes new viruses currently not referred to any known
class);

1 Medium . The object may contain a threat of class "other

malware", "adware" or "pornware";

1 Low. The object may contain a threat of class "risk-
ware".

1 Information . Object is quarantined by the user.
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Field

Description

Threat type

The threat type according to Kaspersky Lab's classification,
included into the full name of the threat returned by Anti-
Virus when Anti-Virus finds the object suspicious or in-
fected.

Threat name

The threat name according to Kaspersky Lab's classifica-
tion, included into the full name of the threat in the object
returned by Anti-Virus when Anti-Virus finds the object sus-
picious or infected. You can view the full name of the threat
in node Reports .

Date of plac e-
ment

Date when the object was quarantined

Source path

Full path to the original object location, for example to the
folder from which the object was moved to the quarantine
folder, file contained in the archive or .pst file in the mail
database.

Size

Object size

User name

This column displays the following data:

1 if the object was isolated by Anti-Virus in the Real-Time
File Protection task - the name of the account using
which the application accessed the object at the moment
of interception;

1 if the object was isolated by Anti-Virus in an on-demand
scan task - the name of the account using which the task
was executed;

1 if the user quarantined the object manually - the account
name of this user.

11.2.1. Sorting quarantined objects

By default the objects in the list of quarantined objects are sorted by the date
when they were quarantined in the reverse chronological order. In order to find a
required object you may sort objects by the content of the columns with informa-
tion about the objects. The result of the sorting will be saved if you leave and
then open the Quarantine node again or if you close the Anti-Virus console,
save the msc file and then open it again from this file.
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In order to sort objects:
1. Select the Quarantine node in the console tree.

2. In the result panel click the column heading by which you wish to sort
the events.

11.2.2. Filtering quarantined objects

To find a required quarantined object you can filter objects in the list - display
only those object that satisfy the filtering criteria (filters) that you specify. The
result of the filtering will be saved if you leave and then open the Quarantine
node again or if you close the Anti-Virus console, save the msc file and then
open it again from this file.

To specify one or several filters:

1. Open the shortcut menu on the Quarantine node in the console tree
and select Filter.

The Filter settings dialog box will open (see Figure 65).
B

Figld name: |Date of placement

=10l x|

Filter settings

Operator: Iis less than ﬂ Delete

Field value: |12:3?:14PM = e 4z~ Replace |

"Date of placement” is less than "6/4/2008 12:37:14 PM"

@) Hels Apply Cancel

Figure 65. The Filter settings box

2. To add afilter:

a) In the Field name list select a file to which the filter value will be
compared.
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b) In the Operator list select the filtering condition. The values of the
filtering conditions in the list may differ depending on the value you
have selected in the Field name list.

c) Enter the filter value in the Field value field or select it from the list.
d) Pressthe Add button.

The filter you have added will appear in the list of filters in the Filter
setting s dialog box. Repeat these actions for each filter you wish
to add. If you specify several filters they will be combined using log-
ical "AND".
1 In order to delete a filter, select the filter you wish to delete in the filter
list and press the Delete button.

1 In order to edit a filter, select the filter in the list displayed in the Filter
settings dialog box. Then change the required values in the Field
name, Operator or Field value fields and press the Replace button.

3. After you added all filters, press the Apply button.

In order to display all objects in the list of guarantied objects again, open the
shortcut menu on the Quarantine node in the console tree and select Remove
Filter .

11.3. Scanning quarantined objects.
The Scan Quarantine task
settings

By default, each time after the database is updated, the Anti-Virus executes the
Scan Quarantine system task. Task settings are described in Table 7 You can-
not modify them.

You can modify the schedule for the Scan Quarantine task or start it manually.

After scanning of the quarantined objects with updated bases the Anti-Virus may
find some objects not infected: the status of such objects will change to False
alarm . Other objects can be found infected by the Anti-Virus and the Anti-Virus
may perform with this objects actions specified by the Scan Quarantine on-
demand scan task's settings: disinfect, delete if disinfection is not possible.
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Table 7. The Scan quarantine task settings

The Scan quarantine task settings Value

Scan scope Quarantine folder

Scan settings Common for the entire scan area; their
values provided in Table 8.

Table 8. Scan settings in the Scan quarantine task

Parameter Value

Detectable objects (see A.3.2 on all objects
pg. 360)

Scanning of new and modified Disabled
objects only (see section A.3.3 on

pg. 362)

Actions to be performed withi n- disinfect, delete if disinfection is not poss-
fected objects (see A.3.5 on pg. ible
364)

Actions to be performed with su  s- skip
picious objects (see A.3.6 on pg.

366)

Excluding objects (see A.3.8 on pg. no
369)

Excluding threats (see A.3.9 on pg. no
370)

Maximum object scan time (see no
A.3.10 on pg. 372)

Maximum size of the object to be no
scanned (see A.3.11 on pg. 372)

NTFS streams scan (see A.3.2 on yes
pg. 360)

Scan of boost sectors  (see A.3.2 no

on pg. 360)
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Parameter Value

The use of iChecker technology disabled
(see A.3.12 on pg. 373)

The use of iSwift technology (see disabled
A.3.13 on pg. 374)

Scanning composite objects (see | archives*

LT ) 2l 1 SFx-archives*

1 packed objects*

1 embedded OLE-object

* Scanning New and modified objects
only is disabled

11.4. Restoring objects from
guarantine

Anti-Virus places suspicious objects into the quarantine folder in the encrypted
form to protect the protected server against their possible harmful effect.

You can restore any object from the quarantine. This may be required in the fol-
lowing cases:

1 if after the quarantine scan using the updated database the status of the
object changed to False alarm or Disinfected ;

1 if you consider the object harmless for the server and wish to use it. If
you do not wish Anti-Virus to isolate this object during the subsequent
scans you can exclude this object from the processing in the Real-time
file protection task and in the on-demand scan tasks. In order to do it
specify the object as the value of the Excluding objects (by filename)
security parameter (see A.3.8 on pg. 369) or Excluding threats (see
A.3.9 on pg. 370) in these tasks.

When you restore objects you can select where the objects being restored will be
saved: to the original location (by default), to a special folder for restored objects
on the protected server or to the folder specified by you in the computer on which
Anti-Virus console is installed or on another computer in the network.

A folder for restoration is designed for storing restored objects on the protected
server. You can set special security parameter to scan it. Path to this folder is set
by the quarantine settings (see 11.8 on pg. 169).
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Attention!
Restoring objects from the quarantine may lead to computer infection.

Note

If a quarantined object was contained in a composite object (for example in an
archive), the Anti-Virus will not include into this composite object during the
restoration, rather it will save separately into a selected folder.

You can restore the object and save its copy in the quarantine folder to use it
later, for example in order to rescan the object after the database has been up-
dated.

You can restore one or several objects.
In order to restore objects from the quarantine:
1. Select the Quarantine node in the console tree.
2. Perform one of the following actions in the result panel:

1 in order to restore an object right-click the object you wish to re-
store and select Restore .

1 in order to restore several objects select the objects you wish to re-
store using the <Ctrl> key or <Shift> key, right-click one of the se-
lected objects and select Restore .

A Object restoration dialog box will open (see Figure 66).

-, Dbject restoration |

€p 1 Select path for object restaration

.

Obiect: | English. bxt
¥ Restare to the source folder on the server or to selected network Folder:
I (e}

~ Restore bo the server folder for restoration by default:

I CtiDocurments and Settingsiall UsersiApplication Datalkaspersky Labliay for Windows 5

™ Restore bo Folder on your local computer or on the network resource:

I Browse. .. |

[" Delete objects from storage after they are restared

= Apply to &l selected objects

Cancel

@) e

Figure 66. The Object restoration dialog box
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In the Object restoration dialog box specify folder into which the object
being restored will be saved for each of the selected object. (The name
of the object is displayed in the Object field in the upper part of the di-
alog box. If you selected several objects, the name of the first object in
the list of selected objects will be displayed).

Perform one of the following actions:

9 in order to restore an object to the original location select Restore
to the source folder on the server or to selected network fol d-
er.

1 in order to restore an object into the folder specified as the folder
for restored objects in the quarantine settings (see A.6.4 on pg.
394) select Restore to the server folder for restoration by d e-
fault ;

1 in order to save an object to another folder on a computer on which
the Anti-Virus console is installed or in the network folder, select
Restore to folder on your local computer or on the network r e-
source and then select the required folder or specify path to it.

If you wish to save a copy of the object in the quarantine folder after this
objects is restored, uncheck the Delete objects from storage after
they are rest ored box.

In order to apply the specified restoration conditions to the rest of the
selected objects, check the Apply to all selected objects  box.

All selected objects will be restored and saved to the location you have
specified: if you selected Restore t o the source folder on the server
or to selected network folder , each of the objects will be saved into its
original location if you selected Restore to the server folder for rest  o-
ration by default or Restore to folder on your local computer or on
the netw ork resource - all objects will then be saved into one specified
folder.

Press the OK button.
Anti-Virus will start restoring the first of the selected objects.

If an object with this name already exists in the specified location, an
Object with such name already exists dialog box will open

(see Figure 67):
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a)

b)

<)

-, Object with such name already exists il

"j Cbject already exists.
=9 object: | IC:\English.txt]
Select the action to perform on the object:

¥ Replace

" Rename

I CEnglish. bk

" Rename by adding suffix | _restored

[~ apply to all ohjects

@) teb [e]4 I Cancel

Figure 67. The Object with such name already exists  dialog box

Select one of the following actions:

0 Replace, in order to restore an object instead of the existing
one;

0 Rename, to save the restored object under a different name. In
the entry field enter a new object's filename and full path to it;

0 Rename by adding suffix , to rename the object by adding a
suffix to its filename. Enter suffix into the entry field.

If you selected several objects to be restored, then in order to apply
the selected action Replace or Rename by adding suffix to the
rest of the selected objects, check the Apply to all o bjects box. (If
you specified Rename, then the Apply to all objects box will not
be available).

Press the OK button.

The object will be restored; information about the restoration opera-
tion will be entered into the system audit log.

If you did not select option Apply to all objects in the Restoring
objects dialog box, this dialog box will open again. Using this di-
alog box you can specify the location into which next selected ob-
ject will be saved (see Step 3 of this procedure).



166

Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition

11.5. Quarantining files

You can quarantine files manually.

In order to quarantine a file:

1.

Right-click the Quarantine node in the console tree and select Add o b-
ject.

In the Open file dialog box select files on the disk that you wish to qua-
rantine and press the OK button.

Note

If files that you wish to quarantine are stored in one folder then in the
Open file dialog box you can select several files using the <Ctrl> or
the <Shift > key.

The Anti-Virus will quarantine the selected file(s).

Perform the following actions in the dialog box with the name of the first
selected file (if you wish to apply the action to all selected files, check
the Apply to all selected objects  box):

1 in order to save the file in the original location press the Save but-
ton;

1 in order to delete the file from the original location press the Delete
button.

11.6. Deleting objects from

guarantine

According to settings of the Scan Quarantine task (see 11.3 on pg. 160) Anti-
Virus deletes from the quarantine folder objects the status of which has changed
to Infected during the quarantine scan using updated database and which Anti-
Virus was unable to disinfect. Other objects are not deleted from the quarantine.

You can manually delete one or several objects from the quarantine.

To delete one or several objects:

1.
2.

Select the Quarantine node in the console tree.

Perform one of the following actions:
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1 in order to delete an object right-click the object you wish to delete
and select Delete object .

1 in order to delete several objects select the objects you wish to de-
lete using the <Ctrl> key or <Shift> key, right-click one of the se-
lected objects and select Delete object .

3. Inthe Confirmation dialog box press the Yes button to confirm the op-
eration.

11.7. Sending suspicious object to
Kaspersky Lab for analysis

If the behavior of a file gives you a reason to suspect that it contains a threat,
and Anti-Virus considers this file clean, you may have encountered a new un-
known threat, algorithm for disinfecting which has not yet added to the bases.
You can send this file for analysis to the Kaspersky Lab. Kaspersky Lab's Anti-
Virus analysts will analyze it and, if they detect a new threat in it, they will add a
record identifying it to the bases. It is likely that when you rescan the object after
the database has been updated Anti-Virus will find this object infected and will be
able to disinfect it. You will not only be able to save the object, but also to pre-
vent the virus outbreak.

You can send for analysis only files from quarantine. In the quarantine folder they
are stored in the encrypted form and during the transfer they will not be deleted
by the Anti-Virus application installed on the mail server.

You can send for analysis a quarantined file to which Anti-Virus has assigned
status Suspicious or Warning. You cannot send for analysis quarantined files to
which Anti-Virus has assigned status Infected. (For more details on how Anti-
Virus finds threats in objects see 1.1.3 on pg. 17).

Note

You cannot send a quarantined object for analysis to Kaspersky Lab after it ex-
pires.

In order to send a file for analysis to the Anti-Virus lab:

1. If the file was not quarantined, first place it into the quarantine (see 11.5
on pg. 166).

2. In the Quarantine node in the list of quarantined objects right-click the
file you wish to send for analysis and select Send to Kaspersky Lab .
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If a mail client is configured on the computer on which Anti-Virus con-
sole is installed, a new e-email message will be created. Review it and
press the Send button.

The To: field will contain Kaspersky Lab's e-mail ad-
dress newvirus@kaspersky.com. The Subject field will contain text
"Quarantined object”. The body of the message will contain the follow-
ing text: "This file will be sent to Kaspersky Lab for analysis".

The body of the message contains text "File will be sent for analysis to
Kaspersky Lab". You can include into the message body any additional
information about the file, why you considered it suspicious, how it be-
haves or how it affects the system.

Archive <object name>.cab will be attached to the message. This arc-
hive will contain file <uuid>.klg with the object in encrypted form, file
<uuid>.txt with information about the object collected by the Anti-Virus
and file Sysinfo.txt that contains the following information about the Anti-
Virus and the operation system installed on the server:

1 name and version of the operating system;

1  Anti-Virus name and version;

1 release date of the latest installed bases update;
1 serial number of the active key.

The specified information is required by the Kaspersky Lab's Anti-Virus
analysts in order to perform the analysis of the file faster and more effi-
ciently. However, if you do not wish to transfer this information you can
delete Sysinfo.txt file from the archive.

If no mail client applications are configured on the computer on which
the Anti-Virus console installed, Microsoft Windows internet connection
setup wizard will open. You can perform the following operations:

1 create a new account following the instructions of the internet con-
nection setup wizard and send the file from this computer.

1 close the wizard and save the selected encrypted object into a file.
You can send this file to Kaspersky Lab using regular ways you
send e-mail message.

In order to save the encrypted object into a file:

a) in the dialog box that will open and that will suggest you to
save the object (see Figure 68) press the OK button;

b) save a folder in the disk of the protected server or a network
folder into which you wish to save the file with the object.


mailto:newvirus@kaspersky.com
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P

_‘_.\/I' Failed to send file For analysis using the default mail client. Do you wish to save object ka file in order o send it later yourselF?

Cancel |

Figure 68. The dialog box prompting to save a quarantine object to a file.

11.8. Configuring quarantine
settings

This section contains a discussion of configuration of the quarantine settings.
New values of the quarantine settings are applied immediately after they are
saved.

Description of the quarantine settings and their default values are provided in A.6
on pg. 391.

In order to configure quarantine settings:

1. Open the shortcut menu on the Quarantine node in the console window
and select Properties (see Figure 69):
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-; Quarantine Properties : ﬂﬂ

General

—uarantine settings

Quarantine folder:

for Windows Servers Enter| Browse.., |

I~ Maximum quarantine size: 200 _l ME

¥ Threshold of free space: 50 _l B

—Restoration settings

Restore ko Falder:

I CiDocuments and Settingsial Usersiapplication Dataiia Brawse... |

L)

Attention! IF vou specify unavailable quaranting Folder, the application
will use Folder set by default,

@)t

[a]'4 I Cancel Sl

Figure 69. The Quarantine Properties dialog box

Using the Quarantine Properties dialog box configure the required qu-
arantine settings as per your requirements:

1

in order to specify the Quarantine folder different from the default
folder, select the required folder on the local disk of the protected
server or specify its name and full path to it (for more details about
this setting see A.6.1 on pg. 391).

in order to set the maximum quarantine size check the Maximum
guarantine size box and specify the required values in MB in the
entry field (see A.6.2 on pg. 392).

in order to set the minimum free space in the quarantine, set the
Maximum quarantine size parameter, check the Threshold of

free space box and specify the required value for the parameter in
the entry field (see A.6.3 on pg. 393).

in order to specify a different folder for restored objects, select the
required folder on the disk in the Restoration settings settings
group or enter full path to it (see A.6.4 on pg. 393).

Press the OK button.
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11.9. Quarantine statistics

You can view information about the number of the quarantined objects - quaran-
tine statistics.

In order to view the quarantine statistics right-click the Quarantine node in the
console window and select Statistics (see Figure 70).

; Quarantine statistics i 2=l
Statistics |

I ame | Walue |

Infected objects 0

Suspicious objects 0

Used quarantine space 8216KE

False alam objects 0

Objects disinfected 0

Tatal nurnber of objects 3

©) Help

Figure 70. The Statistics dialog box
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The Statistics dialog box displays the following information about the num-
ber of quarantined objects at the current moment:

Field Description

Infected o bjects The number of infected objects a) that re-
ceived the Infected status after the quarantine
check and the Anti-Virus was unable to disin-
fect or delete them and b) that Anti-Virus qua-
rantined according to the value of the Actions
to be performed with objects depen  ding on
the threat type parameter.

Suspicious objects The number suspicious objects and objects
that potentially contain malicious code.

For more details on how Anti-Virus finds
threats in objects see 1.1.3 on pg. 17.

Used quarantine spac e The total size of date in the quarantine folder

False alarm objects The number of objects that received the False
alarm status because they were found clean
during the quarantine scan using the updated
bases

Objects d isinfected The number of objects that received the Dis-
infected status after the quarantine scan

Total number of objects The total number of quarantined objects




CHAPTER 12. BACKUP COPYING
OF OBJECTS BEFORE
DISINFECTION/DELETIO N;
USING BACKUP STORAGE

This chapter contains the following information:

1 about backup copying of the objects before disinfection / deletion (see
12.1 on pg. 173);

1 viewing objects in Backup, sorting and filtration of files (see 12.2 on pg.
174);

1 restoration of files from Backup (see 12.3 on pg. 178);

91 deleting files from Backup (see 12.4 on pg. 181);

1 configuring backup storage settings (see 12.5 on pg. 182);
1  blocking statistics (see 12.6 on pg. 183);

Description of the backup storage setting is provided in section A.7 on pg. 394.

12.1. About backup copying of
objects before disinfection /
deletion

Before disinfecting or deleting a file with Infected status the Anti-Virus saves it
encrypted copy in the special folder - backup storage.

Anti-Virus also places into Backup encrypted copies of files with the status Sus-
picious and Potentially containing malicious code  if you selected Delete as
the action to be performed with suspicious objects in the security settings of the
Real-time file protection task or an on-demand scan task.

If the object is a part of a composite object (for example, if it is included into an
archive), then Anti-Virus will save such composite object entirely in the backup
storage.
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You can restore files from Backup either to the original folder or to another folder
on the protected server or another computer in the local area network. You can
restore the file from Backup, for example, if an infected file contained important
information, but during the disinfection of this file Anti-Virus was unable to main-
tain its integrity and therefore the information became unavailable.

Attention!

Restoring files from Backup may lead to computer infection.

12.2. Viewing files stored in Backup

You can view files stored in the Backup folder only using the Anti-Virus console

in Backup node. You cannot view them using Microsoft Windows file manage-
ment tools.

In order to view the files in Backup, select Backup node in the console tree (see
Figure 71).

In order to find the required object in the list you can sort objects (see 12.2.1 on
pg. 176) or filter the objects (see 12.2.2 on pg. 176).

| Kaspersky Anti-Virus 6.0 Console

=1olx|
DL El=  action  Wiew  Wwindow  Help ‘ =l x|
esimBY

I'K Kaspersky Anki-Virus object [ Result [ Danger level [ Threat type | Threatn... | Date of placement | Source path | Size
B Real-time protection DELE-Eicarl.com  Infected  High Virmare EICAR-T... 6/4(2008 1:36:06... Cif

%0 on-demand scan CURE-Eicarl.com  Infected High

@ Scan at system startup

A& application integrity control

& Sean My Computer

i scan Quarantine

. @ Mever Task

(%) Quarantine

[ Backup

@ Update

L[5 System audit log

Reparts

o[l Statistics

[ License keys

[ User name

F3bytes  VM-2003-5PL-VOLLA
Virware EICAR-T... 6[4/2008 1:36:15... C!f F3bytes  VM-2003-5PL-VOLLA

| | i
\_Backup \ Standard

[Total records: 2 [

Figure 71. Information about files in Backup of Anti-Virus console

The following information about a file stored in Backup will be displayed in the
result panel:

Field Description

Object Name of the file a copy of which is saved to Backup
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Field Description

Result File status based on the presence/absence of threat.

1 Infected . File has been found infected - full coincidence
of a section of the object's code with a section of the
code of a known threat has been detected.

1 Suspicious . File has been found suspicious - partial
coincidence of a section of the object's code with a sec-
tion of the code of a known threat has been detected.

9 Potentially containing malicious code. File was de-
tected by the heuristic analyzer.

For more details on how Anti-Virus finds threats in objects
see 1.1.3 on pg. 17.

Danger level The threat level indicated how harmful the object is for the
server. The severity level depends on the class of the
threat contained in the object and may assume the follow-
ing values:

1 High. The file may contain a threat of the following
types "network worms", "classic viruses", "Trojan
horses", or a threat of an undefined class (this class in-
cludes new viruses currently not referred to any known
class);

1 Medium . The file may contain a threat of type "other

malware", "adware" or "pornware";
1 Low. The file may contain a threat of type "riskware".

For more details about threats detectable by Anti-Virus
see 1.1.2 on pg. 14.

Threat type The threat type according to Kaspersky Lab's classifica-
tion, included into the full name of the threat returned by
Anti-Virus when Anti-Virus finds the file infected. You may
view the full name of a threat contained in the object in the
Reports node in the detailed report about the task execu-
tion.

Threat name The threat name according to Kaspersky Lab's classifica-
tion, included into the full name of the threat returned by
Anti-Virus when Anti-Virus finds the file infected. You may
view the full name of a threat contained in the object in the
Reports node in the detailed report about the task execu-
tion.




176 Kaspersky Anti-Virus 6.0 for Windows Servers Enterprise Edition

Field Description

Date of plac e- Date and time when the file was saved in the Backup fold-

ment er

Source path Full path to the original folder - folder into which the file
was located before Anti-Virus saved its copy in Backup

Size File size

User name This column displays the following data:

1 if the file was backed up by Anti-Virus in the Real-Time
File Protection task - the name of the account using
which the application accessed the file at the moment
of interception;

1 if the object was backed up by Anti-Virus in an on-
demand scan task - the name of the account using
which the task was executed.

To learn how to configure Backup settings see 12.5 on pg. 182.

12.2.1. Sorting files in Backup

By default files in Backup are sorted by the date they were saved in the reverse
chronological order.

In order to find the required file you can sort files by the content of any column in
the result panel. The result of the sorting will be saved if you leave and then
open Backup node again or if you close the Anti-Virus console, save the msc file
and then open it again from this file.

In order to sort files in Backup:
1. Select Backup node in the console tree.

2. Inthefile list of Backup click heading of the column based on which you
wish to sort the objects.

12.2.2. Fil tering files in Backup

In order to find a required file in Backup you can filter files - display in Backup
node only those files which satisfy the filtering criteria you have specified (filters).
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The result of the filtering will be saved if you leave and then open Backup node
again or if you close the Anti-Virus console, save the msc file and then open it
again from this file.

In order to filter files in Backup:
1. Right-click Backup node in the console tree and select Filter .
The Filter settings dialog box will open (see Figure 72).
* Filter settings —olx|

Field name: IDate of placement

Operatar: |is lzss than j Delete |

Field value: |12:3?:14 v = 6 42008 ¥ Replace

"Date of placement" is less than "6/4/2008 12:37:14 PM"

Apply Cancel

€
E

Figure 72. The Filter settings dialog box

2. To add afilter:

a) Inthe Field name select a field with the values of which the values
of the filter you have specified will be compared to when matching.

b) In the Operator list select the filtering condition. The values in the
list of the filtering conditions may differ depending on the value you
have selected in the Field name field.

c) Enter or select the filter value in the Filter value field.
d) Press the Add button.

The filter you have added will appear in the list of filters in the Filter
settings dialog box. Repeat these actions for each filter you wish
to add. If you specify several filters they will be combined using log-
ical "AND".
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1 In order to delete a filter, select the filter you wish to delete in the filter
list and press the Delete button.

1 In order to edit a filter, select it in the filter list in the Filter settings di-
alog box, modify the required values in the Field name , Operator or
Field value fields and press the Replace button.

3. After you have added all filters, press the Apply button. Only files se-
lected by the filters you have specified will then be displayed in the list.

In order to display all files included in the list of objects stored in Backup , open
the shortcut menu on Backup node in the console tree and select Remove Fil-
ter.

12.3. Restoring files from Backup

Anti-Virus stores files in the Backup folder in the encrypted form to protect the
protected server against their possible harmful effect.

You can restore any file from Backup.
You may need to restore an object in the following cases:

1 if the original file that appeared to be infected contained important in-
formation and during the disinfection Anti-Virus was unable to maintain
its security and the information in the file became unavailable;

1 if you consider the file not dangerous for the server and wish to use it. If
you do not wish Anti-Virus to consider this file infected (suspicious) dur-
ing the subsequent scans you can exclude it from the processing in the
Real-time file protection task and in the on-demand scan tasks. Speci-
fy file as parameter Excluding objects (see A.3.8 on pg. 369) or Ex-
cluding threats (see A.3.9 on pg. 370).

Attention!
Restoring files from Backup may lead to computer infection.

When you restore a file you can select where it will be saved: to the original fold-
er (by default), to a special folder for restored objects on the protected server or
to the folder specified by you in the computer on which Anti-Virus console is in-
stalled or on another computer in the network.

A folder for restoration is designed for storing restored objects on the protected
server. You can set special security parameter to scan it. Path to this folder is set
by Backup settings (see 12.5 on pg. 182).

By default when Anti-Virus is restoring a file it deletes its copy from Backup. You
can save a file copy in Backup after it is restored.
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In order to restore files from backup storage:
1. Select Backup node in the console tree.
2. Perform one of the following actions:

1 in order to restore one file, right-click the file you wish to restore in
the list of files in Backup and select Object restoration

91 in order to restore several files select the objects you wish to re-
store in the list using the <Ctrl> key or <Shift> key, right-click one
of the selected objects and select Object restoration

3. In the Object restoration dialog box (see Figure 73) specify the folder
into which the restored file will be saved.

The name of the file is displayed in the Object field in the upper part of
the dialog box. If you selected several files, the name of the first file in
the list of selected objects will be displayed).

-, Object restoration il

€, Select path for object restoration

Object: | DELE-Eicar1.com

¥ Restore to the source Folder an the server or to selected network Folder:
I i

' Restore ko the server Faolder For restaration by default:

I CriDocurments and Settingstall UsersiApplication Datalkaspersky Labikay For Windows 5

" Restore to Folder an your local computer or on the nebwork resource:

I Browse... |

[" Delete ohjects fram storage after they are restored

= Apply to &l selected chjscts

Cancel

@) Help

Figure 73. The Object restoration dialog box

Perform one of the following actions:
1 inorder to save a file being restored on the protected server, select:

0 Restore to the source folder on  the server or to selected
network folder if you do not wish to restore the file into the
original folder;

0 Restore to the server folder for restoration by default - if
you wish to restore the file into the folder that you specified
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4.

as the folder for restored objects in the settings of Backup
(see 12.5 on pg. 182);

1 In order to save the restored file into a different folder select Re-
store to folder on your local computer or on the network r e-
source heading and select the required folder (on the computer on
which Anti-Virus console is installed or a network folder) or specify
path to it.

If you wish to save a copy of a file in the Backup folder after this objects
is restored, uncheck the Delete objects from storage after they are
restored box.

If you selected several files to be restored, then in order to apply the se-
lected saving conditions to the rest of the selected objects, check the
Apply to all s elected objects box.

All selected files will be restored and saved to the location you have
specified: if you selected Restore to the source folder on  the server
or to selected network folder , each of the files will be saved into its
original location if you selected Restore to the server folder for rest  o-
ration by default or Restore to folder on your local computer or on
the network resource - all objects will then be saved into one specified
folder.

Press the OK button.
Anti-Virus will start restoring the first of the selected files.

If a file with this name already exists in the specified location, an Object
with such name already exists dialog box will open (see Figure 74).

-, Object with such name already exists il

ﬂ Object already exists,
< Chject: I IC:\English. Ext}
Select the action to perform on the object:
¥ Replace
" Rename

I CEnglish. bxt

" Rename by adding suffix | _restored

[~ apply to all ohjects

@) tieh Ok I Cancel

Figure 74. The Object with such name already exists  dialog box

Perform the following actions:
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a)

b)

c)

Select the condition for saving the restored file:
o0 Replace, in order to restore a file instead of the existing one;

0 Rename the object to save the restored file under a different
name. In the entry field enter a new filename and full path to it;

o0 Rename by adding suffix , to rename the file by adding a suf-
fix to its filename. Enter suffix into the entry field.

If you wish to apply the selected action Replace or Rename by
adding suffix to other selected files, specify folder Apply to all o b-
jects .

(If you specified Rename, then the Apply to all objects box will
not be available).

Press the OK button.

The object will be restored. Information about the restoration opera-
tion will be registered in the system audit log.

If you selected several files to be restored and did not select option
Apply to all objects in the Restoring objects dialog box, this di-
alog box will open again. Using this dialog box you can specify the
folder into which next selected object will be saved (see Step 3 of
this procedure).

12.4. Deleting files from Backup

In order to delete one or several files from Backup:

1.
2.

Select Backup node in the console tree.

Perform one of the following actions:

1

in order to delete one file, right-click the file you wish to delete in
the list of objects and select Delete object ;

in order to delete several files select the files you wish to delete us-
ing the <Ctrl> key or <Shift> key, right-click one of the selected
files and select Delete object .

In the Confirmation dialog box press the Yes button to confirm the op-
eration. The selected files will be deleted.
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12.5. Configuring ba ckup storage
settings

This section contains a discussion of how to configure Backup settings. Descrip-
tion of Backup settings and their default values are provided in A.7 on pg. 394.

The new values of Backup settings are applied immediately once you save them.
In order to configure Backup settings:

1. Right-click Backup node in the console tree and select Properties (see
Figure 75).

-, Backup Properties ﬂil

General I

—Backup settings

Backup folder:
Ay For Windows Servers Enter Browse, .. |
™ Maximum storage size: 200 _:l ME
¥ Threshold of free space: 50 _:l ME

—Restoration setkings

Restore ko Folder:

I C:\Documents and Settings)All Users\application Datalka Browse. .. |

Attention! If you specify unavailable backup storage Folder, the
! application will use Folder st by default,

@)t

[a]'4 I Cancel Appliy

Figure 75. The Backup Properties dialog box

2. Perform the following in the Backup Properties dialog box:

1 in order to specify the folder-location of Backup, select the required
folder on the local drive of the protected server or enter full path to
it in the Backup folder field (for more details about this setting refer
to A.7.1 on pg. 395);
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1

in order to set the maximum backup storage size check the Maxi-
mum storage size box and specify the required values in MB in
the entry field (see A.7.2 on pg. 395);

in order to set the free space threshold for the backup storage set
the Maximum storage size setting, check the Threshold of free
space box and specify the minimum free space value for the
backup storage in megabytes (see section A.7.3 on pg. 396);

in order to specify a folder for restored objects, select the required
folder on the local drive of the protected server in the Restoration
settings settings group or enter the folder name and the full path to
it in the Restore to folder (see A.7.4 on pg. 397).

3. Press the OK button.

12.6. Backup storage statistics

You can view the information about the current status of Backup - Backup statis-

tics.
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In order to view Backup statistics right-click Backup node in the console tree and
select View Statistics (see Figure 76):

, Backup statistics : d |
Statistics I
Mame I Walue |
Used storage space 146 bytes
Tatal nurnber of objects 2
@) Helo

Figure 76. The Backup statistics dialog box

On the Backup statistics dialog box displays the following information
about the current status of Backup:

Field

Description

Used storage space

The amount of data in the Backup folder

Total number of 0 b-
jects

The current total number of objects in Backup




CHAPTER 13. EVENT

REGISTRATION

This chapter contains the following information:

il

about the methods of Anti-Virus event registration (see 13.1 on
pg. 185);

task execution reports: viewing, deletion, configuration (see 13.2 on
pg. 186);
system audit log: viewing, purging (see 13.3 on pg. 199);

Anti-Virus statistics - information about the current status of Anti-Virus ,
its functional components and tasks being executed (see 13.4 on
pg. 203);

event log of Anti-Virus in Microsoft Windows MMC console "Event view-
er'" (see 13.5 on pg. 207).

13.1. Methods of event registration

Events in the Anti-Virus are classified as related to the object processing in tasks
and related to the Anti-Virus management - the latter include such events as
Anti-Virus startup, creation and deletion of tasks, starting tasks, modifying task
settings, etc.

Anti-Virus registers events as follows:

1

It creates reports about task execution. Report about execution of tasks
contains information about the current status of the task and events that
occurred during its execution (see 13.2 on pg. 186);

It maintains system audit log; this log is used to register events related
to the Anti-Virus management (see 13.3 on pg. 199);

It gathers statistics of its work- information about the current status of
functional components and about tasks currently being executed (see
13.4 on pg. 203);

It maintains the event log in the Microsoft Windows Event Viewer. The
log registers events important for diagnosing failures (see 13.5 on pg.
207).
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If a problem occurs during Anti-Virus operation (for example, Anti-Virus or its
individual task terminates abnormally or does not start), you can create a track-
ing log and Anti-Virus process memory dump and send files with this information
for analysis to Kaspersky Lab's Technical Support Service in order to diagnose
the problem encountered. Details about creating the tracking log and memory
dump see 3.2 on pg. 40.

13.2. Task execution reports

This chapter contains the following information:
1 about task execution reports (see 13.2.1 on pg. 186);
1 viewing summary reports (see 13.2.2 on pg. 187);
i sorting summary reports in the list (see 13.2.3 on pg. 191);
1 viewing summary reports in the tasks (see 13.2.4 on pg. 191);
1 export of information from the detailed report into a text file (see 13.2.5
on pg. 196);

=

deleting tasks (see 13.2.6 on pg. 196);

1 changing the information detail level for reports about execution of tasks
of individual functional components and in the event log (see 13.2.7 on

pg. 197).

13.2.1. About task execution reports

In the Reports node you can view summary and detailed reports about Anti-
Virus task execution. A summary report is a line with information about the task
state and the general status of processed objects from the Anti-Virus security
point of view. The Detailed report contains task performance statistics (informa-
tion about each object processed by Anti-Virus since the task was started and
task settings).

By default reports are stored for unlimited time. In detailed reports about tasks
executed during the current moment, event records created over 30 days ago will
be deleted. Summary reports about tasks will be deleted 30 days after comple-
tion of the task. Using Anti-Virus settings you can change the report storage time
or disable the function of automatic deletion of reports in order to store them in-
definitely (see Chapter 3 on pg. 40) You also can manually delete a selected
report.
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13.2.2. Viewing summary reports . Summary
reports' status

In order to view the summary task performance report:
1. Select Reports in the console tree (see Figure 77).

Figure 77. The list of reports in the result panel
2. In the result panel find the required task report (in order to quickly find
the report in the list you can filter or sort the records by any column).

To learn how to view a detailed report about the task execution, see
13.2.4 on pg. 191.

The following information about the task execution will be contained in the report:

Field Description

Report status Summary characteristics obtained based on the task statis-
tics; reflects the general status of the processed objects
from the Anti-Virus security point of view. By the importance
level, the reports statuses can be information  , warning

or critical . The statuses of the scan and update tasks
report are described in tables below.

Task name The name of the task which report you are viewing.




