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INTRODUCTION

Kaspersky Anti-Virus 5.5 for Proxy Server provides anti-virus protection for network traffic routed through proxy servers
which support the Internet Content Adaptation Protocol (ICAP).

The program allows:

e Perform anti-virus scans on objects transferred through the proxy server.
Kaspersky Anti-Virus does not scan the data transferred via HTTPS.

e Cure infected objects, or block access to infected objects if disinfection fails.

e Use group settings to define filtration parameters that are applied depending on the address of the user
requesting an object, and the object's address (URL).

e Log activity statistics, including information about anti-virus scanning and its results, and application errors and
warnings.

e Notify administrators about detection of malicious software.

e Updatetheantivi rus databases. By default the application uses
of updates. But it can be configured to update the databases from a local directory.

The anti-virus databases are used in the detection and disinfection of infected objects. The application uses

database records to analyze every object, checking it for virus presence: its content is compared with code
typical for specific viruses.

Please be aware that new viruses appear every day, and therefore you are advised to maintain the anti-virus
databasesinanup-to-d at e st at e. New updates are available hourly o
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WHAT 'S NEW

The current version of Kaspersky Anti-Virus has the following improvements:
e  Support for 64-bit operating systems added.
e  Support for Squid 3.0 or higher has been added.
e Support for Cisco Content Engine and Blue Coat ProxySG (see. page 15).

o New configuration options are available for user groups. In particular, groups support now the parameters (see
page 33) for selection of maximum scan duration and the set of Kaspersky Anti-Virus databases to use.
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e Support for the ICAP preview feature has been added (see page 41), which reduces traffic and filtration time.
Using preview decreases the volume of data transferred through the network, and accelerates the sorting of
scanned objects.

e Option of viewing detailed information on the license by traffic is added (see page 24).

e Kaspersky Anti-Virus performance has been improved.

HARDWARE AND SOFTWARE  SYSTEM REQUIREMENTS

In order for Kaspersky Anti-Virus to operate, the system must meet the following hardware and software requirements:
e  Minimum hardware requirements:
e |Intel PentiumE 133 MHz processor or higher.
e 64 MB RAM.
e 50 MB of disk space for Kaspersky Anti-Virus setup.

e 200 MB of available disk space for temporary files.

The configuration is intended to service at least 10 clients sending at least 20 requests per minute, with an
average request size of 15 Kb.

e Hardware requirements:

e for a proxy server servicing requests from 50 clients, with an average load of 900 requests per minute and
daily traffic of 250 MB:

e Intel PentiumE |1 300 MHz processor.
e 128 MB RAM.
e 512 MB of available disk space for temporary files.

o for a proxy server servicing requests from 250 clients, with an average load of 1300 requests per minute
and daily traffic of 1 MB:

e Intel PentiumE Il 300 MHz processor.
e 512 MB RAM.
e 1 MB of available disk space for temporary files.
e  Software requirements:
e for 32-bit platforms, one of the following operating systems:
e Red Hat Enterprise Linux 5.4 server;
e Fedora12;
e  SUSE Linux Enterprise Server 10 SP3;
e  SUSE Linux Enterprise Server 11;

e 0penSUSE Linux 11.2;
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e Debian GNU/Linux 5.0.3;
e Mandriva Enterprise Server 5;
e Ubuntu 8.04.3 Server Edition;

e Ubuntu 9.10 Server Edition;

FreeBSD 6.4, 7.2.
e for 64-hit platforms, one of the following operating systems:
e Red Hat Enterprise Linux 5.4 server;
e Fedora12;
e  SUSE Linux Enterprise Server 10 SP3;
e  SUSE Linux Enterprise Server 11;
e 0penSUSE Linux 11.2;
e Ubuntu 8.04.3 Server Edition;
e Ubuntu 9.10 Server Edition;
e FreeBSD 6.4, 7.2.
e Squid 3.0 proxy server or higher with ICAP support.
e Glibc 2.2.x or higher (for Linux distributions).
e A Perlinterpreter (version 5.0 or higher, see www.perl.org).

¢ Installed packages for program compilation (gcc, binutils, glibc-devel, make, Id), as well as the operating
system kernel source code, for compilation of application modules.

OBTAINING INFORMATION ABOUT  ANTI -VIRUS

Kaspersky Lab provides various information sources about Anti-Virus. Select the source that suits you best depending on
the importance and urgency of your question.

You can refer to the sources to research on your own or contact the Sales Department. If you already purchased the
Kaspersky Anti-Virus, contact the Technical Support service. If the question does not require an urgent answer, you can
discuss it with Kaspersky Lab's specialists and other Kaspersky software users in our web forum.

SOURCES OF INFORMATIO N TO RESEARCHON YOU R OWN

You have the following sources of information on Kaspersky Anti-Virus at your disposal:
e Documentation.

e Manual pages.

Documentation

Administrator Guide contains the following information:



http://www.perl.org/

ADMINISTRATOR GUIDE

e on the purpose of Kaspersky Anti-Virus;

e on the hardware and software requirements for Kaspersky Anti-Virus installation and operation;
e on the installation of Kaspersky Anti-Virus;

e on managing Anti-Virus from the command line.

This document in PDF format is included into the Kaspersky Anti-Virus distribution kit. Alternatively you can
download file from the Kaspersky Anti-Virus page of the Kaspersky Lab website.

Manual pages

To view information about Kaspersky Anti-Virus, you can refer to its manual pages, available after product
installation in the /opt/kaspersky/kav4proxy/share/man/ directory.

CONTACTING THE SALES DEPARTMENT

If you have any questions regarding selecting or purchasing Kaspersky Anti-Virus or extending the period of its use, you
can discuss them with Sales Department specialists in our Central Office in Moscow at:

+7 (495) 797-87-00, +7 (495) 645-79-39, +7 (495) 956-70-00
The service is provided in Russian or English.

You can also send your questions to the Sales Department specialists by e-mail at sales@kaspersky.com.

CONTACTING THE TECHNICAL SUPPORT SERVICE

If you already purchased the Kaspersky Anti-Virus, you can obtain information about it from the Technical Support
service by phone or via Internet.

Before contacting the Technical Support service please read the Supportrulesf or Kaspersky Labds produ
(http://support.kaspersky.com/support/rules).

Technical Support by e-mail

You can ask your question to the Technical Support Service specialists by filling out a Helpdesk web form at
http://support.kaspersky.com/helpdesk.html.

You can ask your question in Russian, English, German, French or Spanish.

In order to send an e-mail message with your question, you must indicate the client number obtained from the
Technical Support website during registration along with your password.

If you are not yet a registered user of Kaspersky Lab applications, you can fill out a registration form
(https://support.kaspersky.com/ru/personalcabinet/Registration/Form/?LANG=en). Specify the key filename during
the registration.

The Technical Support service will respond to your request in your Personal Cabinet
(https://support.kaspersky.com/en/PersonalCabinet) and to the e-mail address you specified in your request.

Describe the problem you have encountered in the request web form providing as much detail as possible. Specify
the following information in the mandatory fields:

e Request type. Select the topic which is the closest to the problem encountered, for example, "Product
Installation/Removal Problem" or "Anti-Virus scan/virus removal problem".
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e Kaspersky Anti-Virus name and version number.
e Request text. Describe the problem encountered in detail.

e Client number and password. Enter the client number and the password you have received during the
registration at the Technical Support service website.

e E-mail address. The Technical Support service will send their answer to this e-mail address.

Technical support by phone

If you have a problem which requires urgent help, you can call your nearest Technical Support office. When you apply to
Russian-speaking (http://support.kaspersky.ru/support/support_local) or international
(http://support.kaspersky.ru/support/international) Technical Support specialists, please do not forget to provide
Kaspersky Anti-Virus information (http://support.kaspersky.ru/support/details), it will facilitate timely assistance.

DISCUSSING KASPERSKY LAB APPLICATIONS ON THE WEB FORUM

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users of
Kaspersky Lab's anti-virus applications in our forum located at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.
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OPERATION ALGORITHM AND TYPICAL
SCHEMES OF PROGRAM D EPLOYMENT

This chapter explains the applicationdés functionality,
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How THE KASPERSKY ANTI -VIRUS WORKS

Kaspersky Anti-Virus does not scan the data transferred via HTTPS.

Kaspersky Anti-Virus performs anti-virus scanning of HTTP traffic using two modes of proxy operation: REQMOD and
RESPMOD.

In the RESPMOD mode, the application checks objects requested by users via a proxy server. In the REQMOD mode it
scans objects transmitted by users through the proxy: for instance, for a web-based mail server interface. Kaspersky Anti-
Virus scans message attachments transferred by users to mail servers.

In the RESPMOD mode, the application uses this algorithm to scan internet traffic (see fig. 1):
1. The user requests an object through a proxy via HTTP.

2. If the requested object is available within the proxy cache, it will be returned to the user. If the object is not found
in the cache, the proxy accesses a remote server and downloads the requested object from it.

3. The proxy uses ICAP to transfer the retrieved object to Kaspersky Anti-Virus for an anti-virus check.

4. Kaspersky Anti-Virus looks for a correspondence between the request parameters (user IP address, URL of the
requested object) and its groups (see page 32). If it finds a correspondence, it scans and processes the object in
accordance with the rules specified for that group. If a request does not match any of the existing groups, the
application uses the default group rules for anti-virus scanning and processing.

5. The application assigns a specific status to a scanned object on the basis of the anti-virus scan results. Access
to objects with a specific status is granted or blocked according to the processing group parameters (see page
32).

it
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If access to an object has been granted, Kaspersky Anti-Virus allows the proxy to cache the object and transmit
it to users. If access to an object is blocked, Kaspersky Anti-Virus prevents the proxy from caching the object or
delivering it to users. Instead of receiving the requested object, the user will be notified that access to the object
has been blocked.

A

Request for an object Requested object

via HTTP

@

Object transfer to 'Z?;?f/?: sy
Kaspersky Anti-Virus via @

ICAP > @

’ -

@ Results of anti-virus
processing

Proxy server

Request for an object

ia HTTP
Ve Requested object or a

nofification about blocked
access

Users' computers

Figurel. Anti-virus scanning of traffic in the RESPMOD mode

In the REQMOD mode, the application uses this algorithm to scan internet traffic (see fig. 2):

1.

2.

The user sends an object using HTTP via a proxy.
The proxy uses ICAP to transfer the received object to Kaspersky Anti-Virus for an anti-virus scan.

Kaspersky Anti-Virus looks for a correspondence between the requests parameters (user IP address, URL of
the requested object) and its groups (see page 32). If it finds a correspondence, it scans and processes the
object in accordance with the rules specified for that group. If a request does not match any of the existing
groups, the application uses the default group rules for anti-virus scanning and processing.

After anti-virus check the product assigns a certain status to the scanned object; transfer of that object will be
allowed or prohibited in accordance with the status. Access to objects with a specific status is granted or
blocked according to the processing group parameters (see page 32).

If transfer is allowed, the proxy transmits the object sent by the user. If transfer is prohibited, the proxy does not
transmit the object and instead notifies the user that the transfer has been blocked.
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Object transfer
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Figure 2. Anti-virus scanning of traffic in the REQMOD mode

S

Users’ computers

ICAP REQUESTS PROCESSING ALGORITHM

During interaction with the proxy server, Kaspersky Anti-Virus acts as an ICAP server. The main ICAP server process
controls child processes, which perform the following functions:

e receive and process requests from ICAP client (proxy server);

e interact with the anti-virus kernel: send requests for scanning and receive scan results;
e collect statistical information about scanning;

e transfer data from the anti-virus kernel to ICAP client.

Each child process starts several anti-virus kernels running as separate processes. Maximum number of anti-virus
kernels that a single child process may use is defined by the MaxEnginesPerChild setting.

When the program starts, the main ICAP server process starts one child process. After start and until a request is
intercepted, the child process remains in standby mode.
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When ICAP client reports a connection, the child process intercepts that connection and switches to active mode. After
that all requests arriving within that connection will be processed by that child process. When the child process completes
processing of all requests, it switches back to standby mode.

If all child processes are active and their number does not exceed the MaxChildren value, the main ICAP server process
spawns one more child process.

A child process handles requests until the number of processed requests reaches the MaxReqsPerChild value. After
that the process stops receiving new connections from ICAP client, completes processing of all current requests and
closes.

Forced child termination by the main process is another variant of its closing. That happens if the number of child process
in standby state exceeds the IdleChildren setting value. Processes that have handled the maximum number of requests
complete their work first in such case.

TYPICAL DEPLOYMENT SC  ENARIOS

This section contains descriptions of two main schemes used to deploy Kaspersky Anti-Virus:
e installation on the same server with the proxy;
e installation on a dedicated server.
General guidelines provided in the examples will help you configure Kaspersky Anti-Virus as your network structure may

require.

INSTALLA TION ON THE SAME SER  VER WITH THE PROXY

Further in this document the operation and configuration of Kaspersky Anti-Virus will be described specifically for that
scenario 1 on the same server with a proxy!

Installation on the same server with proxy helps achieve better processing performance because data between the proxy
and Kaspersky Anti-Virus travel locally only involving no network transfers. This deployment scheme is efficient when the
proxy server load is not too high. If a proxy is used to serve multiple user requests, installing the product on a dedicated
server is recommended (see page 14) because anti-virus scanning and processing are quite resource-intensive
procedures and thus they can negatively affect overall proxy performance.

The following configuration steps are performed automatically during product installation:

1. The installer configures Kaspersky Anti-Virus to start automatically at the OS startup and expect requests from
the proxy on port 1344 via all network interfaces of the server.

2. The following lines will be added to the ICAP OPTIONS section of the proxy configuration file specified during
program installation:

icap_enable on

icap_send_client_ip on

icap_service is_kav_resp respmod_precache 0 \
icap://localhost:1344 /av/respmod

icap_service is_kav_req reqmod_precache 0 \
icap://localhost:1344/av/reqmod

icap_class ic_kav is_kav_req is_kav_resp
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icap_access ic_kav allow all

- these settings make the proxy transfer all the requested objects to Kaspersky Anti-Virus via port 1344 of the
local interface.

INSTALLATIONON ADED  ICATED SERVER

Installing the program on a dedicated server is recommended when the proxy server is heavily loaded, and also when
Kaspersky Anti-Virus is used to process the traffic from several proxy servers.

Since automatic configuration of the Anti-Virus and proxy is impossible in this deployment scenario, you will have to
configure them manually.

CONFIGURING INTEGRATI  ONWITHA SQUID PROXY

The following procedure is used to integrate Kaspersky Anti-Virus with a dedicated Squid proxy server:
1. Once Kaspersky Anti-Virus is installed, use the ListenAddress parameter in the [icapserver.network]
section of the kav4proxy.conf configuration file to specify the IP address of the network interface and the port

that Kaspersky Anti-Virus will use to expect proxy requests for anti-virus scanning of accessed objects. By
default, Kaspersky Anti-Virus expects requests at localhost:1344.

Before changing the value of ListenAddress parameter, stop Kaspersky Anti-Virus Service using the following
command:

for Linux:

# letc/init.d/kav4proxy stop

for FreeBSD:

# lusr/local/etc/rc.d/kav4proxy stop

To start Kaspersky Anti-Virus Service, use the following command:
for Linux:

# letc/init.d/kav4proxy start

for FreeBSD:

# lusr/loca I/letc/rc.d/kav4proxy start

2. Make the following changes in the proxy server configuration file:
e for Squid 3.0:

a. Add the following line to the ACCESS CONTROLS section:
acl acl_kav_GET method GET

b. Add the following lines to the ICAP OPTIONS section:

icap_enable on

icap_send_client_ip on

icap_service is_kav_resp respmod_precache 0 \
icap://<ip_address>:<port>/av/respmod

icap_servi ceis_kav_req reqmod_precache 0 \
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icap://<ip_address>:<port>/av/reqmod
icap_class ic_kav_resp is_kav_resp

icap_class ic_kav_reqis_kav_ req
icap_access ic_kav_req allow all lacl_kav_GET

icap_access ic_kav_resp allow all

o for Squid 3.1:

icap_enable on

icap_send_client_ip on

icap_service is_kav_resp respmod_precache 0 \
icap://<ip_address>:<port>/av/respmod

icap_service is_kav_req reqmod_pr ecache 0 \
icap://<ip_address>:<port>/av/regmod

adaptation_access is_kav_req allow all

adaptation_access is_kav_resp allow all

<ip_address> stands here for the IP address of the server where Kaspersky Anti-Virus is installed; <port> is
the port on which Kaspersky Anti-Virus expects the proxy requests for anti-virus scanning.

3. Restart the proxy.

CONFIGURING INTEGRATI  ON WITH OTHER PROXY SERVERS

Detailed information about Blue Coat ProxySG configuration for work with Kaspersky Anti-Virus is available in the ICAP
section of Blue Coat ProxySG Configuration and Management Guide.

Detailed information about Cisco Content Engine configuration for work with Kaspersky Anti-Virus can be found in the
ICAP section of Cisco ACNS Software Command Reference, Release 5.3 Chapter 2: Cisco ACNS Software Commands.
The documentation is available at:

http://www.cisco.com/en/US/docs/app_ntwk_services/waas/acns/v53/command/reference/6812ref.html.



http://www.cisco.com/en/US/docs/app_ntwk_services/waas/acns/v53/command/reference/6812ref.html

INSTALLATION OF THE APPLICATION

Before installing Kaspersky Anti-Virus, you are advised to:
1. Make sure that your system meets the hardware and software requirements (see page 6).

2. Log on to the system as root.
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INSTALLATION ON ASER  VER RUNNING LINUX

Kaspersky Anti-Virus for servers running the Linux operating system is distributed in two different installation packages:
e .rpm 7 for systems that support RPM Package Manager;
e .deb i for the distributions supporting a control system by packages dpkg.

®» To initiate installation of Kaspersky Anti-Virus from the rpm package, enter the following at the command line:
#rpm Tikavdproxy - <distribution package version>.i386.rpm

®» To initiate installation of Kaspersky Anti-Virus from the deb package, enter the following at the command line:
#dpkg Tikav4proxy - <distribution package version>.deb

®» To install Kaspersky Anti-Virus on a 64-bit operating system from the deb-package, execute the following command:
#dpkg T1i -- force - architecture kav4proxy - <distribution package version>.deb

During the setup process you will have to specify additional information (see page 17) regarding connection to the
Internet, downloading of the anti-virus databases and settings for interaction with the proxy server.

INSTALLATION ONASER VERRUNNING FREEBSD

The distribution file for installation of Kaspersky Anti-Virus on servers running the FreeBSD operating system is supplied
as a .tgz package.

=® To initiate installation of Kaspersky Anti-Virus from the tgz-package, enter the following at the command line:

# pkg_add kav4proxy - <distribution package version>.tgz
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During the setup process you will have to specify additional information (see page 17) regarding connection to the
Internet, downloading of the anti-virus databases and settings for interaction with the proxy server.

INSTALLATION PROCEDUR E

Algorithms described in this section and in section require that the target server already has Squid 3.0 or higher support
installed.

Kaspersky Anti-Virus must be installed in two stages. The first stage will be performed automatically after execution of the
commands described in Installation on a server running Linux (see page 16) and Installation on a server running
FreeBSD (see on page 16), and comprises the following steps:

1. The klusers group and the kluser account are created with the necessary privileges that Kaspersky Anti-Virus
will use to start and operate.

2. Copying of the files from distribution package to computer.

3. Registration of the services necessary for Kaspersky Anti-Virus to function.

POST-INSTALL CONFIGURATION

Post-install configuration is the second part of Kaspersky Anti-Virus installation including configuration of the program and
the proxy server which it uses. To initiate the configuration procedure, run the postinstall.pl script located in the
lopt/kaspersky/kav4proxy/lib/bin/setup/ directory. Once the script is started, you will be offered to perform the following
steps:

1. Specify the path to the license key file.
2. Configure the Internet proxy server using the following format:
http://<proxy server IP address>:<port>

or

http://<user_name>:<password>@<proxy server I[P address>:<port>

depending on whether the proxy requires authentication. The updater component (keepup2date) will use the
setting to connect to Kaspersky Lab servers and download database updates.

Set the option to no if you are not using a proxy server for connection to the Internet.

3. Download database updates from the servers of Kaspersky Lab. Enter yes or no depending on your intention to
run the update procedure immediately. Once the updates are downloaded, you will see an offer to configure
automatic updating. Automatic updates will be performed every hour by default.

4. Configure the product integration with Webmin.
5. Integrate Kaspersky Anti-Virus with proxy server. Specify one of the following values:
e 1) No integration. No integration will be performed then.
e 2) Configure to work with remote proxy. In that case you will be offered to enter the address of a remote
proxy in the <domain name|IP address>:<port> format or cancel to cancel integration. The address
suggested by default is 0.0.0.0:1344 (which means that the product will receive and send data using port

1344 of all network adapters).

e 3) Configure Squid manually. In that case you will be offered to perform the configuration procedure
manually. Specify full path to the Squid configuration file, then the path to the Squid executable file. Then
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enter yes to confirm that the product should be integrated with the specified proxy server. To cancel
integration, enter no.

e 4) Squid (<path to the squid.conf configuration file>). Then the post-install configuration script of
Kaspersky Anti-Virus will perform the integration procedure automatically.

If you cancel proxy integration during this stage, you can run the
/opt/kaspersky/kav4proxy/lib/bin/setup/proxy_setup.pl automatic integration script later.

Once the initial configuration procedure on a Linux server is complete, the installer starts the service of Kaspersky Anti-
Virus. After that the service will be launched automatically when the operating system starts up.

A FreeBSD server requires starting the service of Kaspersky Anti-Virus and configuring its automatic launch manually.

= To start the service of Kaspersky Anti-Virus and enable its automatic launch in FreeBSD, perform the following
steps:

1. Add to the /etc/rc.conf configuration file the string kav4proxy_enable= " YES'.

2. Execute the following command:

lusr/local/etc/rc.d/kav4proxy.sh start




L OCATIONS OF KASPERSKY ANTI-VIRUS FILES

In further examples we shall use names of the components that are installed on a server running Linux!

After Kaspersky Anti-Virus installation on a server running Linux, the program files will be located as follows (provided
that the default paths are accepted):

letc/opt/kaspersky/kav4proxy.conf i configuration file containing Kaspersky Anti-Virus parameters;

lopt/kaspersky/kav4proxy/bin/ 7 directory containing executable files of the application components:
kav4proxy-keepup2date 7 updater utility for the databases of Kaspersky Anti-Virus;
kav4proxy-licensemanager i utility for license keys management.

lopt/kaspersky/kav4proxy/lib/bin/avbasestest i utility validating the downloaded databases for the keepup2date
component.

/etc/init.d/kav4proxy 1 Kaspersky Anti-Virus management script.

/opt/kaspersky/kav4proxy/lib/bin/setup/ i directory containing scripts for post-installation setup and removal of the
Kaspersky Anti-Virus:

postinstall.pl i post-installation Kaspersky Anti-Virus setup script.

uninstall.pl i Kaspersky Anti-Virus removal script.

keepup2date.sh i script that configures the keepup2date component;

proxy_setup.pl i script configuring a Squid proxy for integration with Kaspersky Anti-Virus.

lopt/kaspersky/kav4proxy/shin/kav4proxy-kavicapserver i executable file of the main Kaspersky Anti-Virus
component.

/opt/kaspersky/kav4proxy/share/contrib/kav4proxy.wbm i Webmin plug-in module.
lopt/kaspersky/kav4proxy/share/doc/ T directory containing license information and deployment documentation:
LICENSE T license agreement;
README-SQUID.txt i instruction for integration of Kaspersky Anti-Virus with a Squid proxy.

lopt/kaspersky/kav4proxy/share/man/ i directory containing man files.

To connect Kaspersky Anti-Virus help system (manual pages) running under Linux, use the following command:

# export MANPATH=0$MANPATH: / opt/ kaspersky/ kavdproxy/ sharel

lopt/kaspersky/kav4proxy/share/notify/ 1 directory for storing notification templates.
lopt/kaspersky/kav4proxy/share/examples/ i directory containing sample configurations of Kaspersky Anti-Virus:
kav4proxy-default.conf i default configuration file of Kaspersky Anti-Virus;
notify.sh i administrator notification script.

Ivarllog/kaspersky/kav4proxy/ i directory, where log files of Kaspersky Anti-Virus are stored.
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After Kaspersky Anti-Virus installation on a server running FreeBSD, the program files will be located as follows (provided
that the default paths are accepted):

lusr/local/etc/kaspersky/kav4proxy.conf i configuration file containing Kaspersky Anti-Virus parameters;
lusr/local/bin/ i directory containing executable files of the Kaspersky Anti-Virus components:
kav4proxy-keepup2date i utility updating the anti-virus databases;
kav4proxy-licensemanager i utility for license keys management.

lusr/localllibexec/kaspersky/kav4proxy/avbasestest i utility validating the downloaded databases for the
keepup2date component.

Jusr/localletc/rc.d/kav4proxy i Kaspersky Anti-Virus management script.

lusr/localllibexec/kaspersky/kav4proxy/setup/ i directory containing scripts for post-installation setup and removal of
the Kaspersky Anti-Virus:

postinstall.pl i post-installation Kaspersky Anti-Virus setup script.

uninstall.pl i Kaspersky Anti-Virus removal script.

keepup2date.sh i script that configures the keepup2date component.

proxy_setup.pl i script configuring a Squid proxy for integration with Kaspersky Anti-Virus.
lusr/local/sbin/kav4proxy-kavicapserver i executable file of the main Kaspersky Anti-Virus component.
lusr/local/share/kav4proxy/contrib/kav4proxy.wbm i Webmin plug-in module.
lusr/local/share/doc/kav4proxy/ i directory containing license information and deployment documentation:

LICENSE i license agreement;

README-SQUID.txt i instruction for integration of Kaspersky Anti-Virus with a Squid proxy.

/usr/local/man/ 1 directory containing man files.

To connect Kaspersky Anti-Virus help system (manual pages) running under FreeBSD, use the following command:

# setenv MANPATH /usr/local/man

/usr/local/share/kav4proxy/notify/ i directory for storing notification templates.
/usr/local/share/examples/kav4proxy/ i directory containing sample configurations of Kaspersky Anti-Virus:
kav4proxy-default.conf i default configuration file of Kaspersky Anti-Virus;
notify.sh i administrator notification script.

Ivarllog/kaspersky/kav4proxy/ i directory, where log files of Kaspersky Anti-Virus are stored.




USING KASPERSKY ANTI -VIRUS

This chapter describes how to carry out tasks related to the basic features of Kaspersky Anti-Virus, including updating the
application, management of license keys, anti-virus protection of HTTP traffic, and configuration of anti-virus scanning
parameters for different user groups. The implementation of these tasks in a specific configuration will depend upon the
particular organization of the network and the existing security policy.
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UPDATING DATABASES

Kaspersky Anti-Virus uses the anti-virus databases while processing objects requested by users through the proxy
server.

The anti-virus databases are employed while scanning for, and disinfecting, infected objects; they contain descriptions of
all currently known viruses and the methods of disinfection for objects affected by those viruses.

The keepup2date component is included in the application to provide software updates. The updates are retrieved from
the Kaspersky Labés update servers, e.g.:

http://downloads1.kaspersky-labs.com/;

http://downloads2.kaspersky-labs.com/;

ftp://downloadsl.kaspersky-labs.com/;

and others.

The updcfg.xml file included in the installation package lists the URLSs of all available update servers.

The keepup2date component supports basic authentication for connections through a proxy server.

To update the anti-virus databases, the keepup2date component selects an address from the list of update servers and
tries to download updates from that server. If the first server is currently unavailable, the application attempts to connect
to another server, and so on until updates are downloaded or the end of the list is reached.

New updates are available hourly on Kaspersky Labés wupdate

After connection to an update server, keepup2date finds available updates for the product databases and downloads
them.

You are strongly advised to set up the keepup2date component to update the databases every hour!



http://downloads1.kaspersky-labs.com/
http://downloads2.kaspersky-labs.com/
ftp://downloads1.kaspersky-labs.com/
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After a successful update the command, specified as the value of the PostUpdateCmd parameter in the
[updater.options] section of the configuration file will be executed. By default, this command will automatically
initiate the reloading of the anti-virus databases. Incorrectly modifying this parameter may prevent the application from
using the updated databases, or cause it to function erroneously.

All settings of the keepup2date component are stored in the [updater.*] sections of the configuration file.

I f your network has a complicated structure, you are advised
every hour and place them in a network directory. To keep other networked computers constantly updated, configure the

local computers to copy the updates from that directory. For detailed instructions on creation of a public directory (see

page 23).

The updating process can be scheduled to run automatically using the cron (see page 22) or started manually from the
command line (see page 22). Starting the keepup2date component requires root or kluser user privileges.

AUTOMATIC DATABASE UP DATES

You can schedule regular automatic updates for the anti-virus databases using the cron service. You can configure cron
either manually or using the keepup2date.sh script located in the /opt/kaspersky/kav4proxy/lib/bin/setup/ directory.

®» To create a cron task which updates the anti-virus databases hourly, enter the following at the command line:
# lopt/kaspersky/kav4proxyl/lib/bin/setup/keepup2date.sh T uninstall

®»  To delete this cron task, enter the following at the command line:
# lopt/kaspersky/kav4proxy/lib/b in/setup/keepup2date.sh T uninstall

Example: configure the application to automatically update your anti-virus databases hourly. The system log
should only record errors which occur in the compon
No information should be output to the console.

®»  Solution: to perform the above task:
1. Inthe Kaspersky Anti-Virus configuration file, specify these parameter values:
[updater.report]
Append=true
ReportLevel=1

2. Edit the file that sets rules for the cron process (crontab -e) by adding the following line for the root or
kluser user:

23 * * * * [opt/kaspersky/kav4proxy/bin/kav4proxy - keepup2date - q

The specified time setting for the cron task start is just an example. You are advised to specify your own settings for the
start time to avoid overloading the updating servers.

M ANUAL UPDATING OF TH E DATABASES

You can start an update to your anti-virus databases from the command line at any time.

Example: start updating the anti-virus databases, save the results of updating in the keepup2date.log file within the
directory /var/log/kaspersky/kav4proxy/.
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Solution: to accomplish the task, log in as root (or any other privileged user) and enter at the command line:

# lopt/kaspersky/kav4proxy/bin/kav4proxy - keepup2date il \
Ivar/log/kaspersky/kav4proxy/keepup2date.log

If you need to update the databases on several servers, it is more convenient to download them once to a network
directory (see page 23) and then mount the directory in the file system of each server running Kaspersky Anti-Virus
instead of downloading the databases to each server individually. After that you will only need to run the updater script

having specified first the mounted directory as the source of updates.

Example: initiate updating of the anti-virus databases using the local /home/kavuser/bases/ directory as the source.
Output the results to the /tmp/updatesreport.log file.

Solution: to accomplish the task, log in as root (or any other privileged user) and enter at the command line:

1. Mount the shared directory containing updates to the anti-virus databases as the local /home/kavuser/bases/
directory.

2. Enter the following at the command line:
# lopt/kaspersky/kav4proxy/bin/kav4proxy - keepup2date il \

/tmp/updatesreport.log T g /home /kavuser/bases

You can also update the application remotely using the appropriate Webmin plug-in.

CREATING ASHARED DIR  ECTORY FOR STORINGA  ND SHARING
DATABASE UPDATES

To correctly update the anti-virus databases on local computers from a shared directory, that directory must have the

same file system structure astetusdiscysethedaskinmoebdefad. update servers

Example: create a shared local directory which local computers will use as the source of anti-virus database updates.
Solution: to accomplish the task, log in as root (or any other privileged user) and enter at the command line:
1. Create a local directory. The kluser account must have sufficient privileges to write to it.

2. Run the keepup2date component as follows:

# lopt/kasper  sky/kav4proxy/bin/kav4proxy - keepup2date i x <rdir>
where <rdir> i full path to the created directory.

3. Provide reading access to that directory for local computers on your network.

L ICENSES MANAGEMENT

The right to use Kaspersky Anti-Virus is determinedby t he | i cense key. The key is
kit, and entitles you to use the application as soon as you purchase it.

The application checks for the presence of an installed license key every time it starts or reloads its anti-virus databases.

If a license key is not installed, or an error has occurred while loading information about the current license, the
application switches into a special unlicensed mode of operation. In that mode it does not perform anti-virus scanning of

ncl

ude
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objects transferred through the proxy server; instead, all objects are treated using the action specified by the
LicenseErrorAction parameter.

After the license expires, the functionality of the application will still be preserved except for the ability to update the anti-
virus databases. You will still be able to perform anti-virus scanning and processing of objects, but you will be unable to
use databases issued after the license expiration date. Therefore, you may not be protected against new viruses that
have appeared after the license expired.

To protect your computer against new viruses, you are advised to renew the license.

A key file entitles you to use Kaspersky Anti-Virus and contains all the necessary information related to the license that
you have purchased, such as the license type, its expiry date, information about distributors, etc.

In addition to the right to use the application during the license period, the license gives the following benefits:
e twenty-four-hour technical support;
e hourly updates of the anti-virus databases;
e timely notifications about new virus threats.

Therefore it is essential to extend your license to use Kaspersky Anti-Virus in a timely fashion. You can also install an
additional key, which the application will start using as soon as the current active key expires.

VIEWING LICENSE INFOR  MATION

You can view information about installed license keys in the reports of the kavicapserver component. Each time the
component starts kavicapserver loads the license key information and displays it in the report. The kavicapserver.log
report file is stored in the /var/log/kaspersky/kav4proxy/ directory.

More detailed information about the status of license keys may be obtained using licensemanager, a special component
of the application.

All information about | icense keys may be viewed either
computer that has access to the Webmin module.

=®» To view information about all installed license keys, enter the following at the command line:
# /o pt/kaspersky/kav4proxy/bin/kav4proxy - licensemanager is

In the server console, you will see information similar to the following:
Kaspersky license manager for Linux. Version 5.5. 53/RELEASE #9
Copyright (C) Kaspersky Lab, 1997 -2007.

Portions Copyright (C) L an Crypto

License info:

Product name: Kaspersky Anti - Virus for xSP International Edition. 250 - 499 Mb of
traffic per day 1 year NFR Traffic Licence: Anti - Virus for Proxy Server

Expiration date: 25 - 12- 2010, expires in 365 days

Active key info:

Key file: 070C2FB1.key
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Install date: 25 -12-2009

Product name: Kaspersky Anti - Virus for xSP International Edition. 250 - 499 Mb of
traffic per day 1 year NFR Traffic Licence: Anti - Virus for Proxy Server

Creation date: 03 -11- 2009

Expiration date: 03 -11-2011

Serial: 0F92 - 0004AA- 070C2FB1

Type: Commercial

Count: 250

Lifespan: 365
Objs: 3:250

=®» To view information about a license key, enter the following at the command line:
# lopt/kaspersky/kav4proxy/bin/kav4proxy - | icensemanager - k 070C2FB1.key
where 070C2FB1.key is the name of the license key file.

In the server console, you will see information similar to the following:
Kaspersky license manager for Linux. Version 5.5. 53/RELEASE #9
Copyright (C) Kaspersky Lab, 1997 -2007.

Portions Copyright (C) Lan Crypto

Product name: Kaspersky Anti - Virus for xSP International Edition. 250 - 499 Mb of
traffic per day 1 year NFR Traffic Licence: Anti - Virus for Proxy Server

Creation date: 03 -11- 2009

Expiration date: 03 -11-2011

Seri al: 0F92 - 0004AA- 070C2FB1

Type: Commercial

Count: 250

Lifespan: 365
Objs: 3:250

®» To view detailed information about the licensing parameter, enter the following at the command line:
# lopt/kaspersky/kav4proxy/b in/kavdproxy - licensemanager -

In the server console, you will see information depending on the licensing type. For example, in case of the traffic
amount-based license:

Kaspersky license manager for Linux. Version 5.5. 53/RELEASE #9
Copyright (C) Kaspersky Lab, 1997 -2007.

Portions Copyright (C) Lan Crypto
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Licensed traffic units: 250 (MB)
Traffic units used: 0 (MB)

Traffic units left: 250 (MB)

L ICENSE RENEWAL

Renewing the Kaspersky Anti-Virus license will give you the right to re-enable full product functionality. Access to the
additional services (see page 23) will be restored for the license duration.

The license term depends on the product you bought and the type of the license you purchased.
®» To renew the license for Kaspersky Anti-Virus:
e Contact the company that sold you the product, and renew your license for Kaspersky Anti-Virus.

e Purchase a license extension directly from Kaspersky Lab. Write a letter of request to our Sales Department at
sales@kaspersky.com, or fill in the corresponding form on our website www.kaspersky.com in the section E-
Store — Renew Your License. After your payment is received, we will send a license key to the email address
indicated in the corresponding field of your license renewal form.

Kaspersky Lab regularly organizes promotional actions providing licenses for our products with considerable discounts.
Please monitor the promotions announced at the web site of Kaspersky Lab (in the Products — Special offers section).

®» Toinstall a new key file, enter the following at the command line:
# lopt/kaspersky/kav4proxy/bin/kav4prox y- licensemanager - a 00053E3D.key
where 00053E3D.key is the name of the license key file.
If installation is successful, information similar to the following will be displayed on the server console:
Kaspersky license manager. Version 5.5.3/RELEASE
Copyright  (C) Kaspersky Lab. 1997 -20009.
Key file 00053E3D.key is successfully registered
We recommend that you update the anti-virus databases.
If you want to install a new license key before the current license key expires, you can add it as a backup license key.
The backup key will be activated immediately the current one expires. The term of validity for the additional key starts

from the activation date. You can install only one backup key.

If you have installed two keys (the current and an additional one), you can view information about both of them in the
server console.

REMOVING ALICENSEKE Y

®»  To remove the current license key, enter the following at the command line:
# lopt/kaspersky/kav4proxy/bin/kav4proxy - licensemanager T da

If the component removes the license key successfully, information similar to the following will be displayed on the server
console:
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Kaspersky license manager. Version 5.5.3/RELEASE

Copyright (C) Kaspersky Lab. 1997 - 20009.

Active key was successfully removed

®» To remove the additional license key, enter the following at the command line:
# lopt/kaspersky/kav4proxy/bin/kav4proxy - licensemanager Tdr

If the component removes the license key successfully, information similar to the following will be displayed on the server
console:

Kaspersky licen se manager. Version 5.5.3/RELEASE
Copyright (C) Kaspersky Lab. 1997 - 20009.

Additional key was successfully removed

USING ACONTROLSCRIP T

The kav4proxy application control script located in the /etc/init.d/ directory is used to start, stop and restart the
application. It uses the following command line parameters:

e start command to check the configuration file and launch the application. If the program is running already,
execution of the kav4proxy script will be stopped. If the program is not running, the script checks the
configuration file and starts Kaspersky Anti-Virus. A return code of 0 indicates a successful start.

e stop i command to stop the application. Before stopping, the script checks whether the application is running
(by the process ID). If the application is running, the script sends the SIGTERM signal. If the application does
not stop within 30 seconds, the script sends the SIGKILL signal. A return code of 0 indicates a successful
execution.

e restart i command to stop and restart the application, as provided by using the stop, and then start, keys.

e reload I command to reload the application configuration and the anti-virus databases using the SIGHUP
signal.

e reload_avbase i command to reload only the anti-virus databases, and validate the license key;

e stats i command to write the results of statistics counters to a file (see page 38) and switch the report logging to
another file (see page 39).

ENSURING ANTI -VIRUS PROTECTION OF HTTP TRAFFIC

Kaspersky Anti-Virus does not scan the data transferred via HTTPS.

Example: Provide anti-virus scanning of HTTP traffic transmitted by a proxy server installed on the same server as
Kaspersky Anti-Virus, in accordance with the following requirements:

e General parameters of anti-virus scanning must be used for all requests:
e Disinfection of infected objects must be enabled.
e Scanning of e-mail databases must be disabled.

e Scanning of packed and archived objects must be enabled.
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e Block access to infected, suspicious and damaged objects, and objects containing code that resembles a
known virus.

e Use partial mode while processing proxy server requests.

e Disable anti-virus scanning of objects requested from the www.example.com web server.

e  Store statistics on the results of anti-virus scanning in the /var/log/kaspersky/kav4proxy/statistic file.
®» To accomplish the task, perform these steps:

1. Install Kaspersky Anti-Virus on the same server as the proxy server (see page 13) and perform its post-
installation configuration (see page 17).

2. Specify the following parameter values in the kav4proxy.conf configuration file (leave the values of parameters
not mentioned in the example unchanged):

[icapserver filter]

ExcludeURL=www \ . example \ .com\ /.*

[ icapserver.engine.options]
ScanPacked= true
ScanArchives= true
ScanMailBases= false
ScanMailPlain=  false

Cure=true

[icapserver.actions]
InfectedAction=deny
SuspiciousAction=deny
WarningAction=deny
ErrorAction=skip
ProtectedAction=skip

CorruptedAction=skip

[i capserver.protocol]

AnswerMode=partial

[icapserver.statistics]

AV StatisticsFile=/var/log/kaspersky/kav4proxy/statistic




USING KASPERSKY ANTI-VIRUS

3. Restart Kaspersky Anti-Virus using the following command:

# letc/init.d/kav4proxy restart

CONFIGURING ANTI  -VIRUS SCAN PARAMETER S FOR U SER
GROUPS

The example in section (see page 27) uses common settings for anti-virus processing of all user requests coming
through the proxy server. Kaspersky Anti-Virus allows the definition of groups, to allow different parameters to be used for
anti-virus protection of individual users.

Example: configure the application to perform anti-virus checks of HTTP traffic in accordance with the following
requirements:

e These anti-virus scanning parameters must be specified for the managers group, which comprises
computers using IP addresses on the 192.168.1.0/255.255.255.0 subnet:

e Scanning of packed, archived files and e-mail databases must be disabled.
¢ Disinfection of infected objects must be enabled.
e Access should be granted to clean and disinfected objects only.

e These anti-virus scanning parameters must be specified for the sales group, which comprises computers
using IP addresses on the 192.168.2.0/255.255.255.0 subnet:

e Scan all objects.
¢ Disinfection of infected objects must be enabled.

e Block access to infected, suspicious and damaged objects, and objects containing code that resembles a
known virus.

e These anti-virus scanning parameters must be specified for all other users:
e Scanning of e-mail databases must be disabled.
¢ Disinfection of infected objects must be disabled.

e Access should only be granted to objects that have been assigned the OK status after a scan (see page
34).

®» To accomplish the task, perform these steps:
1. In the kav4proxy.conf configuration file, create the following sections containing and for a group managers:
[icapserver.groups:managers]
Priority=1
ClientlP=192.168.1.0/255.255.255.0

URL=.*

[icapserver.engine.options:managers]

ScanPacked= false






























































































