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CHAPTER 1. KASPERSKY ANTI-
VIRUS® FOR LINUX,  
FREEBSD, AND OPENBSD 
MAIL SERVERS 

Kaspersky Anti-Virus® for Linux, FreeBSD, and OpenBSD Mail Servers 
(hereinafter also referred to as Kaspersky Anti-Virus®, Kaspersky Anti-Virus® 
for Unix Mail Servers) is designed for anti-virus processing of mail traffic and 
file systems of servers running Linux, FreeBSD, or OpenBSD operating systems 
and using one of the following mail programs: sendmail, Postfix, qmail, Exim. 

This software product allows the user to: 

• Check for viruses in all mounted file systems , as well as incoming and 
outgoing mail messages, as part of the server�s SMTP traffic . 

• Detect infected, suspicious, corrupted, and password-protected files, as 
well as files that fail to be scanned because of an error. 

• Carry out anti-virus processing (disinfect) infected objects in file systems 
and mail messages. 

• Move to the quarantine directory all infected, suspicious, and corrupted 
objects of the server file system and its mail traffic. For the latter, 
disinfected and password-protected files can also be quarantined, as well 
as files that fail to be scanned because of an error. 

• Process mail traffic according to rules preset for groups of senders and 
recipients. 

• Provide secondary filtering of mail traffic by name and type of attached 
objects, and use individual processing rules for the filtered objects. 

• Notify sender, recipient, and group administrator about mail messages 
that contain infected, suspicious, and other objects. 

• Update the program�s anti-virus database. Anti-virus database updates 
are downloaded from Kaspersky Lab�s update servers. 

The anti-virus database is used in the process of searching and cleaning 
infected objects. Based on its contents, during the scan, each file is 
analyzed for the presence of viruses and the file�s code is compared to  
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codes specific to particular viruses. If the file is infected, the program 
disinfects it.  

 

It should be kept in mind that new viruses appear daily, therefore 
we recommend updating the anti-virus database every day in 
order to maintain the product in up-to-date condition. 

• Configure Kaspersky Anti-Virus® via the web-interface provided by the 
Webmin program and the product configuration file.  

1.1. What�s new in version 5.0 
Version 5.0 of Kaspersky Anti-Virus® has the following changes compared to 
version 4.0: 

• All the product components have been transferred to the new antiviral 
engine, which puts a lower load on workstations or servers but provides 
the same functionality. 

• A number of drawbacks of Kaspersky Anti-Virus® for Unix v. 4.0 related to 
its architectural features have been corrected. 

• The executable kavdaemon component has been renamed to aveserver 
and has been improved. 

• The kavkeeper component has been renamed to smtpscanner and has 
been debugged. 

• The web-configuration component WebTuner has been replaced by a 
plug-in from the commonly used program Webmin. This has extended the 
functionality of the product. 

• Mail traffic licensing supervision has been modified: notifications can now 
be sent to administrators on reaching a critical amount of license traffic. 

• Configuration files of all the components have been united into one file 
kav4mailservers.conf, thus making it possible to manage the entire 
product. In this connection, the configuration of the entire product has 
been transferred from a binary to a text framework. 

• The possibility has been added to configure formats of time and date 
representation in the program components operation reports and 
notifications. Notifications regarding mail messages checking results are 
translated into various languages. 

• The set of macros used in mail message scan notifications has been 
extended. 
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• It is now possible to use script files for processing of objects with different 
status (infected, corrupted etc.) 

• An option has been added of automatic restarting of the program�s 
resident components after successful update of the anti-virus database. 

• The product is distributed in the form of standard installation packages for 
the supported operating systems (rpm, deb).  

• The product licensing policy has been changed:  

• After the license expires, Kaspersky Anti-Virus® remains 
functional except for the anti-virus database updating feature. 

• Kaspersky Anti-Virus® does not work without a license key. 

• The component kavucc (Control Centre) has been excluded due to 
simplification of the product architecture. 

• The components kavinspector (Inspector), kavtuner (Tuner) and 
kavmonitor (Monitor) have been excluded from the product.  

1.2. Licensing policy 
Kaspersky Anti-Virus® licensing policy includes a system of product use 
limitations based on:  

• Product use duration ( usually limited to one year from the date of 
purchase). 

• Number of users (e-mail addresses). 

• Daily mail traffic volume (Mb per day). 

A license can be purchased based on either a single type of limitation (e.g. daily 
mail traffic), or on several types (e.g. for a certain number of mailboxes for one 
year). 

Depending on the type of license purchased, there are various options for 
product setup. For example, with a limited NUMBER OF USERS (e-mail 
addresses) you will have to create the list of users covered by antiviral protection 
(see section 4.5 on page 42). With limited MAIL TRAFFIC VOLUME you can set 
up an administrator notification regarding the license expiration caused by 
reaching the critical volume of the licensed mail traffic (see section 5.2.5 on page 
64). 
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1.3. Hardware and software 
requirements 

In order to function properly, Kaspersky Anti-Virus® needs a system complying 
with the following requirements: 

• Hardware requirements:  

• Intel Pentium-class processor 

• 32 Mb of RAM or more 

• 100 Mb or more of hard disk space 

• Software requirements: 

• One of the following operating systems: 

o Linux RedHat (version 7.3, 8.0 or 9.0), Linux SuSE (version 
8.1 or 8.2) or Linux Debian (version 3.0) 

o FreeBSD version 4.7 or 5.0  

o OpenBSD version 3.3 

• One of the following mail systems: sendmail version 8.x, qmail 
version 1.03, Postfix version snapshot_20000529 or higher, 
Exim  version 4.0 

• The Wget program (http://gnu.org/software/wget/wget.html) for 
anti-virus database updating using kavupdater. 

• The Webmin program (www.webmin.com) for Kaspersky Anti-
Virus® remote administration. 

• Perl version 5.0 or higher (www.perl.org) for Kaspersky Anti-
Virus® installation using install.pl. 

1.4. Distribution kit 
You can purchase Kaspersky Anti-Virus® either from our distributors (retail box) 
or in our Internet-shop (www.kaspersky.com, Buy online section). 

When purchasing a retail box you will receive the following distribution kit: 

• A sealed envelope with an installation CD (or a set of floppy disks) 
containing software product files.  
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• Administrator�s guide 

• License key 

• License agreement. 

Before you unseal the envelope containing the CD (or floppy disks), be sure to 
thoroughly review the license agreement.  

When purchasing Kaspersky Anti-Virus® in the Web-shop you download the 
product from Kaspersky Lab�s website. The distribution file contains the product 
and the license key. 

The License Agreement (LA) is a legal agreement between you (either an 
individual or a single entity) and the manufacturer (Kaspersky Labs Ltd.) 
describing the terms on which you may employ the anti-virus product, which you 
have purchased. 

 
Make sure to read the terms of the LA! 

If you do not agree to the terms of this LA, Kaspersky Labs is not willing to 
license the software product to you and you should return the unused product to 
your Kaspersky Anti-Virus® dealer for a full refund, making sure the envelope 
with CD (or diskettes) is sealed. 

If you unsealed the envelope, you have agreed to all the terms of the LA. 

1.5. Help desk for registered users 
Kaspersky Labs offers a large service package enabling legal users to efficiently 
employ Kaspersky Anti-Virus®. 

If you register and purchase a subscription you will be provided with the following 
services for the period of your subscription: 

• daily virus-definition database updates via e-mail; 

• product upgrades; 

• phone and e-mail advice on matters related to your software installation, 
configuration and performance; 

• information about new Kaspersky Labs products and new computer 
viruses (for those who subscribe to our newsletter).  

 
Kaspersky Labs does not give advice on the performance and use of 
your operating system or various other technologies. 
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1.6. Conventions 
In this book we use various conventions to emphasize different meaningful parts 
of the documentation. 

Convention Meaning 

Bold font Menu titles, commands, window titles, 
dialog elements, etc. 

 
Note. 

 
Additional information, notes 

 Attention! 
 

Very important information 

 To do this, 

1. Step 1. 

2. � 

Actions that must be taken 

 
Task 

 

Example of a user defined task to be 
accomplished using this program. 

 
Solution 

 
Solution of the task. 

[switch] � function of the switch. Command line switches 

Info message text Text of the configuration files and 
information messages of the program. 



 

CHAPTER 2. TYPICAL 
PATTERNS OF PRODUCT 
DEPLOYMENT 

Depending on the initial architecture of the mail server, we offer several variants 
of deployment of Kaspersky Anti-Virus® for Unix Mail Servers: 

• On a single mail server with mail system. This variant is used when the 
server has an installed and adjusted mail system sendmail, qmail, Postfix 
or Exim (see section 2.2 on page 14). 

• On a dedicated server as a secondary filter: This method is 
recommended when the primary mail server is running an unsupported 
operating and mail system (see section 2.4 on page 17). 

• On a single server with mail system as a secondary filter: This variant of 
deployment is recommended in the event that a mail filter, such as 
Kaspersky Anti-Spam, is installed on the mail server (see section 2.3 on 
page 16). 

• As a filter for external mailboxes. This method of deployment is useful in 
the event that mail server users have their mailboxes on external servers 
and it is necessary to provide antiviral protection of downloaded mail 
messages (see section 2.5 on page 19). 

In all the cases mentioned above, besides filtering mail traffic, Kaspersky Anti-
Virus® can also scan all mounted file systems. 

Prior to studying the above deployment patterns in detail, we shall review the 
internal architecture of Kaspersky Anti-Virus® in order to fully understand its 
operation algorithm.  

2.1. Internal architecture of 
Kaspersky Anti-Virus® 

When using Kaspersky Anti-Virus®, it is important to understand the operation 
algorithm.  

In this section, we shall review the product�s internal architecture, especially as 
applied to mail traffic scanning , since the process of scanning server file 
systems is quite simple and does not require a special in-depth study.  
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It should be noted that Kaspersky Anti-Virus® is only developed to filter mail 
against viruses and does not constitute a mail agent capable of receiving and 
routing mail traffic. This is carried out by a mail system installed on the server 
with which the anti-virus program is integrated after installation.  

Let us use the sendmail mail system as an example to take a detailed look at the 
internal operation algorithm of Kaspersky Anti-Virus® for Unix Mail Servers after 
its integration with the mail system (see Figure 1). 

 

It should be noted that in the process of anti-virus integration into the 
sendmail mail system, an additional configuration file sendmail.cf.listen 
is created.  
When started with this configuration file, sendmail receives mail traffic 
and passes it to Kaspersky Anti-Virus® for scanning. If started with the 
original configuration file (sendmail.cf), it delivers mail messages 
received from the anti-virus. 

Thus, the operation algorithm is as follows: 

1. Mail traffic is received by sendmail via the SMTP protocol (configuration 
file sendmail.cf.listen). sendmail creates a queue, in which it stores the 
incoming mail and passes it via the LMTP protocol to the smtpscanner 
component for scanning. 

2. The smtpscanner component processes the mail traffic according to its 
settings. The process of scanning and cleaning is carried out in the 
following way: 

• Smtpscanner passes the file name of the mail message to the 
aveserver component using the local socket. 

• Aveserver scans and disinfects the object using the anti-virus 
database. 

• Smtpscanner receives from aveserver a return code that 
defines the status of the file. 

• Depending on the object status, smtpscanner processes it 
according to the configuration file settings. 

3. Processed mail traffic with notifications regarding the results of 
scanning and cleaning is transferred via the SMTP protocol to the 
sendmail mail system (with configuration file sendmail.cf), which 
delivers this mail traffic to local users or routes it to other mail servers.  
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Mail server

Kaspersky Anti-Virus

sendmail A smtpscanner

aveserver
queue

SMTP

LMTP SMTP

Anti-virus database

The Internet

sendmail B

queue

SMTP

 
Figure 1. Internal architecture of 

Kaspersky Anti-Virus® for Unix Mail Servers 

2.2. Operation on the same server as 
mail system 

 
Hereinafter, in review of Kaspersky Anti-Virus® and its setup, this  
variant � operation on the same server with mail system � is described! 

Installation and operation of Kaspersky Anti-Virus® on the same server as the 
mail system is only possible with supported operating systems (Linux, FreeBSD 
or OpenBSD).  

The following programs can be used as mail systems: sendmail, qmail, Postfix or 
Exim. 
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This variant is recommended in case of average specific load of the 
mail server. 

Let us take a detailed look at the operation of Kaspersky Anti-Virus® on the same 
server as any of the above mentioned mail systems (see Figure 2). The 
sequence of processing incoming and outgoing mail is identical, and consists of 
the following stages: 

1. The stream of mail messages comes in from other servers or from the 
LAN via the SMTP protocol. 

2. The mail system receives the mail traffic and passes it to Kaspersky 
Anti-Virus® for scanning. 

3. Kaspersky Anti-Virus® processes the mail traffic according to its settings 
and returns it to the mail system along with additional set of 
notifications.  

4. The mail system routes the mail traffic either to external servers or to 
mailboxes in the LAN. 

Server running UNIX system

Kaspersky Anti-Virus
(filtering)

Mail system
(routing)

Intranet

SMTP on
port 25,

incoming traffic

SMTP

SMTP
The Internet

SMTP on port 25,
outgoing traffic

SMTP,
outgoing traffic

LMTP

Mail system
(reception)

 

Figure 2. Diagram of Kaspersky Anti-Virus® operation  
on the same server as mail system 

Based on the above diagram, when installing Kaspersky Anti-Virus® you will 
need to adjust the following settings (during the installation or right after it): 

• Set the mail server port on which Kaspersky Anti-Virus® will operate. 

• Set the mail system port that it will use to receive mail from Kaspersky 
Anti-Virus® after filtering. 
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2.3. Operation as the secondary 
filter 

Kaspersky Anti-Virus® can be used as either a primary or a secondary filter. If  
your mail server had a mail traffic filter when Kaspersky Anti-Virus® was installed, 
you have to define which of the mail filters (Kaspersky Anti-Virus® or the one 
installed earlier) will be the primary filter and which will be secondary. Selection 
criterion is by the filtering method.  

The primary filter (we shall call this MX1) is the one that filters mail traffic based 
on the sender�s IP address. Such a filter is installed as the first one on the 
server�s 25th port. It receives incoming mail, filters it, and then passes it to the 
secondary filter for processing. The secondary filter (we shall call this MX2) is 
installed on the same host as the primary one but is assigned another IP address 
and another port.  

If no filter based on the sender�s IP address is installed on your server, you can 
install Kaspersky Anti-Virus® as a primary filter. In the event that an IP-based 
filter is installed, install the anti-virus as a secondary filter. The reason for this is 
that all the mail traffic scanned by Kaspersky Anti-Virus® goes out from the same 
IP-address. Therefore, filtering mail by IP after anti-virus processing will make no 
sense. 

Server running UNIX system

Intranet
SMTP on
port 25,

incoming
traffic

SMTP

The Internet
Filter

(filtering)
MX1

SMTP

SMTP,
outgoing

traffic

SMTP on
port 25,

outgoing traffic

Anti-virus filter
(MX2)

 

Figure 3. Diagram of Kaspersky Anti-Virus® operation  
as a secondary filter on the same server with the mail system 

Make the following settings for the primary and the secondary filters: 

• Primary filter (MX1) settings: 

Name of the host where the filter is installed: mx1.yourhost.domain 
The filter�s IP address: all the available. 
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Number of the port through which the filter works: 25. 
Host name for mail sending: mx2.yourhost.domain:10026 

• Secondary filter (MX2) settings: 

Name of the host where the filter is installed: mx2.yourhost.domain 
The filter�s IP address: 127.0.0.1 
Number of the port, through which the filter works: 10026 
Host name the mail is received from: mx1.yourhost.domain 

 

MX1 and MX2 must have different host names since the server will not 
accept a message if host names in the helo/ehlo dialog are the same. 
MX2 must be trusted for MX1 and vice versa, otherwise delivery will fail. 

2.4. Operation on a dedicated server 
Kaspersky Anti-Virus® for Unix Mail Servers can filter mail traffic and carry out its 
anti-virus processing even if your mail server is running another operating 
system, for example Windows.  

In this situation, Kaspersky Anti-Virus® is installed on a dedicated server running 
Linux, FreeBSD or OpenBSD.  

In order to receive mail traffic and forward it to the mail server running Windows, 
besides the anti-virus, a mail system (sendmail, qmail, Postfix or Exim) is 
installed on the dedicated server and integrated with Kaspersky Anti-Virus® (see 
section 4.4 on page 35). 

With this layout, the operation has the following sequence (see Figure 4): 

• Mail traffic is received by the server running a Unix-family operating 
system. 

• The mail system (e.g. qmail) forwards it to Kaspersky Anti-Virus® via the 
LMTP protocol for scanning. 

• Checked mail with notifications created by the anti-virus is passed back to 
the mail system, which in turn forwards it to the main mail server for 
delivery or further routing. 
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Server running UNIX system

IntranetThe Internet

Server running Windows

SMTP on
port 25,

incoming traffic

SMTP on
port 25,

outgoing  traffic

Mail system
(routing)

MX2

SMTP

SMTP/MAPI/
POP3/IMAP,

incoming traffic

SMTP,
outgoing traffic

Anti-virus filter (MX2)

 

Figure 4. Diagram of Kaspersky Anti-Virus® operation on a dedicated server 

On the above diagram, the server with Kaspersky Anti-Virus® installed is the 
primary server since it receives mail traffic and resends it, while the server with 
MS Exchange is the secondary one, which only delivers mail. 

However, if prior to installation of Kaspersky Anti-Virus® your mail server had 
been used for filtering messages by senders� IP addresses, then the server with 
Kaspersky Anti-Virus® must be defined as secondary. The reason is that if you 
make the server with the anti-virus a primary one, then all the mail messages will 
be received by the secondary server (with IP filtering) from the same IP address, 
thus making filtering impossible.  

 

If there are mail servers within your LAN, then the MX-records or 
forwarding parameters must point to the primary server, not the 
secondary one. 

• Primary filter (MX1) settings: 

Name of the host where the filter is installed: mx1.yourhost.domain 
Host name for mail forwarding: mx2.yourhost.domain 

• Secondary filter (MX2) settings: 

Name of the host where the filter is installed: mx2.yourhost.domain 
Host name from which the mail is received: mx1.yourhost.domain 
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2.5. Filtering mail received from 
external mailboxes 

Nowadays, external mailboxes on servers like www.mail.ru, www.aport.ru, 
www.hotmail.com etc. are widely used.  

How can infection be prevented when downloading infected messages from such 
mailboxes? In fact, this mail is delivered via the POP3 protocol, while Kaspersky 
Anti-Virus® only scans mail traffic that uses the SMTP protocol.  

In order to ensure antiviral protection of external mail the following is required: 

1. Block port 110 and give users simple access to the external mail and 
make the gateway work as a proxy-server for POP3 using the fetchmail 
package. This package downloads mail messages from external servers 
and sends them to the local SMTP port. This is exactly what we need, 
since after their coming to the SMTP port the messages are scanned by 
Kaspersky Anti-Virus®.  

 

Filtering mail from external mailboxes requires a local SMTP 
server and a local user account on the computer where the 
fetchmail package is installed! 

Adjustment of fetchmail is very simple: every user in the directory $HOME 
has a file .fetcmailrc, containing at least the following lines: 

set postmaster "user" 

set bouncemail 

set no spambounce 

set properties "" 

poll mail.that.is.free.ru with proto POP3 

 user 'remote_user' there with password 'pass12345' 
is 'user' here 

poll mail2.that.is.free.ru with proto POP3 

 user 'remote_user2' there with password 'pass123452' 
is 'user' here 

where: 

user is the user�s name in the local network. 
mail.that.is.free.ru and mail2.that.is.free.ru are names of the hosts from 

which we need to collect mail. 
remote_user and remote_user2 are logins for the servers 

mail.that.is.free.ru and mail2.that.is.free.ru, respectively. 
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pass12345 and pass123452 are passwords for mail accounts 
remote_user and remote_user2. 

With these settings, the fetchmail program will collect mail messages from 
the hosts mail.that.is.free.ru and mail2.that.is.free.ru and send them to the 
local SMTP for the user. No fields (from, to or any other) will be altered in 
the messages, only one more header received will be added by fetchmail. 
Mail messages received by the user will look as if they were received in 
the usual way.  

2. Enter command fetchamail in the user�s crontab to launch it, for example, 
every 10-15 minutes. 

In order to automate the process of setting up the fetchmail program for other 
users who use external mailboxes, we will need the following data:  

• Name of the external host, from which fetchmail will collect mail 
messages. 

• Login for the external host account. 

• Password for the account. 

In addition, in every user�s home directory there must be a file .fetchmailrc with 
the following content: 

set postmaster "user" 

set bouncemail 

set no spambounce 

set properties "" 

The following script file may be used for adding mailbox records: 

#!/bin/bash 

echo "poll $1 with proto POP3 " >>$HOME/.fetchmailrc  

echo "user '$2' with password '$3' is '$4' 
here">>$HOME/.fetchmailrc 

If you run this script file with the following parameters: pop.mail.ru, dan, secret, 
admin, then the messages for the user dan@mail.ru will be forwarded to the 
address admin@your_host.your_domain. 

 



 

CHAPTER 3. INSTALLING 
KASPERSKY ANTI-VIRUS® 

Before you begin to install Kaspersky Anti-Virus® for Unix Mail Servers, please 
prepare your system as follows: 

• Make sure your system meets the hardware and software requirements of 
Kaspersky Anti-Virus® (see section 1.3 on page 9). If some of the 
applications, such as Wget, are not installed we recommend installing 
them, otherwise some product functions will be unavailable. 

• Make backup copies of configuration files of the mail system installed on 
your server. 

• Set up an Internet connection. 

• Enter the system as root user or any other with the UID (universal 
identifier) equal to zero.  

 
We advise that you install the product in off hours or when the mail 
traffic has the lowest intensity! 

3.1. Universal installation 

 
This variant of installation is suitable for Linux operating system. 

A multi-system distribution package of Kaspersky Anti-Virus® for Unix Mail 
Servers is supplied as an archive. The archive contains the directory tree with 
the distribution package files and the installation script install.pl (hereinafter also 
referred to as the installer), which carries out the installation. 

For the Linux operating system, the distribution package also contains rpm- and 
deb-packages (see section 3.2 on page 29), for the FreeBSD and OpenBSD 
systems - tgz-packages (see section 3.3 on page 30). 

Product installation on the server consists of the following stages: 

1. Server inspection for the purpose of finding an installed version 4.0 of 
Kaspersky Anti-Virus®, depending on which the following scenarios of 
installer behavior are possible: 
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• No earlier version is detected - installer proceeds to installation 
of the product on the server 

• Earlier version of Kaspersky Anti-Virus® detected: 

o Backup copy of the detected distribution package is 
created and the new version is installed. 

o Update to version 5.0. 

o Installation of version 5.0 of the product without removing 
the earlier version. 

 

The stages of creating backup, updating to version 5.0, 
and concurrent installation are independent. 

2. Copying of the distribution package files to the server. 

3. Integration with the mail system. 

4. Installation of the license key (only if not included in the distribution 
package). 

5. Installation/update of the anti-virus database. 

Below is a step-by-step description of the installation procedure. 

3.1.1. Starting the installation procedure 

 

In order to install Kaspersky Anti-Virus® on the server please do the 
following: 

1. Copy the distribution package archive to the server�s file system 
directory.  

2. Unpack the archive using the command: tar zxvf <archive 
name>. After this, several files will be extracted from the archive, 
including the installer and the file tree of the product�s distribution 
package.  

3. Run the installation script: install.pl. 

 
In order to start the installation of Kaspersky Anti-Virus® from the rpm-
package, type the following in the command line: 

rpm –i <distribution_file_name> 
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In order to start the installation of Kaspersky Anti-Virus® from the deb-
package, type the following in the command line: 

dpkg –i <distribution_file_name> 

3.1.2. Previous version search 

Immediately after launching the installation, the system is inspected for the 
presence of a previously installed copy of Kaspersky Anti-Virus® for Unix 
version 4.0.  

If no earlier version is installed on the server, then the process of copying 
distribution files to the server starts (see section 3.1.3 on page 25).  

If an earlier version of the product is found, the following message is output to 
the console:  

Previously installed components of Kaspersky AV 
found. Do you want to back them up now? 

and the administrator is offered the opportunity to back up the previous version of 
the product (see section 3.1.2.1 on page 23).  

You can skip the archiving and proceed to updating the previously installed 
product (see section 3.1.2.2 on page 24). However, if you want to use both the 
earlier and the current version of the product, you should reply �No�, and proceed 
directly to copying of the distribution files to the server (see section 3.1.2.3 on 
page 24). 

3.1.2.1. Creating a backup copy of the previous 
distribution package 

In the event that an earlier version of the product is detected, the administrator 
will be offered the opportunity to archive the previously installed Kaspersky Anti-
Virus® (creating a backup copy) and then delete its distribution files. The 
archived earlier version of Kaspersky Anti-Virus® may prove useful for 
subsequent restoration if, for example, you later decide to return to using it.  

 

The task of restoring the previous version of Kaspersky Anti-Virus® is 
left with the administrator. 

To archive the distribution files you will have to select the path to the archive file: 

Where do you want to save backup file? 
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Enter absolute path to file without .tgz extension 
[/tmp/oldkav]. 

If the file suggested by default already exists, a message will be output to the 
console with a query about whether to overwrite it or not.  

If you do not want to use the default file name, you will have to enter the full path 
to the archive file without the extension. 

After the backup is successfully created, the administrator is offered the 
opportunity to delete the previous version and proceed to updating to version 
5.0. 

3.1.2.2. Updating to version 5.0 

The update procedure consists of converting the former profile of the anti-virus 
(file defUnix.prf) to the configuration file for version 5.0: 

Do you want to convert old settings to new config 
file? [yes] 

Answer �yes� if you want to start the data conversion. This will launch the process 
of creating a configuration file for version 5.0 with parameters that were true for 
the earlier version. 

You can select the created file as the default configuration file. To do so, reply 
�yes� to the following question asked by the installer: 

Do you want to make generated file as a default 
config file? 

The configuration file included in the distribution package will be renamed 
(/etc/kav/5.0/kav4mailservers.conf.copy) and saved in the same directory. The 
newly converted file will be assigned the name of Kaspersky Anti-Virus® version 
5.0 configuration file (/etc/kav/5.0/kav4mailservers.conf.) 

If you do not want to replace the configuration file included in the distribution 
package with the newly created one, answer �no�. In this case the new file will be 
saved in the same directory as the main one 
(/etc/kav/5.0/kav4mailservers.conf.4.0) and you will be able to use it with 
Kaspersky Anti-Virus®. 

3.1.2.3. Installing along with an earlier version 

It is also possible to run two versions of Kaspersky Anti-Virus® for Unix Mail 
Servers on the server simultaneously. However, it should be kept in mind that 
only one of them will carry out antiviral processing of the mail traffic.  
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As to the components in charge for file system scanning, these can function 
independently. However, the component responsible for scanning the mail traffic 
(smtpscanner) is integrated with the mail system. The integration process is 
identical for both the new and the previous versions, therefore it can only be 
done for one of them. 

In order to install Kaspersky Anti-Virus® version 5.0 concurrently with an earlier 
version you will have to do the following: 

1. Do not create the backup when offered (see section 3.1.2.1 on 
page 23). 

2. Do not update the installed program when offered (see 
section 3.1.2.2 on page 24). 

3. Proceed to copying the files of Kaspersky Anti-Virus® version 5.0 
distribution package to the server. 

3.1.3. Copying the distribution files 

In this stage, an interactive installation process starts that will copy distribution 
files of Kaspersky Anti-Virus® to your server.  

The package files are divided into several groups according to their purpose, for 
example: binary files, configuration files, initialization scripts etc. The installer 
offers to copy each group into the respective directory. For example, for binary 
files the directory is /opt/kav/bin: 

Installing the content of the package. 

In which directory do you want to install the binary 
files? [/opt/kav/bin]: 

Full paths to the directories vary with different distribution packages. For 
example, binary files of the distribution package for the FreeBSD operating 
system will be copied to the directory /usr/local/kav/bin. 

 

You can specify your own directories, but remember to make the 
respective changes to the product's configuration after the installation is 
complete!  

Depending on your answers, the necessary directories are created and the files 
are copied. 

Since the distribution package of Kaspersky Anti-Virus® includes only the remote 
administration module of the Webmin package, during file copying the installer 
searches for Webmin installed on the server.  

If the installer does not find Webmin using the typical path (for example, 
/etc/Webmin), then it outputs the respective message to the console and 
requests the path of the Webmin configuration file. In the event that the package 
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is not installed on your server, the remote administration module of Kaspersky 
Anti-Virus® will not be installed. However, all the files required for its installation 
are stored in the archive of Kaspersky Anti-Virus® distribution package, so you 
can add the Webmin module later using the tools provided by this package (for 
details refer to the documentation supplied with the Webmin program). 

3.1.4. Integration with the mail system 

During installation, the product is automatically integrated with the mail system. 

In this stage of product installation you must select from the list the name of the 
mail system installed on the server: sendmail, qmail, Postfix or Exim. After this 
the program will be automatically integrated with the mail system. 

If none of these mail systems is installed on the server prior to installing 
Kaspersky Anti-Virus®, the installation process will be cancelled. 
If you wish to adjust the joint operation of Kaspersky Anti-Virus® and the 
mail system, do it manually (see section 4.4 on page 35)  

After Kaspersky Anti-Virus® is installed it is necessary to specify in sendmail and 
Exim mail systems start-up scripts that these mail systems must be launched 
using the second configuration file created during installation of Kaspersky Anti-
Virus® (sendmail.cf.listen and exim.conf.listen). 

3.1.5. License key installation 

In this stage of the installation process, the installer searches the current 
directory for the license key � the file (with the extension .key) - required by 
Kaspersky Anti-Virus® to run. This file detects the type of  license and enables 
the user to begin using the program. It is impossible to use Kaspersky Anti-
Virus® until you install the license key. 

If the license key is detected, the installer outputs the respective message to the 
console and proceeds to the next stage � installation of the anti-virus database 
(see section 4.2 on page 33). 

If the license key is not detected, the installer suggests that you specify its full 
path. In case the administrator has no key (for example, the product was 
purchased on-line and the license key has not yet been received) skip the step of 
specifying the license key path (choose [cancel]) and proceed with the product 
installation.  

As soon as you receive the license key, it must be copied to the key storage 
directory specified in the LicensePath parameter in Kaspersky Anti-Virus® 
configuration file (see section A.2 on page 106). 
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If a license key is detected that is not suitable for this product (for example, a key 
for Kaspersky Anti-Virus® for Unix File Servers), then after installation the 
program will only scan the server file system.  

3.1.6. Installing / updating the anti-virus 
database 

After configuring the system and installing the license key you will be requested 
to specify the folder where the anti-virus database is stored if the server already 
has one (for example, in case of updating version 4.0 to 5.0).  

If there is no anti-virus database on the server, you will be offered the opportunity 
to download it from Kaspersky Lab's update server. If you agree, the installer will 
launch the kavupdater component, which will download and install the database. 

If the anti-virus database already exists on the server and you have specified the 
path to the directory where it is stored, you will be offered the opportunity to 
update it. 

You may skip database download during product installation but remember to do 
so before using the program. The procedure of searching and cleaning viruses is 
based on the records of the anti-virus database that contain descriptions of every 
virus known at the moment along with methods of cleaning files infected by them. 

 

We advise that you update the anti-virus database DAILY, since new 
viruses appear every day and it is important to maintain up-to-date 
status of the product. For more information regarding database 
updating refer to the sections 5.1.1 � 5.1.2 on pages 46 - 48. 

3.1.7. Completing the installation 

If all the installation steps described above are finished successfully, the 
appropriate message will be output to the console. The configuration file included 
in the distribution package contains all the settings required to start the program. 
A number of file parameters are determined during program installation, 
including: 

• Host name on which Kaspersky Anti-Virus® will run. 

• License type (by users or by traffic). 

• Full path to: 

• The directory where the anti-virus database is stored. 

• The directory where license keys are stored. 
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• Socket file to be used with the aveserver component. 

• The directory containing temporary files. 

Other parameters are set by default (see section 4.1 on page 31). However, the 
administrator will have to adjust some settings to begin working with Kaspersky 
Anti-Virus®. For example, one of the crucial settings is for integration of the 
product with the mail system. Without this, mail traffic will not be scanned. For 
more information about all the settings required before you can use the program, 
please refer to Chapter 4 on page 31. 

If any installation step is skipped (e.g. there is no access to the anti-virus 
database at the moment), you can carry it out at a later time. 

3.1.8. Installation report 

Information about all the actions taken during installation is written to the text file 
/etc/kav/5.0/locations.  

This file is required for patching the product, adding components, or uninstalling 
the program.  

The format of the lines in the report may be different depending on the events 
they describe:  

• A directory created in the system or a file copied from the distribution 
package is described by a line like this: 

<file | dir> <path> [size]  

where: 

• file or dir is the file or the directory ID 

• path � full name of the file or the directory 

• size � file size (this parameter is not used for directories). 

• Actions dealing with user�s answers to the questions of the installer are 
described by lines like this:  

<answer> <var> <reply> 

where: 

• answer � the installer�s request ID 

• var � variable name corresponding to this request 

• reply � value of the variable entered as the answer to the 
request. 
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3.2. Installing the program on a 
server running Linux 

For Linux RedHat and Linux SuSE operating system distribution packages, 
Kaspersky Anti-Virus® for Unix Mail Servers contains an rpm-package. 

 

To start the installation of Kaspersky Anti-Virus® from the rpm-package, 
type the following in the command line: 

rpm –i <distribution_file_name> 

Kaspersky Anti-Virus® will be installed automatically according to the default 
settings of the operating system.  

No search for a previous version of Kaspersky Anti-Virus® will be made. If 
Kaspersky Anti-Virus® 4.0 is installed on your server, it will be ignored during the 
installation of version 5.0. Therefore, after Kaspersky Anti-Virus® 5.0 installation, 
mail traffic will be filtered by component. 

During the installation process the administrator must specify the mail system 
(sendmail, qmail, Postfix, or Exim), and afterwards run the script 
/opt/kav/contrib/config.pl. During its execution, the license key will be installed (if 
it is included in the distribution kit) and the program will be integrated with the 
selected mail system. 

 

If you wish to adjust joint operation of the anti-virus program and the 
mail system, do it manually immediately after installing the product (see 
section 4.4 on page 35). 

If the installer fails to find any required file in its default location (e.g. the license 
key or Webmin configuration file), a request will be output to the console 
regarding the location of this file. 

A special deb-package is included for Linux Debian distribution package.  

 
To start the installation of Kaspersky Anti-Virus® from the deb-package, 
type the following in the command line: 

dpkg –i <distribution_file_name> 

The procedure is similar to that of the rpm-package, except that the script 
/opt/kav/contrib/config.pl will be launched automatically. 
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3.3. Installing the program on a 
server running FreeBSD or 
OpenBSD 

For servers running the FreeBSD or OpenBSD operating systems the distribution 
package of Kaspersky Anti-Virus® is supplied in a tgz-package. 

 

To start the installation of Kaspersky Anti-Virus® from the tgz-package, 
type the following in the command line: 

pkg_add <package_name> 

The installation procedure is similar to that using the rp,-package, except  that 
the /usr/local/share/kav/contrib/config.pl script for automatic integration with the 
mail system and license key installation will be launched automatically. 

 



 

CHAPTER 4.  
POST-INSTALLATION 
SETTINGS 

During installation, the system onto which you install Kaspersky Anti-Virus® is 
analyzed and some of its configuration parameters are set automatically. A 
number of parameters of the configuration file are set by default as the most 
suitable for the operation of the anti-virus program (see section 4.1 on page 31).  

 

Before you begin using the product, we advise that you install or update 
the anti-virus database if it was not done during the installation, and 
scan the server�s file systems for viruses! 

However, this is not sufficient to begin working with the program. You need to do 
the following: 

• Integrate Kaspersky Anti-Virus® with the mail system installed on your 
server. 

• Create a list of licensed users whose incoming and outgoing mail will be 
scanned for viruses and disinfected. 

In addition, we recommend doing the following: 

• Set up joint operation of Kaspersky Anti-Virus® with the Webmin package. 

• Set up administrator�s notification regarding forthcoming expiry of the 
license for use of Kaspersky Anti-Virus® if it was purchased under a MAIL 
TRAFFIC LIMITATION license. 

We also advise that you set up joint operation of Kaspersky Anti-Virus® with the 
Webmin package. 

In this chapter, we shall describe the default setting of Kaspersky Anti-Virus® and 
take an in-depth look at the configuration required to use the product. 

4.1. Setting the program by default 
All the parameters of Kaspersky Anti-Virus® for Unix Mail Servers are stored in 
the file kav4mailservers.conf. This is the default configuration file.  
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You can create your own configuration files and use them  for running 
current tasks or as default configuration files. 

Below is a detailed explanation of the parameters set in this file by default. Based 
on the information provided in this chapter you will be able to find out if 
Kaspersky Anti-Virus® needs additional configuration (see Chapter 6 on page 79) 
for maximum performance under the conditions existing in your business. 

ANTIVIRAL PROTECTION OF THE SERVER�S FILE SYSTEMS 

By default, Kaspersky Anti-Virus® is configured in such a way that when 
the kavscanner component is launched without any command line 
switches it will carry out anti-virus checking of the server�s directories and 
file systems, beginning with the current one. 

If any infected, suspicious or corrupted files are found, the appropriate 
messages will be output to the console and the report file. 

 
Please note that by default any infected files the anti-virus 
program detects ARE NOT CLEANED!  

ANTIVIRAL PROTECTION OF THE SERVER�S MAIL TRAFFIC 

 

Antiviral protection of the mail traffic IS IMPOSSIBLE until 
Kaspersky Anti-Virus® is integrated with the mail system. Below 
we shall explain the settings that determine the product�s 
operation by default once it has been integrated with the mail 
system. 

The [smtpscan.group:default] section of the configuration file 
kav4mailservers.conf defines availability of the default group true for all 
the protected users of the mail server. The group sets the following rules 
of anti-virus scanning of the mail traffic: 

• Incoming and outgoing mail messages are scanned. 

• In the event that infected mail messages are detected, they are 
disinfected.  

Disinfected mail messages are delivered to the recipients and to 
the group administrator (postmaster@localhost) along with 
notifications stating that the messages contained viruses and 
were successfully disinfected. Similar messages are sent to the 
authors of the messages.  

If a message fails to be disinfected, it is deleted, and 
appropriate notification is sent to the recipient, the sender, and 
the administrator. 
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All notifications regarding mail message scanning, 
their disinfection, and other operations concerned 
with mail (deletion, placing under quarantine etc.) 
are by default sent from the address MAILER-
DAEMON@localhost. 

• If, in the process of anti-virus scanning of mail traffic, any 
suspicious, corrupted, or password-protected files are detected, 
as well as mail messages that fail to be scanned, they are 
deleted. Appropriate notifications are sent to the recipient, the 
sender, and the group administrator.  

• All actions taken by the program are logged in the report file.  

4.2. Installing / updating anti-virus 
database  

We advise that you install/update the anti-virus database immediately after 
installing the product on the server.  

To do so please run the kavupdater component. In the command line type:  

/path/to/kavupdater 

The anti-virus database will be downloaded from Kaspersky Lab�s update server 
and stored in a special directory specified in the configuration file. 

 

We advise that you update anti-virus database DAILY, since new 
viruses appear every day and it is important to maintain up-to-date 
status of the product. For more information regarding database 
updating refer to the sections  5.1.1 - 5.1.2 on pages 46 - 48. 

4.3. Setting up joint operation with 
Webmin  

If you intend to configure Kaspersky Anti-Virus® remotely, we advise that you set 
it up for joint operation with the Webmin package.  

For example, using Webmin you can limit access to the program by creating a 
system of user passwords (for further details regarding setting up Webmin 
please refer to the documentation supplied with it). 
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Hereinafter, when describing Webmin bookmarks that contain operating 
parameters of Kaspersky Anti-Virus® we shall provide the path to every 
bookmark. The path will be given before the picture of the bookmark in 
the following format: 
Other (Webmin menu item) ! KAV for Mail Servers ! window or 
bookmark name ! etc. 

By default, all the settings made using Webmin are stored in configuration file 
kav4mailservers.conf. 

 
If you want to create an alternative configuration file using the Webmin 
program, you need to do the following: 

1. Specify the name of the alternative file on the Configuration tab 
(see Figure 5) in the field Full path to KAV config. 

2. Set the required parameters of mail and file systems antiviral 
protection on the appropriate tabs. 

Other ! KAV for Mail Servers ! AV Run ! Module configure  

 
Figure 5. Common parameters for configuration of  

Kaspersky Anti-Virus® for Unix Mail Servers 
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4.4. Manual integration with mail 
systems 

The process of integrating consists of three stages: 

1. Editing the mail system configuration for joint operation with the 
anti-virus program. 

2. Adjusting Kaspersky Anti-Virus® configuration for joint operation 
with the mail system. 

3. Launching the mail system with the new configuration. 

 

Users whose accounts you use to launch and operate 
the mail system must have the rights to read 
configuration files of the respective mail system. 

If you use script files, all the above steps are executed automatically. Scripts 
work interactively because some actions require a response from the 
administrator. When configuring manually, all the steps are carried out by the 
administrator.  

Below is a detailed description of Kaspersky Anti-Virus® manual integration with 
mail systems. 

4.4.1. Integration with the sendmail mail 
system  

 
To integrate Kaspersky Anti-Virus® with the sendmail mail system: 

1. Adjust the 98-th rule in the sendmail.cf.listen file created during 
installation as follows: 

SParseLocal=98  

R$* $#smtpscanner[tab character]$@ $1 $: $1 

2. Provide the description of smtpscanner in the file. For example: 

Msmtpscan, P=/opt/kav/bin/smtpscanner, F=PCXmnz9, 
S=EnvFromSMTP, R=EnvToSMTP, E=\r\n, L=2040, 
T=SMTP, 

A=smtpscanner 
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3. Configure Kaspersky Anti-Virus® as required (see section 4.4.5 on 
page 39). 

4. Add the following two processes to the start-up scripts:  
/usr/sbin/sendmail –bd –q10m –C 
/etc/mail/sendmail.cf.listen  
/usr/sbin/sendmail –q10m –C 
/etc/mail/sendmail.cf 

If you use sendmail version 8.12 or higher in configuration with 
submit.cf, add these three processes to the start-up scripts: 

/usr/sbin/sendmail –bd –q10m  
–C /etc/mail/sendmail.cf.listen  

/usr/sbin/sendmail -q10m  
-C /etc/mail/sendmail.cf 

/usr/sbin/sendmail –q10m –C 
/etc/mail/submit.cf 

4.4.2. Integration with the qmail mail 
system  

When Kaspersky Anti-Virus® is integrated with the qmail mail system its 
smtpscanner components replaces the qmail-queue program. In order to send 
messages or place them in the queue, smtpscanner calls the original qmail-
queue program.  

 
In order to integrate Kaspersky Anti-Virus® with the qmail mail system: 

1. Rename the file qmail-queue in the directory /var/qmail/bin/ to 
qmail-que. 

2. Copy the file qmail-queue from the directory 
/opt/kav/bin/smtpscanner/ to the directory /var/qmail/bin or 
create a symbolic link to this file. 

3. Set the following access permissions to the files qmail-queue and 
qmail-que: 

16 -rws—x—x 1 qmailq qmail 12688 Mar 24 13:56 
qmail-que 
316 –rwx—x—x 1 qmailq qmail 315612 Apr 14 11:29 
qmail-queue 
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4. Configure Kaspersky Anti-Virus® as required (see section 4.4.5 on 
page 39). 

5. Restart the mail system. 

4.4.3. Integration with the Postfix mail 
system  

 
In order to integrate Kaspersky Anti-Virus® with the Postfix mail system: 

1. Check the version number of your Postfix mail system. The version 
must be newer than snapshot_20000529. If the version is older 
please download the new version from the Postfix website 
(www.postfix.org). 

2. Add the following line to the Postfix mail system configuration file 
main.cf:  
content_filter = lmtp:localhost:10025 

3. Add the following lines to the Postfix mail system configuration file 
master.cf:  
localhost:10025 inet n n n
 - 
 10 spawn user=filter 
 argv=/opt/kav/bin/smtpscanner  
localhost:10026 inet n - n
 - 10 smtpd -o content_filter= -o  
 myhostname=localhost 

4. Create the user filter, include it in the group filter, and create a 
home directory for it: 

mkdir /var/spool/filter 

groupadd filter 

useradd filter –s /bin/false –d /var/spool/filter 
–g filter 

chown filter.filter /var/spool/filter 

 

 

An example of a Postfix configuration file is given in 
section A.13 on page 125. 
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5. Configure Kaspersky Anti-Virus® as required (see section 4.4.5 on 
page 39). 

6. Restart the mail system. 

4.4.4. Integration with the Exim mail 
system  

 
In order to integrate Kaspersky Anti-Virus® with the Exim mail system: 

1. Copy the configuration file, (for example exim.conf) to 
exim.conf.listen. 

2. Make the following corrections to the file exim.conf: 

• add these lines in the section TRANSPORT 
CONFIGURATION:  
kav_lmtp_transport: 
 driver = lmtp  
 command = /opt/kav/bin/smtpscanner 

• define local mail delivery parameters in the ROUTERS 
CONFIGURATION section:  
 localuser: 
 set the parameters for remote mail delivery:  
 lookuphost: 
 driver=dnslookup 
 transport=kav_lmtp_transport 

3. Configure Kaspersky Anti-Virus® as required (see section 4.4.5 
on page 39). 

4. Add the following two processes to the start-up scripts:  
#exim -q10m -bd -C/etc/exim/exim.conf.listen 
#exim -q10m -C/etc/exim/exim.conf 

 

If you want to be able to launch the smtpscanner component from 
another user account, compile the Exim mail system with certain 
variables EXIM_GID and EXIM_UID (for more details please refer to the 
documentation supplied with the Exim mail system). 
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4.4.5. Configuring Kaspersky Anti-Virus® for 
integration with the mail system 

Another essential part of integrating Kaspersky Anti-Virus® with mail systems is 
configuring the anti-virus program itself.  

You can do this either directly in the program�s configuration file or remotely 
using the Webmin package.  

 
In order to set up Kaspersky Anti-Virus® for working with the mail 
system: 

Make the following settings in Kaspersky Anti-Virus® configuration file: 

• Specify the address to send notifications from:  

NotifyFromAddress=admin@yourhostname.ru 

• Set up the mail system ID in the [smtpscan.general] section. 
The mail system ID has the following structure: 
protocol:host:port, where: 

protocol is the protocol, which will be used for mail sending 
(smtp or lmtp) 

host is the name of the host or its IP address, from which the 
mail will be sent, or the name of the mail program. 

The name of the mail program must be typed in round 
brackets and may contain any keys. 

port � port number (25th port by default). 
For example, the line can look as follows: 
smtp:localhost.tu:1100 or lmtp:(local.mail �l) 

o For sendmail: 

ForwardMailer=smtp:(/usr/sbin/sendmail –bs  
–C /etc/mail/sendmail.cf) 

o For qmail: 

ForwardMailer=qmail:(/var/qmail/bin/qmail-
que) 

o For Postfix: 

ForwardMailer=smtp:localhost:10026 
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o For Exim: 

ForwardMailer=smtp:(exim -bs 
-C/etc/exim/exim.conf) 

• For the group of users specify the following in the section 
[smtpscan.group:default] of the configuration file:  
AdminAddress=admin@yourhostname.ru 

AdminNotify=yes 

• In the [smtpscan.limits] section set the time-out (in seconds) 
for the aveserver process to execute an operation. For 
example: 

MaxCheckTime=60 

or: 

Make similar settings on the Config edit tab of the Webmin program 
(see Figure 6).  

Other ! KAV for Mail Servers ! Config edit  

 
Figure 6. Config edit tab 

or: 
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1. On the Core settings tab (see Figure 7) of the Webmin program 
set the values for the following parameters: 

• Forward mailer � mail system identifiers used to send 
messages to senders, recipients and group administrators: 

For sendmail: smtp:(/usr/sbin/sendmail –bs  
–C /etc/mail/sendmail.cf) 

For qmail: qmail:(/var/qmail/bin/qmail-que) 
For Postfix: smtp:localhost:10026 
For Exim: smtp:(exim -C/etc/exim/exim.conf) 

• AV engine timeout � maximum time (in seconds) during which 
aveserver checks for viruses and disinfects a mail message. 
For example: 60. Setting 0 will mean no time limit. 

Other ! KAV for Mail Servers ! AV Mail Check !Core settings 

 
Figure 7. Core settings tab 

2. In the field Group administrator address on the Main settings 
tab (see Figure 8) specify the e-mail of the group administrator for 
the default user group. 
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Other ! KAV for Mail Servers ! AV Mail Check ! Groups ! Group 
+Properties ! Main settings 

 
Figure 8. Main settings tab 

4.5. Creating a list of protected 
users 

The protected users list defines the users of Kaspersky Anti-Virus® and is closely 
related to the type of licensing of the product you have purchased.  

If you have purchased Kaspersky Anti-Virus® with a license based on the 
NUMBER OF USERS then you will have to enter in this list a number of users 
not exceeding that stated in your license. Without this list, the program will fail to 
work. 

If the number of users you have entered exceeds that defined in your license, 
then no mail traffic scanning will be carried out for the users above the limit. The 
number of protected users is counted from the beginning of the list. 
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You can check the number of users covered by the license in the key 
file either using the licenseviewer component or remotely using the 
Webmin program (see section 5.4.1 on page 74)! 

If the license of the product you have purchased is based on THE MAIL 
TRAFFIC then the list of protected users is ignored.  

You can form the list of users protected by Kaspersky Anti-Virus® in any text file 
and then specify its full name in the configuration file as the value for the 
UserFile parameter in the [path] section. The user list is created according to 
the following rules: 

• User�s e-mail address is specified as his or her ID. 

• Every user is written on a separate line of the file. If a user has more than 
one e-mail address specify all of them in one line with spaces between 
them.  

To create or edit the list remotely use the Webmin program.  

Name of the file with the list of the licensed users is set in the File with users 
list field on the Kaspersky Anti-Virus® tab (see Figure 9).  

Other ! KAV for Mail Servers ! General 

 
Figure 9. Kaspersky Anti-Virus® tab 
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Remote filling of the list of Kaspersky Anti-Virus® for Unix Mail Servers licensed 
users can be done on the User list tab (see Figure 10). 

Other ! KAV for Mail Servers ! AV Mail Check !User List 

 
Figure 10. User list tab 

 



 

CHAPTER 5. WORKING WITH 
KASPERSKY ANTI-VIRUS® 

With Kaspersky Anti-Virus® you can organize complete antiviral protection of 
your server from a file stored on the server for incoming and outgoing mail traffic, 
including mail collected from external mailboxes. 

The product�s functionality lies in the tasks that the administrator can solve with 
its help. The tasks implemented by Kaspersky Anti-Virus® can be divided into 
three groups: 

1. Update of the anti-virus database used to scan for viruses and 
clean any infected objects. 

2. Antiviral protection of the server�s mail traffic. 

3. Antiviral protection of the server�s file systems. 

Each of these groups consists of more specific tasks that implement particular 
functions of the product. In this chapter, we shall consider the most interesting 
tasks. Depending on the business specifics, the administrator can combine them 
or make more complex.  

Where possible, we shall describe setting and running tasks both locally, using 
the command line, and remotely, using the Webmin program. 

 
For all the tasks described below, it is presupposed that the 
administrator has adjusted the postinstallation settings (see Chapter 4 
on page 31). 

Prior to running the tasks dealing with anti-virus scanning of the mail, it is 
necessary to launch the process aveserver if it was not loaded during the 
operating system boot. 

5.1. Anti-virus database updating 
An essential part of comprehensive antiviral protection is anti-virus database 
updating. The anti-virus database used by Kaspersky Anti-Virus® in the process 
of scanning for infected files and disinfecting them can be downloaded from 
Kaspersky Lab�s update servers . Some of these are 

http://downloads1.kaspersky-labs.com/updates/ 
http://downloads2.kaspersky-labs.com/updates/ 
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ftp://downloads1.kaspersky-labs.com/updates/ and other servers.  

The addresses that can be used to download updates are listed in the file 
servers.lst included in the distribution package. This file has a simple format: 
each update server is written on a new line that ends with the line feed symbol. 
Update servers may be either http://, or ftp://, or a full Unix path (in this case the 
database is updated from the directory).  

Anti-virus database updating is carried out by the kavupdater component. During 
the updating, the component refers to this list, selects an address (one after 
another or at random), and attempts to download the anti-virus database. If the 
update from the selected address fails, the program tries the next address and 
makes another attempt to update the database. 

You can adjust the update servers list. For example, you may want to move the 
most frequently used server to the first position in the list, or delete those 
addresses that you never use.  

 

All the settings of the kavupdater component are grouped in the options 
[updater.*] of the kav4mailservers.conf configuration file (see section 
A.2 on page 106). 

In the event that your LAN has a comparatively complicated structure, we 
recommend that you download anti-virus database updates every day, store 
them in some network directory, and set the local computers to download 
database updates from this directory. 

 

We strongly recommend that you update the anti-virus database every 
day and set the kavupdater component to restart the aveserver 
component automatically as soon as the database is updated. 

Database updating can be carried out using cron (see section 5.1.1 on page 46) 
or from the command line (see section 5.1.2 on page 48). 

5.1.1. Scheduling anti-virus database 
updating using cron 

You can schedule periodic automatic anti-virus database updating using the cron 
program.  

 
The object: set up automatic daily anti-virus database updating at 
07.00. Set up random selection of the update server. Turn on the 
aveserver process automatic restart mode after the database update. 
Only program errors should be registered in the system log. Keep a 
general log of all the runs of the task. Output no information to the 
console. 
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The solution: in order to accomplish the above objective, do the 
following: 

1. Make the following settings on the Kasperksy Anti-Virus 
KeepUp2Date tab of the program (see Figure 11): 

 Keep silent � Do not display information regarding  program 
operation. 

 Random server order � Select a random update server from 
the list.  

 Reload application � Restart the aveserver process once the 
anti-virus database is updated.  

Report level � Level of detail of the component work results report. 
Select Errors in the drop-down list. 

 Append � Append the results of program operation to the end of 
the existing report file (system log in this case). 

 

If no value is entered in the Report file name field, then 
the program�s operation results will be saved in the 
system log.  

or: 

Set the appropriate values in the [updater.options] section of the 
configuration file kav4mailservers.conf , for example: 

[updater.options] 

KeepSilent=yes  

RandomServerOrder=yes 

ReloadApplication=yes 

Append=yes 

ReportLevel=1 
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Other ! KAV for Mail Servers ! KeepUp2Date 

 
Figure 11. Kaspersky Anti-Virus® KeepUp2Date tab 

2. Edit the file that sets the rules of the cron process operation 
(crontab �e). 

3. Input the following line: 

0 7 * * * /opt/kav/bin/kavupdater 

5.1.2. One-time update of the anti-virus 
database 

You can start anti-virus database updating from the command line at any time.  

 

The object: to start anti-virus database updating and to save the results 
into the file /tmp/updatesreport.log.  

 

The solution: in order to accomplish the above objective input the 
following in the command line: 

kavupdater –l /tmp/updatesreport.log 

If you need to update the anti-virus database on more than one computer, it may 
be more convenient to download it from an update server once, save to a local 
directory, and then update from this directory.  
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The object: to organize anti-virus database updating from the network 
directory /home/bases. If this directory is unavailable or empty, then 
update the database. Output the results of the work to a report file. 

 
The solution: in order to reach the above objective do the following: 

1. Edit the file /etc/kav/5.0/servers.lst, which contains the list of update 
servers, place the network directory /home/base, (where the 
database is stored) into the first position. 

2. Turn random selection of update servers off. Uncheck the box 
Random server order on Kaspersky Anti-Virus® KeepUp2Date 
tab of the Webmin program (see Figure 11) if it was checked. 

3. Specify the required parameters of the report: 

Report file name � Full path to the program report file. Specify 
/tmp/report.txt in the input field. 

Report level � Level of detail of the component work results report. 
Select Errors in the drop-down list. 

 Append � Add the program operation results to the end of the 
existing file. 

 

All the changes to configuration settings made by the Webmin 
program are stored in the configuration file kav4mailservers.conf 
used by default. The method for creating an alternative file is 
described in section 4.2 on page 33. 
4. Start anti-virus database updating: click the Start button for the 

Kaspersky Anti-Virus® KeepUp2Date component on the Run 
Kaspersky Anti-Virus® component tab (see Figure 12). 

Other ! KAV for Mail Servers ! AV Run 

 
Figure 12. Run Kaspersky Anti-Virus® component tab 
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or: 

1. Edit the file /etc/kav/5.0/servers.lst, which contains the list of update 
servers, place the network directory /home/bases (where the 
database is stored) in the first position. 

2. Turn random selection of update servers off by setting 
RandomServerOrder=no in configuration file. 

3. In the command line type: 

kavupdater –s /etc/kav/5.0/server2.lst  
–o /tmp/report.txt  

5.2. Antiviral protection of the 
server�s mail traffic 

Anti-virus filtering of mail traffic  � either incoming, outgoing, or transit � is the 
chief task of Kaspersky Anti-Virus® Unix Mail Servers. It is implemented using 
the smtpscanner component. 

With this, you can protect users against infected mail messages, and deliver 
clean and disinfected messages to them with notifications regarding every 
message check-up.  

An option of additional filtering according to the type of the attached file makes it 
possible to decrease server load during mail traffic processing. These are only a 
few of the functions of the product. More features of Kaspersky Anti-Virus® are 
described below in the mail traffic protection tasks. 

 

All the settings of the smtpscanner component are grouped in the 
options [smtpscan.*] of the kav4mailservers.conf configuration file (see 
section A.2 on page 106). 

The most typical tasks of antiviral protection of mail traffic are reviewed below. 

5.2.1. Delivering only clean and disinfected 
messages 

This method of configuring Kaspersky Anti-Virus® is used when you do not intend 
to divide the users into groups of senders and recipients. This is convenient, for 
example, when you need to set up delivery only of clean and disinfected mail 
messages. 
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The object:  

• Scan the entire mail traffic of the server for viruses and clean all  
infected messages. 

• Delete infected messages that fail to be cleaned. 

• Deliver disinfected messages to the recipients. 

• Notify senders, recipients, and administrators about disinfected, 
deleted, suspicious, and corrupted messages, as well as about  
messages that fail to be checked. Attach unchanged infected 
objects to the administrator�s notifications. 

• Keep log of the work in the file /tmp/report.log. 

 
The solution: in order to achieve the above objective do the following: 

1. Select the default group on the Groups list tab of the Webmin 
program (see Figure 13) and click on the Properties button. 

Other ! KAV for Mail Servers ! AV Mail Check ! Groups  

 
Figure 13. Groups list tab 

2. Create a group and set its message disinfection mode. To do so, 
select the group of options Main settings in the window that will 
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open (see Figure 14) and on the appropriate tab (see Figure 8) 
make the following settings: 

 Check this group � Scan mail messages of the users in this 
group. 

• Group administrator address � Group administrator�s 
address (alias). 

• In the sections Sender mask and Recipient mask specify e-
mail addresses or address masks of those senders and 
recipients whose mail messages are to be processed according 
to the default group rules.  

 

If no addresses (address masks) of senders and 
recipients are specified in the sections Sender mask 
and Recipient mask, then the rules of this group are 
true for all the mail messages of the server. 

Other ! KAV for Mail Servers ! AV Mail Check ! Groups ! Group+Properties 

 
Figure 14. Group options 

3. Set up actions for the objects and notification rules. To do so, select 
the group of options Notify rules on the group options tab (see 
Figure 14) and on the appropriate tab (see Figure 15) make the 
following settings: 

• Uncheck all the object types in the Quarantine column. 

• Set the following group administrator notification rules in the 
Administrator rules column: 

o Place checkmarks against every object in the Notify 
column. 

o In the Actions column select Unchanged in the drop-down 
list for each type of objects. 
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• Check all the object types in the Sender rules / Notify column. 

• Set the following rules for user notification in the User rules 
column: 

o Place checkmarks against every object in the Notify 
column. 

o In the Attach report column check the Cured object type 
and uncheck all the other types.  

o In the Actions column, against the Cured object type, 
select the same value in the drop-down list and select 
Remove for all the other types. 

Other ! KAV for Mail Servers ! AV Mail Check ! Groups ! Group 
+Properties ! Notify rules  

 
Figure 15. Notify rules tab 

4. Set the report generation parameters on the Core settings tab 
(see Figure 7) in the Report settings section: 

o Report file name � Full name of the report file. Enter 
/tmp/report.log in the input field. 
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If the Report file name input field is left blank, 
the results will be saved in the system log. 

o Report file permission � Report file access rights. Set, for 
example, 060 in the input field. 

 ReportOK � Whether to include in the log information 
regarding clean objects. 

or: 

1. Set the configuration for the group [smtpscan.group:default]: 

[smtpscan.group:default] 

Check=yes 

 

AdminAddress=admin@localhost.ru 

AdminNotify=yes 

AdminAction=unchanged 

 

SenderNotify=yes 

 

RecipientNotify=yes 

RecipientAttachReport=no 

RecipientAction=remove 

 

CuredRecipientNotify=yes 

CuredRecipientAttachReport=yes 

CuredRecipientAction=cured 

 

Sender*, Recipient* and Admin* parameters define the rules for 
processing all  object types except for Clear. Any rules set for a 
certain object have higher priority. Thus, in this example all the 
object types will be removed from the recipient�s mails 
(RecipientAction=remove), except for the Cured object 
(CuredRecipientAction=cured). 

2. Set logging of the component work results to the file /tmp/report.log: 

[smtpscan.report] 

ReportOk=yes 

ReportFileName=/tmp/report.log 

ReportFilePermission=060 
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5.2.2. Delivery of infected messages 

Situations are possible when all messages must be delivered to a certain user 
group, including infected ones.  

 
The object:  

• Scan all mail traffic for viruses. 

• Clean any infected messages for all users except for those 
included in the urgent group. 

• Move mail messages that fail to be disinfected, as well as 
suspicious and corrupted mails, to the Quarantine directory for 
all users except those included in the urgent group. 

• Notify senders, recipients, and administrators about blocked, 
disinfected, deleted, suspicious and corrupted messages, as 
well as about messages that fail to be checked. Attach 
unchanged infected objects to the administrator�s notifications. 

• Deliver all mails, including infected ones, to the recipients in the 
urgent group, with obligatory notification about possible virus 
infection. 

 
In order to reach the above objective do the following: 

1. On the Groups list tab (see Figure 13) of the Webmin program 
select the default group and make the settings as described in 
section 5.2.1 on page 50.  

2. Additionally enable the Quarantined objects blocking mode for the 
group. To do so:  

• Create the Quarantine directory by specifying the full path to it 
in the Quarantine path parameter input field on the Main 
settings tab (see Figure 8).  

• Set the program to move all objects, except for Cured ones, to 
it by checking them in the Quarantine column on the Notify 
rules tab (see Figure 15).  

3. Create a new group urgent on the Groups list tab. 

4. Select the urgent group in the list of user groups and press the 
Properties button. 
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5. Create a group and set its mode of message disinfection. To do so, 
select the group of options Main settings on the group options tab 
(see Figure 14) and on the appropriate tab (see Figure 8) make the 
following settings: 

 Check this group � Scan mail messages sent and received by  
users of this group. 

• Group administrator address � Group administrator�s 
address (alias). 

• In the sections Sender mask and Recipient mask specify e-
mail addresses or address masks of those senders and 
recipients whose mail messages are to be processed according 
to the urgent group rules.  

6. Set up actions for the objects and notification rules. To do so, select 
the group of options Notify rules on the group options tab (see 
Figure 14) and on the appropriate tab (see Figure 15) make the 
following settings: 

• Uncheck all the object types in the Quarantine column. 

• Set the following group administrator notification rules in the 
Administrator rules column: 

o Place checkmarks against every object, except for Cured, 
in the Notify column. 

o In the Actions column select Unchanged in the drop-down 
list against each type of object. 

• Check all the object types, except for Cured, in the Sender 
rules / Notify column.  

• Set the following user notification rules in the User rules 
column: 

o Place checkmarks against every object, except for Cured, 
in the Notify column. 

o Check all the object types, except for Cured, in the Attach 
report column.  

o In the Actions column select Unchanged in the drop-down 
list against each type of object. 

or: 

1. Make the following configuration settings for the group 
[smtpscan.group:default]: 

[smtpscan.group:default] 
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Check=yes 

QuarantinePath=/var/db/Quarantine 

Quarantine=yes 

InfectedQuarantine=yes 

SuspiciousQuarantine=yes 

CorruptedQuarantine=yes 

ErrorQuarantine=yes 

ProtectedQuarantine=yes 

 

AdminAddress=admin@localhost.ru 

AdminNotify=yes 

AdminAction=unchanged 

 

SenderNotify=yes 

 

RecipientNotify=yes 

RecipientAttachReport=no 

RecipientAction=remove 

 

CuredRecipientNotify=yes 

CuredRecipientAttachReport=yes 

CuredRecipientAction=cured 

2. Set the [smtpscan.group:urgent] group configuration in the 
following way: 

[smtpscan.group:urgent] 

Check=yes 

AdminAddress=admin@localhost.ru 

AdminNotify=yes 

AdminAction=unchanged 

 

SenderNotify=yes 

 

RecipientNotify=yes 

RecipientAttachReport=yes 

RecipientAction=unchanged 
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5.2.3. Blocking message delivery to the 
recipients 

Usually, the administrator has to block the delivery of some messages.  

Consider the following situation for example: a mail message is suspected of 
being infected by a virus, but it contains important data that must be preserved. 
These data can get lost during disinfection. In this situation the mail message 
should be isolated and, for example, sent to Kaspersky Lab�s experts for 
analysis.  

 
The object:  

• Scan the entire mail traffic of the server for viruses and clean all  
infected messages. 

• Block the delivery of infected, suspicious, corrupted, and 
password-protected messages, as well as those that fail to be 
scanned. 

• Deliver only disinfected messages to the recipients. 

• Notify senders, recipients, and administrators about blocked, 
disinfected, deleted, suspicious, and corrupted messages, as 
well as about messages that fail to be checked. Attach 
unchanged infected objects to the administrator�s notifications 

 
The solution: in order to reach the above objective do the following: 

1. On the Groups list tab (see Figure 13) of the Webmin program 
select the default group and make the settings as described in 
section 5.2.1 on page 50.  

2. Turn the quarantine mode on. To do so:  

• Create the Quarantine directory by specifying the full path to it 
in the Quarantine path parameter input field on the Main 
settings tab (see Figure 8).  

• Set the program to move all objects, except for the Cured ones, 
to it by checking them in the Quarantine column on the Notify 
rules tab (see Figure 15).  

or: 

Make the following settings in the configuration file 
kav4mailservers.conf: 
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[smtpscan.group:default] 

Check=yes 

QuarantinePath=/var/db/Quarantine 

Quarantine=yes 

InfectedQuarantine=yes 

SuspiciousQuarantine=yes 

CorruptedQuarantine=yes 

ErrorQuarantine=yes 

ProtectedQuarantine=yes 

 

AdminAddress=admin@localhost.ru 

AdminNotify=yes 

AdminAction=unchanged 

 

SenderNotify=yes 

 

RecipientNotify=yes 

RecipientAttachReport=no 

RecipientAction=remove 

 

CuredRecipientNotify=yes 

CuredRecipientAttachReport=yes 

CuredRecipientAction=cured 

5.2.4. Complementary filtration of 
messages by attachment types 

Quite often, mail messages have attached files that have a good chance of 
containing a virus (e.g. exe-files). In order to prevent infection we suggest 
filtering mail traffic by name and/or type of such objects and blocking in a 
separate directory for further analysis.  

In addition, there are objects that cannot be infected. In order to decrease the 
server load during anti-virus processing of mail messages we recommend 
detecting types and/or names of such attached files in advance and separating 
them during mail checking. 
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The object:  

•  For the users group: 

o Scan the group�s mail messages for viruses. 

o Filter mail by attached exe-files. Quarantine separated files 
in a special directory. 

o Clean any infected mail messages. If the attempt to 
disinfect an object fails, delete it from the message, but 
deliver it unchanged to the group administrator. 

o Only notify the group administrator and the recipients about 
blocked objects. 

o Notify the administrator, the senders, and the recipients 
about deleted, infected, corrupted, and password-protected 
objects, as well as about messages that fail to be scanned. 

• For all other recipients: 

o Scan the entire mail traffic of the server for viruses and 
clean all infected messages. 

o Quarantine infected messages that fail to be cleaned, 
suspicious and corrupted messages and objects, and any 
objects that fail to be scanned. 

o Deliver disinfected messages to the recipients. 

o Deliver password-protected files to the recipients with 
notification regarding their possible virus infection. 

o Notify the senders, the recipients, and the administrator 
about deleted, infected, corrupted, and blocked messages, 
as well as about messages that fail to be scanned. Attach 
unchanged objects of any type to the administrator�s 
notifications. 

 
In order to accomplish the above objective you need to: 

1. Create a new group users on the Groups list tab (see Figure 13). 

2. Select the users group in the list of user groups and press the 
Properties button. 

3. Form the group, set the disinfection mode for its messages, and 
enable the separated objects blocking mode. To do so, select the 
group of options Main settings on the group options tab (see 
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Figure 14) and on the appropriate tab (see Figure 8) make the 
following settings: 

 Check this group � Scan mail messages sent and received by 
the users of this group. 

• Group administrator address � Group administrator�s 
address (alias). 

• Quarantine path � Full path to the Quarantine directory.  

• In the sections Sender mask and Recipient mask specify e-
mail addresses or address masks of those senders and 
recipients whose mail messages are to be processed according 
to the urgent group rules.  

4. Define the objects to filter. To do so, on the group options tab (see 
Figure 14) select the group of options Filter rules, and on the 
appropriate tab (see Figure 16) specify the mask *.exe as the By 
file parameter.  

 
Use comma to enumerate the addresses. 

Other ! KAV for Mail Servers ! AV Mail Check ! Groups ! Group 
+Properties ! Filter rules 

 
Figure 16. Filter settings tab 
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5. Set up actions for the objects and notification rules. To do so, select 
the group of settings Notify rules on the group options tab (see 
Figure 14) and on the appropriate tab (see Figure 15) make the 
following settings: 

• Only check the object type Filtered in the Quarantine column. 

• Set the following group administrator notification rules in the 
Administrator rules column: 

o Place checkmarks against every object in the Notify 
column. 

o In the Actions column select Unchanged in the drop-down 
list against each type of object. 

• Check all object types, except for Filtered, in the Sender rules 
/ Notify column.  

• Set the following user notification rules in the User rules 
column: 

o Place checkmarks against every object, except for Cured, 
in the Notify column. 

o Uncheck all object types, except for Cured, in the Attach 
report column.  

o In the Actions column select Unchanged in the drop-down 
list against each object type except for Cured. In the list, 
select the value with the same name for the Cured object. 

6. On the Groups list tab (see Figure 13) select the default group 
and set it up as described in section 5.2.1 on page 50.  

7. Also check the object types Infected, Suspicious, Corrupted and 
Errors in the Quarantine column on the Notify rules tab (see 
Figure 15).  

8. Check the following for the Protected object in the User rules 
column: 

 Notify 
 Attach report 

Select Unchanged in the drop-down list. 

or: 

1. Make the following configuration settings for the group 
[smtpscan.group:users]: 

[smtpscan.group:users] 
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Check=yes 

QuarantinePath=/var/db/Quarantine 

Quarantine=yes 

 

AdminAddress=admin@localhost.ru 

AdminNotify=yes 

AdminAction=unchanged 

 

SenderNotify=yes 

 

RecipientNotify=yes 

RecipientAttachReport=no 

RecipientAction=remove 

 

FilterName="*.exe" 

FilteredQuarantine=yes 

FilteredRecipientNotify=yes 

 

CuredRecipientNotify=yes 

CuredRecipientAttachReport=yes 

CuredRecipientAction=cured 

 

2. Make the following configuration settings for the group 
[smtpscan.group:default]: 

Check=yes 

QuarantinePath=/var/db/Quarantine 

Quarantine=yes 

InfectedQuarantine=yes 

SuspiciousQuarantine=yes 

CorruptedQuarantine=yes 

ErrorQuarantine=yes 

 

AdminAddress=admin2@localhost.ru 

AdminNotify=yes 

AdminAction=unchanged 
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SenderNotify=yes 

 

RecipientNotify=yes 

RecipientAttachReport=no 

RecipientAction=remove 

 

ProtectedRecipientNotify=yes 

ProtectedRecipientAttachReport=yes 

ProtectedRecipientAction=unchanged 

 

CuredRecipientNotify=yes 

CuredRecipientAttachReport=yes 

CuredRecipientAction=cured 

5.2.5. Setting traffic-based license 
expiration notifications 

We advise that you also setup the notification regarding Kaspersky Anti-Virus® 
license expiration. This notification will be sent to the server administrator (by 
default the administrator�s address is: postmaster@localhost).  

Setting up the notification means defining the following parameters: 

• The product license type: BY MAIL TRAFFIC VOLUME. 

• The address to send the notification to. Normally, this notification is sent 
to the server administrator. 

• The Critical volume of mail traffic, on reaching which the notification will 
be sent. This value represents the remaining mail traffic before the limit is 
reached. 

You can make this setting either directly in the program�s configuration file or 
remotely using the Webmin package.  

 
In order to set up the administrator�s notification regarding Kaspersky 
Anti-Virus® license expiration: 

Set the appropriate values for the [smtpscan.license] section 
parameters in the configuration file kav4mailservers.conf . For example: 

[smtpscan.license] 

LicenseType=traffic 
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LicenseWarningNotifyAddress=admin@localhost.ru 

LicenseWarningNotifySize=900 

or: 

On the Core settings tab (see Figure 7) of the Webmin program set the 
values for the following parameters: 

Type � License type for the purchased product. Select traffic in the 
drop-down list. 

Notify size � The volume of remaining mail traffic in Mb (how much 
is left before the license expires), upon reaching which the 
notification will be sent. Specify the required value in the 
parameter input field. 

Notify to address � The address to which the notification will be 
sent upon reaching the value set in the Notify size parameter. 

As a result, the administrator will receive the following notification (see Figure 
17). 

 
Figure 17. Administrator�s notification regarding the license expiration 
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5.3. Antiviral protection of file 
systems 

Antiviral protection of the server's file systems is carried out by the kavscanner 
component, which scans the files stored on the server for viruses, and processes 
infected and suspicious files according to the settings. The object processing can 
be of an exceptionally informational nature (outputting the information to the log 
and to the server�s console, administrator notification) or can result in object 
changing (disinfection, quarantine, or deletion). 

 

All the settings of the kavscanner component are grouped in the options 
[scanner.*] of the kav4mailservers.conf configuration file (see section 
A.2 on page 106). 

Scanning of your server�s file system can be launched either from the command 
line or on schedule using the standard cron utility. You can set up scanning of all 
the server file systems or an individual directory or file. 

Below is a detailed description of the most typical tasks of server file system 
protection. 

 

The process of checking the whole server for viruses is resource-
intensive. It should be kept in mind that when it runs, the server�s 
overall performance drops, therefore running any other processes at the 
same time is not recommended. To avoid these problems we advise 
that you scan individual directories instead. 

5.3.1. Launching directory scan from the 
command line 

One of the tasks accomplished using Kaspersky Anti-Virus® is scanning the 
server�s individual directories for viruses. 
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The object: launch recursive scanning of the /tmp directory with 
automatic cleaning of all infected objects that are detected. Heuristic 
code analyzer shall not be used. All objects that fail to be disinfected 
are to be deleted.  
Create the files infected.lst, suspicion.lst, corrupted.lst, and warning.lst 
in the same directory and use them to save the names of all the 
infected, corrupted, or suspicious objects, respectively. 
Only output the results of the component�s work (date of run, detailed 
information about all the files except for uninfected ones) to the log file 
kavscanner-current_date-pid.log, which shall also be saved in that 
directory. 

 

The solution: in order to accomplish the above objective input the 
following in the command line: 

#kavscanner -rlq -pi /tmp/infected.lst  
-ps /tmp/suspicion.lst –pc /tmp/corrupted.lst  
-pw /tmp/warning.lst -o /tmp/kavscanner-`date 

"%Y-%m-%d-$$"`.log -i3 -ePASBMe –j3 -mCn /tmp 

5.3.2. Scheduled daily directory scan 

In the Unix family of operating systems, scheduled program start, including that 
of Kaspersky Anti-Virus® tasks, is carried out using the cron utility. 

 

The object: every night at 12 a.m. start scanning the /home directory for 
viruses. Use the scanning parameters specified in configuration file 
/etc/kav/scanhome.conf. 

 

The solution: in order to accomplish the above objective do the 
following: 

1. Create the configuration file /etc/kav/scanhome.conf with all the 
required scanning parameters (for more details refer to the section 
6.2 on page 88). 

2. Edit the file, which sets the rules of the cron process operation 
(crontab �e): input the following line: 

* 0 * * * /path/to/kavscanner -c 
/etc/kav/scanhome.conf /home 
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5.3.3. Moving objects to a separate 
directory (quarantine) 

You can set up Kaspersky Anti-Virus® so that it will move all infected objects on 
the server�s file system to a special directory.  

Such an approach can be used, for example, if during the antiviral scanning of a 
directory an infected file is found that contains important data. Part of the data 
can get lost during disinfection. A suitable approach in this situation may be to 
isolate the infected object in a special directory for subsequent sending to 
Kaspersky Labs for analysis. The experts will probably be able to disinfect the file 
and retain its data integrity. 

If you intend to keep the Quarantine directory within the server�s file system, we 
advise that you exclude it from the scanning area for subsequent checking by 
specifying its full path in the ExcludeDir parameter of the configuration file. 

 

The object: scan for viruses all the objects listed in the file 
/tmp/download.lst, move any infected objects that are detected with 
their full paths to the directory /tmp/infected. Use heuristic checker. 
Disable recursive scanning. Output information about infected, 
suspicious, and corrupted objects to the report file. 

 

The solution: in order to accomplish the above objective do the 
following: 

1. Set the program to move the objects to quarantine. To do so enter 
the line provided below in the On infected parameter input field in 
the sections Object action and Container action on the 
Kasperksy Anti-Virus Scanner tab of the Webmin program (see 
Figure 18):  

movePath /tmp/infected  

2. Enable the heuristic checker, but disable recursive scanning and 
object disinfection. For this purpose make the following settings in 
the Scan settings section: 

 Cure � Disable cleaning of infected objects. 
 Use heuristic � Enable heuristic code analyzer. 
 Recursion � Disable recursive scan of directories. 

3. In the command line type:  

#kavscanner –@/tmp/download.lst 

or: 
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1. For actions to be applied to infected objects, include the following 
line in the sections [object] and [container] of the configuration 
file: 

OnInfected=movePath /tmp/infected 

2. Disable disinfection mode (Cure=no) if it was enabled. 

3. In the command line type: 

#kavscanner –@/tmp/download.lst –ePASBME –rq  
–i0 -o /tmp/report.log –j3 –mCn 

Now we shall make the task more complex by setting a requirement of limiting 
access to the files in the directory /tmp/infected to reading and writing. This can 
be accomplished using standard Unix tools (the chmod command). Therefore, it 
is necessary to make the following changes in the task structure: 

1. In the On infected parameter input field, in the sections Object 
action and Container action on the Kaspersky Anti-Virus® 
Scanner tab of the Webmin program (see Figure 18) enter the 
following line:  

exec mv %FULLPATH%/%FILENAME% 
/tmp/infected/%FILENAME%; chmod –x 
/tmp/infected/%FILENAME% 

or: 

1. In the sections [object] and [container] of the configuration file 
/etc/kav/kavscanner.conf enter the following line as an infected 
objects processing rule: 

OnInfected=exec mv %FULLPATH%/%FILENAME% 
/tmp/infected/%FILENAME%; chmod –x 
/tmp/infected/%FILENAME% 

5.3.4. Advanced options: using script files 

Kaspersky Anti-Virus® offers options for additional processing of objects that 
have passed through anti-virus analysis. This processing is possible by  using 
various standard Unix commands and script files. With these tools experienced 
administrators can define actions to be applied to objects that have different 
statuses, thus extending the functionality of Kaspersky Anti-Virus®.  
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5.3.4.1. Cleaning infected objects in archives 

Kaspersky Anti-Virus® does not disinfect archived files; it only detects suspicious 
and infected objects in archives. However, such an option can be implemented 
using a supplementary script file. The present document gives an example of 
how to disinfect tar and zip archives using the script file vox.sh (see section A.5 
on page 119). This script is included in Kaspersky Anti-Virus® distribution 
package. 

 

The object: check all tar and zip archives available on the server and 
using the script vox.sh attempt to clean all infected objects detected in 
these archives. Use /etc/kav/kavscanner.conf.in as a configuration file, 
having included in it an instruction to use the script file for archive 
disinfection. Use a heuristic code analyzer.  
Log the list of all infected objects with their full paths to the file 
/tmp/infected_archive.lst. Only output the component�s work report to 
the file /tmp/logfile.log. 

 

The solution: in order to accomplish the above objective do the 
following: 

1. Set the actions to be applied to infected compound objects. To do 
so enter the line provided below in the On infected parameter input 
field in the section Container action on the Kasperksy Anti-Virus 
Scanner tab of the Webmin program (see Figure 18):  

exec /tmp/kavscanner/test/vox.sh \ 

%FULLPATH%/%FILENAME% 

2. Press the Start button for the Kaspersky Anti-Virus® On-Demand 
Scanner component on the Run Kaspersky Anti-Virus® 
component tab (see Figure 12) to start scanning the server�s file 
system with the above settings.  

3. If necessary, limit the scan area: in the Scan path parameter input 
field in the Startup options window (see Figure 19) specify the 
path to the directory to start scanning from, then click Start. 
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Other ! KAV for Mail Servers ! AV File Check 

 
Figure 18. Kaspersky Anti-Virus® On-Demand Scanner tab 

Other ! KAV for Mail Servers ! AV Run+Start 

 
Figure 19. Scan area definition tab 
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or: 

1. Create an alternative file kavscanner.conf.in. 

2. In the [container] section of this file set the following line as the 
infected objects processing rule: 

OnInfected=exec /tmp/kavscanner/test/vox.sh 
%FULLPATH%/%FILENAME% 

3. In the command line type: 

# kavscanner –c kavscanner.conf.in –ePASE –qR  
–o /tmp/logfile.log –j3  
–pi /tmp/infected_archive.lst / 

5.3.4.2. Sending notifications to the 
administrator 

With Kaspersky Anti-Virus®, using Unix standard tools, you can set up the 
program to notify the server�s administrator in the event of detection of infected, 
suspicious, or corrupted files in the mounted file systems. 

 

The object: set up administrator�s notification if any infected files or 
archives are detected in the mounted file systems during each scan of 
the server carried out with the parameters specified in the configuration 
file kav4mailservers.conf. 

 

The solution: in order to accomplish the above objective do the 
following: 

In the configuration file kav4mailservers.conf set the following rules for 
processing of simple and compound objects: 

[scanner.object] 

OnInfected=exec echo %FULLPATH%/%FILENAME% is  
infected by %VIRUSNAME% |  

mail -s kavscanner admin@localhost.ru 

 

[scanner.container] 

OnInfected=exec echo archive %FULLPATH%/%FILENAME% is 
infected, viruses list is in the attached file %LIST% 
| mail -s kavscanner -a %LIST% admin@localhost.ru 

or: 
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1. Set the actions to be applied to infected component objects. To do 
so enter the line provided below in the On infected parameter input 
field in the section Object action on the Kasperksy Anti-Virus 
Scanner tab of the Webmin program (see Figure 18):  

exec echo %FULLPATH%/%FILENAME% is  
infected by %VIRUSNAME% | mail -s kavscanner 
admin@localhost.ru 

2. Define the actions to be applied to infected component objects. To 
do so enter the line provided below in the On infected parameter 
input field in the section Container action on the Kasperksy Anti-
Virus Scanner tab of the Webmin program (see Figure 18): 

exec echo archive %FULLPATH%/%FILENAME% is  
infected, viruses list is in the attached file 
%LIST% | mail -s kavscanner -a %LIST%  
admin@localhost.ru 

5.4. License key management 
The license key gives you the right to use the product and contains all the 
required information dealing with the license you have purchased, including: type 
of  license, expiration date, number of protected users or volume of licensed 
traffic (depending on the license type), and information about the distributors etc. 

Besides the rights to use the product during the licensed period you get the 
following: 

• Twenty-four-hour technical support 

• Daily updates of the anti-virus database 

• Product patches 

• New versions of the product (upgrade) 

• Up-to-date information regarding new viruses. 

When the license expires, these services are automatically disabled. Kaspersky 
Anti-Virus® will continue providing anti-virus processing of the server�s file 
systems and mail traffic, but it will only use the anti-virus database that was 
current at the time of license expiration. The anti-virus database updating 
function will be unavailable. The server administrator will be notified about 
forthcoming expiry of the license. 

Therefore, it is very important to check periodically the information contained in 
the license key and keep track of its expiration date.  
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5.4.1. Viewing the license key information 

You can view the information about the installed license keys in the work reports 
of kavscanner, kavupdater, and aveserver components.Starting each of these 
components loads the key information. 

In addition, Kaspersky Anti-Virus® contains a special component licenseviewer, 
which not only enables you to view complete information about the keys, but also 
provides analytical data.  

For example, if you have purchased Kaspersky Anti-Virus® with a license based 
on the MAIL TRAFFIC VOLUME, the licenseviewer component will enable you to 
keep track of used traffic volume and will inform you about the amount (in Mb) of 
licensed mail traffic currently remaining. 

You can also view information about the amount of traffic processed during the 
day (by hours) and thus see when the load reaches its maximum. This 
information may be useful if, for example, you experience any problem with the 
product and wish to consult technical support. 

When purchasing the anti-virus program licensed by  NUMBER OF USERS, you 
can view the total number of licensed users under your license. 

Any of the above information can be output to the server�s console or viewed 
remotely from any computer in your network that has access to the Webmin 
program. 

 
In order to view the information about all the license keys: 

On the Kaspersky Anti-Virus® for Mail Servers tab of the Webmin 
program select Key Info. In the next window (see Figure 20) select keys 
information from the drop-down list Display and press the Show button.  
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Other ! KAV for Mail Servers ! Key Info 

 
Figure 20. License information 

or: 

In the command line type: 

licenseviewer –s 

The following information will be output to the server�s console or to the 
Kaspersky Anti-Virus® license info tab: 

Kaspersky license viewer Version 5.0 

Copyright (C) Kaspersky Lab. 1998-2003. 

License file 0003D3EA.key, serial 0038-000419-
0003D3EA, "Kaspersky Anti-Virus for Personal Linux", 
expires 04-07-2003 in 28 days 

License file 0003E3E8.key, serial 011E-000413-
0003E3E8, "Kaspersky Anti-Virus for Linux Mail Srv 
(licence per e-mail address)", expires 25-01-2004 in 
234 days 

 
In order to view  key information: 

In the command line type, for example: 
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licenseviewer –k 0003D3EA.key 

The following information will be output to the console: 

Kaspersky license viewer Version 5.0 

Copyright (C) Kaspersky Lab. 1998-2003. 

Serial 0038-000419-0003D3EA, "Kaspersky Anti-Virus 
for Personal Linux", expires 04-07-2003 in 28 days 

 

 
In order to view information regarding licensed mail traffic or the number 
of protected users: 

On the Kaspersky Anti-Virus® for Mail Servers tab of the Webmin 
program select Key Info. In the next window (see Figure 21) select 
license information from the drop-down list Display and press the Show 
button. 

or: 

In the command line type: 

licenseviewer –i 

The following information will be output to the server�s console or to the 
Kaspersky Anti-Virus® license info tab: 

• If the license is based on the NUMBER OF USERS: 

Kaspersky license viewer Version 5.0 

Copyright (C) Kaspersky Lab. 1998-2003. 

License email address units: 1500 

• If the license is based on the MAIL TRAFFIC VOLUME: 

Kaspersky license viewer Version 5.0 

Copyright (C) Kaspersky Lab. 1998-2003. 

Daily traffic statistic(Bytes): 

0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0 

License traffic units: 10 (MB) 

Traffic units used: 0 (MB) 

Traffic units left: 10 (MB) 
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Other ! KAV for Mail Servers ! Key Info 

 
Figure 21. Key information 

For Kaspersky Anti-Virus® licensed by NUMBER OF USERS we offer an 
additional option to check at any moment whether a user is protected, i.e. if his or 
her incoming and outgoing messages are subject to anti-virus processing.  

This option can be used, for example, when the license is purchased for a large 
number of users, and prior to adding a user to the list of the licensed ones, it is 
necessary to check if he or she is already included in the protection list. 

 
In order to check if the user sergey@localhost.ru is licensed or not: 

In the command line type: 
licenseviewer–u sergey@localhost.ru 

As a result, the following information, for example, will be output to the console. 

Kaspersky license viewer for smtpscanner,  
Copyright(C) Kaspersky Lab. 1998-2003.  

Version 5.0 

User sergey@localhost.ru is licensed 
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5.4.2. Renewing the license 

Renewal of the license for Kaspersky Anti-Virus® will give you the right to re-
enable the product�s full functionality, including anti-virus database updating. In 
addition, it will recommence the extra services listed in section 5.3.4 on page 69.  

The license term depends on the license type that you selected when you 
purchased the product.  

 

In order to renew the license for Kaspersky Anti-Virus® for Unix Mail 
Servers, you need to: 

Contact the company you purchased the product from and pay for 
Kaspersky Anti-Virus® license renewal.  

or: 

Renew the license directly with Kaspersky Lab. To do so please write to 
our sales department (sales@kaspersky.com) or fill in the appropriate 
form on our web site (www.kasperky.com) in the section Purchase on-
line ! For Linux users. After your payment is received we shall send 
you the license key using the e-mail address specified in the license 
renewal request form. 

 

Kaspersky Labs makes occasional promotions that allow you to obtain 
a considerable discount on license renewal. Watch for information 
about forthcoming actions in the section Information ! Actions of the 
Kaspersky Labs website. 

After purchase, the license key needs to be installed. To do so copy it to the 
directory where the keys are stored (LicensePath parameter of the configuration 
file) and restart the server. 

After this, we advise that you update your anti-virus database (see section 5.1 on 
page 45). 



 

CHAPTER 6. ADVANCED 
SETTINGS 

In this section we shall consider advanced settings of Kaspersky Anti-Virus® 
functions. Unlike the required settings (see Chapter 4 on page 31), without which 
the product cannot be used, advanced settings are made as administrator�s 
options. They can help to extend the product�s functionality and set it up for 
certain business specifics. 

6.1. Setting up antiviral protection 
of mail traffic 

When scanning mail traffic for viruses, the main criteria used to select rules for 
processing of each mail message are the sender�s and the recipient�s addresses 
and the parameters of the group they are part of. Therefore, it is of utmost 
importance that the addresses are placed in the proper groups.  

Whether or not a message belongs to a certain group is determined by the 
presence of both the sender�s and the recipient�s address in this group. The 
program looks through the address list of the group and searches for both 
addresses. As soon as the combination of these two addresses (sender-
recipient) is detected in the group under analysis, the message is processed 
according to the rules set by the parameters for this group.  

 

Kaspersky Anti-Virus® carries out anti-virus filtering according to the 
settings specified in the configuration file kav4mailservers.conf. This file 
can be edited either locally or remotely using the Webmin program.  
The presence of a line with the address of a message in the group is 
checked according to POSIX regex (for more details about the standard 
refer to man 7 regex). 

By default, the configuration file includes the group [smtpscan.group:default], 
which defines the rules of processing mail messages. Since the group initially 
contains no names of senders or recipients, the rules described in it are applied 
to all the messages. You can change the parameters of the default group or 
create new groups. 

If you have entered other groups in the configuration file (see section 6.1.1 on 
page 81), then the sequence of mail message processing will be as follows: 
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1. The program checks if the message addresses belong to the 
groups defined by the administrator. If the message addresses 
belong to any user address group, then this message will be 
processed according to the rules set by the parameters of this 
group.  

 

If the addresses of the sender and the recipient of the 
processed message fall into several groups, the 
program will use the parameters of the first one. 

2. If these addresses are not part of any address group defined by the 
administrator, then the message will be processed according to the 
rules specified in the default group. 

Figure 22 gives a graphic representation of the sequence of actions Kaspersky 
Anti-Virus® takes with regard to received mail messages. 

Default group settings
are applied to the

message

Group 1 settings
are applied to the

message

Does
the address belong

to the group 1?

yes

Does
the address belong

to the group N?

yes

no

no

Group N settings
are applied to the

message

Incoming message

 
Figure 22. Mail message processing by the Keeper program 
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6.1.1. Forming user groups 

By default, the configuration file of Kaspersky Anti-Virus® has the group 
[smtpscan.group:default], which is true for all the server�s senders and 
recipients. It contains the following mail message processing rules: 

• Check all the messages. 

• Clean infected filed that are detected. 

• Deliver only clean and disinfected mail messages.  

• Messages that fail to be disinfected, as well as suspicious, corrupted, or 
password-protected messages and those that fail to be scanned shall 
only be delivered to the group administrator.  

• Notify the senders, the recipients, and the group administrator about 
infected, cleaned, suspicious, corrupted, and password-protected 
messages and those that fail to be scanned. 

If you want Kaspersky Anti-Virus® to process mail messages for different senders 
and recipients using individual rules, you will have to create groups. 

 
In order to create a new user group: 

1. In the configuration file create section 
[smtpscan.group:group_name]. 

2. Define the addresses (address masks) of the recipients and senders 
included in the group. To do so, list them as the values of the 
parameters Senders and Recipients, separating by commas. 

 

POSIX regex standard is used when setting masks. 
When using two or more masks it is necessary to 
separate them with commas. 

 

If you do not define the value of either Recipients OR 
Senders parameter it will be automatically set as .*@.* 
If NEITHER Recipient mask, NOR Sender mask is 
defined, then no mail message will be processed using 
the rules of this group. You can use this mode when you 
wish to exclude some group from scanning without 
actually removing it from the group list. It can be added 
back by setting masks of senders� and recipients� 
addresses. 

or: 
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1. Create a new group urgent on the Groups list tab of the Webmin 
program (see Figure 10). Select the name of the group you have 
just created in the list of user groups and click the Properties 
button. 

2. In the Sender mask and Recipient mask sections on the Main 
settings tab (see Figure 8) specify e-mail addresses or address 
masks of those senders and recipients whose mail messages are to 
be processed according to the group rules.  

6.1.2. Message check and disinfection 
mode 

In order to check for viruses in the mail traffic of a certain group of 
senders/recipients the server�s administrator must enable the appropriate mode 
in the group parameters.  

To do so, in the configuration file kav4mailservers.conf set Check=yes for the 
group, or if you set up the server remotely using the Webmin program, check the 
parameter  Check this group on the Main settings tab (see Figure 8). 

When the Check mode is enabled, all the mail messages attributed to the group 
by the criterion of sender/recipient are scanned by Kaspersky Anti-Virus® for 
viruses. However, infected mail messages will not be cleaned. 

To ENABLE THE REPAIR MODE for infected messages it is necessary to 
specify in the group at least one parameter for the disinfected (Cured) objects. 
For example, if along with other parameters in the group you specify: 

[smtpscan.group:account] 

Check=yes 

CuredRecipientNotify=yes 

it means that: 

• All the mail messages for senders/recipients included in the account 
group will be checked for viruses. 

• Any infected objects that are detected will be cleaned. 

• The recipients will receive appropriate notifications regarding the 
disinfected objects. 

 
In order to enable the Repair mode for infected objects remotely: 
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On the Notify list tab (see Figure 15) place at least one check mark for 
the Cured object type or select the required value in the drop-down list 
in the Action column. 

6.1.3. Actions taken with mail messages 

The following two factors determine what actions shall be taken with mail 
messages:  

• Object status assigned after scanning (see section 6.2.2 on page 89).  

• The action set for a certain object status in the configuration file. 

An object is assigned its status by the aveserver process immediately after it is 
scanned for viruses.The action to be applied to the object after scanning is set by 
the server�s administrator. 

 

Kaspersky Anti-Virus® allows defining actions to be taken to mail 
message objects that are delivered to the recipients and the group 
administrator. For message senders, ONLY notification can be set. 

You can set one of the following actions for mail message objects: 

Remove � Remove object from the message. 
Unchanged � Leave the object unchanged. In this case the given object will 

not be cured and will be delivered in its original form. 
Cured � Only deliver disinfected objects (only for the Cured type of objects). 

You can set common actions for all the object types or specify individual ones for 
each type. 

 
In order to set common actions for all the object types: 

Set the respective values for the parameters AdminAction and 
ReñipientAction. These parameters define actions for all object types. 
For example: 

AdminAction=unchanged 

RecipientAction=remove 

All the mail messages of the group will be delivered to the administrator 
unchanged, but will be removed from the recipients� messages. 

or: 
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In the columns Administrator rules/ Action and User rules/ Action on 
the Notify list tab (see Figure 15) of the Webmin program select one 
value for all objects. 

 
If you want to set individual actions for different types of objects: 

Specify the respective actions for the parameters 
<object_type>AdminAction and <object_type>RecipientAction.  

For example if  

AdminAction=unchanged 

RecipientAction=remove 

CuredRecipientAction=cured 

In this case, all mail messages, irrespective of the object type, will be 
delivered to the group administrator unchanged, while the recipient will 
only receive disinfected messages. All other types of objects will be 
removed from mail messages. 

Besides the above actions, the anti-virus program can block the object in the 
quarantine directory.  

 
In order to move mail message objects to the quarantine directory: 

Set the following parameters in the group configuration file: 

QuarantinePath=/var/db/Quarantine 

Quarantine=yes 

 

SuspiciousQuarantine=yes 

CorruptedQuarantine=yes 

ErrorQuarantine=yes 

or: 

1. Specify full path to the quarantine directory in the Quarantine path 
parameter input field on the Main settings tab (see Figure 8) of the 
Webmin program. 

2. In the Quarantine column on the Notify rules tab (see Figure 15) 
check the object types that should be blocked. 
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6.1.4. Notifying senders, recipients, and 
administrators 

Kaspersky Anti-Virus® allows the user to set up notifications (including their send 
mode, generation parameters, and the text) for mail message senders, recipients 
and group administrators regarding objects of any possible status (suspicious, 
infected, cleaned, corrupted etc.) The sending of notifications is governed by 
the following configuration parameters: 

• RecipientNotify � Sending notification to the recipient of the mail 
message. 

• SenderNotify � Sending notification to the sender of the mail message. 

• AdminNotify � Sending notification to the group administrator. 

These parameters define notification sending regarding objects of any status. If 
you want to set notifications to be sent for objects with specific statuses, enable 
the following modes:  

• <object_status>RecipientNotify 

• <object_status>SenderNotify 

• <object_status>AdminNotify. 

In this case, notification will only be sent regarding the objects with the specified 
status.  

For example, if you specify the following settings in the group: 

InfectedRecipientNotify=yes 

CuredRecipientNotify=yes  
CorruptedRecipientNotify=yes  
SenderNotify=yes 
AdminNotify=yes 

Notifications will be sent to the administrator and the sender regarding objects 
with any status, and to the recipient regarding only infected, cleaned, and 
corrupted objects. 

In order to send notifications it is also necessary to specify the address they will 
be sent from (NotifyFromAddress parameter in the section 
[smtpscan.general]). 

By default, Kaspersky Anti-Virus® enables notifications for objects of any status. 
All these notifications contain a general text based on the template 
/etc/kav/5.0/template_notify_main, included in the distribution kit.  
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If you wish to edit the text of the notification you can either: 

• Edit the text of the template supplied with the program, or, 

• Create a new template file and specify the full path to it as the value of the 
Template parameter in the section [smtpscan.notify]. 

In the text of the template you can use the following macros, which will be 
automatically replaced by the respective value depending on the response of the 
aveserver process: 

%VERSION% � Version of Kaspersky Anti-Virus®. 
%SENDER% � Message sender address. 
%RECIPIENT% � List of all message recipients; each recipient is written on 

a new line that ends with a line feed symbol. 
%MSGID% � Message ID number. 
%DATE% � Message send date. 
%VIRUSNAME% � Text description of the problem. You can translate this 

text into any language. To do so, enter the respective lines for every 
object status in the section [locale]. For more details please refer to 
section A.2 on page 106. 

%DATETIME% � Date and time the message was processed. The format of 
time and date representation can be edited too. For more details please 
refer to section A.2 on page 106. 

These macros you can use to create message subjects. 

The parameters of notification generation (MIME-type, message subject, 
codepage etc.) are grouped under the section [smtpscan.notify] of the 
configuration file.  

In addition, a full list of all the notification types (by object status) is provided on 
the Notify list tab on the Webmin program (see Figure 23). 
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Other ! KAV for Mail Servers ! Notify 

 
Figure 23. Notification list 

 
In order to edit the parameters of the notification: 

1. Select in the notification list and click the Edit button. 

2. In the next window (see Figure 24) set the required parameters and 
edit the notification text, if necessary.  

Other ! KAV for Mail Servers ! Notify! Edit 

 
Figure 24. Notification parameters 
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The notification of which you have changed the parameters will be marked by the 
symbol (+) next to its name in the list. 

6.2. Setting antiviral protection of 
the server�s file systems 

All the parameters of the antiviral protection of the server�s file systems can be 
divided into groups that set:  

• Scan area (see section 6.2.1 on page 88). 

• File check and disinfection mode (see section 6.2.2 on page 89). 

• Actions to be taken to the files (see section 6.2.3 on page 90). 

• Parameters of generating the work results report (see section 6.4 on page 
93). 

Below is a detailed explanation of each of these groups. 

6.2.1. Scan area 

Scan area can be conditionally divided in two parts:  

• Scan path � list of directories and files scanned for viruses. 

• Scan objects � a set of file types scanned for the presence of viruses 
(archives, mail messages etc.) 

By default, all the objects of any available file system are scanned, beginning 
from the current directory.  

 

In order to check all the file systems of the server go to the root 
directory or in the command line specify scan area /. 

You can redefine the scan path using one of the following methods: 

• When launching the component, list directories and files with absolute or 
relative (to the current directory) paths to them directly in the command 
line separating them by spaces.  

• Set scan paths in a text file and specify its name in the command line 
using the key -@ <file_name>. Each object in such a file is listed on a 
separate line with the absolute path to it. 
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If in the command line both the scan path and the text file with 
the list of objects are specified, then the program will scan the 
area specified in the file. The path provided in the command line 
will be ignored. 

• Limit the default paths (all starting from the current directory) or those 
listed in the command line, by specifying them in the configuration file 
kav4mailservers.conf file and directory masks to be excluded from the 
scan area (scanner.options] section, parameters ExcludeMask and 
ExcludeDirs).  

• Disable recursive directory scanning ([scanner.options] section, 
Recursion parameter or �r key). 

 

You can set file and directory masks or disable the recursive 
scanning remotely using the Webmin program on the tab 
Kaspersky Anti-Virus® On-Demand Scanner (see Figure 18). 

• Create an alternative configuration file and instruct the program to use it 
by adding the key �c <file_name> when launching the component. 

Scan objects are also set by default in the configuration file kav4mailservers.conf 
(section [scanner.options]) and can be redefined: 

• Directly in this file or on the tab Kaspersky Anti-Virus® On-Demand 
Scanner (see Figure 18) of the Webmin program. 

• Using command line keys during the component start (see section A.3 on 
page 115). 

• Using an alternative configuration file.  

6.2.2. File check and disinfection mode 

The option of infected file cleaning is a very important one, since it defines 
whether or not the infected files detected during scanning will be cleaned.  

This option is disabled by default, which means that the only actions are 
scanning of files and informing about detected viruses and other suspicious or 
corrupted files by outputting the messages to the console and to the report (see 
section 6.4 on page 93).  

After checking for viruses every file is assigned one of the following statuses: 

• Clear � No viruses were detected in the file. 

• Infected � The file is infected. 

• Warning � The code of the file is similar to that of a known virus. 

• Suspicious � The code of the file is similar to that of an unknown virus. 
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• Corrupted � The file is corrupted. 

• Protected � The file is password-protected. 

With the disinfection mode enabled (section [scanner.options], parameter 
Cure=yes) only those files that have the status Infected are sent for anti-virus 
processing. After cleaning the file it is assigned one of the following statuses: 

• Cured � The file was disinfected successfully. 

• CureFailed � The file failed to be disinfected. Files with such a status will 
be processed according to the rules specified for infected files. 

 

You can enable the disinfection mode remotely using the Kaspersky 
Anti-Virus® On-Demand Scanner tab of the Webmin program (see 
Figure 18). 

6.2.3. Actions taken with the files 

Depending on the status of the file (see section 6.2.2 on page 89) different 
actions can be taken with it. By default, notification is made only of detected files 
that have a certain status. These notification messages are output to the console 
and to the report. 

However, for files that have the statuses Infected, Suspicious, Warning and 
Corrupted, a number of actions can be set up including:  

• Moving to a certain directory � The files that have a certain status are 
moved to a preset directory. They can be moved either simply or 
recursively. 

• Deleting the file from the file system. 

• Executing a certain command � the files are processed using standard 
Unix commands, script files etc. 

 

For the file types Protected and Cured notification can only be 
output to the console and to the report. 

It should be noted that Kaspersky Anti-Virus® distinguishes simple objects (a file) 
and compound objects (composed of more than one object � an archive). 
Actions taken with these two kinds of objects are different too; they are divided in 
different sections in the configuration file. For simple objects � [scanner.object] 
section, for compound ones � [scanner.container]. 
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Actions taken to self-extracting archives are ambiguous. If the archive 
itself is infected, it is treated as a simple object, but if the objects inside 
it are infected then it is considered a compound object. Accordingly, 
actions that are taken to the archive in these cases are defined by the 
parameters set in different sections of the configuration file! 

You can use the following methods to select an action for a file:  

• Set the actions in the configuration file kav4mailservers.conf, if they are 
supposed to be used as default actions (sections [scanner.object] and 
[scanner.container], for more details refer to section A.2 on page 106). 

 

You can specify the actions remotely using the Kaspersky Anti-
Virus® On-Demand Scanner tab of the Webmin program (see 
Figure 18). 

• Specify the actions in the alternative configuration file and use it when 
launching the component.  

 

If no configuration file is specified in the command line when 
launching the component, then the operation parameters will 
be taken from the file kav4mailservers.conf. You do not have 
to specify this file expressly when launching the component. 

• Set them for the current session using the command line keys when 
launching the kavscanner component (see section A.3 on page 115). 

The syntax is the same for actions to be taken with either simple or compound 
objects (for more details refer to section A.2 on page 106, sections 
[scanner.object] and [scanner.container]). 

6.3. Setting the operation of the 
aveserver process 

As has has been mentioned above, anti-virus processing of mail traffic is carried 
out by means of two components - aveserver and smtpscanner - interacting with 
each other. 

Aveserver is launched during the operating system boot.  

Connection with aveserver is established immediately when smtpscanner 
accesses this process. 

You can set up a number of parameters of the process operation in the 
configuration file kav4mailservers.conf (section [aveserver.options]) or on the 
Kaspersky Anti-Virus® engine server tab of the Webmin program (see 
Figure 25): 
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Detach from terminal � The process is disconnected from the terminal 
immediately after startup. This mode should be enabled, since system 
boot will not proceed until the process disconnects. The mode is 
enabled by default (value is yes). The mode should only be disabled 
(value no)  when the process is controlled by a program such as SVC. 

Startup mode � Switching of the process from the dialog mode to the 
background mode on condition that DetachFromTerminal=yes. The 
value fast sets that the daemon switches to the background mode 
immediately after loading the configuration file, returning the code 0. 
The value normal switches the process to the background mode only 
after loading the anti-virus database and the license keys to memory. 

 

The visual speed of launching the process in the fast mode is 
higher, but the probability exists that the daemon will fail to 
load because of some fatal error and nothing will be output to 
the console! 

Local socket permission � The octonary permission with which the socket 
is created. By default Local socket permission=0666. 

Other ! KAV for Mail Servers ! AVServer 

 
Figure 25. Parameter of the work with the aveserver component.  

Kaspersky Anti-Virus® engine server tab 

6.3.1.  Aveserver reloading  

The aveserver process is automatically reloaded immediately after the anti-virus 
database is updated on condition that the appropriate setting is enabled in the 
configuration (ReloadApplication=yes). 

The process is reloaded by the command kill �HUP <process PID>. After its 
execution the process receives the SIGHUP signal. Having received this signal, 
the parent process reloads the configuration file, the license keys, and the 
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database or, if the path to the file is set incorrectly, terminates and leaves the 
respective message in the report. All the active connections of the process with 
client programs remain active until they are closed. 

Such reloading of the aveserver process is necessary, for example, after editing 
the configuration file or adding a new license key. 

6.3.2. Forced ending of the aveserver 
operation 

If you need to force the end of the aveserver process, use the command kill 
<process PID>. The kill command will send the SIGTERM signal to the process. 
This signal will end the operation of aveserver and close all the copies it created.  

 

We strongly recommend that you do not use the command kill �9 to 
end the operation of the aveserver process. This command will 
terminate the process but a number of temporary and work files will 
remain that can only be deleted manually. Some applications (like 
Webmin) use these files to detect if the process is running or not.  

6.4. Localization of the format of 
time and date display 

When running, Kaspersky Anti-Virus® generates reports for every component, as 
well as different notifications sent to the users and the administrators. This 
information is always accompanied by the time and date it was generated. 

By default, Kaspersky Anti-Virus® uses the formats of time and date conforming 
to the strftime standard:  

%H:%M:%S � Displayed date format. 
%d/%m/%y � Displayed time format. 

The administrator is provided with the possibility of changing the format of time 
and date representation. The formats can be localized in the section [locale] of 
the configuration file kav4mailservers.conf. The following formats can be set: 

%I:%M:%S %P � To display time in 12-hour format (TimeFormat 
parameter). 

%y/%m/%d and %m/%d/%y � For date representation (DateFormat 
parameter). 
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6.5. Parameters of Kaspersky Anti-
Virus® report generation 

The results of all Kaspersky Anti-Virus® components operations are logged in a 
report that is output to a file. 

 

The results of antiviral processing of the server�s file system are also 
output to the console. By default, the same information is displayed and 
output to the report. If you want to have different information output to 
the console and to the report file you have to make a few additional 
settings (for more details refer to section 6.5.3 on page 98). 

You can adjust the amount of output information by changing the report detail 
level.  

The level of detail is a number that defines the degree of specialization of the 
information regarding the components� work. Each level includes information of 
the previous one along with some additional data. 

All the possible levels of report detail are listed in the table below.  

Levels Level name in 
Webmin Value 

 Fatal errors Only information regarding critical errors (that 
terminate the program due to impossibility of 
executing an action). For example, the 
component is infected, or scanning, database 
loading, or license key loading failed. 

1 Errors Information regarding other errors, including 
those not causing components to terminate, e.g. 
information regarding a file scanning failure. 

2 Info Important information messages e.g. whether the 
component is running or not, the path to the 
configuration file, scan area, information 
regarding anti-virus database, license keys, and 
the resulting statistics. 

3 Activity Messages regarding file scanning according to 
the level of detail set for the scanning report (see 
section 6.5.1 on page 95). 
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Levels Level name in 
Webmin Value 

10 Debug All debugging information, e.g. configuration file 
contents.  

Information regarding fatal errors in component operation is output regardless of 
the set level of detail. The optimal level of detail is 3, which is set by default.  

The general format used to output information according to any of the above 
levels of detail is as follows: 

[date time level_of_detail] STRING  

where: 
[date time level_of_detail] is the parameter generated by the system, it 

contains the date and the time (in the format set by the 
administrator) and the report level of detail (the first letter of the 
level of detail). 

 

The format of time and date representation can be 
changed in the [locale] section of the configuration file 
kav4mailservers.conf. 

STRING � A line of the report. May have different formats depending on 
the type of message. The following message types exist: 

• Messages about scanning (see section 6.5.1 on page 95). 

• Other messages (regarding a component start, anti-virus 
database loading, return codes etc.) (see section 6.5.2 on page 
97). 

• Messages output to the console (see section 6.5.3 on page 98). 

Below is a detailed explanation of each message type and  format. 

6.5.1. Format of messages about scanning 

 
Messages about scanning are only generated for the components 
kavscanner and aveserver. 

The format of the report regarding file scanning depends on the object type 
(simple or compound) to which it belongs. 

For simple objects, messages about scanning look as follows: 

• Extended message format (ShowObjectResultOnly=no): 
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"file_name" result [virus_name] 

• Short message format (ShowObjectResultOnly=yes): 

"file_name" result 

where: 

virus_name is the name of the virus for the events CURED, 
INFECTED, CUREFAILED, WARNING and SUSPICION. For other 
events this field is left blank. 

result � The status assigned to the file after scanning and 
disinfection. A full list of possible results is provided in the table 
below. 

With compound objects (archives) the messages can also have an extended or 
brief format. 

• Extended message format (ShowContainerResultOnly=no): 

"archive_name" 

"file_name" result [virus_name] 

"file_name" result [virus_name] 

• Short message format (ShowContainerResultOnly=yes): 

"file_name" result  

Event/Result Value 

OK The file is not infected. 

CURED (only with 
disinfection mode 
enabled) 

The file had been infected and was successfully 
cleaned.  

INFECTED The file is infected by one or more viruses. No 
request for disinfection. 

CUREFAILED (only 
with disinfection mode 
enabled) 

The file is infected by one or more viruses. Request 
for disinfection is present, but disinfection of the file 
is impossible. 

WARNING The code of the file is similar to that of a known 
virus.  
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Event/Result Value 

SUSPICION The file is suspected of being infected by an 
unknown virus. 

ERROR The file cannot be checked due to an error (e.g. if a 
corrupted archive was processed) 

PROTECTED The file cannot be checked because it is encrypted. 

CORRUPTED The file is corrupted. 

6.5.2. The format of other messages 

Besides scanning messages, Kaspersky Anti-Virus® generates a number of other 
messages that express information regarding component start, loaded license 
keys etc. The formats of these messages are as follows: 

• Message about component start and the anti-virus database: 

kavscanner is started, records_number records loaded, 
latest update dd-mm-yyyy 

• Information regarding the loaded license keys: 

License file key_file_name, serial serial_number, for 
"product_name", expires dd-mm-yyy  

• Scanning results message:  

Scan summary: Files=num Folders=num Archives=num 
Packed=num Infected=num Warnings=num Suspicious=num 
Cured=num CureFailed=num Corrupted=num Protected=num 
Error=num ScanTime=hh:mm:ss ScanSpeed=speed Kb/s 

• Messages about actions taken to the files: 

• File relocation: 

File src_file_name moved to dst_file_name 

• File deletion: 

File file_name removed 

• Information regarding the action taken to a file: 

Command executed_string for file file_name was 
executed with code ret_code 
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• Error messages: 

Error: error_text. 

6.5.3. The format of messages output to 
the console 

 

Messages are output to the console by the components kavscanner 
and kavupdater. 

The output of the information by the kavscanner component to the console is 
governed by the presence of the �q key in the command line when launching the 
component. If the key is added, the information will not be output to the console. 
Output of the messages regarding operation of the kavupdater component to the 
console is enabled by the configuration file parameter KeepSilent=no. 

By default, the format and the contents of the information displayed on the 
screen are exactly the same as those included in the report file. 

You can adjust the contents of the information output to the console by the 
kavscanner component. To do this, you need to include the [display] section in 
the configuration file (kav4mailservers.conf or the alternative one) (for details 
please refer to section A.2 on page 106).  

Here you can adjust whether or not to display information about scanning objects 
in the archive (ShowArchiveContent, ShowContainerResultOnly), uninfected 
files (ShowOK), and the results of the component�s current operation 
(ShowProgress). 

The scanning report detail level is adjusted by the key �x<option> in the 
command line on condition that the [display] section is present.  



 

CHAPTER 7. QUESTIONS AND 
ANSWERS 

This chapter contains FAQs about installation, setting up, and use of Kaspersky 
Anti-Virus®.  

 

Question: Does the program support X architecture processors 
(PowerPC, SPARC, Alpha, PA-RISC etc.)? 

These processors are not supported in the current version of the 
software product.  

 

Question: Will Kaspersky Anti-Virus® for Unix Mail Servers work with my 
distribution of Linux? 

Kaspersky Anti-Virus® 5.0 for Unix Mail Servers was tested with the 
distributions RedHat, Debian, and SuSE, and the distribution package of 
the anti-virus was built for these operating systems. 

For more information regarding the versions of supported operating 
system please refer to section 1.3 on page 9. 

 

If your distribution is 100% compatible with a supported one 
(e.g. ASPLinux is compatible with Red Hat Linux) then it is 
very unlikely that you will experience any critical problems. 

The product may work incorrectly with distributions not included in the 
list supported by Kaspersky Lab. Usually, this is caused by the specifics 
of the operating system. For example, your system distribution may use 
another version of a library or the system initialization scripts may be 
located differently. In this case, Kaspersky Lab�s Technical support 
service will not be able to help you. 

 
Question: How can I unpack .tgz or .tar.gz archives? 

.tgz or .tar.gz archives are unpacked using the following command:  

tar zxvf <archive_name> 

For more details refer to the man (1) to the tar program. 
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Question: Why do I need the key file? Will my copy of the anti-virus 
program work without it? 

No, Kaspersky Anti-Virus® does not work without a license key. 

If you are still deciding whether or not to purchase Kaspersky Anti-
Virus®, we can provide you with a temporary key file (trial key), which 
will only work for two weeks or a month. When this period expires, the 
key will be blocked. 

 
Question: What happens when the product license expires? 

After expiration of the license Kaspersky Anti-Virus® will continue 
operating, but anti-virus database updating will be disabled. The anti-
virus program will continue cleaning infected objects but only using the 
old anti-virus database. 

It will be impossible to download anti-virus database updates from 
Kaspersky Lab�s website using the kavupdater component. Even if you 
download the database without using kavupdater, Kaspersky Anti-
Virus® will not use it.  

Therefore, we will no longer be able to guarantee protection against 
new viruses. 

 

Question: I have set up crond to update the anti-virus database once a 
day. However, kavupdater cannot find the Wget program, though 
everything is fine when started from the command line. 

The point is that the crond utility uses its own environment variables. In 
particular, the path to the Wget program may be missing in the PATH 
parameter.  

In order to add the path to Wget, make the appropriate changes for the 
PATH variable in the file /etc/crontab. 

 

Question: Everything worked fine until I installed Kaspersky Anti-Virus® 
for Unix Mail Servers and integrated it with the Postfix mail system. 
After that, mail messages stopped being delivered and the following 
error was logged in maillog: 
Sep 23 15:17:03 server postfix/lmtp[1678]: 
8238C38987: to=<user@server.org 
<mailto:user@server.org>>, relay=none, delay=1, 
status=bounced (localhost: host not found) 

What should I do? 
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Such a problem may appear in the following cases: 

• Your DNS has no localhost domain, which is required by RFC 
2606. Configure your DNS as the RFC advises. For more 
detailed information please refer to this page: 
http://www.cis.ohio-state.edu/cgi-bin/rfc/rfc2606.html 

• Localhost is not defined in the file /etc/hosts. Normally, it should 
be set to localhost=127.0.0.1, specify this address for 
localhost. 

 

Question: Can Network Control Centre for Windows be used to control 
Kaspersky Anti-Virus®? 

It is impossible to use Network Control Centre for Windows when 
working with Kaspersky Anti-Virus® for Unix Mail Servers. In this version 
of the product we provided an option to configure it remotely using a 
special module for the Webmin package.  

 

Question: My anti-virus program does not work.  

What should I do? 

First, check if a solution for your problem is provided in this document, 
in particular, in this section, or on our website (Services ! For the 
customers ! Technical support ! Online support).  

In addition, we recommend that you apply for support to the distributor 
from whom you purchased Kaspersky Anti-Virus®, or write to our 
Technical support service (support@kaspersky.com).  

To make sure your request is answered as soon as possible follow 
these suggestions: 

1. In the message header specify your server�s operating system, the 
name of the component you experience problems with, and briefly 
describe the problem. For example:   
Linux, Webmin, cannot access settings of the licensed 
users list. 

2. Compose your mails in plain text format. Avoid sending HTML 
messages. 

3. In the beginning of the message specify the exact versions of the 
operating system and Kaspersky Anti-Virus® distribution package 
and provide the name of your key file. 

4. Clearly describe the problem in brief. Keep in mind that when 
reading your mail the support service officers do not yet know 
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about your problem. They only can help after fully understanding 
and reproducing it. 

5. Send the following data to the Technical support service (pack 
them in one archive before sending): 

• All the configuration files of your mail agent (MTA) 

• Files from the directory /etc/kav/ 

• Mail system report file 

• The anti-virus component report file, for example 
/var/log/aveserver.rpt 

• The information output to the console by the command ps -ax  

• The key file  

6. Make sure to specify in your mail if one of the following is present 
in your system: 

• SCSI controller 

• A very old or new processor, or more than one processor 

• Less than 64 Mb or more than 2 Gb of RAM.  

7. Specify the approximate amount of daily traffic and whether or not 
the server has peak loads. 

 
Question: How can I save the program�s console output to a file? 

In order to save the information output to the console by Kaspersky 
Anti-Virus® during its work you can either make the appropriate settings 
in the configuration file (see section A.2 on page 106) or type the 
following in the command line: 

$ some_app > ./text_file 2>&1 

where: 
some_app � The application, the lines of standard output and error 

messages which you wish to save to a file. 
text_file � Full path to the file where the information will be saved. 
For example: 

$kavupdater > ./updater.log 2>&1 

In this case, all the standard output messages and error 
messages of the kavupdater component will be output to the 
file updater.log in the current directory. 
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Question: Is it possible for an intruder to replace the anti-virus 
database? 

An intruder can download the database from Kaspersky Lab�s website 
and copy it to the anti-virus database storage directory, but Kaspersky 
Anti-Virus® will not use them in its work!  

Every anti-virus database has a unique signature checked by Kaspersky 
Anti-Virus® when accessing the database. If the signature is wrong or 
the date of the database is later than that of the license expiration, 
Kaspersky Anti-Virus® will not use such a database.  

 



 

CHAPTER 8. UNINSTALLING 
KASPERSKY ANTI-VIRUS® 

To uninstall Kaspersky Anti-Virus® for Unix the following is required: 

• Superuser rights (root or any other user with UID=0). If you do not have 
such rights when you wish to uninstall the program, you will have to log 
on as the root user. 

• Installation log file. 

• Names and sizes of the files installed as part of Kaspersky Anti-Virus® 
must be exactly the same as specified in the installation log file. 

 
In order to uninstall Kaspersky Anti-Virus® from your server enter the 
following in the command line: 

install.pl uninstall 

The program will be uninstalled automatically. After uninstallation is complete, a 
notification message will be output to the console. 

 



 

APPENDIX A.  
SUPPLEMENTARY 
INFORMATION ABOUT THE 
PRODUCT 

This annex includes a description of the directory tree of Kaspersky Anti-Virus® 
distribution after installation, a description of the configuration file, and command 
line keys for every component and their return codes. Configuration files of mail 
systems and a script file for virus removal are provided as examples.  

A.1. Location of the product files in 
the directories 

After installing Kaspersky Anti-Virus® for Unix Mail Servers, provided that you 
accepted all the paths offered by default, the distribution files will be located as 
follows: 

/etc/kav/5.0/ � The directory where the configuration file of Kaspersky Anti-Virus® 
and other files with settings are stored: 
kav4mailservers.conf � The configuration file. 
servers.lst � The file containing the list of anti-virus database update servers 
locations � The installation result report. This file is created during  product 

installation.  
template_notify_main � Notification template file. 

/opt/kav/ � Main directory of the anti-virus. It includes:  
/opt/kav/bin/ � The directory where the executable files of Kaspersky Anti-

Virus® for Unix Mail Servers are stored: 
aveserver � Executable file of Kaspersky Anti-Virus® Engine Server 

process. 
smtpscanner � Executable file of the mail filter Kaspersky Anti-Virus® 

SMTP Scanner. 
kavscanner � Executable file of the file server antiviral protection 

component Kaspersky Anti-Virus® On-Demand Scanner. 
kavupdater � Executable file of the Kaspersky KeepUp2Date 

component used for anti-virus database updating. 
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/opt/kav/man/ � The directory with man-files. 
/var/db/kav/5.0/kav4mailservers/bases � The directory where the anti-virus 

database is stored. 
/var/db/kav/5.0/kav4mailservers/bases.backup � The directory where the anti-

virus database is stored that was current before the last update. 
/var/db/kav/5.0/kav4mailservers/keys � The directory where the license keys are 

stored. 
/var/run/aveserver � Local socket used for connection with the aveserver 

process. 
/var/run/aveserver.pid � The file with the aveserver process ID. 

A.2. Kaspersky Anti-Virus® 
configuration file 

By default, Kaspersky Anti-Virus® for Unix Mail Servers is supplied with the 
configuration file kav4mailservers.conf, which contains a number of  program 
operation parameters. This section provides detailed explanation of every 
parameter section of the file. Default values are given with the parameters if they 
exist. 

The [path] section contains parameters that define the paths to critical 
files; without these the program will not work: 

BasesPath=/var/db/kav/5.0/kav4maiservers/bases � Full path to the anti-
virus database.  

BasesPath=/var/db/kav/5.0/kav4maiservers/bases.backup � Full path to 
the directory where the anti-virus database backup is stored.  

LicensePath=/var/db/kav/5.0/kav4maiservers/keys � Full path to the 
directory where the license keys are stored.  

LocalSocketPath=/var/run/aveserver � Full path to the local socket used 
for connection with the aveserver process.  

AVSpidPath=/var/run/aveserver.pid � Full path to the file with the 
aveserver process ID number. 

UserFile=/etc/kav/5.0/users � Full path to the file that contains the list of 
protected users. 

TempPath=/tmp � Absolute path to the directory where temporary files are 
stored. 

UpdateServersFile=/etc/kav/5.0/servers.lst � Full path to the file that 
contains the list of Kaspersky Lab�s update servers. 
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The [locale] section contains parameters that define the text used to replace the 
%VIRUSNAME% macro in mail notifications, as well as the formats of date and 
time: 

PasswordMessage=password protected � The text used to replace the 
macro %VIRUSNAME% in mail notifications regarding password-
protected objects. 

SuspiciousMessage=suspicious � The text used to replace the macro 
%VIRUSNAME% in mail notifications regarding suspicious objects. 

CuredMessage=cured � The text used to replace the macro 
%VIRUSNAME% in mail notifications regarding disinfected objects. 

InfectedMessage=infected � The text used to replace the macro 
%VIRUSNAME% in mail notifications regarding infected objects. 

ErrorMessage=error � The text used to replace the macro 
%VIRUSNAME% in mail notifications regarding objects that fail to be 
scanned. 

FilteredByMIMEMessage=filtered by file name � The text used to replace 
the macro %VIRUSNAME% in mail notifications regarding objects that 
are filtered by file name. 

FilteredByNameMessage=filtered by MIME type � The text used to 
replace the macro %VIRUSNAME% in mail notifications regarding 
objects that are filtered by the MIME-type. 

CorruptedMessage=corrupted � The text used to replace the macro 
%VIRUSNAME% in mail notifications regarding corrupted objects. 

TimeFormat=%H:%M:%S � The format of time representation in mail 
notifications according to the strftime standard. 

 

You can change the format of time representation to 12-hour 
(am/pm): %I:%M:%S %P 

DateFormat=%d/%m/%y � The format of date representation in mail 
notifications according to strftime. 

 

You can change the format of date representation used, for 
example, in mail notifications  to the following: %y/%m/%d or 
%m/%d/%y. 

The [scanner.options] section contains the server�s file system scanning 
parameters: 

ExcludeMask=mask1:mask2:...:maskN � Masks of the files to be excluded 
from scanning. By default all files are scanned. 

ExcludeDir=mask1:mask2:...:maskN � Masks of the directories to be 
excluded from scanning. By default all directories are scanned. 
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Packed=yes � Packed files scanning mode. To disable scanning of packed 
files set the parameter to no. 

Archives=yes � Archive scanning mode. To disable scanning of archives 
set the parameter to no.  

SelfExtArchives=yes � Self-extractive archives scanning mode. To disable 
the mode set the parameter to no. 

MailBases=yes � Mail banks scanning mode. To disable the mode set the 
parameter to no.  

MailPlain=yes � Plain text format messages scanning mode. To disable the 
mode set the parameter to no. 

Heuristic=yes � This mode defines whether or not to use the heuristic code 
analyzer during scanning. To disable the mode set the parameter to no. 

LocalFS=no � This mode enables scanning of only the local file system. To 
enable the mode set the parameter to yes. 

Cure=no � Infected objects cleaning mode. To enable the mode set the 
parameter to yes. 

Recursion=yes � This mode enables recursive directory scanning during 
checking for viruses. To disable the mode set the parameter to no. 

The [scanner.object] section contains parameters that define the actions to be 
taken with different types of simple object during antiviral protection of file 
servers: 

OnInfected=action � Actions to be taken in the event of infected file 
detection. If the infected files cleaning mode is enabled, then this action 
is taken with objects that fail to be disinfected. 

OnSuspicion=action � Actions to be taken in the event of detection of a 
suspicious file, the code of which may be similar to that of a virus 
presently unknown to Kaspersky Lab. 

OnWarning=action � Actions to be taken in the event of detection of a file, 
the code of which is similar to that of a known virus. 

OnCorrupted=action � Actions to be taken in the event of corrupted file 
detection. 

Syntactically, the action parameter consists of two parts; the action itself 
and its complementary parameter, separated by a space.  

The action can have one of the following values: 

• move <directory> � Move the file to the <directory>. 

• movePath <directory> � Move the file to the <directory> 
recursively (with its absolute path). 

• remove � Delete the file. 
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• exec <parameter> � Take an action defined by the value of the 
<parameter>. 

When generating the additional parameter of the exec action the following 
macros can be used: 

• %FULLPATH% � Full path to the file. 

• %VIRUSNAME% � Name of the virus that the file is infected 
with, or the error name.  

• %FILENAME% � File name without its path.  

The [scanner.container] section includes parameters that define the actions to 
be taken to archives during antiviral protection of the server�s file systems: 

OnInfected=action � Actions to be taken in the event of detection of an 
infected object within a compound one. If the infected files cleaning 
mode is enabled, then this action is taken with compound objects that 
fail to be disinfected. It is applied after taking all the actions with the 
objects in the container. 

OnSuspicion=action � Actions to be taken in the event of detection of a 
suspicious object in the container. 

OnWarning=action � Actions to be taken in the event of detection, in a file 
container, of a suspicious file with code similar to that of a known virus. 

OnCorrupted=action � Actions to be taken in the event of a corrupted 
container. 

The syntax of all the actions used with the above container types is the 
same as that of simple objects described in the [scanner.object] section. 

The following macros are used as complementary parameters for the 
exec action taken to the containers. 

• %LIST% � File name or the list of infected, suspicious, and 
corrupted files detected in the container. The file has the 
following format: <virus name>\t<file name>. 

• %FULLPATH% � Full path to the container. 

• %FILENAME% � The file name without the path. 

• %CONTAINERTYPE% � Container type as a string. 

The [scanner.report] section contains parameters of the kavscanner component 
work results report generation: 

ReportFileName=/tmp/kavscan.log � The name of the report file in which 
the component�s work results are logged.  
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Append=yes � The mode in which new messages are added to the existing 
report file. To disable the mode set the parameter to no.  

ReportLevel=10 � Level of detail of the report. 
ShowOK=yes � Mode in which messages regarding uninfected files are 

included in the report. To disable the mode set the parameter to no. 
ShowObjectResultOnly=yes � The mode in which the results of simple 

object scanning are shown in the report in short format. In order to 
display extended report set the parameter to no. 

ShowContainerResultOnly=yes � The mode in which the results of archive 
scanning are shown in the report in short format. In order to display 
extended report set the parameter to no. 

The [scanner.display] section contains parameters of the report output to the 
console: 

 

By default, this section is not present in the configuration file, 
since the same information is displayed and logged in the 
report file! 

ShowOK=yes � Mode in which messages regarding uninfected files are 
output to the console. To disable the mode set the parameter to no. 

ShowProgress=yes � The mode in which the current operation of the 
component in displayed on the console (the process of anti-virus 
database loading and information regarding scanning of the current file). 
To disable the mode set the parameter to no. 

ShowObjectResultOnly=yes � Mode in which the results of simple object 
scanning are output to the console in short format. In order to display 
extended report set the parameter to no. 

ShowContainerResultOnly=yes � The mode in which the results of archive 
scanning are output to the console in short format. In order to display 
extended report set the parameter to no. 

The [aveserver.options] section contains parameters of the aveserver 
component operation immediately after startup: 

DetachFromTerminal=yes � The process is disconnected from the terminal 
immediately after startup. This mode should be enabled since system 
booting will not proceed until the process disconnects. The mode should 
only be disabled (value no)  when the aveserver process is controlled 
by a program like SVC. 

StartupMode=normal � Switching of the aveserver process from the dialog 
mode to the background mode provided that 
DetachFromTerminal=yes. The value fast sets the daemon to switch 
to the background mode immediately after loading the configuration file, 
returning the code 0. The value normal switches the process to the 
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background mode only after loading the anti-virus database and the 
license keys to the memory. 

LocalSocketPermissions=0666 � Octonary code of access permission to 
the socket file.  

The [aveserver.report] section contains parameters of the aveserver 
component work report generation: 

ReportFileName=/tmp/aveserver.log � The name of the report file in which 
the component�s work results are logged.  

Append=yes � The mode in which new messages are added to the existing 
report file. To disable the mode set the parameter to no.  

ReportLevel=10 � Level of detail of the report. 
ScanReportFormat=3 � Level of detail of the file scanning report. 

The [updater.options] section contains parameters of the kavupdater 
component work: 

ExtraWgetOptions � Advanced options of the Wget package. 
KeepSilent=no � The mode in which information regarding the kavupdater 

component operation is output to the console. To disable the mode set 
the parameter to yes. 

RandomServerOrder=no � The mode in which an update server is 
selected from the list at random. To enable the mode set the parameter 
to yes. 

ReloadApplication=yes � The mode in which Kaspersky Anti-Virus® is 
restarted immediately after updating the anti-virus database. To disable 
the mode set the parameter to no. 

ShowExternalCmdOutput=no � The mode in which external programs 
(e.g. Wget) are displayed on the output console. To enable the mode 
set the parameter to yes. 

The [updater.report] section contains the parameters of the kavupdater 
component work report generation: 

ReportFileName=/tmp/kavupdater.log � The name of the report file in 
which the component�s work results are logged.  

Append=yes � The mode in which new messages are added to the existing 
report file. To disable the mode set the parameter to no.  

ReportLevel=10 � Level of detail of the report. 
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The [smtpscan.license] section contains parameters of Kaspersky Anti-Virus® 
licensing:  

LicenseType � The type of Kaspersky Anti-Virus® licensing. The parameter 
is defined during installation and can take one of two values: traffic or 
users. 

LicenseWarningNotifySize � Critical amount of mail traffic on reaching 
which a notification regarding license expiration will be sent. The 
value of the parameter is only set if LicenseType=traffic. 

LicenseWarningNotifyAddress=root@localhost � The address to which 
the product license expiration notification is sent. 

The [smtpscan.limits] section contains parameters that limit mail traffic 
scanning by Kaspersky Anti-Virus®:  

NotSendNotifyTo=MAILER-DAEMON@ � Addresses (address masks) to 
which notifications should not be sent. Use comma to enumerate the 
addresses. 

MaxCheckTime=0 � Maximum time to wait for a response from the 
aveserver process. 0 � No time limit. 

MaxRecipient=200 � Maximum number of recipients of one mail, up to 
which the message will be scanned for viruses. 

The [smtpscan.general] section contains parameters of delivering mail 
messages processed by Kaspersky Anti-Virus®:  

NotifyFromAddress=MAILER-DAEMON@localhost � The address all  
notifications are sent from. 

ForwardMailer=smtp:(/usr/sbin/sendmail -bs -C/etc/sendmail.cf) � 
Name of the server or the program all the messages and notifications 
are passed to for further routing. 

The [smtpscan.report] section contains the parameters of the smtpscan 
component work report generation: 

ReportFileName=/tmp/smtpscan.log � The name of the report file in which 
the component�s work results are logged.  

ReportFilePermission=0666 � Access rights for the report file. 
ReportOk=yes � Whether or not to include in the report only information  

regarding infected and suspicious files. To disable the mode set the 
parameter to no. 



113 Kaspersky Anti-Virus for Unix Mail Servers  

The [smtpscan.notify] section contains parameters of notification common for  
senders, recipients, and administrators, as well as for objects of any status:  

Template=/etc/kav/5.0/template_notify_main � The name of the file with 
the notification template. Notifications are generated based on this 
template. 

ContentType=text/plain � MIME-type of the message. 
Subject=infected object � The subject of the notification message. 
Charset=US-ASCII � The name of the template codepage. 

 

The sections [smtpscan.notify.<recipient>.<object_status>] of the 
configuration file are only generated and used for adjustment of the 
notification parameters for objects with a certain status (e.g. infected) 
and for a certain recipient of the notification (the administrator, the 
sender or the recipient). The parameters of these sections are the same 
as those listed under [smtpscan.notify]. You only need to set their 
values. Thus, if you wish to set special notification parameters for the 
sender of the infected mail, include them in the section 
[smtpscan.notify.sender.infected]. 

The [smtpscan.group:default] section contains parameters regarding 
processing of mail traffic of senders/recipients included in the default group.  

Check=yes � The server�s mail traffic is checked for viruses. To disable the 
mode set the parameter to no. 

AdminAddress=postmaster@localhost � The address of the group 
administrator. 

Quarantine=no � Quarantine mode for mail message objects. To enable 
the mode set the parameter to yes. 

QuarantinePath=/var/db/Quarantine � The path to the quarantine 
directory. 

Recipients � The addresses (address masks) of the recipients of the 
group�s mail messages. When using two or more masks it is necessary 
to separate them with commas. 

Senders � the addresses (address masks) of the senders of the group�s 
mail messages. When using two or more masks it is necessary to 
separate them with commas. 

AdminNotify=yes � The mode in which the administrator is notified about 
the results of mail processing. To disable the mode set the parameter to 
no. 

AdminAction=unchanged � The status of the object to be sent to the 
administrator along with the notification. The parameter can have the 
following values: unchanged (not processed), cured (disinfected, only 
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for objects with the appropriate status), and remove (do not deliver the 
object to the administrator). 

SenderNotify=yes � The mode in which the sender is notified about the 
results of mail processing. To disable the mode set the parameter to no. 

RecipientNotify=yes � The mode in which the recipient is notified about the 
results of mail processing. To disable the mode set the parameter to no. 

RecipientAttachReport=yes � The mode in which the whole message with 
the object is attached to the notification. To disable the mode set the 
parameter to no. 

RecipientAction=remove � The status of the object sent to the recipient 
with the notification. The statuses are the same as those described for 
the administrator. 

FilterByMIME � MIME-types of attachments the mail messages are filtered 
by. Use comma to enumerate the types. 

FilterByName � Name (name masks) of attachments by which mail 
messages are filtered. When using two or more masks it is necessary to 
separate them with commas. 

SkipByMIME � MIME-type(s) by which the attachment is unambiguously 
identified as uninfected and is not checked for viruses. Use comma to 
enumerate the types. 

SkipByName � Name (name masks) by which the attachment is 
unambiguously identified as uninfected and is not checked for viruses. 
When using two or more masks it is necessary to separate them with 
commas. 

In addition, the configuration file contains rules for processing  objects of all 
possible statuses, and notifications for recipients, senders, and group 
administrators. Below is the general description: 

<object_status>AdminNotify � The mode in which the administrator is 
notified about an object with this status. To enable the mode set the 
parameter to yes, to disable � to no. 

<object_status>AdminAction � The status of the object sent to the 
administrator along with the notification. The parameter can have the 
following values: unchanged (not processed), cured (disinfected, only 
for objects with the appropriate status), and remove (do not deliver the 
object to the administrator). 

<object_status>Quarantine=no � The mode of moving the object to the 
quarantine. To enable the mode set the parameter to yes, to disable � 
to no. 

<object_status>RecipientNotify � The mode in which the recipient is 
notified about an object with this status. To enable the mode set the 
parameter to yes, to disable � to no. 
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<object_status>RecipientAction=unchanged � The status of the object 
sent to the recipient with the notification. The statuses are the same as 
those described for the administrator. 

<object_status>RecipientAttachReport � Whether or not to attach the 
whole mail with the object to the notification. To enable the mode set 
the parameter to yes, to disable � to no. 

<object_status>SenderNotify � The mode,in which the sender is notified 
about an object with this status. To enable the mode set the parameter 
to yes, to disable � to no. 

For example, for corrupted objects blocking of processing and notification 
rules may look as follows: 

CorruptedAdminAction=unchanged 

CorruptedAdminNotify=yes 

CorruptedQuarantine=no 

CorruptedRecipientAction=unchanged 

CorruptedRecipientAttachReport=no 

CorruptedRecipientNotify=yes 

CorruptedSenderNotify=yes 

A.3. Command line keys for the 
kavscanner component  

When launching the program from the command line, the configuration file 
parameters can be redefined using command line keys. Below is a detailed 
explanation. 

Help options: 

�h Output help on the kavscanner component to the console. 

�v Display the version of the program. 

Configuration options: 

�c (�C) <file_path> Use alternative configuration file <file_path>. 

�f Ignore corrupted signature of the kavscanner component 
and attempt to recover the component.  
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Scanning options: 

�e <option> Change the default scanning option. The following modes can 
be used as the <option>: 

P/p Enable/disable scanning of packed files. 

A/a Enable/disable scanning of archives. 

S/s Enable/disable scanning of self-extracting archives. 

B/b Enable/disable scanning of mail banks. 

M/m Enable/disable scanning of plain text messages. 

E/e Enable/disable heuristic code analyzer. 

�r/R Enable/disable recursive scanning. 

�l scan only local file systems. 

Report generation options: 

�q Do not output messages to the console. 

�o <name> Sets the name of the file to which component work results should 
be output. If no file name is set, the report will not be generated. 

�j<number> Sets the level of detail of the report according to the amount of 
information contained in it. The following levels of detail can be 
used as the <option>:  

1 Enable/disable messages regarding other errors. 

2 Enable/disable informational messages. 

3 Enable/disable messages regarding scanning. 

10 Enable/disable debugging messages.  

�x<option> Sets the level of detail of the scanning report output to the 
console. The following levels of detail can be used as the 
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<option>:  

O/o Short/extended format of messages regarding scanning of 
a simple object. 

C/c Short/extended format of messages regarding scanning of 
an archive. 

N/n Enable/disable output of messages regarding uninfected 
files to the console. 

P/p Enable/disable output of messages regarding the 
component�s current operation to the console. 

�m<option> Sets the level of detail of the scanning report output to the report 
file. The following modes can be used as the <option>: 

O/o Short/extended format of messages regarding scanning of 
a simple object. 

C/c Short/extended format of messages regarding scanning of 
an archive. 

N/n Enable/disable display of messages regarding uninfected 
files. 

File options: 

�p<option> 
<file_name> 

Save the list of objects to the specified file. Save each object on 
a new line with the full path. The following modes can be used 
as the <option>: 

i Save the list of infected objects to the file <file_name>. 

s Save the list of suspicious objects to the file 
<file_name>. 

c Save the list of corrupted objects to the file 
<file_name>. 

w Save a list of objects, the code of which is similar to that 
of known viruses, to the file <file_name>. 
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�@ <filelist.lst> Check objects to which the path is provided in the file 
<filelist.lst>. 

File processing options: 

�i0 Only check for viruses. 

�i1 Clean the infected objects.If cleaning is impossible skip the objects. 

�i2 Clean the infected objects. If cleaning is impossible and the object is a 
simple one, delete it. Do not delete infected objects from the container.  

�i3 Clean the infected objects. If cleaning is impossible and the object is a 
simple one, delete it. If the infected object is inside a container, delete the 
whole container. 

�i4 Delete infected objects and containers. 

A.4. The kavscanner component 
return codes 

During its work the kavscanner component can return the following codes: 

0 No viruses were detected. 

5 All the infected objects were cleaned. 

10 Password-protected archives were detected. 

15 Corrupted files were detected. 

20 Suspicious files were detected. 

21 Files with  code similar to that of known viruses were detected. 

25 Infected files were detected. 

30 System error during file scanning. 
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50 Unable to load the anti-virus database (the path specified in the 
configuration file was not found). 

55 Anti-virus database corrupted. 

60 The date of the anti-virus database is beyond the license key 
expiration period. 

64 The license information is missing or no license key was found at the 
path specified in the configuration file. 

65 Unable to load the configuration file. 

70 The kavscanner component is corrupted. 

75 The kavscanner component is corrupted and cannot be recovered. 

A.5. Command line keys for the 
aveserver component  

Help options: 

�h Output help on the aveserver component to the console. 

�v Display the version of the program. 

Configuration options: 

�c (�C) <file_path> Use alternative configuration file <file_path>. 

A.6. The aveserver component 
return codes 

During its work the aveserver component can return the following codes: 

0 The component started successfully. 
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30 System error during aveserver startup. 

31 Unable to create a local socket for connection with the process. 

32 Unable to create a network socket for connection with the process. 

55 An error during the anti-virus database startup. 

60 The date of the anti-virus database is beyond the license key expiration 
period. 

62 No type (local or network) of connection with the process is set up. 

63 No license for the set type of connection with the process (local or 
network). 

64 The license information is missing or no license key was found at the 
path specified in the configuration file. 

65 Unable to load the configuration file. 

73 Unable to initialize the antiviral engine. 

74 Full path to the aveserver component not found. Integrity of the 
component cannot be verified. 

75 The component is corrupted and cannot be recovered. 

A.7. Command line keys for the 
smtpscanner component  

Help options: 

�h Output help on the smtpscanner component to the console. 

�v Display the version of the program. 

Configuration options: 
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�c (�C) <file_path> Use alternative configuration file <file_path> 

�V Verify the installation and Kaspersky Anti-Virus® SMTP 
scanner settings of mail traffic scanning  

A.8. The smtpscanner component 
return codes 

0 The smtpscanner component started successfully. 

55 A warning was sent to the qmail mail system stating that the mail 
message could not be processed immediately and had therefore been 
placed in the queue. 

75 A warning was sent to the sendmail/Postfix/Exim mail system stating that 
the mail message could not be processed immediately and had therefore 
been placed in the queue. 

A.9. Command line keys for the 
licenseviewer component  

Help options: 

�h Output help on the licenseviewer component to the console. 

Options used during work with the license keys: 

�s Output  information regarding all the installed license 
keys to the console. 

�c (�C) <file_path> Use alternative configuration file <file_path>. 

�u<address> Check if the user with the electronic address specified 
as <address> is protected (whether his or her mail is 
protected by Kaspersky Anti-Virus®). 
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�i  Output to the console information regarding the 
Kaspersky Anti-Virus® mail licenses categorized by 
user and by mail traffic. 

�k <file_path> Display on the console the information regarding the 
key <file_path> 

Report generation options: 

�q Do not output messages to the console. 

A.10. Command line keys for the 
kavupdater component  

Help options: 

�h Output help on the kavupdater component to the console. 

�v Display the version of the program. 

Options used during work with the license keys: 

�c <file_path> Use alternative configuration file <file_path>. 

�r Restart the aveserver component immediately after 
updating the anti-virus database. 

�s <file_path> Use the update servers list specified in the file 
<file_path>. 

�b <path> Prior to updating, copy the existing anti-virus database to 
the directory <path>. 

�t <path> Use the <path> directory to store temporary files. 

Report generation options: 

�l <file_path> Log the component�s operation results in the file 
<file_path>. 
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A.11. The kavupdater component 
return codes 

During its work the kavupdater component can return the following codes: 

0 No anti-virus database updating is required. 

1 The anti-virus database updated successfully. 

35 Failed to update the anti-virus database from all the update servers. 

64 The license information is missing or no license key was found at the 
path specified in the configuration file. 

70 Unable to create the directory for temporary files. 

74 The Wget program was not found. 

75 Unable to load the configuration file or an error in its parameters. 

A.12. A sample script file (vox.sh) 
for disinfecting tar- and zip-
archives 

#!/bin/sh 

TEMP="/tmp/kavtemp" 

SPWD=`pwd` 

echo $PWD 

KAVKAVSCANNER="/opt/kav/bin/kavscanner" 

CONF="/etc/kav/kavscanner.conf.in" 

name=$1 

suf=${name##*.} 

echo $suf 

bname=${name##/*/}  

sname=${bname%%.*} 
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if [ ! -d $TEMP ]; then 

    mkdir -p $TEMP 

fi 

 

## tar  

 

if [ $suf == gz -o $suf == tgz ] ; then 

 

    list=`tar -ztf $name` 

    tar -C $TEMP -zxf $name 

    $KAVKAVSCANNER -c $CONF -i3 $TEMP 

    cd $TEMP 

    tar -czf $sname.tgz * 

    for i in $list 

 do 

     j=${i##/*/} 

     rm $j 

 done 

 

    mv $TEMP/$sname.tgz $SPWD/$sname.tgz.cure 

    rm -rf $TEMP 

 

## zip 

 

elif [ $suf == zip ] ; then 

     

    list=`unzip -l $name` 

    unzip $name -d $TEMP 

    $KAVKAVSCANNER -c $CONF -i3 $TEMP 

    cd $TEMP 

    zip $sname.zip -r . 

    echo $SPWD 

    mv $TEMP/$sname.zip $SPWD/$sname.zip.cure 

    rm -rf $TEMP 
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elif [ $suf == rar ] ; then 

     

    list=`rar l $name` 

    rar x $name $TEMP 

    $KAVKAVSCANNER -c $CONF -i3 $TEMP 

    cd $TEMP 

    zip $sname.zip -r . 

    echo $SPWD 

    mv $TEMP/$sname.zip $SPWD/$sname.zip.cure 

    rm -rf $TEMP 

     

fi 

A.13. A sample configuration file for 
the Postfix mail program � 
master.cf  

#        

Service typ
e 

priv
ate 

upriv 
(yes) 

chroo 
t(yes) 

Wakeup 
(yes) 

Maxpro
c 
(50) 

command 
+ args 

#        

Smtp inet n - y - - smtpd 

Pickup fifo n n y 60 1 pickup 

Cleanup unix - y y - 0 cleanup 

Qmgr fifo n - y 300 1 qmgr 

#qmgr fifo n - n 300 1 nqmgr 

Rewrite unix - - y - - trivial-
rewrite 

Bounce unix - - y - 0 bounce 

Defer unix - - y - 0 bounce 

Flush unix - - y 1000? 0 flush 

Smtp unix - - y - - smtp 
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#        

Service typ
e 

priv
ate 

upriv 
(yes) 

chroo 
t(yes) 

Wakeup 
(yes) 

Maxpro
c 
(50) 

command 
+ args 

#        

Showq unix n - y - - showq 

Error unix - - y - - error 

Local unix - - y - - local 

Virtual unix - n y - - virtual 

Lmtp unix - - y - - lmtp 

## This line added by Kaspersky Anti-Virus® Installer 

localhost:10025 inet n n n - 10 spawn 

user=filter argv=/opt/kav/bin/smtpscanner 

localhost:10026 inet n - n - 10 smtpd 
-o content_filter= -o myhostname=localhost.ru 

 



 

APPENDIX B.  
MALICIOUS PROGRAMS IN 
THE UNIX ENVIRONMENT 

Viruses are much less common in Unix-system environments than, for example, 
in the Windows environment because of the features of these platforms. 
However, Trojan horses and Internet Worms are more widespread 

Malicious programs spread themselves via networks, sometimes exploiting 
�loopholes� in software. Below is a detailed explanation of Unix-oriented 
malicious programs and their methods of infecting systems and objects. 

B.1. Viruses 
A virus is a program (a set of executable code and/or instructions), capable of 
duplicating itself (the copies are not necessarily fully coincident with the originals) 
and intrude into various objects and/or resources of computer systems, networks 
etc. without the users� knowledge. The copies have the capability to spread 
themselves. 

Analysis of the environment used by viruses reveals that it is usually file viruses 
that target Unix systems. They write their code into executable files or create 
duplicates.  

According to the operation algorithm,  viruses can be divided into: 

• Resident (TSR) viruses � Those leaving their resident part in the RAM 
when infecting the computer, which then intercepts system accesses to 
target objects and incorporates itself into them. Resident viruses reside in 
memory and are active until power shutdown or until the operating system 
reboot. 

• Nonresident viruses � Do not infect computer memory and are only active 
for a limited time. Some viruses leave small resident parts in the RAM 
that do not spread the virus. 

Generally, Unix-oriented viruses are not dangerous. Their influence is limited to 
decreasing the amount of free disk space, and creating  graphical, sound, and 
other effects. Some of them are harmless since they have no effect on the 
computer operation except for reducing free disk space as a result of 
propagation. 

These are some examples of viruses that target systems running Unix: 
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ELF_SNOOPY � A virus that infects executable Unix files.  
The virus operation algorithm: This finds all the executables on the 

workstation, renames them changing their extension to .X23 and 
places them into the directory /E it creates. Then the virus copies its 
code into the original files and changes their attributes to 777. At 
the same time a new user snoopy, also with the rights 777, is 
created in the mail password list on the infected workstation. 

Linux.Bliss � A group of nonresident viruses targeting Linux executables. 
These viruses are written in GNU Ñ and have the ELF format. 
The virus operation algorithm: After starting, the virus searches the 

workstation for executable files and infects them, shifting the file 
contents down, writing its own code in the cleared space, and 
adding its ID line in the end of the file. The activity of the virus is 
limited by the user rights, i.e. it only infects files that can be 
accessed with the current user rights. If the user has system 
privilege, the virus can spread throughout the computer. 

Linux.Diesel � Not dangerous, non-resident Linux-virus that infects Linux 
executable files. 
The virus operation algorithm: Having started, the virus reads its binary 

code from the carrier file, searches the system directories for Linux 
executable files and writes its code in the middle of each file�s code, 
thus increasing the size of the last section. 

Linux.Siilov � Not dangerous, Linux-virus that targets executable files. Has 
the ELF format.  
The virus operation algorithm: It uses two methods to infect files: 

resident and nonresident. Resident method: the virus remains in 
the system memory and infects files in the background mode. Non-
resident method: the virus searches the disk for executable files 
and infects them. 

Linux.Winter � A harmless, nonresident Linux-virus. It has a very small 
size, as little as 351 bytes.  
The virus operation algorithm: After starting, the virus gains control, 

searches for ELF-files (Linux executable files) in the current 
directory and infects them. 

B.2. Trojan horses 
A Trojan horse is a program that executes actions not authorized by the user. 
When starting, a Trojan installs itself in the system and begins monitoring it. The 
user is given no messages about the Trojan�s actions in the system. The 
computer becomes open to remote control. 

Trojans are spread via networks. 
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A typical specimen of Unix-oriented Trojans is TROJ_IRCKILL � a Trojan that 
consists of a set of software tools used to disconnect users from IRC channels. 
This set includes four utilities used for attacks: FLOOD, MCB (Multiple Collide 
BOTs), SUMO BOTs, and FLASH � a special type of �flood� used in the Linux 
environment. 

The FLASH attack is used for direct modem disconnection by sending a ping 
command to a certain IP address with �incorrect" data specified in a certain 
sequence. These data will be interpreted by the user's modem as a 
disconnection command and it will hang up. However, this kind of attack does 
not work with all modem types.  

The MCB attack is carried out via the IRC channels. At the moment the IRC 
servers are unable to synchronize with each other (net split) the Trojan program 
duplicates the user�s nickname. After synchronization between the IRC servers is 
restored, this name is considered invalid and the user is disconnected from the 
IRC channel.  

The FLOOD BOTS/SUMO BOTS attack is also used in the IRC network. It 
generates numerous users with random nicknames. With this attack, the IRC 
channel or the user participating in chat is flooded until the computer reaches a 
certain bandwidth limit. Then this user is also disconnected from the IRC 
channel.  

Root kit � This is a program package used by the intruder to get root-access to 
the remote computer. It uses standard Unix programs � Ps and ls. The only 
efficient method to recover the server after it is hacked with the Root kit is to 
restore critical data from the backup (which should be created periodically), 
erase the hard disk, and reinstall the system. 

B.3. Internet worms 
Malicious programs of this group do not add themselves to executable objects, 
but copy themselves to network resources. The group was given this name 
because of the worms� capability to crawl across networks and other dataways. 

They penetrate into the computer�s memory from networks, detect network 
addresses of other computers, and send their own copies to these addresses.  

Sometimes, specimens of this group create work files on the system disks, but 
sometimes they do not use the computer resources at all (except for the RAM). 

Worm.Linux.Ramen � The first worm known to infect systems running RedHat 
Linux. It infects remote Linux systems (RedHat Linux) exploiting the problem 
of buffer overflow. This �loophole� in the software allows a piece of 
executable code to be sent to a remote computer and be executed there 
without the administrator�s (or the user�s) knowledge. 
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Source of spreading: Via the network as a tgz archive.  
Operation algorithm: The worm sends a short piece of its code to remote 

computers using the problem of buffer overflow. After startup of the 
worm�s main component (the file start.sh) it sequentially downloads 
other components that detect the addresses of the attacked systems, 
using the buffer overflow problem. It sends the worm�s loader to these 
addresses, which then download and run the main code of the worm. 
The main page of the web server is replaced with an HTML file with the 
text: "RameN Crew � Hackers looooooooooooove noodles". Finally, the 
worm sends an e-mail message to two addresses, reboots the system, 
and begins scanning the Internet again.  
In addition, the worm adds the command for its main file start to the 
system initialization file /etc/rc.d/rc.sysinit. As a result, the worm is 
started every time the infected system boots. 

Worm.Linux.Lion � An internet worm that attacks Linux servers. In order to 
penetrate to the computers the worm uses a �loophole� in the BIND DNS 
server�s security. 
Operation algorithm: The worm scans the Internet for  systems that have 

vulnerabilities in root-access security. Having found such a system, the 
worm infects it, collects its information (the IP address, logins and 
passwords), writes it to a file named mail.log and sends it to the address 
1i0nsniffer@china.com. 

In addition, the worm attempts to connect to the Internet site www.51.net 
(the 51.net domain is registered in China) and to download the file 
crew.tgz. The archive is then unpacked on the infected computer and 
procedures are installed that make the infected computer also begin 
scanning the global network resources for further victims.  

mIRC.Acoragil and mIRC.Simpsalapim � The first known mIRC-worms. They 
were named after the codewords used by these worms. If the text sent by 
any user to the channel contains the string �Acoragil�, then all the users 
infected by the worm mIRC.Acoragil are automatically disconnected from 
the channel. The same happens with the worm mIRC.Simpsalapim � it 
responds in the same manner to the string �Simpsalapim�. 
Source of spreading: The worms send their codes in the file SCRIPT.INI via 

the network to any new user, which then connects to the channel. 
Operation algorithm: The worms include a Trojan part. mIRC.Simpsalapim 

contains the code used to take over the IRC channels: if the channel 
owner�s mIRC is infected, the intruder intercepts and takes control of 
the channel using the codeword ananas. 

mIRC.Acoragil sends DOS, Windows, or Unix system files by 
codewords. Codewords are chosen in such a way that they do not 
attract the victim�s attention: e.g. he or the. One of the modifications of 
this worm sends the UNIX passwords file to the intruder. 
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Worm.Linux.Adm� An internet worm that infects Linux systems. The worm 
sends a short piece of its code to remote computers, executes it, then 
downloads the rest of its code and runs it. 
Source of spreading: Via the network. It spreads its copies (infects remote 

Linux systems) exploiting a �loophole� in the Linux security system (the 
so-called buffer overflow loophole). This loophole allows  executable 
code to be sent to a remote computer and be executed  there without 
the administrator�s (or the user�s knowledge). 

 



 

APPENDIX C. KASPERSKY LABS 
LTD. 

Founded 1997, Kaspersky Labs has become a recognized leader in information 
security technologies among Russian companies. It produces a wide range of 
data security software and delivers high-performance, comprehensive solutions 
to protect all tiers of your networks from viruses, unsolicited and unwanted e-mail 
messages, and hacker attacks. 

Kaspersky Labs is an international company. Headquartered in Russia, the 
Company has subsidiary offices in Great Britain, France, Germany, Japan, USA 
(CA), the Benelux countries, China, Poland, and Romania. A new department of 
the Company, the European Computer Anti-Virus Research Centre, has been 
established in France. Our partnership program incorporates more than 500 
companies worldwide. 

Today, Kaspersky Labs hires more than 250 specialists proficient in anti-virus 
technologies, nine of them having the M.B.A. degree, 15 having the Ph.D., and 
two experts being the members of Computer Anti-Virus Researcher's 
Organization (CARO). 

Kaspersky Labs offers best-of-breed security solutions, based on its unique 
experience and knowledge gained in more than a 14-year history of fighting 
computer viruses. A thorough analysis of viral activities enables us to deliver 
comprehensive protection from even future threats. Resistance to future attacks 
is the basic policy implemented in our products. We are at least one step ahead 
of many other vendors in delivering extensive anti-virus coverage for home users 
and corporate customers. 

Years of hard work made the Company one of the top security software 
manufacturers. Kaspersky Labs was one of the first to develop the highest 
standards for anti-virus defense. The flagship product of the company, 
Kaspersky Anti-Virus®, provides full-scale protection of all tiers of a network, 
including workstations, file servers, mail gateways, firewalls, and handhelds. 
Convenient and easy-to-use management tools ensure advanced automation for 
rapid virus protection across the enterprise. Many well-known manufacturers use 
the Kaspersky Anti-Virus® kernel, including Nokia ICG (USA), F-Secure 
(Finland), Aladdin (Israel), Sybari (USA), G Data (Germany), Deerfield (USA), 
Alt-N (USA), Microworld (India), BorderWare (Canada), etc. 

Our customers take advantage of a wide range of additional services that ensure 
stable operation of our products and compliance with any specific business 
requirements. Kaspersky Labs delivers its reliable protection directly to end-
users: our experts will design, implement, and support the anti-virus network 
across an enterprise. Our anti-virus database is updated twice every 24 hours. 
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The company provides its customer with 24-hour technical support service 
available in several languages. 

C.1. Other Kaspersky Labs products 
Kaspersky Anti-Virus® Lite 

This is an optimal choice for even an unskilled user who wants to protect his/her 
home computer from viruses. The program operates on computers running 
Windows 98/Me, Windows 2000/NT Workstation, and Windows XP. 

Kaspersky Anti-Virus® Lite includes: 

• anti-virus scanner to scan all local and network drives on demand; 

• anti-virus monitor to monitor all used files in real-time mode; 

• a module to scan MS Outlook Express mail databases for viruses on 
demand. 

Kaspersky Anti-Virus® Personal 

Kaspersky Anti-Virus® Personal protects home computers running Windows 
98/ME, Windows 2000/NT, and Windows XP from all types of known viruses, 
including Trojan horses, Internet worms, script viruses, harmful ActiveX and Java 
applets, etc. The program constantly controls all possible sources of virus 
penetration, such as e-mail, Internet, floppy disks, CDs, etc. Kaspersky Anti-
Virus Personal has an easy-to-use application for automatically retrieving daily 
updates from the Internet. A second-generation heuristic analyzer efficiently 
detects even unknown viruses. Kaspersky Anti-Virus Personal includes many 
interface enhancements to make it easier than ever to use the program. 

Kaspersky Anti-Virus Personal features: 

• on-demand scans of local disks to detect all possible kinds of viruses; 

• real-time protection of all files from viruses; 

• a mail filter scanning all incoming and outgoing messages in background 
mode. Kaspersky Anti-Virus Personal supports more than 700 formats of 
archives and compressed files and automatically scans their contents. 
The program removes malicious code from ZIP archives. 

Kaspersky Anti-Virus® Personal Pro 

The package has been designed to deliver comprehensive anti-virus protection 
to home computers running Windows 98/ME, Windows 2000/NT, and Windows 
XP and MS Office 2000 applications. Kaspersky Anti-Virus Personal Pro includes 
an easy-to-use application for automatically retrieving daily updates of the anti-
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virus database and program modules. A second-generation heuristic analyzer 
efficiently detects even unknown viruses. Kaspersky Anti-Virus Personal includes 
many interface enhancements to make it easier than ever to use the program. 

In addition to real-time protection, on-demand scans, and a mail filter, Kaspersky 
Anti-Virus® Personal Pro includes a behavioral blocker to guarantee a 100% 
protection from macro viruses. 

Kaspersky® Anti-Hacker 

Kaspersky® Anti-Hacker is a personal firewall designed to safeguard a computer 
running a Windows operating system. It protects your computer against 
unauthorized access and external hacker attacks from the Internet or the local 
network. 

Kaspersky® Anti-Hacker monitors the TCP/IP network activity of all applications 
running on your machine. When it detects a suspicious action, the program 
blocks the suspicious application from accessing the network. This helps deliver 
enhanced privacy and 100% security for confidential data stored on your 
computer. 

The SmartStealth� technology prevents hackers from detecting your computer 
from the outside. In this stealthy mode, the program works seamlessly to keep 
your computer protected while you are on the Web: the program provides 
conventional transparency and accessibility of information. 

Kaspersky® Anti-Hacker also blocks most common network hacker attacks and 
monitors for attempts to scan computer ports. 

To configure the program, it is enough to choose one of five security levels. By 
default, the program starts in self-learning mode that will automatically configure 
your security system depending on your responses to various events. This 
makes your personal guard adjustable to your specific preferences and particular 
needs. 

Kaspersky® Security для PDA  

Kaspersky® Security for PDA provides reliable anti-virus protection for data 
stored on PDAs running Palm OS or Windows CE, as well as for any files 
transferred from a PC or an extension card, ROM files, and databases. The 
software package includes an optimal combination of the following anti-virus 
tools:  

• anti-virus scanner to scan on demand the data stored on both the PDA 
and an extension card) 

• anti-virus monitor to intercept viruses in files copied from other 
handhelds or transferred using the HotSync� technology. 
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Kaspersky® Security for PDA keeps your handheld (PDA) protected from 
unauthorized intrusion by encrypting access to the device and the data stored 
on memory cards. 

Kaspersky Anti-Virus® Business Optimal 

The package provides a configurable security solution for small and medium-size 
corporate networks. 

Kaspersky® Anti-Virus Business Optimal includes full-scale anti-virus protection1 
for: 

• workstations running Windows 98/ME, Windows NT/2000/XP 
Workstation, and Linux; 

• file and application servers running Windows NT 4.0 Server, Windows 
2000 Server/Advanced Server, Novell Netware, FreeBSD and 
OpenBSD, and Linux. 

• mail systems, namely, Microsoft Exchange, Lotus Notes/Domino, Postfix, 
Exim, Sendmail, and Qmail. 

The Kaspersky Anti-Virus® Business Optimal distribution kit includes Kaspersky® 
Administration Kit, a unique tool for automated deployment and administration. 

You are free to choose any of the anti-virus programs according to the operating 
systems and applications you use. 

Kaspersky® Corporate Suite 

The package provides comprehensive, scalable anti-virus protection of corporate 
networks of any size and complexity. The package components have been 
developed to protect every tier of a corporate network even in mixed computer 
environments. Kaspersky® Corporate Suite supports the majority of operating 
systems and applications installed across an enterprise. All package components 
are managed from one console and have a unified user interface. Kaspersky® 
Corporate Suite delivers a high-performance and reliable protection system, fully 
compatible with the specific needs of your network configuration. 

Kaspersky® Corporate Suite provides comprehensive anti-virus protection for: 

• Workstations running Windows 95/98/ME, Windows NT/2000/XP, and 
Linux. 

• File and application servers running Windows NT 4.0 Server, Windows 
2000 Server/Advanced Server, Novell Netware, FreeBSD, OpenBSD, and 
Linux. 

                                                           
1 Depending on the type of the distribution kit. 
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• Mail systems, including Microsoft Exchange Server, Lotus Notes/Domino, 
Sendmail, Postfix, Exim, and Qmail. 

• Data streams transmitted via firewalls. 

• Handhelds (PDAs). 

The Kaspersky® Corporate Suite distribution kit includes Kaspersky® 
Administration Kit, a unique tool for automated deployment and administration. 

You are free to choose any of the anti-virus programs according to the operating 
systems and applications you use. 

Kaspersky® Anti-Spam 

Kaspersky® Anti-Spam is a cutting edge software suite designed to help 
organizations with small and medium size networks wage war against the 
onslaught of undesired e-mail (spam). The product combines the revolutionary 
technology of linguistic analysis, all modern methods of e-mail filtration (including 
RBL lists and formal letter features), and a unique combination of services that 
allows users to identify and wipe out up to 95% of unwanted traffic. 

Kaspersky® Anti-Spam acts as a barrier installed at the entrance to a network 
where it monitors the incoming e-mail traffic streams for objects identified as 
spam. The product is compatible with any mail system and can be installed on 
either an existing mail server or a dedicated one. 

The high performance of Kaspersky® Anti-Spam is ensured by daily updating of 
the content filtration database with samples provided by the specialists of our 
linguistic laboratory. 

C.2. Contact us 
If you have any questions, comments, or suggestions, please refer them to our 
distributors or directly to Kaspersky Lab. We will be glad to advise you on any 
matters related to our product by phone or e-mail and all your recommendations 
and suggestions will be thoroughly reviewed and considered. 

Address: 10 Geroev Panfilovtsev, Moscow 125363, Russia 

Fax: +7 (095) 797-8700, 948-4331, 948-8350 

24-hour Technical 
Support 

+7 (095) 797-8707, 495-0300 

Business Optimal 
Technical Support 

+7 (095) 363-4205 
(from 10 a.m. to 7 
p.m.) 

smb-support@kaspersky.com 
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Corporate Suite 
Technical Support 

The telephone numbers and e-mail address are included 
into the Corporate Suite distribution kit. 

Anti-virus 
Laboratory 

newvirus@kaspersky.com  
(only for archived new viruses) 

Sales Department +7 (095) 797-8700 
+7 (095) 948-4331 
+7 (095) 948-8350 

sales@kaspersky.com 

Marketing 
Department 

+7 (095) 948-5650 info@kaspersky.com 

WWW: http://www.kaspersky.ru  

http://www.viruslist.com  
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APPENDIX E. LICENSE 
AGREEMENT 

Standard End User Licence Agreement 

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING 
LEGAL AGREEMENT ("AGREEMENT"), FOR THE LICENCE OF 
SPECIFIED SOFTWARE ("SOFTWARE") PRODUCED BY KASPERSKY 
LAB. ("KASPERSKY LAB").  

IF YOU HAVE PURCHASED THIS SOFTWARE VIA INTERNET BY 
CLICKING THE ACCEPT BUTTON, YOU (EITHER AN INDIVIDUAL OR 
A SINGLE ENTITY) CONSENT TO BE BOUND BY AND BECOME A 
PARTY TO THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF 
THE TERMS OF THIS AGREEMENT, CLICK THE BUTTON THAT 
INDICATES THAT YOU DO NOT ACCEPT THE TERMS OF THIS 
AGREEMENT AND DO NOT INSTALL THE SOFTWARE. 

IF YOU HAVE PURCHASED THIS SOFTWARE ON A PHYSICAL 
MEDIUM, HAVING BROKEN  THE CD'S SLEEVE, YOU (EITHER AN 
INDIVIDUAL OR A SINGLE ENTITY) ARE CONSENTING TO BE 
BOUND BY THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF 
THE TERMS OF THIS AGREEMENT DO NOT BREAK THE CD's 
SLEEVE ,DOWNLOAD, INSTALL OR USE THIS SOFTWARE. YOU MAY 
RETURN THIS SOFTWARE FOR A FULL REFUND. YOUR RIGHT TO 
RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM 
AN AUTHORISED KASPERSKY LABS DISTRIBUTOR OR RESELLER. 
THE RIGHT TO RETURN AND REFUND EXTENDS ONLY TO THE 
ORIGINAL PURCHASER. 

All references to "Software" herein shall be deemed to include the software 
activation key ("Key Identification File") with which you will be provided by 
Kaspersky Labs as part of the Software. 

1. Licence Grant. Subject to the payment of the applicable licence fees, and 
subject to the terms and conditions of this Agreement, Kaspersky Labs hereby 
grants to you a non-exclusive, non-transferable right to use one copy of the 
specified version of the Software and the accompanying documentation (the 
"Documentation") for the term of this Agreement solely for your own internal 
business purposes. You may install one copy of the Software on one computer, 
workstation, personal digital assistant, or other electronic device for which the 
Software was designed (each, a "Client Device"). If the Software is licensed as a 
suite or bundle with more than one specified Software produce, this licence 
applies to all such specified Software products, subject to any restrictions or 
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usage terms specified on the applicable price list or product packaging that apply 
to any of such Software products individually. 

1.1 Use. The Software is licensed as a single product; it may not be used on 
more than one Client Device or by more than one user at a time, except as set 
forth in this Section. 

1.1.1 The Software is "in use" on a Client Device when it is loaded into the 
temporary memory (i.e., random-access memory or RAM) or installed into the 
permanent memory (e.g., hard disk, CD-ROM, or other storage device) of that 
Client Device. This licence authorizes you to make only as many back-up copies 
of the Software as are necessary for its lawful use and solely for back-up 
purposes, provided that all such copies contain all of the Software's proprietary 
notices. You will maintain records of the number and location of all copies of the 
Software and Documentation and will take all reasonable precautions to protect 
the Software from unauthorised copying or use. 

1.1.2 If you sell the Client Device on which the Software is installed, you will 
ensure that all copies of the Software have been previously deleted. 

1.1.3 You shall not decompile, reverse engineer, disassemble or otherwise 
reduce any party of this Software to human readable form nor permit any third 
party to do so. The interface information necessary to achieve interoperability of 
the Software with independently created computer programs will be provided by 
Kaspersky Labs on request on payment of its reasonable costs and expenses for 
procuring and supplying such information. In the event Kaspersky Labs notifies 
you that it does not intend to make such information available for any reason, 
including (without limitation) costs, you shall be permitted to take such steps to 
achieve interoperability provided that you may only reverse engineer or 
decompile to the extent permitted by law. 

1.1.4 You shall not, nor permit any third party to copy (other than as expressly 
permitted herein), make error corrections to or otherwise modify, adapt or 
translate the Software nor create derivative works of the Software. 

1.1.5 You shall not rent, lease or lend the Software to any other person, nor 
transfer or sub-licence your licence rights to any other person. 

1.2 Server-Mode Use. You may use the Software on a Client Device or on or as 
a server ("Server") within a multi-user or networked environment ("Server-Mode") 
only if such use is permitted in the applicable price list or product packaging for 
the Software. A separate licence is required for each Client Device or "seat" that 
may connect to the Server at any time, regardless of whether such licenced 
Client Devices or seats are concurrently connected to or actually accessing or 
using the Software. Use of software or hardware that reduces the number of 
Client Devices or seats directly accessing or utilizing the Software (e.g., 
"multiplexing" or "pooling" software or hardware) does not reduce the number of 
licences required (i.e., the required number of licences would equal the number 
of distinct inputs to the multiplexing or pooling software or hardware "front end"). 
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If the number of Client Devices or seats that can connect to the Software can 
exceed the number of licences you have obtained, then you much have a 
reasonable mechanism in place to ensure that your use of the Software does not 
exceed the use limits specified for the licence you have obtained. This licence 
authorises you to make or download such copies of the Documentation for each 
Client Device or seat that is licensed as are necessary for its lawful use, provided 
that each such copy contains all of the Documentation proprietary notices. 

1.3 Volume Licences. If the Software is licensed with volume licence terms 
specified in the applicable product invoicing or packaging for the Software, you 
may make, use or install as many additional copies of the Software on the 
number of Client Devices as the volume licence terms specify. You must have 
reasonable mechanisms in place to ensure that the number of Client Devices on 
which the Software has been installed does not exceed the number of licences 
you have obtained. This licence authorizes you to make or download one copy of 
the Documentation for each additional copy authorized by the volume licence, 
provided that each such copy contains all of the Document's proprietary notices. 

2. Term. This Agreement is effective for one (1) year unless and until earlier 
terminated as set forth herein. This Agreement will terminate automatically if you 
fail to comply with any of the conditions, limitations or other requirements 
described herein. Upon any termination or expiration of this Agreement, you 
must immediately destroy all copies of the Software and the Documentation. You 
may terminate this Agreement at any point by destroying all copies of the 
Software and the Documentation. 

3. Support. 

(i) Kaspersky Labs will provide you with the support services ("Support 
Services") as defined below for a period of one year on: 

(a) payment of its then current support charge; and 

(b) successful completion of the Support Services Subscription Form as provided 
to you with this Agreement or as available on the Kaspersky Labs website, which 
will require you to produce the Key Identification File which will have been 
provided to you by Kaspersky Labs with this Agreement. It shall be in the 
absolute discretion of Kaspersky Labs whether or not you have satisfied this 
condition for the provision of Support Services. 

(ii) Support Services will terminate unless renewed annually by payment of the 
then current annual support charge and by successful completion of the Support 
Services Subscription Form again. 

(iii) By completion of the Support Services Subscription Form you consent to the 
terms of the Kaspersky Labs Privacy Policy which is attached to this Agreement, 
and you explicitly consent to the transfer of data to other countries outside your 
own as set out in the Privacy Policy. 

(iv) "Support Services" means 
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(a) Weekly updates of antivirus databases; 

(b) Free software updates, including version upgrades; 

(c) Extended technical support via E-mail and hot phone-line provided by Vendor 
and/or Reseller; 

(d) Virus detection and curing updates in 24-hours period. 

4. Ownership Rights. The Software is protected by copyright laws. Kaspersky 
Labs and its suppliers own and retain all right, title and interest in and to the 
Software, including all copyrights, patents, trademarks and other intellectual 
property rights therein. Your possession, installation, or use of the Software does 
not transfer to you any title to the intellectual property in the Software, and you 
will not acquire any rights to the Software except as expressly set forth in this 
Agreement. 

5. Confidentiality. You agree that the Software and the Documentation, including 
the specific design and structure of individual programs and the Key Identification 
File constitute confidential proprietary information of Kaspersky Labs. You shall 
not disclose, provide or otherwise make available such confidential information in 
any form to any third party without the prior written consent of Kaspersky Labs. 
You shall implement reasonable security measures to protect such confidential 
information, but without limitation to the foregoing shall use best endeavours to 
maintain the security of the Key Identification File. 

6. Limited Warranty 

(i) Kaspersky Labs warrants that for 90 days from first download or installation 
the Software will perform substantially in accordance with the functionality 
described in the Documentation when operated properly and in the manner 
specified in the Documentation. 

(ii) You accept all responsibility for the selection of this Software to meet your 
requirements. Kaspersky Labs does not warrant that the Software and/or the 
Documentation will be suitable for such requirements nor that any use will be 
uninterrupted and error free; 

(iii) Kaspersky Labs does not warrant that this Software identifies all known 
viruses, nor that the Software will not occasionally erroneously report a virus in a 
title not infected by that virus; 

(iv) Your sole remedy and the entire liability of Kaspersky Labs for breach of the 
warranty at paragraph (i) will be at Kaspersky Labs option, to repair, replace or 
refund of the Software if reported to Kaspersky Labs or its designee during the 
warranty period. You shall provide all information as may be reasonably 
necessary to assist the Supplier in resolving the defective item; 

(v) The warranty in (i) shall not apply if you (a) make or cause to be made any 
modifications to this Software without the consent of Kaspersky Labs, (b) use the 
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Software in a manner for which it was not intended or (c) use the Software other 
than as permitted under this Agreement; 

(vi) The warranties and conditions stated in this Agreement are in lieu of all other 
conditions, warranties or other terms concerning the supply or purported supply 
of, failure to supply or delay in supplying the Software or the Documentation 
which might but for this paragraph (v) have effect between the Kaspersky Labs 
and your or would otherwise be implied into or incorporated into this Agreement 
or any collateral contract, whether by statute, common law or otherwise, all of 
which are hereby excluded (including, without limitation, the implied conditions, 
warranties or other terms as to satisfactory quality, fitness for purpose or as to 
the use of reasonable skill and care). 

7. Limitation of Liability 

(i) Nothing in this Agreement shall exclude or limit Kaspersky Labs' liability for (i) 
the tort of deceit, (ii) death or personal injury caused by its breach of a common 
law duty of care or any negligent breach of a term of this Agreement, (iii) any 
breach of the obligations implied by s.12 Sale of Goods Act 1979 or s.2 Supply of 
Goods and Services Act 1982 or (iv) any liability which cannot be excluded by 
law. 

(ii) Subject to paragraph (i), the Supplier shall have no liability (whether in 
contract, tort, restitution or otherwise) for any of the following losses or damage 
(whether such losses or damage were foreseen, foreseeable, known or 
otherwise): 

(a) Loss of revenue; 

(b) Loss of actual or anticipated profits (including for loss of profits on contracts); 

(c) Loss of the use of money; 

(d) Loss of anticipated savings; 

(e) Loss of business; 

(f) Loss of opportunity; 

(g) Loss of goodwill; 

(h) Loss of reputation; 

(i) Loss of, damage to or corruption of data; or 

(j) Any indirect or consequential loss or damage howsoever caused (including, 
for the avoidance of doubt, where such loss or damage is of the type specified in 
paragraph (ii), (a) to (ii), (i). 

(iii) Subject to paragraph (i), the Kaspersky Labs liability (whether in contract, 
tort, restitution or otherwise) arising out of or in connection with the supply of the 
Software shall in no circumstances exceed a sum equal to the amount equally 
paid by you for the Software. 
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8. The construction and interpretation of this Agreement shall be governed in 
accordance with the laws of England and Wales. The parties hereby submit to 
the jurisdiction of the courts of England and Wales save that Kaspersky Labs as 
claimant shall be entitled to initiate proceedings in any court of competent 
jurisdiction. 

9. (i) This Agreement contains the entire understanding of the parties with 
respect to the subject matter hereof and supersedes all and any prior 
understandings, undertakings and promises between you and Kaspersky Labs, 
whether oral or in writing, which have been given or may be implied from 
anything written or said in negotiations between us or our representatives prior to 
this Agreement and all prior agreements between the parties relating to the 
matters aforesaid shall cease to have effect as from the Effective Date. Save as 
provided in paragraphs (ii) - (iii), you shall not have any remedy in respect of an 
untrue statement made to you upon which you relied in entering into this 
Agreement ("Misrepresentation") and Kaspersky Labs shall not have any liability 
to the other than pursuant to the express terms of this Agreement. 

(ii) Nothing in this Agreement shall exclude or limit Kaspersky Labs' liability 
for any Misrepresentation made by it knowing that it was untrue. 

(iii) The liability of Kaspersky Labs for Misrepresentation as to a 
fundamental matter, including a matter fundamental to the maker's ability to 
perform its obligations under this Agreement, shall be subject to the limitation of 
liability set out in paragraph 7(iii). 
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