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Dear Customer,

Thank you for choosing Kaspersky Anti-Virus to protect your computer
from viruses. We have worked hard to make this product meet the
highest possible standards and feel sure that you will find it efficient and
effective. By choosing our software, you acquire the unbeatable
protection against viruses.

Our company always seeks to make the software products more friendly
and easy-to-use while keeping their functionality at the same level.
Kaspersky Anti-Virus provides its users with the highly reliable anti-virus
protection, heuristic code-analyser, ability to check for viruses in all the
commonly used mail formats and compressed files, easy-to-use anti-
virus managing tools. Furthermore the user is provided with round-the-
clock technical support, information service, personal attention to every
client and immediate response to new viruses.

We highly appreciate your confidence in our product and hope you'll find
it fairly efficient and useful.

Kaspersky Labs




1. Kaspersky Inspector for

Windows

What is Kaspersky Inspector for Windows?
Distribution kit.

1.1. Features and function

Kaspersky Inspector™ (KAVI) is an integrity checker running
under Microsoft Windows 95/98/ME® or Microsoft Windows
NT/2000%.

Kaspersky Inspector checks disks for modifications in files and
directories. The program can be used as a supplementary anti-virus
program to monitor changes on the disk.

The program reduces the time you need to check your computer
using the KAV scanner, since now, your Kaspersky Inspector will
provide the scanner with information about the files that have been
changed or created, and the scanner will check for viruses in those
files only.
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While checking for changes on your disk the program collects the
data and saves it to the table. This table contains images of your
Master Boot and Boot records, the list of bad clusters, the schema
of your directory tree and information about every controlled file.

Kaspersky Inspector accesses your disks directly via the I0S
(Input-Output Supervisor) driver without using the conventional
methods (the 21h and 13h interrupts). This feature allows the
program to detect and kill even the most dangerous stealth viruses
that settle themselves in the computer memory and process those
vital for your computer interruptions.

Besides, Kaspersky Inspector remembers and, when started again,
checks the size of available DOS memory (most boot viruses
change the size of random access memory), and the quantity of
hard drives installed.

The main features of Kaspersky Inspector are the following:

v' accesses the disks directly via the 10S (Input-Output
Supervisor) driver, bypassing DOS resident viruses (boot
viruses in particular, since they intercept the 13h interruption
when the computer is booted).

v' allows to recover boot sectors on the disks.

v’ allows to check network and compressed drives.

v allows to read FAT12, FAT16, VFAT32, NTFS file systems
without using the corresponding OS functions.

v analyses files while searching for the identical change in their
sizes.

v' processes OLE2 documents (the Word, Excel and Access
documents).

v allows to recover DOS and Windows 95/98/NT executable files
(KAVI Cure Module provides this possibility).
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v allows to detect stealth viruses in the wild.

1.2. Features of Kaspersky
Inspector™ under
MS Windows NT

Due to architectural features of Microsoft Windows NT®, while
running in this environment Kaspersky Inspector does not check:

e debug registers;
e size of the available DOS memory.

Other functions of Kaspersky Inspector are performed under
Microsoft Windows in corpora.

1.3. New features of Kaspersky
Inspector 3.5

In this wversion we introduce new user interface
(see chapter Owmbka! UCTOUYHMK CcCbIKM He HawmgeH.). This
interface solution allows you to understand more clearly both the
hierarchy of general settings (see subchapter 6.1) and the hierarchy
of settings for various drive types (see subchapter 6.2).
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1.4. Distribution kit

1.4.1. What is in your KAV distribution kit
Your KAV distribution kit contains the following items:
e license agreement;

o sealed envelope with diskettes (or CD) containing the
program installation files;

e Kaspersky Inspector 3.5 User Guide;

e registration card.

"~/ Before you unseal the envelope with diskettes (or CD)
make sure to review thoroughly the license agreement.

1.4.2. License agreement

License Agreement is a legal agreement between you (either an
individual or a single entity) and the manufacturer (Kaspersky Labs
LTD) describing the terms on which you may employ this anti-virus
product.

—7 Make sure to peruse this LA!

If you do not agree to terms of this LA, Kaspersky Labs is not willing
to license the software product to you and you should return the
unused product to your KAV dealer for a full refund, but make sure
the envelope with CD (or diskettes) is sealed.

11
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IF YOU UNSEAL THE ENVELOPE IT MEANS THAT YOU
AGREED TO ALL THE LA TERMS.

1.4.3. Registration card

To register you must fill the detachable coupon of your registration
card (your full name, phone and e-mail address) and mail it to the
Kaspersky Labs legal dealer that sold this kit to you.

If your mail/e-mail address or phone number changed please notify
the entity to which you mailed the coupon.

When registered you obtain the status of Kaspersky Labs legal
customer and will be provided with the product support and anti-
virus database updates for the period of your subscription.
Furthermore Kaspersky Labs provides Kaspersky Anti-Virus
registered users with information about the new products released
by the company.

1.5. Help desk for registered
users

Kaspersky Labs offers a large service package enabling its legal
customers to employ Kaspersky Inspector efficiently.

If you register and purchase a subscription you will be provided with
the following services for the period of your subscription:

e anti-virus database WEEKLY updates;

e new versions of the Kaspersky Labs anti-virus software
provided on the FREE basis;

12
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e PHONE, E-MAIL or IN-OFFICE advising on matters
related to the operation of our anti-virus software;

e information about the Kaspersky Labs new products
and about new computer viruses.

/7 For more information about our services refer to your
README.TXT.

= Kaspersky Labs does not provide information related to
operation and use of your operation system, and various
technologies.

1.6. Information in the book

This book contains information on how to install, customise and
manage the software product, explains its basic concepts and the
way they can be applied, recommends how to manage and change
settings.

13



2.Installing Kaspersky
Inspector

Installing the program.
The KEY file.

2.1. Software and hardware
requirements
In order to install Kaspersky Inspector you need a system that

meets the following requirements:

e |BM PC (or 100% compatible computer) with the MS
Windows® 95/98/NT operation system pre-installed on
it;

e minimum 16Mb of RAM (32 Mb is advisable) for
Windows®95/98, and minimum 32 Mb of RAM (64 Mb
is advisable) for Windows NT®,

e minimum 5 Mb of free space on the hard disk.

14



KASPERSKY ANTI-VIRUS

2.2.

2.2.1.

Running setup wizard

Installing

& Toinstall the Kaspersky Inspector program on your
file server, follow the steps:

1.

Insert the supplied CD into the CD-ROM drive of your
computer.

. Start the Setup wizard program - setup.exe.

The Setup wizard will start (figure 1 and 2). Follow
instructions on your screen.

InstallShield Wizard

Kazpersky Antitinug Inspector Setup iz preparing the
 InstallShield® Wizard, which wil guide you through the rest of the
setup process. Please wait.

Figure 1. The InstallShield Wizard progress box

15
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Setup Wizard - Kaspersky™ Anti-Virus Inspector E

Welcome to the InstallShield Wizard for
Kaspersky™ Anhb-¥Yirus Inspector

The InstallS hield® wizard will install Kazpersky™ Antitinis
Ingpector on your computer. To continue, click Mext.

¢ Back Cancel

Figure 2. The Welcome wizard window

4. Read the window message and click the Next button
to continue the installation. The License Agreement
wizard window will appear on your screen (figure 3).

16
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Setup Wizard - Kaspersky™ Anti-¥irus Inspector

License Agreement

Flease read the following license agreement carefully.

Frezss the PAGE DO'WM key to see the rest of the agreement.

1-vE&R END USER LICENSE AGREEMENT ﬂ

MOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT
["AGREEMENT"]. FOR THE LICENSE OF SPECIFIED SOFTWwARE ["SOFTWARE™]
FRODUCED BY KASPERSKY LABS INTERMATIONAL LTD. ["KASPERSK:Y LABS").

BY CLICKING THE ACCEPT BUTTON OR INSTALLING THE SOFTWARE, v'OU

[EITHER AN INDIVIDUAL OF & SINGLE ENTITY] CONSENT TO BE BOUND BY AND
BECOME A PARTY TO THIS AGREEMENT. |FvOU DO MNOT AGREE TO ALL OF THE
TERMS OF THIS AGREEMEMNT, CLICK. THE BUTTON THAT INDICATES THAT wOU ;I

Do you accept all the terms of the preceding License Agreement? If you chooze Mo, the
zetup will cloze. Toinstall Kaspersky™ Anti-inug Inzpector, you must accept thiz agreement.

IrstallEhield

< Back Yes Mo |

Figure 3. The License Agreement wizard window

5. Review all the agreement terms. If they are
acceptable click the Yes button to continue the
installation. Click No to abort the installation if the
terms are not acceptable. If you accepted the terms,
the Customer Information wizard window will appear
on your screen (figure 4).

17
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Setup Wizard - Kaspersky™ Anti-Yirus Inspector

Customer Information

Pleaze enter pour information.

Flease enter your hame and the name of the company for wham pou waork.

User Mame:

Ilvan Pupkin

Company Mame:

|Philosoft

| FretalStield

< Back | Mext > I Caticel |

Figure 4. The Customer Information wizard window

6. Enter your name and your company name into the User
Name and Company Name text fields. Then click the Next
button. The Choose Destination Location wizard window will
appear on your screen (figure 5).

18
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Setup Wizard - Kaspersky™ Anti-Virus Inspector

Choose Destination Location
Select folder where Setup will ingtall files.

Setup will install Kazpersky™ Antitius [ngpectar in the fallowing folder.

Toinstall to this folder, click Next. Toinstall to & different folder, click Browse and select

another folder.
Destination Folder
’7 A AKaspersky Labhk azpersky Antiiruz Inspector Browse. . |
Irstallstield

< Back Cancel |

Figure 5. The Choose Destination Location wizard window

7. In this window you must select the destination location
for your Kaspersky Inspector software to be installed
into:

e Click the Browse button and use the
Choose Folder wizard window (figure 6) to
choose the folder.

e Click OK.
e In the Choose Destination Location wizard

window click the Next button to continue the
installation.

19
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Choosze Folder |

Pleaze chooze the installation folder.
Path:
Frogram FileshF.aspersky Lab\F.azpersky Anti-virug [nepector

Directaries:
=] Program Files ;I
&1 abouttime
&[] Accessories =
{:l Autopan
&1 Borland
] Chat
-] Common Files
11 Directx >
< I_'*I_I

] I OTraeHa |

Figure 6. The Choose Folders wizard window

8. In the Select Program Folder wizard window
(figure 7) you must select the Kaspersky Inspector
program group in the Windows Start menu. When
done, click the Next button to continue the installation.

20
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Setup Wizard - Kaspersky™ Anti-¥irus Inspector

Select Program Folder
Pleaze select a program folder.

Setup will add program icong to the Program Folder listed below. “vou may tppe a new folder
name, o gelect one from the existing folders list. Click Mest to continue.

Program Folders:

Ezisting Folders:

Diw'eb for Windows
EType Intermet Dialer
FAR manager
JanSoft

M cifes VinugScan
Mustek EPP Scanner
Mavizgoope

MBG Clean Registry
Martan Utilitie: Ll

L]

| FrztalStield

< Back | Mest > I Cancel |

Figure 7. The Select Program Folder wizard window

9. In the Key File wizard window (figure 8) you must
choose the name of your key file (see subchapter 2.3)
and the path to it. If the file is located in the folder you
are installing from, it will be displayed in the List of
key files to install list. If the file is located in some
other folder, click the Add button and select your file
in the Select Key File wizard window (figure 9). If
necessary, you can use more than one key file at a
time. After you specified all the key files that you want
to install, press the Next button to continue the
installation.

21
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Setup Wizard - Kaspersky™ Anti-Virug Inspector

Key File

Aydd the key files pou want toinstall to the list, delete the key files
wou do not want to install

Ligt of key files to ingtall

Bemove |

— K.ey file information

Mumber: - 0043-000040 -0000C0 34
Product license ; AYF Corporate Suite 1%
E spiration date; ; 16.05.01

< Back | Mest > | Cancel

Figure 8. The Key File wizard window

Select Key File

Daria: |4 36 [ | cf|

Hra dakina: IDDDDcdSei.key Otepeme I
Tun drarnoes: IKey File [ kew) j OtrieHa |
o

Figure 9. The Select Key File wizard window
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10.In the Start Copying Files wizard window (figure 10)
on your screen review and check current settings of
your Setup wizard. Click Next for the Setup wizard to
start copying files on your server, and then wait a
minute or two while the installation proceeds
(figure 11).

Setup Wizard - Kaspersky™ Anti-Virus Inspector

Start Copying Files

Review settings before copying files.

Setup has enough information to start copying the program files. 1F vou want to review or

change any seftings. click Back. |f you are satisfied with the settings, click Mext to begin
copyitg files.

Current Settings:

Uzer Information:
Mame:lwan Pupkin
Compary: Philozoft

Destination Folder:

C:\Progran Filestk.azpersky Labhk.aspersky Antivirus Inspector
C:\Progran FilezhConmman Files"AWP Shared Files

|cons Folder:
C: A4 IND OWSAT naeHoe meniohTporpardtaslskaspersky Antitinus -
K1 _'l_I
Irstallztield

Figure 10. The Start Copying Files wizard window
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Setup Wizard - Kaspersky™ Anti-Yirus Inspector
Setup Status

Faspersky™ Antiirus Inspector Setup iz performing the requested operations.

Installing:
C:4 A{01303480-C306-1103-BBEB-00C04F 475539 datal .cab

| 1%

[Frstal[Stield

Figure 11. The Setup Status wizard window

11.After the Kaspersky Inspector software has been
copied to your hard disk the InstallShield Wizard
Complete (figure 12) wizard window will be displayed.
For the software to be correctly installed on your
computer, check the Yes, | want to restart my
computer now check box and click the Finish button.

‘\“; Before you click the Finish button, make sure to exit all
Windows applications that are currently running.

24
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Setup Wizard - Kaspersky™ Anti-¥irus Inspector

InstallShield Wizard Complete

T

The IngtallShield Wizard has successfully installed Faspersky
Antivinuz Inspector. Before pou can uze the program, you
izt restart wour computer,

@& ez, | want bo restart my compuber now.

€ Mo, | will restart my computer later.

Remove any dizks from their diives, and then click Finish to
complete setup.

< Back | Firizh I Caticel |

Figure 12. The InstallShield Wizard Complete wizard window

2.2.2. Reinstalling

If when running the installation wizard finds a copy of Kaspersky
Inspector on your computer, the Welcome wizard window
(figure 13) with the following option buttons will appear on your
screen:

e Modify — adds new components to the package
components that have been installed on your computer
before.

o Repair — reinstalls all the package components.

o Remove — removes the Kaspersky Inspector copy
from your computer (see subchapter 2.2.3).

25
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To select one of the options you must enable the corresponding
option button and click the Next button.

Setup Wizard - Kaspersky™ Anti-Yirus Inspector

Welcome

b adify, repair, or remove the program.

‘welcome to the Faspersky™ Antiving Inspector Setup Maintenance program. This program
lets pou modify the curent installation. Click one of the options below.

o

Select new program components to add or select currently installed
COmMponents bo remave,

" Repair
ﬁ Reinztall all program components installed by the previous setup.

= Bemaove

FRemove allinstalled components,

| Frstal[Stield

< Back | Mest » I Cancel

Figure 13. The Welcome wizard window

If you selected to Modify the installed package and clicked the
Next button the Select Components wizard window (figure 14)
allowing you to choose exactly which components to install will
appear on your screen.

Select the components by checking the appropriate check boxes
and click the Next button. The following wizard windows will appear
on your screen one after another: Setup Status (see figure 11)
and InstallShield Wizard Complete (see figure 12). To move
from one wizard window to another click the Next button.

26
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Setup Wizard - Kaspersky™ Anti-¥irus Inzpector

Select Components

Chaooze the components Setup will install.

Select the components you want to install, and clear the components you do not want to
inztall.

Kazpersky Anti-irus lngpectar [ Diesein

K.azpersky Antivfinus Core Components K.aspersky Anti*/irus Inspectar
- iz a rewizor program that
monitar changes made to your
spstem.

Space Reguired on C: Ok
Space Available on C: 193600 kK
[retalStield

Mest > | Cancel |

Figure 14. The Select Components wizard window

If you selected to Repair the installed package and clicked the
Next button the Setup Status (see figure 11) and InstallShield
Wizard Complete (see figure 12) will appear on your screen one
after another. You can choose this mode if you accidentally deleted
some files belonging to Kaspersky Inspector

2.2.3. Removing

If by some reasons you want to remove Kaspersky Inspector from
your computer, select the Remove option button in the Welcome
wizard window (see figure 13) and click the Next button.

The wizard window asking you to confirm the removal (figure 15)
will appear on your screen. To start the process click the OK button

27
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in this window. The installation wizard will start removing files of
Kaspersky Inspector from your hard drive (figure 16).

If during the process of removal the wizard detects a file that can be
used by some other program on your computer, the wizard window
asking you to confirm deletion of this file will appear on your screen
(figure 17). To delete the given file click the Yes button in the
window.

Confirm File Deletion E3

['o pou want to completely remove the selected application and all of itz components?

S| B

Figure 15. The wizard window asking to confirm the program
removal

28
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Setup Wizard - Kaspersky™ Anti-Virus Inspector
Setup Status

Kazpersky™ Antivirus [nspector Setup is performing the requested operations.

rinztalling:
C:%Program Files\Comman FilesyaYP Shared Files\BVLOC.DLL

T

| FretallEtield

Cancel |

Figure 16. The Setup Status wizard window

Shared File Detected |

The file C:%Program Filez“Commaon FileshdW P Shared FilesaywpClnfo.dll may
no longer be needed by any application. *'ou can delete thiz file, but doing o
may prevent other applications from running corectly. Select Yes to delete
the file.

[ Don't display this meszage again. |

Yes Mo Cancel

Figure 17. The wizard window asking to confirm the file deletion
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2.3. The .KEY File

The file with .KEY extension is supplied with the Kaspersky
Inspector distribution kit. This file is a kind of your personal key that
contains the following housekeeping data which is required in order
for your Kaspersky Inspector to work correctly:

v

AR NEENERN

contact information of your Kaspersky Inspector vendor
(company name, address, phone numbers);

contact information of the Help Desk;
the software product release date;
validation that the program is a registered copy;

expiry date of your Kaspersky Inspector user license.

‘\": If no *.KEY file present in the directory where you installed

Kaspersky Inspector, the program will be running as a
demo version, what means that it will be not able to delete
viruses from infected files.

‘\": You must keep your *.KEY file safe. In order to protect

your *.KEY file it is strongly recommended that you back it
up.

30



3.The program’s

Operation Concept

Main concept of the program operation. The
checks performed.

While searching for modifications on a hard drive all disk inspectors
(also called CRC scanners or integrity checkers) utilise the same
algorithm. The program performs the following tasks:

1. calculates mathematical values known as checksums or
CRC values (for Cyclic Redundancy Code) for disk sectors
and files.

2. store these CRCs in a database (table).

3. whenever started up again the disk inspector recalculates
these values and checks them against the database.

The disk inspector also stores other information such as file sizes,
the latest modification date and time, file attributes and other details
that is required to recover modified (infected) files. The database
also contains comprehensive patterns of the hard disk Master Boot
Record and Boot sectors, a list of fail clusters, subdirectory tree and
other information about the objects inspected.

31



OPERATING CONCEPT

Besides, Kaspersky Inspector remembers and, when started again,
checks information about your operation system and the hardware,
i.e. the RAM capacity (checking for boot viruses) and the number of
your hard disks.

Kaspersky Inspector accesses the disks directly via the 10S (Input-
Output Supervisor) driver without using the conventional methods
(the 21h and 13h interrupts). This feature allows the program to
successfully detect and kill even the most dangerous stealth viruses
(see subchapter 3.3).

3.1. Checks that Kaspersky
Inspector performs

When started the first time KAVI collects the data about your RAM
capacity in DOS and the address of your INT 13h handler, then the
program saves this data in a special database (table).

When started up again KAVI:

e checks your RAM capacity in DOS and the address of
INT 13h handler.

e checks Master Boot and Boot records. The program
checks Master-Boot record while processing all the
logical drives. If the collected data doesn’'t match the
database, the program allows to recover the sector.
Besides you can use the built-in viewer to compare the
database data against the data collected by Kaspersky
Inspector during the check.

e checks numbers of the bad clusters. There are viruses
that mark a good cluster as the fail one and use it to
place their code or the data. If a new bad cluster is
detected KAVI informs your about this event.
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e checks the directory tree on your disk. The program
searches for directories that have been created or
deleted.

e checks the file structure of your disks. The program
searches for files that have been created, deleted,
renamed or changed. While checking files KAVI looks
for any modifications in their size, the date and the time
of creation and their CRCs.

Kaspersky Inspector analyses all changes detected and, if they do
not indicate a virus presence (for example, changes in the file size
are accompanied by the appropriate changes in the date and the
time this file was saved to the disk), the program will screen the
appropriate statistics window. But if Kaspersky Inspector detected
suspicious modifications that look like a virus manifestation, the
warning message will appear on your screen (see chapter 9).

3.2. Analysing changes on your
disk

All changes that have been detected by the program during the
check are analysed and divided into the following two groups:
harmless and suspicious. For example, if the contents of a file
changed, and the date and time when it has been created changed
also, it cannot indicate a virus presence. These changes are
harmless.

Anyway, KAVI provides you with information about all the changes
detected. You can view this statistics in the dialog mode and,
furthermore, you can save it to your hard drive in the form of a text
file. If the program detected any suspicious changes, it informs you
about the possibility that your computer is infected.

The following changes can indicate a VIRUS presence:
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¢ afile contents changed while the date and the time of
last modification remained the same (these changes
can indicate the presence of a file virus on your
computer);

e similar changes in the size of two or more files;

e the date and the time of last modification of a file are
not valid: the date is more than 31, the month is more
than 12, the year is more than the current one or the
time exceeds 59 minutes, 23 hours or 59 seconds
(some viruses use this method to mark infected files);

o afile registered in the list of unchangeable files is
changed;

e changes indicating presence of viruses infecting the
DOS kernel (the 10.SYS, IBMBIO.BIN and... files).

—7 Never ignore messages about changes detected on your
drive by Kaspersky Inspector (especially, if the changes
are suspicious). If the reason of the changes is unknown,
you must investigate it.

If the program messages contain technical information that you do
not understand, refer to a qualified expert or to the Kaspersky Labs
Help Desk department. ANYWAY, REMEMBER, THAT THESE
MESSAGES MUST NOT BE IGNORED!!
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‘\ DISREGARD OF THESE RECOMMENDATIONS MAY
RESULT IN INFECTION OF YOUR COMPUTER AND
INCREASES THE PROBABILITY OF DATA LOSS.

3.3. Searching for stealth
viruses

The term stealth describes viruses that use certain methods to
mask their presence in the system. To hide themselves they
intercept calls to infected objects and accordingly modify
appropriate data blocks so that these files and sectors in infected
system look like the virus-free ones. There are viruses using
various methods to hide themselves in a system and sometimes
these methods are extremely complicated. You should also know
that there are stealth viruses of all types, it means that file viruses,
boot viruses and macro viruses, they all can posses stealth
functions. For more information about stealth viruses refer to Virus
Encyclopaedia.

If a virus uses some methods to hide itself in a system, it cannot be
detected using the conventional anti-virus tools, because when
these tools open and read data from the file infected with a stealth
virus, it collects only the virus-free data and the virus code remains
unnoticed. To detect such a virus you must use the so called anti-
stealth technology (for example, direct reading of data from the
disk).

Kaspersky Inspector uses the most reliable anti-stealth methods,
what allows the program to efficiently detect both the well-known
and the unknown stealth viruses.

You must know that the ability to hide in a system turned out to be
the weak point of stealth viruses. We developed a method that,
though complicated, allows Kaspersky Inspector to detect
practically any stealth virus in a system. To detect a stealth virus the
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program checks contents of the boot sector or the suspicious file
using two different methods, and then compares the results.

The first method of reading is conventional and allows to read the
data via the operation system.

The second method of reading allows to read the data directly, i.e.
bypassing the operation system.

If a stealth virus is present in the system, the results of two checks
(using two different methods) will differ, since the virus can intercept
the conventional call only and cannot interfere in the direct reading
operation. The comparison technique based on this method is
implemented in Kaspersky Inspector (for details about how to
enable the anti-stealth mode see subchapter 6.2.5).

3.4. Deleting viruses using
KAVI Cure Module™

3.4.A1. KAVI Cure Module for Windows

KAVI Cure Module™ (KAVIC) is a built-in program module
(cure.dll) allowing to detect and delete computer viruses without
using the anti-virus databases.

The fundamental concept of KAVIC operation differs from that of
the anti-virus scanners (KAV®). The point is that KAVIC has some
information about the protected file, but knows nothing about the
virus. According to the Kaspersky Labs internal tests, KAVIC
completely recovered files in 96% of all cases (this statistics cannot
be considered as an axiom, results of the recovery procedure
depend on various external conditions). Thereby, KAVIC will allow
you to detect and delete most viruses whether they are known or
not.
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While running Kaspersky Inspector informs KAVIC about files that
have been created or deleted since the last check. In its turn,
KAVIC collects data that is required to recover the files.

The current KAVIC version allows to recover (cure) DOS and
Windows files (files with the EXE, COM, SYS, PRG, DLL, SCR,
OCX and etc. extensions).

3.4.2. KAVI Cure Module for DOS32

KAVI Cure Module for DOS32 (KAVICD32) is designed to recover
files corrupted or infected with a virus. KAVICD32 works in
combination with KAVl Cure Module (KAVIC) that is built in
Kaspersky Inspector.

Though KAVIC and KAVICD32 are two versions of the same
program the main difference between them is that KAVIC runs
under Windows 95/98/NT only and cannot recover certain files that
are locked by the operation system. In this case KAVICD32 will
help you. Since the program runs under DOS, you can use it in
those cases when you cannot launch your graphic operation
system.

While running KAVICD32 uses the tables developed by KAVIC as
the source of information about files and sectors, and compares this
data against the actual contents of files and sectors on your
computer. If the actual data mismatches the data in tables,
KAVICD32 will suggest to recover the file or sector containing
modifications.
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3.5. Checking the OS
parameters during the boot
(the KAVIBOOT.VXD driver)

The KAVIBOOT.VXD driver checks some parameters of your
operation system (Windows 95/98) while it is booted. The driver
checks:

¢ available DOS memory;
e Master-Boot record (MBR);

o the INT 13h handler addresses (reading/writing to the
disk).

Those checks allow you to detect a boot virus in your system.

While reading from sectors Kaspersky Inspector calls your BIOS
directly, bypassing the DOS handlers. Besides, the driver utilises a
special mechanism of protection from virus attempts to intercept the
data read from the disk.

This system of protection from interception can result in the driver
hang-up. But these cases are extremely rare. To eliminate such a
possibility the driver, when started the first time, automatically
checks itself for hang-ups.

If when you installed Kaspersky Inspector and restarted your
computer, the computer hung-up, you must restart it again. In this
case the driver will understand that the system was restarted after
the improper shutdown, and will not use these procedures again.
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4.Kaspersky Inspector
Interface

Features of the Kaspersky Inspector user interface.

4.1. Main window

If you start Kaspersky Inspector without using any command line switch
(see chapter 5) the program main window will appear on your screen (figure 18).
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% KAVILKLR - Kaspersky Anti-Virus Inspector
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Figure 18. The Kaspersky Inspector main window

In the program main window you will find the following items:
e menu-bar (see subchapter 4.2);
e tool-bar (see subchapter 4.3);
e icon-bar (see subchapter 4.4);
e work-area (see subchapter 4.5);

e status-bar (see subchapter 4.6).
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4.2. Menu-bar

Right below the main window title you can find a menu-bar (figure 19).
File Scan Tablez Toolz Help
Figure 19. Menu-bar

Use commands in these menus to initiate features that are available in your
Kaspersky Inspector. Table 1 below describes the menu commands.

Table 1. Manu commands

Menu Command What does it do
File Save profile as | Defines the current profile as to
default be loaded by default
Load profile Allows you to load settings from
one of the existing profiles (see
subchapter 6.3)
Save profile Saves settings that you selected

to the profile (see subchapter 6.3)

Save profile as | Allows you to save your current
profile under a different name

Unload Allows you to exit the program
Scan Start scan Starts the check (see
subchapter 5.3)
Stop scan Aborts the check
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Menu Command What does it do

Pause scan Pauses the check

Tables Create registry | Allows you to create a new

table registry table (see
subchapter 5.3.2)
Create disk Allows you to create a new disk
table table (see subchapter 5.3.2)
Tools Show report Loads the Report Viewer program
allowing you to view results of the
last check
Help Contents Displays the Help topics
About Displays the box containing

information about the program
developers, this version number
and your registration details

4.3. Tool-bar

Right below the main window menu-bar you can see a tool-bar (figure 20) that
contain buttons allowing to perform most frequently used functions of the program.

SEHE > E[RE|a
Figure 20. Tool-bar

Most buttons perform functions that may be also initiated with the appropriate menu
commands (see subchapter 4.2). If you place your mouse cursor on a tool-bar
button a tip with a name of the button will pop-up.
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Table 2 below describes the tool-bar buttons and the corresponding menu

commands.

Table 2. Tool-bar buttons

Button Command What does it do
= The Load profile | Allows you to load settings
command in the from one of the existing
. File menu profiles (see
Load profile subchapter 6.3)
= The Save profile | Saves settings that you
command in the selected to the profile (see
s i File menu subchapter 6.3)
ave profile
¥ The Save profile | Defines the current profile
as default as to be loaded by default
command in the
Sa;’e ?ts File menu
efau
» The Start scan Starts the check (see
command in the subchapter 5.3)
Start Scan menu
art scan
T The Pause scan Pauses the check
command in the
Pause scan Scan menu
m The Stop scan Aborts the check
command in the
Stop scan Scan menu
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Button Command What does it do
by Allows you to preview
current scan settings of the
Scan program
preview
The Show report | Loads the Report Viewer
command in the program allowing you to
Tools view results of the last
Report check
a The Unload Allows you to exit the
command in the program
File
Exit

4.4.

Icon-bar

Right below the tool-bar and at the left side of the main window you can see an

icon-bar.

This vertical bar contains five icons describing five groups of settings (see table 3).
To switch to a certain group of settings you must press the corresponding icon.

If you click your mouse right button in any place within the icon-bar the right-click
menu with the following two commands will appear on your screen:

e Small Icons — displays small icons in the bar;

e Large Icons — displays large icons in the bar.

Table 3. Icons in the icon-bar

Icon

What does it do
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Icon What does it do

E Allows you to change settings defining location
and objects to be scanned, and how your

Objects Kaspersky Inspector must treat infected objects.

This group of settings is represented by a certain
type of control — seftings’ tree of the objects’
hierarchy (see subchapter 6.2)

Allows you to define settings that are general for
all the objects to be scanned, and also the rules
according to which Kaspersky Inspector must
interact with other KAV modules (KAV Cure
Module and KAV32). Here you can also define
settings of the log file (see subchapter 6.1)

Displays a table with the program performance
statistics (see subchapter 7.1)

Allows to view modifications that Kaspersky
Inspector detected while checking the objects and
to make changes using the right-click menu (see
subchapter 7.2—7.5)

Allows to view modifications that Kaspersky
Inspector detected while checking the registry
files and to make changes using the right-click
menu (see subchapter 7.6)

Feqgiztny

4.5. Work-area

Right below the main window tool-bar and at the right of the icon-bar you can see
the main window work-area. This area occupies the major part of the main window.
Depending on the icon that you selected in the icon-bar the work area can show
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various group of settings. For more details refer to the corresponding chapters in
this book (see chapters 6 and 7).

4.6. Status-bar

At the bottom of the main window you can see a status-bar.

The status-bar displays information about the current status of the program, and
during the check you can see there the names of files that are currently checked.

4.7. Interface elements for programm
settings

The Kaspersky Anti-Virus interface uses the so-called Tree-Chart™ technology.

Tree-Chart™ is the universal technology of data presentation that is developed by
Kaspersky Labs experts for both beginners and advanced users. As provided by
this technology the entire data is presented in the form of a tree with conventional
controls as joints (buttons, drop-down lists, check-boxes and etc.).

This technology provides the clear and easy-to-understand picture of interrelations
between various settings and makes it easy to study the program.

"7 In this book all the controls are illustrated by the pictures. So that you may
see how do they look like in the program windows.
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4.7.1. Settings’ tree

Every joint in this tree may have branches. If the branch is visible the corresponding

joint looks similar to this EI and if the branch is hidden the corresponding joint will
change for

To change some certain setting you must make its branch visible.
To display and hide a branch you must use the following methods:

What to do How it might be done

To display a branch

—
The key on your keyboard.
(joint looks like ") yony y

The &: Ewpand

menu.

command of the right-click

The "*" key on your numerical keyboard(all branches of
the joint become visible).

To hide a bl:'anch The key on your keyboard.

(joint looks like =)

The = CH command of the right-click menu

The "=" key on your numerical keyboard (all branches of
the joint disappear from your screen).

4.7.2. Controls

To change settings you will use several types of controls:
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4.7.2.1. Check box
A check-box may be

[0 Mew directories
performed.

— unchecked meaning that this type of virus check will not be

Mew directories
virus check.

— checked meaning that the program will perform this type of

To check and uncheck a box you must use the following methods:

What to do How it might be done

To check the box The SPACE key on your keyboard.
The [4 Lheck command of the right-click
menu .

Click it with your mouse.

To uncheck the box The Space key on your keyboard.

The O Uncheck

menu .

command of the right-click

Click it with your mouse.
4.7.2.2. Option button
The option button is a member of the group. A group of option buttons may

consist of two and more buttons. You must use this group to select one of the
options. The option button may be:

Q Int13h  _gselected (enabled);
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@ Int13h _ geselected (disabled);

You can select only one option button from the group.

To select and deselect an option button you must use the following methods:
What to do How it might be done

To select the option The SPACE key on your keyboard.

button
The [4 Check command of the right-click

menu .
Click it with your mouse.

To deselect the option Select some other option button from the group.
button

4.7.2.3. Text field

To edit value of the text field you must use your keyboard. You may see the text
field current value enclosed with angle brackets at the right of the field name.

Table file name <KAVITAB> __ the text field.
To edit a text field value use the following methods:
What to do How it might be done

To edit the field Click with your mouse on the field icon.

value
The Modity command of the right-click menu .

The F2 key on your keyboard. The text field will change

its appearance for KAVITAR |
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After you finish editing the text field value press the ENTER key on your keyboard or
click with your mouse outside of this text field.

4.7.2.4. Input field defining the path to...

To edit value of the path field you must use the conventional Windows dialog
allowing to select the directory or file.

<] D:MProgram'Kaspersky Lab\Kaspersky Antiig Inspector the path input field.

To edit a path field value use the following methods:
What to do How it might be done

To edit the field Click with your mouse on the field icon.

value
The Modiy command of the right-click menu .

The F2 key on your keyboard.
4.7.2.5. Input field defining the number of ...
To input new value in the number field you must type it in from your keyboard or
use the courser controlling keys to change the current value. You may see the
number field current value enclosed with angle brackets at the right of the field

name.

Bl iflarger then <180> kb. __ 4 o \imber input field.

To edit a number in the field use the following methods:

What to do How it might be done
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What to do How it might be done

To edit the field Click with your mouse on the field icon.

value
The Modiy command of the right-click menu .

The F2 key on your keyboard.
4.7.2.6. Elements’ list

Elements' list combines many elements together (Figure 21). To browse the list you
must use the T and l keys on your keyboard. To automatically scroll down/up

the list you must use the CTRL+ T and CTRL+ l key combinations.

[I— Stable files

------ feee| COMEAMD.COM
------ =] KRML386.EXE
------ e KERMWEL32.DLL

------ L] EXFLORER EXE
------ e WIN.COM

------ iea| WINHLP32 EXE
------ iee| SYSTRAY.EXE

------ kea| INTERMAT EXE
------ L] NTOSKRMLEXE

Figure 21. Elements' list

4.7.3. Control indicators

When setting your anti-virus to check for viruses in the disk hierarchy you must use
the so-called Rules of Succession, i.e. if you define some settings for the My
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computer item (Figure 22), they will be automatically assigned for all disks on your
computer.

=M B My Computer
""" = (L]

Figure 22. Disk hierarchy

Some macro-instruction icons and control indicators completely depend
on those of the group. These macro-instructions inherit the group rule.
By default all the macro-instructions inherit the group rule.

Some macro-instruction icons and control indicators differ from those
of the group. These macro-instructions have their independent rules.

< To define some macro-instruction as having an independent rule you
need to assign to this macro-instruction a rule that is different from
that of the group or change its control indicator status.

Macro-instructions with independent rules may be restored to macro-
instructions inheriting the group rule.

Some macro-instructions may have icons and control indicator statuses
strictly independent from those of the group. These macro-instructions
have strictly independent rules.

< To define some macro-instruction as having a strictly independent
rule you need just to select the Set Strict command from the right-
click menu. In this case the macro-instruction control indicator
appearance will change for the red square with black tick.

@ To disable the status of strictly independent rule select the Remove
Strict command from the right-click menu.

Rules of macro-instructions with strictly independent rules are fully
independent from the group rule and control indicator status.
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The control indicator may look similar to the following:

Looks
like

Description

Meaning

A square with a tick
inside. The square may
be red or black.

The check mode is enabled.

The square is red — the inheriting mode is
disabled,

The square is black — the inheriting mode is
enabled.

A square with the tick
inside and the triangle in
the right-bottom corner.
The triangle may be red
or black.

The inheriting mode is enabled, but some
objects are excluded from the group and have
their own settings

The triangle is red — for one or more objects
the inheriting mode is disabled.

The triangle is black — for one or more objects
the rule is changed.

A square without the
tick and with the triangle
in the right-bottom
corner. The triangle may
be red or black.

The check mode is disabled, but for one or
more objects this mode is enabled.

The triangle is red — for one or more objects
the inheriting mode is disabled.

The triangle is black — for one or more objects
the rule is changed.
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5.Starting Kaspersky
Inspector

Varions methods to start your Kaspersky
Inspector. Available command line switches.

5.1. How to start the program

5.1.1. Starting the program using the
MS Windows Start menu

You can start KAVI using the Kaspersky Anti-Virus Inspector
command that was added to the Windows Start menu as a result of
KAVI installation on your computer.

To do it, you must click the Start button, point to Programs, point
to Kaspersky Anti-Virus, then point and click Kaspersky Anti-
Virus Inspector (figure 23).
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EE k.azpersky Ankiinusz i Fazpersky Antitirug [nspector

Figure 23. The Kaspersky Anti-Virus Inspector command in
the Kaspersky Anti-Virus program group

5.1.2. Starting Kaspersky Inspector from
the command line

When you start Kaspersky Inspector from the command line, you
can define or change its settings using available switches. In this
case the program command line will look similar to the following:

[Path to the file]KAVI.EXE [<switches>] <disk>
[<disk> ...]

&~ To start the program from the command line follow
the steps:

1. Click the Start button, and point and click the Run
command.

2. Enter the path to your Kaspersky Inspector module and
required command line switches in the Run dialog text field.

3. Click OK.
Available command line switches:

You can specify required command line switches in the command
line while starting Kaspersky Inspector. The switches must begin
from the characters - or / and can be entered using both small and
capital letters.

-cli<path>] allows you to save the check log to the directory
defined in this switch. For example, if you want to create a report
and place it into the KAVI folder that is located on the C: drive, you
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must specify the following switch in the command line: -
clc:\kavr\. If you defined no path when using this switch, the
report will be saved into the root directory of the disk checked by
your Kaspersky Inspector. If the log file already exists on the disk,
the report will be appended to the file contents. When you define
the path you can use long names for the folder, but in this case
make sure to enclose the path in quotation marks, i.e. the switch
can look similar to the following: -cl"c:\Kaspersky
Inspector"”. You can also save the report to a file without using
the -c1 switch. To do it, you can simply use the Report tool-bar
button.

-1[<path>] allows you to save the check log to the directory
defined in this switch. For example, if you want to create a report
and place it into the KAVI folder that is located on the C: drive, you
must specify the following switch in the command line: -
1c:\kavI\. If you defined no path when using this switch, the
report will be saved into the root directory of the disk checked by
Kaspersky Inspector. The -1 switch function looks very similar to
the function of the -c1 switch. The only difference is that, if the log
file already exists on the disk, the check log will overwrite the file
contents. When you define the path you can use long names for the
folder, but in this case make sure to enclose the path in quotation

marks, i.e. the switch can look similar to the following: -
1"c:\Kaspersky Inspector".

-d launches a check once a day.

-d1 the alternative switch to launch a check once a day. The
difference from the previous one is that if no suspicious changes
are detected on the disk the program will not update its tables and
will not screen the performance statistics window. But if KAVI
detected changes that can indicate a virus presence, it will inform
you about those changes. In this case the check statistics window
will be displayed on your screen.

-e do not mark table files as hidden.
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-f launches a fast check. Kaspersky Inspector will not
calculate CRCs, but will check files for changes in their size and
their date and time of last modification. In this mode the tables are
not updated. This switch is similar to the Fast check mode option
(see subchapter 6.1.3).

-i launches the info check. Kaspersky Inspector does not
update its tables when started in this mode. This switch is similar to
the Info mode option (see subchapter 6.1.3). You cannot use both
switches (-i and -d) in the same command line.

-nl do not lock the disk (when running in Windows 95/98 only)

-@<file> allows to create a file containing names of files
that have been changed or created (where <file> is the name of
this file). Later the KAVI scanner will use data from this file to
identify the files that must be checked for viruses.

-ti<time> delays the check. Kaspersky Inspector will start
checking disks within a certain period of time. The exact time must
be specified in seconds. You can specify the <time> value from 1
to 999. This switch is useful, if you launch a lot of programs while
starting Windows 95° or Windows NT®.

-a<time> maximum period of time during which the
performance statistics window must be displayed. The exact time
must be specified in seconds. You can specify the <time> value
from 1 to 999. This switch is used only for the checks performed
once a day.

-Stop<value> allows to disable some checks. The <value>
value must be calculated by summation of the following numbers:

1 — skips MBR;
2 — skips Boot record;

4 — skips bad clusters;
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8 — skips directories created;

16 — skips directories deleted;

32 — skips files changed;

64 — skips files created;

128 — skips files deleted;

256 — skips files moved to the other directory;

512 — skips files renamed;

4096 — skips available DOS memory;

8192 — skips quantity of physical disks;

32768 — skips debug registers

For example, if you want the program not to search for changes in
Master Boot Record and for the directories created, you must
specify the following command line switch: -stop9. This switch is
similar to the corresponding boxes checked in the program
graphical interface (see subchapter 6.1.4).

Suppose your program is located in the directory C:\KAVI, and you
want to start it once a day to check the disks C: and D:, and to save
the results in a file located in the directory CATEMP. Your
command line for Kaspersky Inspector must look similar to the
following:

C:\KAV\KAVI.exe -d ID:\Temp\ C: D:

where c:\kav\ is the directory where the program is located; -1 is

a switch enabling the program to save the results to a file located in
the directory D:\Temp; -d is a switch enabling the program to
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launch once a day; c: and p: are the disks that must be checked
for modifications.

5.1.3. Starting Kaspersky Inspector using
Control Centre

Kaspersky Inspector as well as all other programs included in the
KAV package can be started from Control Centre. Using your
Control Centre you can schedule KAVI to start at certain time
everyday or within certain periods of time.

5.2. Starting the program the
first time

When started the first time Kaspersky Inspector suggests to create
tables (figure 24) for every object that is checked (see
subchapter 6.2). These tables are critical for your KAVI operation,
that is why if the tables are not created, KAVI cannot check for
maodifications on your disks.

Kaspersky Anti-¥irus Inspector B
Cannot open table file for drive z [D:%\Program‘\K.azpersky Lab\Kaspersky Antiviruz Inspector\KavITAB_newz DAT]. Mo
table may have been created pet.

Create new table?
[

Figure 24. Suggesting to create the tables

For your Kaspersky Inspector to create the tables automatically,
click the Yes button. If you did it, the next time you will start KAVI,
the program will be able to detect modifications on your disks.
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5.3. Starting to check for
changes on your disk

5.3.1. Checking for changes on the disk

If in Control Centre you scheduled your Kaspersky Inspector to start
once a day or you started the program from the command line
using the corresponding switch (see subchapter5.1.2), then
everyday at the first start of your operation system Kaspersky
Inspector will be automatically launched to check for changes on
your disks (see subchapter 3.1).

If you want to check for modifications on your disks at any other

time, you must click the ) button in the main window tool-bar. In
this case the program will check for modifications in those objects
that are defined in its settings (see subchapter 6.2).

5.3.2. Creating new tables

Sometimes (for example, when you install new drives on your
computer or if the tables you had are corrupted or deleted) it is
necessary to create new tables.

To create new tables for your disk, first you must mark it in the
disks’ tree by clicking on it with your mouse (see subchapter 6.2),
then you must select one of the following commands from the
Tables menu:

Create registry table — creates new registry tables. If you select
this command the corresponding confirmation box will appear on
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your screen (figure 25). To confirm your selection click the Yes
button. After this, the new registry tables will be created.

Create disk table — creates new disk tables. If you select this
command the corresponding confirmation box will appear on your
screen (figure 26). To confirm your selection click the Yes button.
After this, the program will start creating new disk tables. Be patient,
the procedure of creation may take some time.

Kasperzsky Anti-¥irus Inspector

Registy table already exist.
Create new table?

Figure 25. Confirmation box to create new registry table

K.azpersky Anti-¥irus Inspector

Table for drive z [D:%Programkaspersky Lab\Kaspersky Antiins Inspectornewi Ay Inewz DAT] already exists.
Create new table?

Figure 26. Confirmation box to create new disk table

5.4. Starting to search for
stealth viruses

To start checking for stealth viruses in one or more objects (see

subchapter 6.2), you must check the corresponding box in the

Objects work-area of the main window (see subchapter 6.2.5) and

click the 4 button in the main window tool-bar.
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While running Kaspersky Inspector checks your Master Boot record
and Boot records of the logical disks, and also compares the file
sizes and CRCs detected via your operation system against their
actual sizes and CRCs calculated using the direct reading method.
If the results differ from each other, Kaspersky Inspector
immediately stops the check, so that the virus didn’t have any time
to infect other files and sectors, and screens the corresponding alert
message (for details about the messages see chapter 9).
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6.Customising Kaspersky
Inspector

How to customise your Kaspersky Inspector.
General settings. Settings for varions object

npes.

6.1. The Options work-area:
Selecting general options

To display general settings of your Kaspersky Inspector, you must

click the icon in the main window icon-bar (see
subchapter 4.4). After this, the general options tree will appear in
the main window work area (figure 27).
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% KAVI KLR - Kaspersky Anti-Virus Inspector
File Scan Tables Tool: Help

eEHV > e RBE] KAPIRIKY 2

‘wizard |
=

Objects
- Cure Moduls

E

£

E

= £
ﬁ [# - KAV options

£

Ei— Hepo[ts

Ei— Egnfigu[ation

=

- Mo changes reported

Optiohs

Ready | ﬁ

Figure 27. General options tree of the program

6.1.1. Using the wizard to define general
settings

In the upper-left corner of the options work-area you can see the
Wizard button. This is an easy-to-use tool that you can use to
define general settings of the program. You can use the wizard to
define and change the main settings only, other settings of the
program can be changed directly in the Options work-area
(see subchapters 6.1.2—6.1.7).
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F~  To define settings of the program using the wizard,
follow the steps:

1. Click the Wizard button.

2. The Check Mode wizard window (figure 28) will
appear on your screen. In this window you must select
one of the available check modes (for details about
the check modes see subchapter 6.1.2). Click the
Next button to move to the next window.

% Kaspersky Anti-Virus Inspector Wizard

Check Mode
Choose disk check mode.

The following disk check modes are available in Kaspersky Anti-inus [nspector:

MHaormal - calculate CRC. compare file attributes, update tables
Fazt - compare file attributes anly
Info - calculate CRC. compare file attributes

& Momal
" Fast
" Info

< Bach | Mext » |

Figure 28. The Check Mode wizard window

3. The File Types wizard window (figure 29) will appear
on your screen. In this window you can see the list of
file extensions that will be processed by Kaspersky
Inspector (for details see subchapter 6.1.3). You can
also edit this list:
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e To add a new value to the list click the Add
button. The Add extension dialog box
(figure 30). Enter the value in the Extension
text field, and use the CRC type drop down to
select how you want to calculate CRC for files
with this extension (for details see
subchapter 6.1.3). Then click the Add button.

[—7 To define a set of extensions in the Add extension text
field you can use the inquiry character (?) that denotes any
character. For example, the OV? value in the text field
denotes all files which extension begins from OV (OVL,
OVR, ...).

e Toremove a value from the list, highlight it in
the list by clicking on it with your mouse and
click the Delete button.

% Kaspersky Anti-Virus Inspector Wizard

File Types
Specify types of files to check.

The types of files that Kasperskp Antiinus Inspector will check are defined by extension. [n addition
to default types [COM, EXE. BIM, 5Y'S. BAT), vou can specify ather types of files.

0Cx
DRV
CPL
386 Default |
EdlflLB Delete |
HL?

po?

Add

Cancel

Figure 29. The File Types wizard window
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Add extension Ei |

E stenzion

CRC type

IND CRC check j

Fast EHE check
Full CRC check
Macro Fast CRC check
Macro Full CRC check,

Figure 30. The Add extension wizard window

4. Click the Next button to move to the next window. The
Interaction with KAV Scanner wizard window
(figure 31) will appear on your screen. In this window
you must specify the information that is critical for your
Kaspersky Inspector to interact with the anti-virus
scanner on your computer. In this window you will find
the following two input fields:

KAV Scanner executable file name — in this
field you must define the path to your KAV32
executable file. To do this, click the button at
the right of the field and select this file in the
dialog window on your screen;

Scan list file name — in this field you must
define the path to a file where Kaspersky
Inspector will store the list of modifications
detected in files (for details see

subchapter 6.1.6). To do this, click the button at
the right of the field and select this file in the
dialog window on your screen.
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% Kaspersky Anti-Virus Inspector Wizard

Interaction with KAY Scanner

K& Scanner executable file name:

IC:\ngram Files'\K.azperzky Lab\F.aszpersky Anti-virug Personalsbyp32 exe @l

Scan list file name:

IE:\PHDGHAM FILESHWKASPERSEY LABSMNSPECTORle_list.lst E’;l

< Back Catcel |

Figure 31. The Interaction with KAV Scanner wizard window

5. Click the Next button to move to the next window. The
Report (figure 32) wizard window will appear on your
screen. In the Report file name input field of this
window define the path to a file where Kaspersky
Inspector will store reports describing results of the
check. To do this, click the button at the right of the
field and select this file in the dialog window on your
screen.

6. When done, click the Finish button.
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% Kaspersky Anti-Virus Inspector Wizard

Report

Specify report file name.

Report file name:

CAPROGRAM FILESSWKASPERSKY LABMMSPECT ORMeport.ipt g”'l

<Back |i Fnish Cancel

Figure 32. The Choose Report file wizard window

6.1.2. Defining the location of working
files and folders. Check modes

SR8 Configuration (figure 33) — general parameters:

Table files base name — name of the file containing
the tables.
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‘\ The file name must not be longer than seven characters. It
is related to the following: the resulting name must look
similar to KAVITAB*.DAT, where * is the character
denoting the disk checked (e.g. C). Accordingly, only
seven characters of this name constitute the variable part.

==l Table files location — directory where the files with the
tables are located.

If you want to place KAVI tables into the root directory of
the disk checked, you can leave this field blank. If, by
some reasons, you do not wish to do this, you can
specify a directory where the program will place tables
for all the disks checked. Remember, that you cannot
use all kinds of removable disks to store the tables.

SR Working directories

| New Value — here you can specify directories where,
as you know, the modifications are frequent and that
must be ignored by Kaspersky Inspector.

To remove the value, highlight it (e.g. by clicking on it with
your mouse) and press the DELETE key on your
keyboard.

SES Check mode — here you must select the check mode for
the disks defined as to be checked by Kaspersky
Inspector:

& Normal — while checking in this mode your Kaspersky
Inspector is able to update tables of the disks that have
been checked (the tables are updated according to the
modifications detected);

& Fast — while checking in this mode your Kaspersky
Inspector does not calculate CRC values of the files. In
this case the file is considered by the program as
modified, if its size or/and the creation date (time) have
changed since the last check;

& Info — while checking in this mode your Kaspersky
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Inspector searches for modifications on the disk.

If you selected one of the last two check modes (Fast check
or Info) the program will not be able to update its tables.

Update tables automatically under Control Center — if
you check this box the program will automatically
update its tables after the check is completed. This
option is available only when the Kaspersky Inspector is
started from Control Centre (see subchapter 5.1.3).

[ Configuration

- - Tables

: T able files baze name <kAVITAR >
=] Table files lacation <>

[ Wdorking directonies

: - s Mew Walue

[E- Check mode <Momal:

Figure 33. The Configuration branch of the Options tree

6.1.3. File check parameters

- Files (figure 34) — settings defining how the program must
process files of different types.
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|_—;_| ......... - Files
[ — - Checked
#--[[7 D07 <Macro full CRC:
w--[[J OCX <Fast CRC:
ST = ' sl

i () Fast CRC

O FullCAC

w ) Macio fast CRC

‘o € Macro full CRC

| —— Stable

[ — Excluded

[Ea— Checked by default

------ B Minirmum dangerous file size change [byte) <1005

------ B Maximum dangerous file size change (byte) <10000:
------ B Dangerous number of files with similar size change <4»

Figure 34. The Files branch of the Options tree

SRS Checked — the list of extensions that will be processed by
Kaspersky Inspector. For every extension in the list you
must define how you want to calculate the CRC value.

New Value — here you can specify a value that you
want to add to the list

& No CRC — while checking files in this mode
Kaspersky Inspector will not calculate the files’ CRC
values. In this case the table describes only the size
and the creation date and time for this file.

& Fast CRC — this type of CRC value depends on the
internal structure of DOS and Windows executable
files, and while taking insignificant time allows you to
reliably control integrity of those files. It's strongly
advisable to enable this mode for the COM, EXE,
VXD, DLL, 386, CPL, SCR and other extensions of
executable files.

@ Full CRC — CRC is calculated along the entire file
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contents. This type of check allows total control over
the integrity of file, but it takes much more time than
the previous check type. This check is advisable for
files with the BAT and SYS extensions.

® Macro fast CRC — this type of CRC value depends
on the internal structure of macro documents
(Documents of Microsoft Word®, Microsoft Excel®
and Microsoft Access®) and allows reliable control
over the integrity of OLE2 documents. This check is
advisable for files with the DOC, DOT (DO?), XLS,
XLA, (XL?) and MDB extensions.

® Macro full CRC — this type of check allows the
calculation of CRC along all the macros at large. It
allows the most complete control over the integrity
of OLE2 documents.

/—7 Macro CRC checks are advisable only for files that contain
OLE2 macros. Currently this check mode supports the
following applications: Microsoft Word®, Microsoft Excel®
and Microsoft Access®.

To remove a value, highlight it (e.g. by clicking on it with
your mouse) and press the DELETE key on your
keyboard.
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[ Chiecked

=i D07 <Macro full CRC>
D MNoCRC

D FastCRC
) FulCRC
) Macio fast CRC
o {2 Macro full CRC
L7 «Macro full CRC:
MDE <Macro full CRC:
DLL <Full CRC>

7 W=D <Fast CRC>

206 <Fast CRC>

-[[J CPL <Fast CRC>
-[[J DRV <Fast CRC>
-[[J O <Fast CRCs

A7 Mew Walue

Figure 35. The Checked branch

= Stable (figure 36) — the list of files which contents must
not contain any modifications. Here you can define, for
example, your DOS files (Command.Com, NDos.Com,
and etc.), executable files of your file manager (Norton
Commander (NC.Exe) or Volkov Commander
(Vc.com)), files of your operation system (10.SYS,
IBMBIO.COM) and etc.

It's advisable that you specify files with various extensions in
the Stable list (COM, EXE, SYS).

==l New Value — here you can enter a new value.

To remove a value, highlight it (e.g. by clicking on it with
your mouse) and press the DELETE key on your
keyboard.
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o — Stable

...... 2] COMMAND.COM
...... =] KRNL38E.EXE
...... =] KERMEL32DLL

...... wa| EXPLORER EXE
...... wea] WIN.COM

...... waa] WINHLP32 EXE
...... wa] SYSTRAY.EXE

...... waa] INTERNAT.EXE
...... sl NTOSKRNLEXE

Figure 36. The Stable branch

- Excluded (figure 37) — the list of files to be excluded from

the check. Usually these are the files frequently
modified by some of your programs or by your
operation system. The swap file in Windows 95/98/NT
is the example of such a file.

2| New Value — here you can enter a new value.

To remove a value highlight it (e.g. by clicking on it with
your mouse) and press the DELETE key on your
keyboard.
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I Ewxcluded

...... a| PAGEFILE.SYS
...... =] SDRV.BIN

...... | EVPLIN

...... =] GBGLOB.INI
...... = FILES BES

...... wa| EfDATASF
...... w| WP ROOT SF
...... =] TREEINFOLNCD
...... ax| SWAPPER.DAT
...... aa| NCTMP.TMP

Figure 37. The Excluded branch

Checked by default (figure 38) — the list of extensions
that are checked by Kaspersky Inspector by default. For
these files you can only define how you want to
calculate their CRC values:

& No CRC check — while checking in files in this
mode Kaspersky Inspector will not calculate the
files’ CRC values.

& Fast CRC check — this type of CRC value depends
on the internal structure of DOS and Windows
executable files, and while taking insignificant time
allows you to reliably control integrity of those files.
It's strongly advisable that you enable this mode for
the COM, EXE, VXD, DLL, 386, CPL, SCR and
other extensions of executable files.

@ Full CRC check — CRC is calculated along the
entire file contents. This type of check allows total
control over the integrity of file, but it takes much
more time than the previous check type. This check
is advisable for files with the BAT and SYS
extensions.
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& Macro fast CRC check — this type of the CRC
value depends on the internal structure of a macro.

& Macro full CRC check — this type of check allows
the calculation of CRC along all the macros at large.

o Chiecked by default

- COM <Fast CRC:
) Mo CRC

------ () FastCRC

------ {) FulCRC

------ ) Macro fast CRC
b {3 Macro full CRC
[ — ExE <Fazt CRC»

[ — BIM <Fast CRC>

[ — Y5 <Fazt CRC»
E
E

- BAT ¢FUll CRCH
.............. 07 <Fazt CRC>

H
Figure 38. The Checked by default branch
El! Minimum dangerous file size change (figure 39) —
defines the dangerous change of a file size.

El' Maximum dangerous file size change (figure 39) —
defines the maximum change of a file size.

B Dangerous number of files with similar file size change
(figure 39) — defines the maximum quantity of files with
similar size changes.

-~ B! Minirmum dangerous file size change (byte] <1003
B Masimun dangerous file size change [byte] < 10000

- B! Dangerous number of files with similar size change <4>

Figure 39. Defining parameters of dangerous file changes
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6.1.4. These checks can be disabled

SR Not reported changes (figure 40) — the list of checks that
can be disabled. It means that you can enable your Kaspersky
Inspector to ignore:

Changes in Master Boot Record
Changes in boot record

New directories

Deleted directories

New files

Deleted files

Renamed files

Files moved to other directories
New bad clusters

Debug registers use
Changes in the number of physical disks
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‘\“: Attention!!! By checking a box on this branch you
DISABLE the corresponding type of check.

=

------ [0 Deleted directaries

...... O Mew files

------ O Deleted files

------ O FRenamed files

------ O Files moved to other directories

------ O Mew bad clusters

...... O Debug registers uze

...... O Changes in the number of physical disks

Figure 40. The Not reported changes branch

6.1.5. Selecting options for Cure Module

SR Cure Module (figure 41) — here you can define settings of
your Kaspersky Inspector Cure Module.

Use Cure Module — defines whether your Kaspersky
Inspector will use Cure Module or not.

- Tables — use this branch to define the type of tables
that your Cure Module must use:

® Large — large tables allow the highest probability of
file recovery (disinfecting), but occupy more disk
space and take more time for processing.

® Small — small tables speed up the module
performance.

- Curable file types — a list of file types that the
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program must be able to recover.

2| New Value — here you can enter a new value. You
are able to add only those extensions that are
included in the list of extensions checked by KAVI
(figure 35).

Table files base name — a name of the file containing
tables of your Cure Module.

The file name must not be longer than seven characters. It
is related to the following: the resulting name must look
similar to CURETAB*.DAT, where * is the character
denoting the disk checked (e.g. C). Accordingly, only
seven characters of this name constitute the variable
part.

El! Redundant search factor — a variable describing the
redundant search factor. This variable can posses the
values from 0 to 50. The factor that is more than 0 may
increase the quantity of files recovered but the module
performance will substantially slow down.

‘\": The value exceeding 10 is not advisable for this variable.

to enable your Cure Module to move files that it failed to
cure to the below directory.

2| yse this input field to define the directory to which
the incurable files will be moved.
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=z Cure Module
= IJze Cure Module
e Cure Module info
L::_| .............. Table=

...... @ Lage

------ ) Smal
[ Curable file tppes

Figure 41. The Cure Module branch

6.1.6. Selecting options for the anti-virus
scanner

=5 KAV Scanner (figure 42) — here you can define how your
Kaspersky Inspector must interact with the KAV32 scanner.

Use KAV Inspector info — while scanning for viruses the
scanner will consider the KAVI performance results.

£l Scan list file name — use the joint to define the file
where your Kaspersky Inspector will store a list of files
(created, modified, renamed and moved) to be checked
by the scanner. You must enter the file name and its
location in the below text field.

If you enter only the name for this file, it will be created
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in the directory where you installed KAVI.

""" KAV Scanner executable file name — use this joint to
define your KAV32 executable file. Enter the name of
your KAV32 executable file and its location in the below

text field.

Close KAV Scanner window after scan finished — if
checked, shuts down the scanner automatically after the
scanning is completed.

Run KAV Scanner minimized — if checked, minimises
the scanner to an icon, after it is started.

- KAV Scanner profile name — use this joint to define
the profile that must be used by the KAV32 scanner.
Enter the file name and its location in the below text

field.

[0 FRun K&Y Scanner minimized
[ o K. Scanner profile name

Figure 42. The KAV Scanner branch

6.1.7. Selecting options for the
performance report

""" Report (figure 43) — here you can define how your Kaspersky
Inspector must report its performance results.
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Make report — if checked, saves the KAVI performance
results to a file.

Append — if checked, appends new report to the log file
contents. If unchecked, overwrites the file contents with
a new report.

| Report file name — here you must enter the file name
and its location.

value defined below.

El' Maximum report file size is — here you must
define the maximum size of your log file.

[l Report

E -0 Append

“saa] Report file name <report.ipt>

= [ Limit size

E} b axirnum report file size iz <100 Kb

Figure 43. The Report branch

83



CUSTOMISING KASPERSKY INSPECTOR

6.2. The Objects work-area:
Selecting options for every
drive to be checked

6.2.1. Defining check parameters for hard,
network and logical drives

To define check parameters for your drives you must click the

=

=5l jcon in the main window icon-bar (see subchapter 4.4).
After this, the work-area will split into two parts (figure 44).

In the left part of the work-area you will see a list of drives that can
be checked, while in the right part you will see a settings’ tree.

By checking a box () in the drives’ list you will define the
corresponding drive as to be checked by your Kaspersky Inspector.

For every drive in the list you can define separate check
parameters.

The set of options that are available for an object in the list
completely depends on a type of this object. Objects located on
different levels of the drives’ hierarchy use different sets of options.

The maximum quantity of options is available for the My Computer
object (see subchapter 6.2.2—6.2.6).

For local hard drives of your computer you cannot enable
Kaspersky Inspector to check registry files (see subchapter 6.2.6).
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For logical and network drives you cannot define how your
Kaspersky Inspector will access those objects (see
subchapter 6.2.2), you also cannot define which elements of the
drive must be checked by Kaspersky Inspector (on these disks the
program is able to check for modifications in the directory structure
only) (see subchapter 6.2.3).

¥ KAVIKLR - Kaspersky Anti-Virus Inspector H= E
Fle Scan Tables Toolz Help

EEHE > | RE| A Ka{pziRiKY 2

= El Mol kornsoTep
= System [C:]
= Work [0]

My Computer

- Access mode <05 dependent>

- (& 05 dependent

- 3 Int 28h

-~ Int13h

0 105

Check on digk

Eoot sector

EBad clusters

Directory structure

= [ Check all files

) NoCRC

- {8y Fast CRC

- 3 FUll CRC

- (T} Macro fast CRC

- {3 Macra ful CRC

0O
o [ Only nev files

----- O Check working directories

----- O Save Cure Module infa

----- Check Registry

Ready [

N

Figure 44. Drives’ check parameters

6.2.2. Defining how to access a drive

=R Access mode — use this list of option buttons to define how
your Kaspersky Inspector must access the drive:

® 0OS-dependent — enables Kaspersky Inspector to access
the drive using your operation system. In this case you
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can check for modifications on your network drives. If
you defined this type of access for a drive, your
Kaspersky Inspector will be not able to check for stealth
viruses and to check boot sectors and bad clusters on
this drive.

@ Int 25h — enables Kaspersky Inspector to access objects
using the disk drivers (INT 25h). In this case the
program bypasses DOS and reads the disk sectors
directly, i.e. via the 25h interruption (disk absolute
reading). This mode can be used when checking for
modifications on drives compressed using such
programs as Stacker ver. 4.x or DriveSpace. The
compression programs described above are supported
by Kaspersky Inspector. Besides such disks are
displayed using special icons. If you use other
compression programs, that are not supported by
Kaspersky Inspector, you must define the access mode
to the compressed disk as INT 25h.

@ Int 13h — enables Kaspersky Inspector to access objects
using INT 13h. In this case the program reads the disk
directly via BIOS (the 13h interruption). You can use
this mode when checking for modifications on the
physical drives only, i.e. in partitions of a fixed disk.

& 10S — enables Kaspersky Inspector to access objects using
IOS (IO Supervisor). In this case the access type is
determined by the following rules: if the 32-bit access to
disk (VFAT ("Dragon") drives) is used or the protected-
mode disk compression software is running
(DriveSpace) or the access to disk is implemented via
Real Mode Mapper, the program calls the 32bit disk
access driver (I0S) directly. Otherwise the program
accesses the disk via INT 13h or the disk driver. In
other words, in almost all the cases Kaspersky
Inspector will access the drive via IO Supervisor. This
option is available in Windows 9x only.
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6.2.3. Items to be checked on the drive

SR Check on disk — here you can define items that must be
checked on the drive:

Boot sector — allows you to disable the check of boot
record on the drive. It is useful, for example, for drives
that have been created using the Stacker program
(drive compacting system), since this program
constantly modifies contents of the boot record.

Bad clusters — allows you to enable/disable the check for
new fail clusters on the drive.

Directory structure — allows you to enable/disable the
check for modifications in directory structure on the
drive (detection directories that have been created or
deleted).

6.2.4. Defining how to calculate CRC
values

Inspector to check every file on the drive. This branch options are
independent from those in the general settings’ tree (the Options
Icon).

The list of option buttons allows you to select how to calculate CRC
values for the files:

& No CRC — while checking in files in this mode Kaspersky
Inspector will not calculate the files’ CRC values. In this
case the table describes only the size and the creation
date and time for a file.

& Fast CRC — this type of CRC value depends on the internal
structure of DOS and Windows executable files, and
while taking insignificant time allows you to reliably
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control integrity of those files. It's strongly advisable to
enable this mode for the COM, EXE, VXD, DLL, 386,
CPL, SCR and other extensions of executable files.

@ Full CRC — CRC is calculated along the entire file contents.
This type of check allows total control over the integrity
of file, but it takes much more time than the previous
check type. This check is advisable for files with the
BAT and SYS extensions.

& Macro fast CRC — this type of CRC value depends on the
internal structure of macro documents (Documents of
Microsoft Word®, Microsoft Excel® and Microsoft
Access®) and allows reliable control over the integrity of
OLE2 documents. This check is advisable for files with
the DOC, DOT (DO?), XLS, XLA, (XL?) and MDB
extensions.

& Macro full CRC — this type of check allows the calculation
of CRC along all the macros at large. It allows the most
complete control over the integrity of OLE2 documents.

[~/ Macro CRC checks are advisable only for files that contain
OLEZ2 macros. Currently this check mode supports the
following applications: Microsoft Word®, Microsoft Excel®
and Microsoft Access®.

6.2.5. Checking for stealth viruses

= Check for stealth viruses — this joint allows you to check for
stealth viruses on the drive:

All files — if checked, enables Kaspersky Inspector to
check for stealth viruses in every file on the drive.

Only new files — if checked, enables Kaspersky Inspector
to check for stealth viruses in new files only.
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&\; Kaspersky Inspector does not check for stealth viruses
on drives that are accessed via the operation system (the
0OS-dependent access mode) .

6.2.6. Advanced settings

Check working directories — if checked, enables the program
to check working directories on this drive.

Save Cure Module Info — if checked, supports Cure Module
performance for this drive.

Check Registry — if checked, enables the program to check
registry files on this drive.

6.3. Saving and loading settings

You can save all settings (see subchapter 6.1 and 6.2) to a special
file with the *.klr extension.

¥~ To save all current settings to the hard drive of your
computer, follow the steps:

1. Select the Save profile as command from the File
menu.

2. In the Windows dialog box on your screen define the
name and the location of a file where you want to
save the settings.

3. Click the Save button.
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&~ Toload settings from a file, follow the steps:

1. Select the Load profile command from the File
menu.

2. In the Windows dialog box on your screen define the
name and the location of a file that contains the
required settings.

3. Click the Open button.




7.Viewing Check Resuits

Viewing your Kaspersky Inspector performance
report. Actions that you may take, if the program
detected changes on your disk.

7.1. The Statistics work-area:
Viewing Kaspersky Inspector
performance statistics

To view your Kaspersky Inspector performance
statistics, follow the steps:

1. After a check procedure is launched, click the &
icon in the main window icon-bar.

2. The statistics window (figure 45) allowing you to
monitor the check will appear in the main window
work-area.
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% KAVLELR - Kaspersky Anti-Virus Inspector

File Scan Tabler Tool: Help
BEHM >»n e B KAJPZR{ICY 2
Title | State [ Infa |
Checking drive: 0
Access ype: Scanning [Using Int 13h access mode)
Dizk. analysiz Passed
iBad cluster check Pagsed
File analysiz wiorking
MESSAGES.TEE (][] g

Figure 45.The performance statistics window

7.2. The Disks work-area:
Viewing changes detected

After a check is completed the program will inform you about this
and will suggest to display the statistics of modifications detected
(Figure 46).

To display the window containing the statistics of modifications
detected during the check, click the Yes button in the confirmation
dialog box.
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K azperzky Anti-Yirus Inspector Ed

Digk zcaning complete switch to result window?

[T Mewver ask it again

Figure 46. The confirmation dialog box to display the statistics
of changes detected

After this, the modifications’ statistics window will appear in the
main window work-area (Figure 47).

‘\ If while checking your disks the Kaspersky Inspector
detected modifications that may indicate a virus
manifestation, before displaying the list of all modifications
on your disks, the program will screen a warning message
and a list of suspicious modifications (See chapter 9).

The modifications’ statistics window displays the following
information about modifications detected: the quantity of files
modified, deleted, renamed, moved and created; the quantity of
directories created and deleted; information about modifications in
your Master Boot and Boot records. To see more details about a
certain type of modifications, click the Details button at the right of
the required list entry.
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% KAVLELR - Kaspersky Anti-Virus Inspector | _ (O] x|
File Scan Tables Tool: Help
= =R ST R =R KAJPIR)ICY 2
Results | Tree viewl
Master Boot Record: not changed Detals... |
Boot sector: nat changed Details... |
Files scanned: 361
Changed: ] Details...
New: 348 Details...
Deleted: 1 Details...
W oved: ] Details...
Renamed: 1 Details...
Directories scanned: B2
Mew: 16
Deleted: 1 Detai
Moved: 1 Details...
Don't updatel Update |
That'z all /ﬁl

Figure 47. The statistics of modifications detected

If necessary, you can view all the modifications detected in the form
of atree. To do it, switch to the Tree view tab (figure 48).

On this tab page you can use the right-click menu commands to
work with files and folders in the tree (see subchapter 7.3).
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% KAVIKLR - Kaspersky Anti-Virus Inspector
File Scan Tablezs Tool: Help

BEHM > m B

IS=1 E3

KAJPIRYIKY 2

Resultz  Tree wiew |

28 Z

|»

#-fg ALADDIN
Bl Asp
S Ishodnik

18 ph_adv.bmp 05-09-1999 20:46:58
2 ph_note BMP 05-03-1999 20:47.02
2 ph_proc BMP 05-03-1999 20:58:15
42 ph_warnH.bmp 05-09-1999 20:47:38
LB ph_warnl.bmp 05-09-1999 20:47:42

Asplld12.zip 19-12-2000 024516

B Lerwazip 23102000 19:44:26
B churki.zip 03-09-2000 23:35:30
A8 churkiz doc 04-12-2000 14:453:30
#-fg Dic

Tree loading done Cancel

Don'tupdatel | Update I

That's all

Y.

7.3.

Figure 48. The modifications-detected tree

The Disks work-area:

Working with modifications
detected

To see more details about a certain type of modifications detected,
display the modifications’ statistics window and click the Details
button at the right of the required list entry.

After this, the window containing the list of modifications will appear
on your screen (figure 49).
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I arne Size Time D ate o
Zhazphlshodnikhiconssph_not... 4048 20:47:02  05-09-1999 _
Zhdzphlshodnikhiconsiph_pro.. 4000 205818 05-09-1999
Zhdzphlshodnikbiconsiph_wa... 4048 20:47.38 05091999
Zhazphlshodnikhiconsiph_wa... 4048 20:47:42 05091999
ZMCognhchurkizip 23158 233330 03-09-2000
ZMCogrhchurki2 doc 334595 14:43:30  04-12-2000
ZMCogntLenya.zip 22431 194426 2310-2000
ZMCogntObuchheg_strzip NT0z 231256 04-10-2000
ZMCogrtObuckhFIMALYSEO... 926449 15:34:04 18-11-2000
ZMCogrhObuckhFIMALYSerge.. 2BBF79 153242 18-11-2000
ZhDichdic.aRd 2008750 05:55:06  13-02-2000
ZMNFrontPagehfi_page.AR.) 23363 174442 04-03-2000
ZMFrontPagehfrom_ser.doc 280064 011352 08-03-1999
Zhglebd\Monitor_Guide.doc 1482240 15:43:24  19-01-2001
Zhglebh2hsnmonitar, CHT 2982 18:25:56  20-11-2000
Zhgleb 2ASHNMOMITOR HLP 7598398 17:06:06  11-01-2001
Zhgleb\Monitor_Guide. exe I62400  0F04:16  03-02-2000 LI

Figure 49. The list of new files detected

Kaspersky Inspector allows you to work with the following types of

modifications in the statistics window:

o files changed — the Change entry in the Files

scanned section;

o files created — the New entry in the Files scanned

section;

o files moved — the Moved entry in the Files scanned

section;

o files renamed — the Renamed entry in the Files

scanned section;

o directories created — the New entry in the Directories

scanned section.
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All other types of modifications cannot be edited.

7 To edit modifications described above you must use

commands in the right-click menu.

While working with files that have been modified or created you
can use the following commands:

Delete — deletes the file.

Add to exclude list — adds the file to the list files
excluded from the check (see subchapter 6.1.3).

Add to stable list — adds the file to the list of files which
contents must not contain any modifications (see
subchapter 6.1.3).

Check with KAV — checks the file using your KAV
scanner (see subchapter 6.1.6).

Check all with KAV — checks all files in the list using
your KAV scanner (see subchapter 6.1.6).

Renamed or moved files can only be deleted. To do it, select
the Delete command from the right-click menu.

While working with directories that have been created you can
use the following commands:

Check with KAV — checks the directory using your KAV
scanner (see subchapter 6.1.6).

Check all with KAV — checks all directories in the list
using your KAV scanner (see subchapter 6.1.6).
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7.4. The Disks work-area:
Master Boot Record details

If your Kaspersky Inspector detected modifications in the Master
Boot record of your computer a virus warning box with
corresponding information will appear on your screen
(see chapter 9).

To see the details of modifications detected in MBR, click the
Details button at the right of the Master Boot Record entry in the
statistics window.

The Master Boot Record details box (figure 50) will appear on
your screen.

In this box you can see which fields of the of the partition table have
been modified. Usually viruses do not change the partition table,
they change the loader. But there are some computer viruses that
change the initial address of active partition, leaving the loader
unchanged. Besides when you change your operation system (or
the version of your operation system) the loader also changes.
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&‘; Attention!!! If your Kaspersky Inspector detected
modifications in MBR, it’s strongly advisable that you
investigate the cause!

x|
Previous state
F.. Start | End|  FileSystemType | Size | Shift |
80h 14140 25476344 6 0262 B3
ih 04175 254/63/1023 15 59938515 80325
Oh 04040 04040 0 ] 0
Oh 04040 04040 0 ] 0
Current state
F.| Start | Erd|  FileSustemType | Size | Shift
80h 14140 25476344 6 60262 B3
ih 0415 2547631023 15 59938515 80325
Oh 04040 04040 0 ] 0
Ok 0400 000 i i i

DOS loader state: changed

Figure 50. The Master Boot Record details box

7.5. The Disks work-area: Boot

Record details

If your Kaspersky Inspector detected modifications in the Boot
record of your computer a virus warning box with corresponding

information will appear on your screen (see chapter 9).

To see the details of modifications detected in BR, click the Details
button at the right of the Boot sector entry in the statistics window.

The Boot Record details box (figure 51) will appear on your

screen.
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In this box you can see which fields of the BIOS Parameter Block
(BPB) have been modified. Usually viruses do not change BPB,
they change the loader (frequently they change the JMP to loader
and the OS manufacturer name). Besides when you change your
operation system (or the version of your operation system) the
loader also changes.

‘7‘: Attention!!! If your Kaspersky Inspector detected
modifications in BR, it's strongly advisable that you
investigate the cause!

Property Previous state Current state
JHP ta loader EE 5840 EB 5840
DOS wendar label M5S0055.0 MSO0SE.0
Sector zize 12 12

FAT count 2 2

Roat entries count 1] 0

Tatal zectors 1] 0

Byte media dezcriptor Fah F&h

sectors count in FAT 197 4197
Sectors per track B3 B3

Head: count 255 285

Hidden sectors count B3 B3

Tatal zectors 4305357 4305357
Phyzical media number a0k 20k
Extended BFE 29k 29h

tedia zerial number -AR33T3ET1 453373671
Yalume label MO NARME WIRUS
File zpstem type FAT32 FAT 32
D05 loader CHaMGED

Figure 51. The Boot Record details box
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7.6. The Registry work-area:
Viewing modifications in
registry files

If you pre-set the program to check the computer registry files (see
subchapter 6.2.6), you can view the list of modifications detected by

Fegizstry

clicking the icon in the main window icon-bar. The
statistics of modifications detected in your system registry will
appear in the main window work-area (figure 52).

If necessary, you can view all the modifications detected in the form
of atree. To do it, switch to the Tree view tab (figure 53).

To view the list of registry keys that have been modified, created or
deleted, click the Details button at the right of the list entry which
details you would like to see. The information box listing
corresponding modifications will appear on your screen (figure 54).

Kaspersky Inspector checks for modifications in those keys of your
computer registry which function is to automatically launch
programs. Below you can see the list of main program-launching
keys:

HKEY CURRENT USER\Software\Microsoft\Windows\Current
Version\Internet Settings\Zones

HKEY CURRENT USER\Software\Microsoft\Office\8.0
HKEY CURRENT USER\Software\Microsoft\Office\9.0

HKEY CURRENT USER\Software\Microsoft\Windows\Current
Version\Run

HKEY CURRENT USER\Software\Microsoft\Windows\Current
Version\Runonce
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HKEY CURRENT USER\Software\Microsoft\Windows\Current
Version\Runonceex

HKEY CURRENT USER\Software\Microsoft\Windows\Current
Version\Runservices

HKEY CURRENT USER\Software\Microsoft\Windows\Current
Version\Runservicesonce

HKEY LOCAL MACHINE\Software\Microsoft\Windows\Curren
tVersion\Run

HKEY LOCAL MACHINE\Software\Microsoft\Windows\Curren
tVersion\Runonce

HKEY LOCAL MACHINE\Software\Microsoft\Windows\Curren
tVersion\Runonceex

HKEY LOCAL MACHINE\Software\Microsoft\Windows\Curren
tVersion\Runservices

HKEY LOCAL MACHINE\Software\Microsoft\Windows\Curren
tVersion\Runservicesonce

HKEY LOCAL MACHINE\Software\Microsoft\Windows
NT\CurrentVersion

HKEY CURRENT USER\Software\Mirabilis\ICQ\Agent\Apps
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% KAVLEKLR - Kaspersky Anti-¥irus Inspector

File Scan Tables Tools Help

SEHE[rn m B a KAJPzIRfIcY 2

Results | Tree view

Registry
Changed entries: 0 Dretailz..
Mew entries: 2

Deleted entries: ] Dietails

Don't update Update |

That's all [ él

Figure 52. The statistics of modifications detected in the registry

% KAYIKLR - Kaspersky Anti-Virus Inspector [_ O] ]
File Scan Tables Tools Help
SEHM (B KAJPR]icY 3
Fesults Treewewl
=-fg HKEY_CURRENT_USER
S| Software
- Microsalt
. Eefl Windows
&-ig [l
=-fg Fun
“-[ab Hosbii napavetp #1[wA1)
=g Mirabilis
=g 10U
E-fF Agent
S-fF Apps
[ Hosbii napatetp #1
Don't update Update I
That's all [ A

Figure 53. The registry modifications tree
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¥ Deleted registry entry E
Mame Type Size Reqisty Path
Hoeelf napar... REG_S5Z 18 HEEY_CURRE...

Figure 54. The list of registry keys that have been deleted

7.7. Disks and Registry work-
areas: Allowing/prohibiting to
change KAVI tables

While checking your computer Kaspersky Inspector detects
modifications in files, directories and the system registry. If you want
to apply these modifications to the Kaspersky Inspector tables, use
the Update buttons in the corresponding statistics windows
(see figure 47 and 52). After this all the modifications detected
during the check will be adopted to the tables and, when launched
the next time, your Kaspersky Inspector will compare the check
results against the updated data.

If, by some reasons, you want to keep the Kaspersky Inspector
tables unchanged use the Don't update buttons in the
corresponding statistics windows (see figure 47 and 52). In this
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case, when started the next time, your Kaspersky Inspector will
detect those modifications again.
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8.Running KAVI Cure
Module for DOS32

KAVT Cure Module for DOS32.
Launching, creating a Cure diskette.

8.1. KAVI Cure Module for
DOS32

KAVI Cure Module for DOS32 (KAVICD32) is a DOS version of
the Kaspersky Inspector cure module that is designed to recover
files and sectors corrupted or infected with a virus. KAVICD32
works in combination with KAVI Cure Module (KAVIC) that is built in
Kaspersky Inspector.

—7 KAVICD32 is very useful if you cannot boot your operation
system the usual way, because of the virus that infected
your system files.

Though KAVIC and KAVICD32 are two versions of the same
program the main difference between them is that KAVIC runs
under Windows 95/98/NT only and cannot recover certain files that
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are locked by the operation system. In this case KAVICD32 will
help you. Since the program runs under DOS, you can use it in
those cases when you cannot launch your graphic operation
system.

While running KAVICD32 uses the tables developed by KAVIC as
the source of information about files and sectors, and compares this
data against the actual contents of files and sectors on your
computer. If the actual data mismatches the data in tables,
KAVICD32 will suggest to recover the file or sector containing
modifications.

8.2. Launching KAVI Cure
Module for DOS32

First, you must reboot your computer (it's advisable that you shut off
the power before restarting) using a virus-free cure diskette.

7 When you run the KAVI installation program, it suggests
to create the boot-cure diskette. If you didn’t create this
boot diskette during the installation, you can do it now
(for details see subchapter 8.3).

—7 Some memory resident viruses can survive a warm
(CTRL+ALT+DEL) restart. Therefore, it's advisable that
you shut off the power before restarting. We also suggest
you check the CMOS setup features for any unauthorised
changes, since some viruses have the ability to change
the CMOS settings and therefore affect how the system
boots. If the CMOS setup options were changed you
should restore these first before rebooting.

Next, you must start the KAVICD32 executable file on your cure
diskette (figure 55).

Your command line must look similar to the following:
KAVICMD.EXE <path to the directory where your
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KAVI was installed> <disks to be checked> <name
of the file with messages in your language>

For example:
KAVICMD.EXE c:\KAVI — checks all the drives;
KAVICMD.EXE c:\KAVI c: — checks the C drive;

KAVICMD.EXE c:\KAVI KAVIcmd.lng— checks all the
drives while screening messages located in the KAVICMD.LNG
file.

AVPI Cure Module for DOS

File
D:~BIN~32RTM.EXE
was changed. What we going to do?

e kPt g Gwesll y Skipall g

Figure 55. KAVI Cure Module for DOS at work

8.3. Creating Cure diskette

If, by some reasons, you cannot use the cure diskette that was
created by the Kaspersky Inspector installation program, or you
didn’t create the one during the installation, you must create the
cure diskette now. In this case, you will be able to boot your
computer using a virus-free operation system.

Make sure to place the system drivers and the files principal for
your KAVICD32 operation on this diskette.
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%~ To create the cure diskette, follow the steps:

1. Create the start-up diskette.

For example, in Windows 95/98 you can do it from
Windows Explorer. Insert a clean diskette in the floppy
disk drive of your computer. Start Windows Explorer,
and click your mouse right button in the A: drive. Select
the Format from the right-click menu, then select the
Copy system files option in the dialog box on your
screen and click the Start button. Then wait a minute or
two while the system formats the diskette and copies

the system files to it.

. Copy the Himem.sys and the Smartdrv.exe files to the
system diskette (usually these files are located in the
directory where you installed Windows 95/98).

. Create the Config.sys file on the diskette. The file, for
example, can contain the following strings:

DEVICE=A:\HIMEM. SYS
FILES=30

DOS=HIGH

BUFFERS=40

. Copy the Autoexec.bat file to the diskette. The file, for
example, can contain the following strings:

@ECHO OFF
smartdrv.exe

kavicmd.exe c:\kavi kavicmd.lng

. In this file edit a path to the directory where you installed
KAVI (as you can see above, this Autoexec.bat was
created for the Kaspersky Inspector that is installed in
the directory C:\KAVI).
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9.Messages about
Suspicious Changes

Kaspersky Inspector’s messages about
suspicions changes and possible infection.

9.1. Messages: when the check
is completed

If detected any suspicious changes on your disk your
Kaspersky Inspector screens the window containing a list of
suspicious changes detected (figure 56).
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virswarning x|
Tille Info |
3T ]
KASI = Rﬁl( "7 [ MWirug Achivity Files changed but date and time uhchanged!

Changes found in files marked stablel
Abnormal file size change!

Figure 56. The suspicious changes detected message

The following changes are considered by Kaspersky Inspector
as suspicious:

Master boot record changed.
Boot record changed.

Files changed but date and time unchanged — files
contents changed while the date and the time of last
modification remained the same (most viruses do so).

Abnormal time setting in changed files — the time of
last modification of the files is very strange: exceeds 59
minutes, 23 hours or 59 seconds (some viruses use this
method to mark infected files).

Abnormal date setting in changed files — the date of
last modification of the files is very strange: the date is
more than 31, the month is more than 12, the year is
more than the current one (some viruses use this
method to mark infected files).
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e Changes found in files marked stable — files
registered in the list of unchangeable files are changed.

e Stealth viruses found in new or changed files.

e Abnormal change to DOS kernel (like kernel
infector) — changes indicating presence of viruses
infecting the DOS kernel (the 10.SYS, IBMBIO.BIN
and... files) are detected .

¢ Abnormal file size change — similar changes in the
size of two or more files.

9.1.1. Boot or Master Boot record
changed

If your Kaspersky Inspector detected some changes in the
record containing Partition Table (Master Boot record) or Boot
records of your disks have changed, after the check is
completed the program informs your about this event

(figure 57):

VirswWarning x|
Title Info |
»T ]
I<A$I 'RSK " | Winus Activity Boat record has been changed!

Figure 57. The Boot records changed message
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DO NOT IGNORE THIS MESSAGE! The message can indicate
presence of a boot or file-boot virus on your computer.
Sometimes this message can appear if the computer is infected
with a file virus: some viruses store their counters in boot
records. Of course, if you change the operation system, your
boot records can also change. In this case this message does
not result from a virus presence. Whatever the case, you must
not ignore this message. It's very important to investigate the
possible course of changes in the boot records. Use the built-in
viewer to compare your system tables before and after the
changes occurred, to start the viewer click the corresponding
Details button in the Results performance statistics window.
While viewing the changes you can use the Cure button to
recover your MBR and Boot records. If there is something that
you do not understand in messages describing changes in your
Master Boot or Boot records, it's strongly advisable that you
stop working with your computer and refer to a qualified system
programmer.

9.2. New bad clusters appeared

Appearance of new bad clusters on your computer can result
from the following reasons:

e new bad clusters actually appeared on your hard drive
or diskettes. This can happen after you thoroughly
checked your disk using disk utilities, such as Norton
Disk Doctor, ScanDisk, PC Tools and etc.

e anew virus in your system. There are viruses that mark
a good cluster as the fail one and use it to place their
code or the data.

9.3. Stealth virus detected

If this message appeared on your screen (figure 58), you can
click the View button to view the suspicious file. The built-in
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viewer reading the disk directly via IOS will be started. This
viewer module is integrated with a disassembler allowing to see
a file contents using various formats: text, hex dump or
assembly code.

Warning stealth virus found |
Title Infa |
o 2
KASI - Ril( * = | File name CATWAMPIZERE
D05 file size 274496
Real file size 282176
~ - Press Ok to save changes

Cancel |

Figure 58. It's possible that your computer is infected with a
stealth virus.

If you suspect your computer is infected with a virus, shutdown
Windows 95/98/NT and reboot your computer (it's advisable
that you shut off the power before restarting) using a write-
protected start-up diskette containing an anti-virus scanner, e.g.
KAV. If you have the KAV scanner installed, you can try to
delete virus directly from Windows. If a virus that infected your
computer is known, your scanner will delete it. If the anti-virus
scanner didn’t detect any virus after your rebooted your system
using a virus-free start-up diskette, it means that the stealth
virus on your computer is new and not described in the scanner
databases. In this case it is advisable that you send suspicious
files to the technical support service of Kaspersky Labs (for
example by email: support@kaspersky.com) and stop working
on your computer.
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9.4.

Troubleshooting

Some comments about your KAV Inspector performance
Here we describe possible problems and how to solve them.

Possible error opening a file can occur when you run a
check for stealth viruses. It can happen if the program
attempted to read files with names containing high
ASCII characters (for example, ASCII 255) in the
Windows XX OSR2 US version without the Russian
language support installed.

Error opening the physical drive 0 (80h) can occur
under Windows NT® only. This may be the case when
you run Norton System Doctor on a computer with
installed IDE bus mastering drivers by Intel version
1.75, 10/14/96. To avoid this error exit Norton System
Doctor or install other drivers. (No problems are
revealed for the version 1.68 or for the standard
drivers.)

If you have any problem running Kaspersky Inspector, please
contact the Kaspersky Labs Help Desk department.
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10. Warnings and Error
Messages

Kaspersky Inspector warnings and error
rmessages

"Cannot allocate memory"

appears on your screen if there is not enough memory for
Kaspersky Inspector to complete some operation.

"Cannot open KAVITABX.DAT "
where X is a drive letter. This message means that the
program cannot open the defined table file. (Note that the
name can be changed during the installation or using the
configuration dialog window).
This message may have various causes.
For example, KAVI tables were not created on the drive. To
solve this problem you must create those tables.
You must also check the table name setting. If you changed
this setting, check whether the tables with this name exist. If
not, recreate those tables.

116



KASPERSKY ANT-VIRUS

"KAVITABX.Dat table file already exists. Overwrite the
tables?"

appears on your screen if an attempt is made to create
tables for a drive that already contains tables. As explained
above, the table file name can differ from KAVITABX.DAT.

"The existing KAVITab.Dat file is incompatible with this

version of KAV Inspector. Please create new table file."
appears on your screen if you have upgraded your
Kaspersky Inspector to a newer version that uses a table file
of the different format (in the nearest future we are planning
to teach Kaspersky Inspector to read all new formats). In this
case you must recreate the table file.

"CRC error in table file. Be careful testing drive X:. KAV
Inspector™ operation may be disrupted!"

Before starting a check Kaspersky Inspector checks integrity
of every table file and, if any changes detected (the table
has been modified by some reasons), the corresponding
message appears on your screen. If you see this message
try to find out why your table files have been changed. To
eliminate this error, it is advisable that you recreate tables
for the drive.

"Cannot create report file"

"Error writing report "
are displayed if you choose an invalid name for the report
file, if you attempt to save the report file to a write-protected
diskette, or if there is not enough disk space to save the
report file.

"Error writing tables"

is displayed if you attempt to save the table file to a write-
protected diskette or if there is not enough disk space.

"Read error on drive X:"
is displayed if the program could not read a disk sector
during the check. Try to restart the program. If the error
persists, check your hard drive for errors.
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"Too many directories on disk!"
is displayed if there is not enough memory for KAVI to place
its housekeeping data. To ensure high speed during a
check, KAVI uses the memory of your computer to create
tables describing the disk structure. The size of these tables
is limited to the memory size in your computer.

"Too many files on disk!"

is displayed if there is not enough memory for KAVI to place
its housekeeping data. If you see this message, exclude
some file types from the user-defined extensions list.

10.1. Messages: launching or
running Kaspersky Inspector

When you launch your Kaspersky Inspector the following
messages can be displayed:

Disk subsystem configuration has been changed. Do you
want to save the new configuration?
is displayed only when you added a new hard drive or
created or deleted a logical drive from your system. For
example, you created new partition.

Can not Create KAVI's Window

is displayed if there is not enough system resources to
display the KAVI main window.

Can not open NAVKVxD4.VxD
is displayed if the NaVKVxD4.VxD virtual driver is not
loaded. the Kaspersky Inspector shortcut that is used to
launch the program contains an incorrect program directory
entry. This entry must be the actual path to the program.
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10.2. Messages: checking
Master Boot and Boot records

Error reading MBR or Extended Partition data.

appears on your screen during partition table analysis. It is
possible also in case of a boot virus infection.

Error reading MBR.
Total error occurred while reading your Master Boot record.

Error reading Boot Record.
Total error occurred while reading your Boot record.

10.3. Messages: checking debug
registers

Every time before starting to check for modifications on disks
KAVI checks the debugging registers. During normal operation
(not under a debugger) the system should not have any
hardware breakpoints set.

If you see the following message:

¢ Hardware breakpoint detected at XXXX:XXXX.
Ensure that no debuggers (like Turbo Debugger™, Soft
ICE/W™ or CodeView™) are running at the same time
as you started KAVI, and there are no hardware
breakpoints left from your previous debugging sessions.
If nothing of the kind happened and the breakpoint
segment address points to BIOS area (C000h - FFFOh)
there could be a serious problem! Try removing the
breakpoints by pressing the CHaTb button.

e Cannot access debugging registers. This message
may be displayed during a check of debugging registers
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(DRO — DRY7) and may result from an active virus
performance or a debugger that is running.

10.4. Messages: launching
Kaspersky Inspector

Here we describe diagnostic and error messages that can be
displayed when you launch Kaspersky Inspector.

KAV Inspector requires Kernel.DLL version X.XX or later to
operate correctly. Please use Kernel.DLL from Kaspersky
Anti-Virus.
You can see this message while launching Kaspersky
Inspector if a version of the Kernel.DLL library that is
installed on your computer is lower than X.XX. Kernel.DLL is
a housekeeping library that is used by Kaspersky Inspector.

KAV Inspector requires NKrnl32.DLL version X.XX or later
to operate correctly. Please use NKrni32.DLL from
Kaspersky Anti-Virus.
You can see this message while launching Kaspersky
Inspector if a version of the NKrnI32.DLL (NKrnINT.DLL)
library that is installed on your computer is lower than X.XX.
NKrnI32.DLL is a housekeeping library that is used by
Kaspersky Inspector.

KAV Inspector requires NCCL32.DLL version X.XX or later
to operate correctly. Please use NCCL32.DLL from
Kaspersky Anti-Virus.
You can see this message while launching Kaspersky
Inspector if a version of the NCCL32.DLL library that is
installed on your computer is lower than X.XX. NCCL32.DLL
is a controls’ library that is used by Kaspersky Inspector.
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KAV Inspector requires NCA32.DLL version X.XX or later to
operate correctly. Please use NCA32.DLL from Kaspersky
Anti-Virus.

You can see this message while launching Kaspersky
Inspector if a version of the NCA32.DLL library that is
installed on your computer is lower than X.XX. NCA32.DLL
is a disassembler's and code analyser’s library that is used
by Kaspersky Inspector.

KAV Inspector requires NAVKVxD4.VxD version X.XX or
later to operate correctly. Please use NAVKVxD4.VxD from
Kaspersky Anti-Virus.
You can see this message while launching Kaspersky
Inspector if a version of the NAVKVxD4.VxD virtual driver
that is installed on your computer is lower than X.XX.

The last messages may appear on your screen if while updating
your Kaspersky Inspector you updated the KAVI.EXE and
Kernel.DLL files only. In this case it is advisable that you update
all other files or reinstall the program.

10.5. Messages of the
KAVIBOOT.VXD driver

There is unrecognizable disk software installed on this
computer. The address that Windows uses to communicate
with the hard disk has been changed. Some software, such as
disk-caching software, changes this address. If you aren't
running such software, you should run a virus-detection
program to make sure there is no virus on your computer.

is displayed if KAVI detected that the INT 13h vector does

not point to BIOS, what is a strange situation. There are may

be several causes: the disk driver, the disk cache or a virus.
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There's no path info in the registry MBR and Boot Checks are
not available. To continue press any key
is displayed if the switch HKEY LOCAL MACHINE\
SOFTWARE\KasperskyLab\KAVI (Path) is missing from
the registry.
Error writing KAVI configuration file. To continue press any
key
is displayed if there is an error occurred while saving your
KAVI configuration data.
Error reading KAVI configuraion file. It may be damaged or
missing To continue press any key
is displayed if there is an error occurred while reading your
KAVI configuration file.

Error reading or writing MBR. To continue press any key

is displayed if there is an error occurred while reading your
Master Boot Record.

Master Boot record has been changed! Do You want to
restore original (saved) Master Boot Record? (Y or N)

is displayed if the program detected changes in your Master
Boot Record. The message can indicate presence of a boot
or a file-boot virus on your computer. Sometimes this
message can appear if the computer is infected with a file
virus: some viruses store their counters in boot records. Of
course, if you change the operation system, your boot
records can also change. In this case this message does not
result from a virus presence. Whatever the case, you must
not ignore this message. It's very important to investigate the
possible course of changes in the boot records.

System halted! Now You have to reboot Your computer.
Please, press "Reset" button or turn power off
is displayed after you recovered your Master Boot or Boot
record.
Error Getting KAVI's Table File name. To continue press any
key
is displayed if there is an error occurred while opening your
KAVI configuration file.
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Changed size of the memory allotted to DOS!,

Old size: 640 k new size: 636 k (change 4 k)

It may sign of VIRUS ACTIVITY!

Do You want to save new value ((Y)es or (N)o
is displayed if there is a decrease in available DOS memory
detected. The DOS memory size may change for many
reasons: new TSR programs or device drivers occupying
lower memory addresses may have been added or the old
ones have been removed; the XMS driver (such as
HIMEM.SYS or QEMM386) may have changed. If you are
not aware of any such valid reason for a memory size
change the cause may be a resident DOS virus. Most
resident DOS viruses place their code into low memory
addresses, reducing the amount of memory available to
DOS.
If you know why the available DOS memory changed, click
the Y button. Kaspersky Inspector will continue checking for
changes on your disks and the new value will be adopted to
the tables. Otherwise, click the N button. Do not ignore any
changes on your disks detected by Kaspersky Inspector, —
a change in your available RAM may indicate a virus
presence.

Changed size of the memory allotted to DOS!,

Old size: 636 k new size: 640 k (change 4 k)

Do You want to save new value (Y)es or (N)o
is displayed if there is an increase in available DOS memory
detected. It may happen, for example, if you stopped loading
some device driver occupying DOS memory. If you know the
reason, click the Y BUTTON, and Kaspersky Inspector will
store the new data in its tables.

INT XXh handler intercepted from KAVI!
The virus in the memory is probably trying
to counterattack the KAV Inspector.

is displayed if there is an attempt to intercept interrupts 15h
or 76h when the driver is active. A virus is a possible reason
for this event!
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Error Open registry

An error occurred while reading your system registry.
Error reading registry

An error occurred while reading your system registry.
Error reading Master Boot Record from table
Because of bad KAVI's table file.
Table file may corrupted or old version

An error occurred while reading the file containing tables or
the file is corrupted or the file version is not compatible with
KAVIBOOT.VXD.

124



11.Kaspersky Labs Ltd.

Kaspersky Labs. Other products. Contact

information.

11.1. About Kaspersky Labs

Kaspersky Labs is a privately-owned, international, anti-virus
software-development group of companies headquartered in
Moscow (Russia), and representative offices in the United
Kingdom, United States of America, China, France and Poland.
Founded in 1997, Kaspersky Labs concentrates its efforts on
the development, marketing and distribution of leading-edge
information security technologies and computer software.

Kaspersky Labs is one the world leaders in data-security and
anti-virus technologies. The Company was the first to develop
many features that are now an essential part of all modern anti-
virus protection: an external anti-virus database with embedded
specialized modules, a search capability within archived and
compressed files, integrated anti-virus protection for Linux, etc.
In addition to anti-virus software, Kaspersky Labs is committed
to the development of general data-security software. Our
current product line includes Kaspersky® Inspector and
Kaspersky® WEB Inspector, whose unique capabilities allow
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users full control over any unauthorized alteration to the file
system and content of a Web server.

Upcoming add-on features include Kaspersky® Anti-Hacker for
general workplace defense against any hacker attacks, and
Kaspersky® Anti-Spam for enterprise-wide prevention of
incoming "spam" messages and internal e-mail misusing.
Kaspersky Labs' flagship product, Kaspersky® Anti-Virus
(formerly known as AVP), has been in constant development
since 1989, and has been rated consistently by numerous
computer magazines and virus research centers as the best
anti-virus product on the market.

Kaspersky® Anti-Virus covers all reliable methods of anti-virus
protection: anti-virus scanners, resident "on-the-fly" virus
interceptors, integrity checkers and behavior blockers.
Kaspersky® Anti-Virus supports all of the most popular
operating systems and applications. It provides strong anti-virus
defense for e-mail gateways (MS Exchange Server, Lotus
Notes/ Domino, Sendmail, Qmail, Postfix, and Exim), firewalls
and WEB servers. All Kaspersky Labs products rely on
Kaspersky's own database of over 60,000 known viruses and
all other types of malicious code. The product is also powered
by a unique heuristic technology combating even future threats:
the built-in heuristic code analyzer, which is able to detect up to
92% of unknown viruses and the world's only behavior blocker
for MS Office 2000 providing 100% guaranteed protection
against any macro-viruses.

11.2. Other Kaspersky Labs
Products

Kaspersky® Anti-Virus Lite

The program is the most easy-to-use Kaspersky Lab anti-virus
product that is developed for protection of home computers
running Windows 95/98/Me, Windows 2000/NT Workstation,
Windows XP.
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Kaspersky® Anti-Virus Lite includes:

e anti-virus scanner provides a comprehensive check of
all local and network drive contents on demand;

e anti-virus monitor automatically checks in real-time all
used files;

o module for checking MS Outlook Express mail
databases for viruses on demand.

Kaspersky® Anti-Virus Personal/Personal Pro

The package has been developed to provide the full-scale anti-virus
protection for home computers running the Windows 95/98/ME, or
the Windows 2000/NT, or the Windows XP operation system, MS
Office 2000 business applications and the Outlook and Outlook
Express mail programs. Kaspersky® Anti-Virus Personal/Personal
Pro includes a program to retrieve daily updates via the Internet, an
integrated module of management and automation of your anti-
virus protection. The unique second generation heuristic-analysis
system effectively neutralizes unknown viruses. The simple and
easy-to-use interface allows you to quickly change the program
settings and makes you feel maximum comfort while working with
the program.

Kaspersky® Anti-Virus Personal includes:

e anti-virus scanner provides a comprehensive check of
all local and network drive contents on demand;

e anti-virus monitor automatically checks in real-time all
used files;

o mail filter automatically checks in the background for
viruses in all incoming and outgoing messages;

e control center automatically starts Kaspersky® Anti-
Virus by schedule, enables you to centrally manage the
program and to automatically broadcast notifications on
virus attacks.

Kaspersky® Anti-Virus Personal Pro includes all the above
components plus:
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¢ integrity checker that traces content changes on your
hard drive and allows the complete recovery of modified
files and boot sectors on demand;

e behavior blocker that guarantees 100% protection
from destructive macro-viruses.

Kaspersky® Anti-Hacker

Kaspersky® Anti-Hacker is a personal firewall that is designed to
safeguard a computer running a Windows operating system. It
protects the computer against unauthorized access to its data and
external hacker attacks from the Internet or an adjacent local
network.

Kaspersky® Anti-Hacker monitors the TCP/IP network activity of all
applications running on your machine. If it detects any suspicious
actions, the program blocks the suspect application from accessing
the network. This allows you to preserve confidential data on your
machine.

Thanks to SmartStealth™ technique it becomes more difficult to
detect your computer from outside. At the same time you will not
feel any negative influence of this mode while working on the Web:
the program provides conventional transparency and accessibility
of the data.

Kaspersky® Anti-Hacker blocks the most common hacker
network attacks, monitors for attempts to scan computer ports.
Software supports simplified management by choosing one of
five security levels. By default the program starts with the self-
learning mode that will automatically configure your security
system depending on your responses to various events.

Kaspersky® Security for PDA

Kaspersky® Security for PDA provides reliable virus protection for
the data stored on PDA running Palm OS or Windows CE, as well
as for any information transferred from a PC or extension card,
ROM files and databases. Software contains a combination of
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targeted anti-virus tools: an anti-virus scanner — used for on-
demand virus checking of all stored data (on both the PDA itself as
well as on any extension cards) and an anti-virus monitor that
intercepts viruses in data transferred when using the HotSync™
utility or when data is beamed from other portable devices.
Kaspersky® Security for PDA also provides protection of data stored
in pocket computers (PDAs) against unauthorized access. It supports
the encrypted access to the device and encrypts all the data stored
on the device and on memory cards.

Kaspersky® Anti-Virus Business Optimal

The package has been developed to provide full-scale data-
protection for small and medium-size corporate networks.

Kaspersky® Anti-Virus Business Optimal includes full-scale anti-
virus protection for:

e workstations running Windows 95/98/ME, Windows
NT/2000 Workstation, Windows XP, Linux;

o file and application servers running Windows NT/2000
Server, Linux, Solaris, Novell NetWare, FreeBSD,
BSDi, OpenBSD;

¢ mail gateways MS Exchange Server 5.5/2000, Lotus
Notes/Domino, Sendmail, Postfix, Qmail, Exim.

You are free to choose any of the anti-virus programs according to
the operation systems and applications you use.

Kaspersky® Corporate Suite

The package has been developed to provide the full-scale data-
protection for corporate networks of any size and complexity. The
package components allow protection of all nodes on a corporate
network. The product can be ideally integrated into your corporate
network regardless of the software and hardware from other
manufacturers that you use on it. The flexibility of this anti-virus
solution allows you to create an effective data-protection system
that is fully appropriate and compatible for your network
configurations.
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Kaspersky® Corporate Suite includes full-scale anti-virus protection
of:

e workstations running Windows 95/98/ME, Windows
NT/2000 Workstation, Windows XP, Linux, OS/2;

o file and application servers running Windows NT/2000
Server, Linux, Solaris, Novell NetWare, FreeBSD,
BSDi; OpenBSD;

¢ mail gateways MS Exchange Server 5.5/2000, Lotus
Notes/Domino, Sendmail, Postfix; Exim, Qmail;

e CVP compatible firewalls;
e Web servers;
e personal computers (PDA) running Palm OS.

You are free to choose any of the anti-virus programs according to
the operation systems and applications you use.

Kaspersky® Anti-Spam

Kaspersky® Anti-Spam is a cutting edge software suite designed to
help organizations with small and medium size networks wage war
against the onslaught of undesired e-mail (spam). The product
combines revolutionary technology where the program linguistically
analyses message text, all modern methods of e-mail filtration
(including RBL lists) and a unique collection of services that allows
users to identify and wipe out up to 95% of unwanted traffic.

Kaspersky® Anti-Spam acts as a filter installed at a network’s
entrance where it verifies incoming e-mail traffic streams for objects
identified as spam. Software is compatible with any mail system,
already used in the customer company, and can be installed both
on existing mail server or dedicated one.

The high effectiveness of Kaspersky® Anti-Spam is enabled by the
daily update of content filtration database with the samples
provided by the specialists of linguistic laboratory.
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11.3. Kaspersky Labs Contact
Information

If you have any questions, comments or suggestions please refer
them to our distributors or directly to Kaspersky Labs. We will be
glad to advise you on any matters related to our product by phone
or e-mail and all your recommendations and suggestions will be
thoroughly reviewed and considered.

Technical Please find the technical support information at
support www.kaspersky.com/buyoffline.asp

General WWW: http://www.kaspersky.com

information

http://lwww.viruslist.com
E-mail: sales@kaspersky.com
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