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KASPERSKY ADMINISTRA TION KIT

Kaspersky Administration Kit provides a centralized solution for managing corporate network anti-virus security
systems based on Kaspersky Lab applications included in Kaspersky Open Space Security products. Kaspersky
Administration Kit supports all network configurations that use the TCP/IP protocol.

The application is a tool for corporate network administrators and anti-virus security officers.
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DISTRIBUTION PACKAGE

The product is provided free of charge with all Kaspersky Lab applications included in the Kaspersky Open Space
Security kit (retail). It is also available for download from the Kaspersky Lab website (http://www.kaspersky.com).

SERVICES FOR REGISTER ED USERS

Kaspersky Lab offers a large service package, enabling its legal users to enjoy all available features of the application.

If you purchase licenses for a Kaspersky Lab product included in Kaspersky Open Space Security, you become a
registered user of Kaspersky Administration Kit. During the license validity period, you are entitled to:

e hourly updates of the application database and program modules of that software product;

e phone or email consultation on matters related to the installation, configuration and operation of the anti-virus
application;

When you contact the Technical Support Service, please provide information about your license for the
Kaspersky Lab application with which Kaspersky Administration Kit is being used.

e notifications about releases of new Kaspersky Lab software products and about new viruses that appear
worldwide. This service is provided to users who subscribe to the Kaspersky Lab newsletter at the web site of
the Technical Support Service at http://support.kaspersky.com/subscribe/.

Kaspersky Lab does not provide support on issues related to the operation and use of your operating system or
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K ASPERSKY ADMINISTRATION KiTt

other technologies.

OBTAINING INFORMATION ABOUT THE APPLICATIO N

If you have any questions regarding purchasing, installing or using Kaspersky Administration Kit, answers are readily
available.

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable,
according to the importance and urgency of your question.
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| NFORMATION SOURCESF  OR FURTHER RESEARCH

You can view the following sources of information about the application:
e the application's page on Kaspersky Lab's website;
e the application's Knowledge Base page on the Technical Support Service website;
e electronic help system;
e documentation.
The application's page at the Kaspersky Lab website

http://www.kaspersky.com/administration kit

This page will provide you with general information about the application's features and options.
The application's Knowledge Base page at the Technical Support Service website

http://support.kaspersky.com/remote_adm

This page contains articles by the Technical Support Service.
These articles contain useful information, recommendations, and the Frequently Asked Questions (FAQ) page, and
cover purchasing, installing and using the application. The articles are sorted by subject, such as "License
management", "Database updates", and "Troubleshooting”. The articles aim to answer questions about not only this
application but other Kaspersky Lab products as well. They may also contain news from the Technical Support
Service.

The electronic help system

The application installation package includes full help files, which contain step by step descriptions of the
application's features.

To open the help file, select Kaspersky Administration Kit help system in the console Help menu.

If you have a question about a specific application window, you can use context-sensitive help.



http://www.kaspersky.com/administration_kit
http://support.kaspersky.com/remote_adm
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To open context-sensitive help, in the corresponding window, press the Help button or the F1 key.
Documentation

The documentation supplied with the application aims to provide all the information you will require. It includes the
following documents:

e Administrator's Guide describes the purpose, basic concepts, features and general schemes for using
Kaspersky Administration Kit.

e Deployment Guide contains a description of the installation procedures for the components of Kaspersky
Administration Kit as well as remote installation of applications in computer networks using simple configuration.

e Getting Started guide gives a step by step guide to anti-virus security administrators, enabling them to start
using Kaspersky Administration Kit quickly, and to deploy Kaspersky Lab's anti-virus applications across a
managed network.

e Reference Guide contains an overview of Kaspersky Administration Kit, and step by step descriptions of its
features.

The documents are supplied in PDF format in Kaspersky Administration Kit's distribution package (installation CD).

You can download the documentation files from the application's page at Kaspersky Lab's website.

CONTACTING THE TECHNICAL SUPPORT SERVICE

You can obtain information about the application from the Technical Support Service, by phone or on the Internet. When
contacting the Technical Support Service, you will need to provide information about the license for the Kaspersky Lab
product with which you are using the application.

The Technical Support Service will answer any questions related to the installation and use of the application that are not
covered in help topics. If your computer has been infected, they will help you to neutralize the consequences of malware
activity.

Before contacting the Technical Support Service, please read the support rules for Kaspersky Lab's products
http://support.kaspersky.com/support/rules.

Technical Support by email

You can send your question to the Technical Support Service by filling out a Helpdesk web form for client questions
at http://support.kaspersky.com/helpdesk.html.

You can ask your question in Russian, English, German, French or Spanish.

To send an email request, you should specify your customer ID, which you received while registering at the
Technical Support Service's website, and the corresponding password.

If you are not yet a registered user of Kaspersky Lab's applications, you can fill out a registration form
(https://support.kaspersky.com/en/personalcabinet/registration/form/). During registration you will need to enter either
your application's activation code, or the key file.

The Technical Support service will respond to your request in your Personal Cabinet
https://support.kaspersky.com/en/PersonalCabinet), and to the email address you specified in your request.

In the website's request form, please describe the problem you have encountered. In the mandatory fields, specify:

e Request type. Questions which users often ask divided into separate topics, for example: "Problems with
Setup / Remove application" or "Virus disinfection”. If you do not find an appropriate topic, select "General
guestion".



http://support.kaspersky.com/support/rules
http://support.kaspersky.com/helpdesk.html
https://support.kaspersky.com/en/personalcabinet/registration/form/
https://support.kaspersky.com/en/PersonalCabinet
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e Application name and version number.
e Request description. Describe the problem you encountered in as much detail as possible.

e Customer ID and password. Enter the client number and the password you received when you registered at
the Technical Support Service's website.

e Email address. The Technical Support Service will reply to your question at this email address.

Technical support by phone

If you have an urgent problem, you can call your local Technical Support Service. Before contacting Russian-
speaking (http://support.kaspersky.ru/support/support_local) or international
(http://support.kaspersky.com/support/international) Technical Support, please have the necessary information
(listed at http://support.kaspersky.com/support/details) about your computer to hand. This will let our specialists help
you more quickly.

DISCUSSING KASPERSKY LAB'SAPPLICATIONSONTH E WEBFORUM

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab's experts and other users
in our forum at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.

PURPOSE OF THE DOCUME  NT

This Guide contains the purpose of Kaspersky Administration Kit and step by step descriptions of the features it offers.
The basic concepts and general schemes for working with the application are described in the Kaspersky Administration
Kit Administrator's Guide.

APPLICA TION FEATURES

The application enables the corporate network administrator to:

o Perform remote installation and removal of Kaspersky Lab applications across the network in a centralized
manner. This feature enables the administrator to copy the required set of Kaspersky Lab applications to a
selected computer, and then install these applications remotely on the network computers.

e Remotely manage Kaspersky Lab applications in a centralized manner. The administrator can create a multi-
level anti-virus protection system, and manage the operation of all applications from his workstation. This is
particularly important for larger companies whose local network consists of a large number of computers that
may be located in several separate buildings or offices. This feature includes:

e creating the hierarchy of Administration Servers;

e joining hosts into administration groups based on the functions performed by the computers and on the set
of applications installed on them;

e configuring the application settings in a centralized way by creating and applying policies;
e configuring the application settings for particular individual computers;

e managing the operation of applications in a centralized manner by creating and running group tasks and
tasks for sets of computers and the Administration Server;

¢ building individual schemes for the application's operation by creating and running tasks for a set of
computers from different administration groups.



http://support.kaspersky.ru/support/support_local
http://support.kaspersky.com/support/international
http://support.kaspersky.com/support/details
http://forum.kaspersky.com/
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e Automatically update the anti-virus database and application modules on computers. This feature can update
the anti-virus databases for all installed Kaspersky Lab applications in a centralized manner, rather than each
computer accessing Kaspersky Lab's Internet updates server for each individual update. Updating can be
performed automatically according to the schedule set up by the administrator. The administrator can monitor
distribution of updates to client computers.

e Receive reports using a dedicated system. This feature can collect statistics about the operation of all installed
Kaspersky Lab applications in a centralized manner, and create reports based on the statistics. The
administrator can create a cumulative network report about application operation, or reports about the operation
of all applications installed on individual computers.

e Use events notification system. Delivery of notifications. The administrator can create a list of events which
occur when applications are running about which he or she wants to be notified. The list of such events may
include, for example, detection of a new virus, an error that occurred due to incorrect termination of the
database updating on a computer, or detection of a new computer on the network.

e Manage licenses. This feature allows the administrator to install licenses for all installed Kaspersky Lab
applications in a centralized manner, to monitor the observance of the license agreement (that is, that the
number of applications operating in the network is less than or equal to the number of licenses) and the
expiration date.

HARDWARE AND SOFTWARE REQUIREMENTS

Administration Server
e  Software requirements:
e Microsoft Data Access Components (MDAC) 2.8 or higher.

e MSDE 2000 with installed Service Pack 3, or Microsoft SQL Server 2000 with installed Service Pack 3 or
higher, or MySQL Enterprise 5.0.32 and 5.0.70, or Microsoft SQL 2005 or higher; or Microsoft SQL Express
2005 or higher, Microsoft SQL Express 2008, Microsoft SQL 2008.

It is recommended to use Microsoft SQL 2005 with Service Pack 2, Microsoft SQL Express 2005 with
Service Pack 2 and later versions.

e Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows
Server 2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with
installed Service Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current
updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft
Windows Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft
Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft Windows
Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

When using Microsoft Windows 2000 with Service Pack 4 installed, it is necessary to install the following
updates for Microsoft Windows before deploying Administration Server: 1) Update Rollup 1 for Windows
2000 SP4 (KB891861); 2) Security Update for Windows 2000 (KB835732).

e Hardware requirements:
e Intel Pentium Il 800 MHz or higher;
e 256 MB RAM,;

e 1GB of available disk space.
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Administration Console

Software requirements:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Home Edition with installed Service Pack 2 or
higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows Server 2003 or higher;
Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with installed Service Pack 1 or
higher, Microsoft Windows Vista x64, Microsoft Windows Vista x64 with installed Service Pack 1 and all
current updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed;
Microsoft Windows Server 2008; Microsoft Windows Server 2008 x64 with installed Service Pack 1 and all
current updates, for Microsoft Windows Server 2008 x64 the Microsoft Windows Installer 4.5 should be
installed; Microsoft Windows 7.

Microsoft Management Console 1.2 or higher.
Work with Microsoft Windows 2000 requires Microsoft Internet Explorer 6.0.

Work with Microsoft Windows 7 E Edition and Microsoft Windows 7 N Edition requires Microsoft Internet
Explorer 8.0 or higher.

Hardware requirements:

Intel Pentium 111 800 MHz or higher;
256 MB RAM,;

70 MB of available disk space.

Network Agent

Software requirements:

For Windows systems:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows
Server 2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with
installed Service Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current
updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft
Windows Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft
Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft Windows
Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

For Novell systems:
Novell NetWare 6 SP5 or higher; Novell NetWare 6.5 SP7 or higher.
For Linux systems:

The supported version of the operating system is determined by the requirement of the compatible
Kaspersky Lab application installed on the client computer.

Hardware requirements:

For Windows systems:
e Intel Pentium 233 MHz or higher;
e RAMsize - 32 MB;

e 20 MB of available disk space.
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e For Novell systems:
e Intel Pentium 233 MHz or higher;
e RAMsize - 32 MB;
e Available disk space - 32 MB.
e  For Linux systems:
e Intel PentiumE 133 MHz or higher;
e RAMsize - 64 MB;

e 100 MB of available disk space.

Update Agent
e Software requirements for Windows systems:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows Server
2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with installed Service
Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current updates, for
Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows Server
2008; Microsoft Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft
Windows Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

e Hardware requirements for Windows systems:
¢ Intel Pentium Il 800 MHz or higher;
e 256 MB RAM,;

e 500 MB of available disk space.

APPLICATION STRUCTURE

Kaspersky Administration Kit includes three major components:

e Administration Server (hereinafter also referred to as the Server) performs the functions of centralized storage of
information about Kaspersky Lab applications installed in the corporate network and about the management of
these applications.

o Network Agent (hereinafter also referred to as the Agent) coordinates interaction between the Administration
Server and Kaspersky Lab applications installed on a specific network node (a workstation or a server). This
component supports all Windows applications included in Kaspersky Open Space Security products. Separate
versions of Network Agent exist for Kaspersky Lab's Novell and Unix applications.

e Administration Console (hereinafter also referred to as the Console) provides a user interface to the
administration services of the Administration Server and Network Agent. The management module is
implemented as a snap-in for the Microsoft Management Console (MMC). The Administration Console allows
connection to the remote Administration Server via Internet.
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WHAT 'S NEW

Changes introduced in Kaspersky Administration Kit 8.0 as compared with Kaspersky Administration Kit 6.0:

A simplified application installation mode has been introduced.
Several accounts can be specified in a remote deployment task.

The application kit now includes the distribution package of MS SQL 2005 Express: it is installed automatically if
standard setup is selected.

Support for SNMP monitoring of basic parameters of anti-virus protection in corporate LAN has been added.
The possibility of creating a standalone installation package for Kaspersky Lab applications has been added.

User interface of the product has been redesigned significantly: the results panel, reports layout, and information
panels.

Capability to collect information about the applications installed on the client computers has been added
(applications registry) (see section "Applications registry" on page 291).

System of access rights has been redesigned and extended.

Support for Microsoft NAP has been added.

The possibility of switching mobile clients between administration servers has been added.
Criteria for switching clients between the mobile and regular policies have been extended.

Capabilities for automatic relocation of computers to administration groups have been extended (see section
"General guidelines for relocation of computers" on page 53).

Capability to create the administration groups based on Active Directory has been added (see section "Group
structure based on Active Directory” on page 69).

New reports and the capability to create custom reporting systems have been added, and information displayed
in reports has been extended (see section "Reports and notifications" on page 189).

The possibility of exporting reports to PDF and XML (Excel) formats has been added.
The possibility of collecting detailed data during the creation of summary reports has been added.

Data caching functionality for generation of summary reports including information from slave Administration
Servers has been implemented.

Support for two sets of columns in the Administration Console has been added, and the set of columns has
been extended.

New columns for the list of computers have been added: "Restart”, "Status description”, "Network Agent
version", "Protection version", "Database version", and "Turn-on time".

New criteria have been added which are used to create computer statuses (see section "Statuses of computers,
tasks and policies" on page 340).

New selections of computers created by default have been added, capability to create selections of computers
using data from the slave Administration Servers has been added (see section "Computer selections" on
page 230).

Capability to maintain a list of administrator comments has been added (see section "Viewing client system
information" on page 154).
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e Capability to view the current user sessions on a computer and user contact information has been added (see
section "Viewing client system information” on page 154).

e Graphical interface for the kibackup utility has been added (see section "Data backup" on page 318).

e Files of policies and group tasks are distributed using multi-address IP delivery (see section "Creating the list of
Update Agents and configuring the agents" on page 270).

e Wake On LAN functionality is available for clients in subnetworks other than the Administration Server subnet
and in the event of manual task launch (see section "Turning on the client computer" on page 164).

e Restart settings for client computers can be specified in the properties of a remote deployment task.

e Functionality for limiting the notifications sent within a specified time interval has been modified. Now the
limitations are separate for each individual type of events (see section "Notification limit" on page 214).

e Functionality for searching for groups and slave Administration Servers by Server hierarchy has been added
(see section "Search" on page 306).

e The Update Agents Statistics has been extended.
e The task for removal of external applications can now remove several applications at once.
e Utility has been developed for preparation of computers included in a workgroup for remote deployment.

e Functionality for retrieval of updates necessary for an application immediately after the creation of its installation
package has been implemented.

e When downloading updates, programs already connected to slave Administration Servers are taken into
account.

e Classification of possible errors returned by the application deployment subsystem has been introduced and
guidelines for troubleshooting typical problems have been added.

e A mechanism for automatic application of update modules of the administration system components has been
added.




LAUNCHING THE APPLICA  TION

®» To open the application,

select the Kaspersky Administration Kit in the Kaspersky Administration Kit program group on the standard
Start —» Programs menu. This program group is created only on the administrator's workstation, when the
Administration Console is installed.




QUICK START WIZARD

The Wizard can configure the minimum settings for centralized management of anti-virus protection.

The wizard opens at the first connection to an Administration Server established after installation.
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STEP 1. ADDING A LICENSE

During this stage, the method of adding a license for the applications (see the figure below) that will be managed by the
administrator using Kaspersky Administration Kit should be selected.

Quick Start Wizard

Licenze
Chooze how pou want to add wour licenze.

' Enter activation code

i~ Load fram key file

i~ add license later

¢ Back I Hest » I Eanzel Help

Figure 1. Selecting the method of adding a license

Select the method of adding a license:




Quick START WIZARD

e Enter activation code i you will be asked to specify the code obtained when you purchased a commercial
version of the application (see the figure below).

Quick Start Wizard

Licenze

Enter activation code:

¥ Automatically deploy license to managed computers

¢ Back I Hest » I Eanzel Help

Figure 2. Entering the activation code

If you wish to automatically apply the license to the computers in the administration groups, check the box in the
corresponding field.
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e Load from key file i you will be asked to specify the key file (see the figure below).

Quick Start Wizard |

Licenze

Chooze key file:
I Select...

¥ Automatically deploy license to managed computers

¢ Back Hest » Eanzel Help

Figure 3. Selecting the key file

If you wish to automatically apply the license to the computers in the administration groups, check the box in the
corresponding field.

Add license later. A license can be installed later using the license installation task (see section "Installing a
license" on page 281).




Quick START WIZARD

STEP 2. NETWORK DISCOVERY

During this stage the computer network is polled, and computers within this network are identified (see the figure below).
Based on the results of this scan, a service group Unassigned computers is formed together with its Domains, Active
Directory and IP subnets subfolders. The information obtained will be used to automatically create the administration

groups.
Quick start Wizard

Hetwork Dizcovery
Detecting computers.

.ﬁl Initial nebwark, discoveny iz complete.

Wigw dizcovered computers

Wigw Faspersky Adminiztration Fik introduction

[Cancel Help

< Back

Figure 4. The Quick Start Wizard window. Network Discovery

To view the structure of the computer network, use the Detected computers link. Click the View Kaspersky
Administration Kit introduction link to view the description of the main features offered by Kaspersky Administration

Kit.
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STEP 3. CONFIGURING NOTIFICAT  ION SETTINGS

During the next stage you will have to configure the settings for delivery of email notifications generated by Kaspersky
Lab applications.

Quick Start Wizard

Motifications
Choozing email notification zettings.

- Recipient: Iadministratar@cnmpany.n::n:nm
A | SMTP server: Ismtp.cnmpany. O
SMTP server port: 25 =i
[T Use ESMTP authorization
ser manme: I
Fasswond: I-uu““u
[Canfirm password: I'l""""u

Test |

¢ Back I Hest » I Eanzel Help |

Figure 5. Configuring delivery of notifications

If the SMTP server uses authorization, check the Use ESMTP authorization box and fill in the User name, Password
and Confirm password fields. These settings will be used as the default settings for application policies.

To check the correctness of the specified settings, press the Test button. This will open a test notification sending
window. In the event of errors, detailed error information will be displayed in it.

STEP 4. CONFIGURING ANTI -VIRUS PROTECTION

During this stage, you should configure the anti-virus protection system (see the figure below).

The Quick Start Wizard creates an anti-virus protection system for the client computers within administration groups,
using Kaspersky Anti-Virus 6.0 for Windows Workstations MP4. In this case, the Administration Server creates a policy
and defines a minimum set of tasks for the highest hierarchy level of Kaspersky Anti-Virus 6.0 for Windows Workstations
MP4, as well as downloading updates and data backup.

The objects created by the Wizard are displayed in the console tree:

e the policies for Kaspersky Anti-Virus for Windows Workstations and Kaspersky Anti-Virus 6.0 for Windows
Servers MP4 1 in the Policies folder of the Managed computers group under the names Protection policy -
Windows Workstations and Protection policy - Windows Servers, and with the default settings;

e the tasks for updating the anti-virus database for Kaspersky Anti-Virus for Windows Workstations and Kaspersky
Anti-Virus 6.0 for Windows Servers MP4 i in the Group tasks folder of the Managed computers group under
the names Update | Windows Servers and Update i Windows Workstations, and with the default settings;
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e on-demand scanning tasks for Kaspersky Anti-Virus for Windows Workstations and Kaspersky Anti-Virus 6.0 for
Windows Servers MP4 i in the Group tasks folder of the Managed computers group under the names Virus
Scan i Windows Workstations and Virus Scan i Windows Servers, and with the default settings;

e downloading updates to the repository i in the Kaspersky Administration Kit tasks folder under the name
Download updates to repository, and with the default settings;

e the Administration Server data backup task 7 in the Kaspersky Administration Kit tasks folder under the
name Administration Server data backup, and with the default settings.

A policy for Kaspersky Anti-Virus 6.0 for Windows Workstations MP4 is not created if a policy for that application already
exists in the Managed computers folder. If group tasks for the Managed computers group and the Download updates
to repository with these names already exist, they are not created either.

Figure 6. Configuring anti-virus protection

The wizard window displays the process of creating the tasks and the policies. If errors occur, an error message will be
displayed on the screen.



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































