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KASPERSKY ADMINISTRA TION KIT

Kaspersky Administration Kit provides a centralized solution for managing corporate network anti-virus security
systems based on Kaspersky Lab applications included in Kaspersky Open Space Security products. Kaspersky
Administration Kit supports all network configurations that use the TCP/IP protocol.

The application is a tool for corporate network administrators and anti-virus security officers.
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DISTRIBUTION PACK  AGE

The product is provided free of charge with all Kaspersky Lab applications included in the Kaspersky Open Space
Security kit (retail). It is also available for download from the Kaspersky Lab website (http://www.kaspersky.com).

SERVICES FOR REGISTER ED USERS

Kaspersky Lab offers a large service package, enabling its legal users to enjoy all available features of the application.

If you purchase licenses for a Kaspersky Lab product included in Kaspersky Open Space Security, you become a
registered user of Kaspersky Administration Kit. During the license validity period, you are entitled to:

e hourly updates of the application database and program modules of that software product;

¢ phone or email consultation on matters related to the installation, configuration and operation of the anti-virus
application;

When you contact the Technical Support Service, please provide information about your license for the
Kaspersky Lab application with which Kaspersky Administration Kit is being used.

e notifications about releases of new Kaspersky Lab software products and about new viruses that appear
worldwide. This service is provided to users who subscribe to the Kaspersky Lab newsletter at the web site of
the Technical Support Service at http://support.kaspersky.com/subscribe/.

Kaspersky Lab does not provide support on issues related to the operation and use of your operating system or
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other technologies.

OBTAINING INFORMATIO N ABOUT THE APPLICAT ION

If you have any questions regarding purchasing, installing or using Kaspersky Administration Kit, answers are readily
available.

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable,
according to the importance and urgency of your question.

IN THIS SECTION
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| NFORMATION SOURCESF  OR FURTHER RESEARCH

You can view the following sources of information about the application:
e the application's page on Kaspersky Lab's website;
e the application's Knowledge Base page on the Technical Support Service website;
e electronic help system;
e documentation.
The application's page at the Kaspersky Lab website

http://www.kaspersky.com/administration_ kit

This page will provide you with general information about the application's features and options.
The application's Knowledge Base page at the Technical Support Service website

http://support.kaspersky.com/remote_adm

This page contains articles by the Technical Support Service.

These articles contain useful information, recommendations, and the Frequently Asked Questions (FAQ) page, and
cover purchasing, installing and using the application. The articles are sorted by subject, such as "License
management”, "Database updates", and "Troubleshooting". The articles aim to answer questions about not only this
application but other Kaspersky Lab products as well. They may also contain news from the Technical Support
Service.

The electronic help system

The application installation package includes full help files, which contain step by step descriptions of the
application's features.

To open the help file, select Kaspersky Administration Kit help system in the console Help menu.

If you have a question about a specific application window, you can use context-sensitive help.
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To open context-sensitive help, in the corresponding window, press the Help button or the F1 key.
Documentation

The documentation supplied with the application aims to provide all the information you will require. It includes the
following documents:

e Administrator's Guide describes the purpose, basic concepts, features and general schemes for using
Kaspersky Administration Kit.

e Deployment Guide contains a description of the installation procedures for the components of Kaspersky
Administration Kit as well as remote installation of applications in computer networks using simple configuration.

e Getting Started guide gives a step by step guide to anti-virus security administrators, enabling them to start
using Kaspersky Administration Kit quickly, and to deploy Kaspersky Lab's anti-virus applications across a
managed network.

e Reference Guide contains an overview of Kaspersky Administration Kit, and step by step descriptions of its
features.

The documents are supplied in PDF format in Kaspersky Administration Kit's distribution package (installation CD).

You can download the documentation files from the application's page at Kaspersky Lab's website.

CONTACTING THE TECHNICAL SUPPORT SERVICE

You can obtain information about the application from the Technical Support Service, by phone or on the Internet. When
contacting the Technical Support Service, you will need to provide information about the license for the Kaspersky Lab
product with which you are using the application.

The Technical Support Service will answer any questions related to the installation and use of the application that are not
covered in help topics. If your computer has been infected, they will help you to neutralize the consequences of malware
activity.

Before contacting the Technical Support Service, please read the support rules for Kaspersky Lab's products
http://support.kaspersky.com/support/rules.

Technical Support by email

You can send your question to the Technical Support Service by filling out a Helpdesk web form for client questions
at http://support.kaspersky.com/helpdesk.html.

You can ask your question in Russian, English, German, French or Spanish.

To send an email request, you should specify your customer ID, which you received while registering at the
Technical Support Service's website, and the corresponding password.

If you are not yet a registered user of Kaspersky Lab's applications, you can fill out a registration form
(https://support.kaspersky.com/en/personalcabinet/registration/form/). During registration you will need to enter either
your application's activation code, or the key file.

The Technical Support service will respond to your request in your Personal Cabinet
https://support.kaspersky.com/en/PersonalCabinet), and to the email address you specified in your request.

In the website's request form, please describe the problem you have encountered. In the mandatory fields, specify:

e Request type. Questions which users often ask divided into separate topics, for example: "Problems with
Setup / Remove application" or "Virus disinfection”. If you do not find an appropriate topic, select "General
question".
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e Application name and version number.
e Request description. Describe the problem you encountered in as much detail as possible.

e Customer ID and password. Enter the client number and the password you received when you registered at
the Technical Support Service's website.

e Email address. The Technical Support Service will reply to your question at this email address.

Technical support by phone

If you have an urgent problem, you can call your local Technical Support Service. Before contacting Russian-
speaking (http://support.kaspersky.ru/support/support_local) or international
(http://support.kaspersky.com/support/international) Technical Support, please have the necessary information
(listed at http://support.kaspersky.com/support/details) about your computer to hand. This will let our specialists help
you more quickly.

DISCUSSING KASPERSKY LAB'SAPPLICATIONSONTH EWEBFORUM

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab's experts and other users
in our forum at http://forum.kaspersky.com.

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.

APPLICATION FEATURES

The application enables the corporate network administrator to:

e Perform remote installation and removal of Kaspersky Lab applications across the network in a centralized
manner. This feature enables the administrator to copy the required set of Kaspersky Lab applications to a
selected computer, and then install these applications remotely on the network computers.

e Remotely manage Kaspersky Lab applications in a centralized manner. The administrator can create a multi-
level anti-virus protection system, and manage the operation of all applications from his workstation. This is
particularly important for larger companies whose local network consists of a large number of computers that
may be located in several separate buildings or offices. This feature includes:

e creating the hierarchy of Administration Servers;

e joining hosts into administration groups based on the functions performed by the computers and on the set
of applications installed on them;

e configuring the application settings in a centralized way by creating and applying policies;
e configuring the application settings for particular individual computers;

e managing the operation of applications in a centralized manner by creating and running group tasks and
tasks for sets of computers and the Administration Server;

¢ building individual schemes for the application's operation by creating and running tasks for a set of
computers from different administration groups.

e Automatically update the anti-virus database and application modules on computers. This feature can update
the anti-virus databases for all installed Kaspersky Lab applications in a centralized manner, rather than each
computer accessing Kaspersky Lab's Internet updates server for each individual update. Updating can be
performed automatically according to the schedule set up by the administrator. The administrator can monitor
distribution of updates to client computers.
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e Receive reports using a dedicated system. This feature can collect statistics about the operation of all installed
Kaspersky Lab applications in a centralized manner, and create reports based on the statistics. The
administrator can create a cumulative network report about application operation, or reports about the operation
of all applications installed on individual computers.

e Use events notification system. Delivery of notifications. The administrator can create a list of events which
occur when applications are running about which he or she wants to be notified. The list of such events may
include, for example, detection of a new virus, an error that occurred due to incorrect termination of the
database updating on a computer, or detection of a new computer on the network.

e Manage licenses. This feature allows the administrator to install licenses for all installed Kaspersky Lab
applications in a centralized manner, to monitor the observance of the license agreement (that is, that the
number of applications operating in the network is less than or equal to the number of licenses) and the
expiration date.

PURPOSE OF THE DOCUME  NT

This Guide contains a description of basic concepts and features of Kaspersky Administration Kit as well as general
schemes for work with the product. Step by step description of the procedures is provided in the Kaspersky
Administration Kit Reference Guide. Features described in the Reference Guide are underlined in the text.

APPLICATION STRUCTURE

Kaspersky Administration Kit includes three major components:

e Administration Server (hereinafter also referred to as the Server) performs the functions of centralized storage of
information about Kaspersky Lab applications installed in the corporate network and about the management of
these applications.

o Network Agent (hereinafter also referred to as the Agent) coordinates interaction between the Administration
Server and Kaspersky Lab applications installed on a specific network node (a workstation or a server). This
component supports all Windows applications included in Kaspersky Open Space Security products. Separate
versions of Network Agent exist for Kaspersky Lab's Novell and Unix applications.

e Administration Console (hereinafter also referred to as the Console) provides a user interface to the
administration services of the Administration Server and Network Agent. The management module is
implemented as a shap-in for the Microsoft Management Console (MMC). The Administration Console allows
connection to the remote Administration Server via Internet.

HARDWARE AND SOFTWARE REQUIREMENTS

Administration Server
e  Software requirements:
e Microsoft Data Access Components (MDAC) 2.8 or higher.

e MSDE 2000 with installed Service Pack 3, or Microsoft SQL Server 2000 with installed Service Pack 3 or
higher, or MySQL Enterprise 5.0.32 and 5.0.70, or Microsoft SQL 2005 or higher; or Microsoft SQL Express
2005 or higher, Microsoft SQL Express 2008, Microsoft SQL 2008.

It is recommended to use Microsoft SQL 2005 with Service Pack 2, Microsoft SQL Express 2005 with
Service Pack 2 and later versions.

e Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows
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Server 2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with
installed Service Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current
updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft
Windows Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft
Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft Windows
Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

When using Microsoft Windows 2000 with Service Pack 4 installed, it is necessary to install the following
updates for Microsoft Windows before deploying Administration Server: 1) Update Rollup 1 for Windows
2000 SP4 (KB891861); 2) Security Update for Windows 2000 (KB835732).

e Hardware requirements:
e Intel Pentium Il 800 MHz or higher;
e 256 MB RAM,;

e 1GB of available disk space.

Administration Console
e  Software requirements:

e  Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Home Edition with installed Service Pack 2 or
higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows Server 2003 or higher;
Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with installed Service Pack 1 or
higher, Microsoft Windows Vista x64, Microsoft Windows Vista x64 with installed Service Pack 1 and all
current updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed;
Microsoft Windows Server 2008; Microsoft Windows Server 2008 x64 with installed Service Pack 1 and all
current updates, for Microsoft Windows Server 2008 x64 the Microsoft Windows Installer 4.5 should be
installed; Microsoft Windows 7.

e Microsoft Management Console 1.2 or higher.
e Work with Microsoft Windows 2000 requires Microsoft Internet Explorer 6.0.

e Work with Microsoft Windows 7 E Edition and Microsoft Windows 7 N Edition requires Microsoft Internet
Explorer 8.0 or higher.

e Hardware requirements:
e Intel Pentium Il 800 MHz or higher;
e 256 MB RAM,;

e 70 MB of available disk space.

Network Agent
e  Software requirements:
e For Windows systems:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows
Server 2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with
installed Service Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current
updates, for Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft
Windows Server 2008; Microsoft Windows Server 2008 deployed in the Server Core mode; Microsoft
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Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft Windows
Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

e For Novell systems:
Novell NetWare 6 SP5 or higher; Novell NetWare 6.5 SP7 or higher.
e  For Linux systems:

The supported version of the operating system is determined by the requirement of the compatible
Kaspersky Lab application installed on the client computer.

e Hardware requirements:

e For Windows systems:
e Intel Pentium 233 MHz or higher;
e RAMsize - 32 MB;
e 20 MB of available disk space.

e For Novell systems:
e Intel Pentium 233 MHz or higher;
e RAMsize - 32 MB;
e Available disk space - 32 MB.

e For Linux systems:
e Intel PentiumE 133 MHz or higher;
e RAMsize - 64 MB;

e 100 MB of available disk space.

Update Agent
e Software requirements for Windows systems:

Microsoft Windows 2000 with installed Service Pack 4 or higher; Microsoft Windows XP Professional with
installed Service Pack 2 or higher; Microsoft Windows XP Professional x64 or higher; Microsoft Windows Server
2003 or higher; Microsoft Windows Server 2003 x64 or higher; Microsoft Windows Vista with installed Service
Pack 1 or higher, Microsoft Windows Vista x64 with installed Service Pack 1 and all current updates, for
Microsoft Windows Vista x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows Server
2008; Microsoft Windows Server 2008 x64 with installed Service Pack 1 and all current updates, for Microsoft
Windows Server 2008 x64 the Microsoft Windows Installer 4.5 should be installed; Microsoft Windows 7.

e Hardware requirements for Windows systems:
e Intel Pentium Il 800 MHz or higher;
e 256 MB RAM,;

e 500 MB of available disk space.
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WHAT 'S NEW

Changes introduced in Kaspersky Administration Kit 8.0 as compared with Kaspersky Administration Kit 6.0:

A simplified application installation mode has been introduced.
Several accounts can be specified in a remote deployment task.

The application kit now includes the distribution package of MS SQL 2005 Express: it is installed automatically if
standard setup is selected.

Support for SNMP monitoring of basic parameters of anti-virus protection in corporate LAN has been added.
The possibility of creating a standalone installation package for Kaspersky Lab applications has been added.

Redesigned user interface: results pane, reports view, information panels (see section "Main window of the
program" on page 27).

The possibility to collect information about the applications installed on client computers has been added
(applications registry).

System of access rights has been redesigned and extended.

Support for Microsoft NAP has been added.

The possibility of switching mobile clients between administration servers has been added.

Criteria for switching clients between the mobile and regular policies have been extended.

The possibilities for automatic relocation of computers to administration groups have been extended.
The possibility to create the administration groups based on Active Directory has been added.

New reports and the possibility of creating custom reporting systems have been added, and information
displayed in reports has been extended.

The possibility of exporting reports to PDF and XML (Excel) formats has been added.
The possibility of collecting detailed data during the creation of summary reports has been added.

Data caching functionality for generation of summary reports including information from slave Administration
Servers has been implemented.

Added support for two sets of columns in the Kaspersky Administration Console and extended set of columns
(see section "Results pane" on page 33).

New columns for the list of computers have been added: "Restart”, "Status description”, "Network Agent
version", "Protection version", "Database version", and "Turn-on time".

New criteria used to assign individual computer statuses have been added.

New selections of computers created by default have been added, possibility of creating selections of computers
using data from the slave Administration Servers has been added.

Possibility of maintaining a list of administrator comments has been added.
Possibility of viewing the current user sessions on a computer and user contact information has been added.

Graphical interface for the klbackup utility has been added.
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Files of policies and group tasks are distributed using multi-address IP delivery.

The Wake On LAN setting is also available for clients in subnetworks other than the Administration Server
subnet in the event of manual task launch.

Restart settings for client computers can be specified in the properties of a remote deployment task.

The mechanism used for restriction of the number of notifications sent within a specified time unit has been
modified; now the restrictions are calculated independently for each event type.

Functionality for searching for groups and slave Administration Servers by Server hierarchy has been added.
The Update Agents Statistics has been extended.

The task for removal of external applications can now remove several applications at once.

Utility has been developed for preparation of computers included in a workgroup for remote deployment.

Functionality for retrieval of updates necessary for an application immediately after the creation of its installation
package has been implemented.

When downloading updates, programs already connected to slave Administration Servers are taken into
account.

Classification of possible errors returned by the application deployment subsystem has been introduced and
guidelines for troubleshooting typical problems have been added.

A mechanism for automatic application of update modules of the administration system components has been
added.
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This section explains the basic concepts used in Kaspersky Administration Kit. Definitions of these concepts and some
terms are listed in the Glossary.

IN THIS SECTION

Administration Server. AdMINISIrAtiON GrOUPS.......uiiieeiiiiiirieee e e e eeiitre e e e e e s aai e e e e e e s asrtbaeeeeaesssstbraeeeaesasasrraseeaeesssasrereeeens 14
AdMINISration SEIVEI HIBIAICNY ... .iiiiiiie et e e e e e e e e e e e et e e e e e e e e e sttbaeeeeeeesastbaseeaeeessnntanraeaeas 15
(@4 1= o1 oleTa gl o 1U | (=] GO €] (o] U] IO PP PTP PP PPN 15
W aNe [T TS = o] Y 0] €G] = L1 [ o USRS 16
Application CONFIGUIALION PIUG-IN....eoiiiiii ettt e e e e e bt e e s bt e e e b e et e s bbe e e e anb et e e nnre e e s nnneeeeas 16
Policies, application SENGS NG TASKS ......ciiureiiiiiiie ittt e e s e e e sttt e s sb e e e e s nnn e e e e anbreeenanee 17
Relation between policies and local appliCatioN SEHNGS ......cceiiuirieiiiiiie et e e e e e st e e e s e e s snbeeeeaneeeeeanes 18

ADMINISTRATION  SERVER . ADMINISTRATION GROUPS

Components of Kaspersky Administration Kit allow remote management of Kaspersky Lab applications within a corporate
network.

Computers with the installed Administration Server component will be further referred to as Administration Servers.

The whole variety of computers in the corporate network can be subdivided into groups arranged into a certain
hierarchical structure. We shall refer to such groups as administration groups. The structure of administration groups is
displayed in the console tree within the Administration Server node.

Administration Server is installed on a computer as a service with the following set of attributes:
e under the name of Kaspersky Administration Server;
e using automatic startup when the operating system starts;
o with the Local System account or user account selected during component installation.

Functions performed by an Administration Server or, more specifically, by the Administration Server component
installed on it are as follows:

e storage of the administration groups structure;

e storage of configuration data copies for client computers;

e organization of distribution repositories for Kaspersky Lab applications;
e remote installation and removal of applications from computers;

e updating of application databases and application modules;

e management of policies and tasks on client computers;




BASIC CONCEPTS

e storage of information about events;
e generation of reports on application operation;
e distribution of licenses to client computers, storage of license information;

o delivery of notifications about performance of tasks. Such notifications can inform, for example, about virus
detection on a computer.

ADMINISTRATION SERVER HIERARCHY

Administration Servers can be arranged a "master server i slave server" type hierarchy. Each Administration Server can
have several slave Servers on the same or different nesting levels of the hierarchy. The nesting level for slave servers is
not limited. The administration groups of the master Server will then include the client computers of all slave Servers.
Thus, isolated and independent sections of computer networks can be controlled by different Administration Servers
which are in turn managed by the master Server.

The possibility of building a hierarchy of Servers can be employed to:
e decrease the load on Administration Server (compared to a single Server running in a whole network);

e decrease intranet traffic and simplify work with remote offices; There is no need to establish connections
between master Server and all network computers, which may be located, for example, in other regions. Itis
sufficient to install in each network segment a slave Administration Server, distribute computers among
administration groups of slave Servers and establish connections between the slave Servers and master Server
over fast communication channels.

e distribute more precisely responsibilities between the anti-virus security administrators. All possibilities for
centralized management and monitoring of anti-virus security in corporate networks remain available.

Each computer included in the structure of administration groups can be connected to a single Administration Server
only. Administrators must control correct connection of computers to Administration Servers using the features for
computer search in administration groups of different Servers based on network attributes.

CLIENT COMPUTER . GROUP

The Administration Server and the hosts interact through the Network Agent. This interaction implies:
o delivery of the information about current status of applications;
e sending and receiving management commands;
e synchronization of configuration data;
o delivery of information about application events to Server;
e Update Agent operation.

The Network Agent must be installed on all computers running the applications managed via Kaspersky Administration
Kit.

This component is installed on the computer as a service with the following set of attributes:
e under the name of Kaspersky Network Agent;

e using automatic startup type when the operating system starts;
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e using the Local system account.

Network Agent is installed on the computer together with a plug-in for work with Cisco NAC. This plug-in is used if the
computer has Cisco Trust Agent installed. The settings of joint operation with Cisco NAC are defined in the
Administration Server properties.

When integrated with Cisco NAC, the Administration Server acts as a standard Posture Validation Server (PVS) policy
server, which an administrator may use to either allow a computer to access or prevent it from accessing the network,
depending on the condition of the anti-virus protection.

Computer (server or workstation) with the installed Network Agent and the managed Kaspersky Lab applications will be
referred to as the client of corresponding Administration Server (or just client computer).

Client computers can be distributed into administration groups in accordance with the organizational or territorial
corporate structure, performed functions and the set of Kaspersky Lab applications installed. This is done for convenient
management of grouped computers as a whole. This distribution is performed using any combination of mentioned
principles and also other administrator-defined signs. E.g., the upper level can be constituted by groups corresponding to
departments. On the next level, computers within each department are combined in accordance with the functions they
perform: one group of computers can include all workstations, another group - all file servers, etc.

Administration group (hereinafter also referred to as the group) is a set of client computers combined on the basis of a
certain sign for the purpose of managing the grouped computers as a whole. All client computers within a group are
configured to:

e use common application settings (defined in group policies);

e common mode of applications operation (established using group tasks, i.e. application features with a specified
set of parameters, for example: creation and installation of a common installation package, update of the
application databases and modules, on-demand computer scanning and real-time protection).

A client computer can only be included in a single administration group.

The administrator can create a hierarchy of Servers and groups with any nesting level if that can simplify the
management of installed applications. A single hierarchy level can include slave Administration Servers, groups and
client computers.

ADMINISTRATOR 'S WORKSTATION

Computers with the installed Kaspersky Administration Console will be further referred to as administrator's
workstations. Administrators can use these computers to manage remotely all Kaspersky Lab applications installed on
client computers in a centralized manner.

After Kaspersky Administration Console is installed, its icon appears in the Start - Programs — Kaspersky
Administration Kit menu and can be used to start the console.

Administrator's workstation is not an object of an administration group, but it can also be included in a group as a client
computer. There are no restrictions for the number of administrator's workstations. Administrator's workstations for
different Administration Servers can be the same; each workstation can be used to manage the administration groups of
any Administration Server within a corporate network.

Within administration groups of any Server, the same computer can act as an Administration Server client, Administration
Server or administrator's workstation.

APPLICATION CONFIGURA  TION PLUG -IN

The interface for management of a specific application via Kaspersky Administration Console is provided by a specialized
component i application configuration plug-in. It is included in all Kaspersky Lab applications that can be controlled using
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Kaspersky Administration Kit. Each application that can be managed via Kaspersky Administration Kit has its own plug-in.
It is installed on the administrator's workstation and consists of a set of dialog windows (interface) to create and edit:

e application policies;
e application settings;
e settings of tasks performed by the application.
Such plug-in provides:
e information about the tasks implemented in an application;
* information about application events;

e functionality necessary to display the information about application operation and statistics received from client
computers in the Kaspersky Administration Console.

POLI CIES, APPLICATION SETTINGS AND TASKS

A named operation performed by a Kaspersky Lab application is called a task. Tasks are subdivided into types in
accordance with the performed functions.

Each task is associated with a set of working settings used during its performance. The set of application parameters
common for all types of its tasks makes up the application settings. Application settings specific for each individual task
type make up the corresponding task settings. Application settings and task settings do not overlap.

Detailed descriptions of task types for each Kaspersky Lab application can be found in their respective Guides.

To initiate performance of some necessary function, you have to configure the application settings, create and set up the
corresponding task and launch it.

Application settings defined for an individual client computer through local interface or remotely via Administration
Console will be referred to as local application settings.

Application settings on client computers are centrally configured through definition of policies.

Policy is a set of settings regulating operation of an application in a group. The policy does not define all the application
settings.

The application settings are defined by the policy settings and the task settings.

Each parameter represented in a policy has a "lock” attribute, which shows if the setting is allowed for modification in the
policies of nested hierarchy levels (for nested groups and slave Administration Server), in task settings and local
application settings. If a parameter is "locked" in the policy, its value cannot be redefined (see section "Relation between
policies and local application settings" on page 18). The unchecked Inherit settings from parent policy box disables
the "lock" for inherited policies.

A specific policy is defined for each application in a group. Several policies with different settings can be defined for a
single application. However, an application can use only one active policy at a time.

There is the possibility to activate a disabled policy on a certain event. This means that you can, for example, enforce
stricter anti-virus protection settings during virus outbreaks.

You can also create a policy for mobile users. It will enter into force when a computer is disconnected from the corporate
network.

The program can run in different ways for different groups of settings. Each group can have its own policy for an
application.
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Child groups and slave Administration Servers inherit the policies from groups belonging to a higher hierarchy level.

Tasks for objects managed by a single Administration Server are created and configured in a centralized manner. The
following types of tasks can be defined:

e group task is a task that defines settings for an application installed on computers within an administration
group;

e local task is a task for an individual computer;

e task for selection of computers is a task for an arbitrary set of computers included or not included in
administration groups;

e Kaspersky Administration Kit task is a task defined directly for an Administration Server.

A group task can be defined for a group even if a corresponding Kaspersky Lab application is installed only on certain
client computers of that group. In that case the group task will only be performed on computers where the application is
installed.

Child groups and slave Administration Servers inherit the tasks from groups belonging to higher hierarchy levels. A task
defined for a group will be performed not only on client computers included in that group but also on client computers
included into its child groups and belonging to slave Servers on all lower hierarchy levels.

Tasks created for a client computer locally will only be performed for that computer. During client synchronization with the
Administration Server local tasks will be added to the list of tasks created for that client computer.

Since application settings are defined in policy, task settings can redefine those of them, which are not locked in the
policy and also the parameters that can be configured only for a specific instance of a task. E.g., for a drive scan task
they will include the drive name, masks of files to scan, etc.

A task may be launched automatically (according to schedule) or manually. Task results are saved locally and on
Administration Server. The administrator can receive notifications informing about performance of a certain task and view
detailed reports.

Information about policies, application settings, tasks for a set of computers and group tasks is saved on the
Administration Server and distributed to client computers during synchronization. During this procedure information on

the Administration Server is updated in its turn with the local changes made on client computers and allowed by the
policy. Additionally, the list of applications running on the client computer, their status and the existing tasks are updated.

RELATION BETWEEN POLI  CIES AND LOCAL APPLI  CATION
SETTINGS

You can use policies to set up common values of the application operation settings for all managed computers in the
group.

Values of the settings defined in a policy can be redefined for individual computers in a group using local application
settings. You can only edit the settings allowed for modification in the policy, i.e. "unlocked" settings.

The setting value used in an application on a client computer (see the figure below) is determined by the "lock" position
for that setting in policy:

o if the setting modification is "locked", the same value defined in the policy is used on all client computers;
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e if the setting modification is "unlocked", then the application uses on each client computer the local value instead
of the value defined in the policy. The parameter value can be changed then in the local application settings.

Policy

&

S

Client computer

1

Local application
settings

Figure 1. Policy and local application settings

Thus, when the task is run on a client computer applications use the parameters defined in two different ways:
e by task settings and local application settings if the corresponding parameter is not locked in the policy;
e by group policy if the parameter is locked in that policy.

Local application settings are changed after the policy is first applied in accordance with the policy settings.
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OPERATION CONCEPT

This section describes the main operation principles of the application, solutions for some tasks and provides a brief
overview of the user interface and methods for working with it.
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DEPLOYMENT OF THE ANT  |-VIRUS PROTECTION SYS TEM

There are two variants available for deployment of an anti-virus protection system managed via Kaspersky Administration
Kit:

e Centralized remote installation of applications on client computers. In that case installation of applications and
connection to the centralized remote management system are performed automatically, requiring no
administrator participation, and allow deployment of anti-virus software on any number of client computers.

e By means of local installation of applications on each client computer. In that case the necessary components
are installed on client computers and the administrator's workstation manually, and the settings for client
connection to the Server are defined during Network Agent setup. This deployment method is used in cases
when centralized remote installation is impossible.

Remote deployment can be employed to install any application at user discretion. However, remember that Kaspersky
Administration Kit supports management only of Kaspersky Lab applications installed from distribution packages that
include a specialized component i the application management plug-in.

COMPATIBILITY WITH ~ CISCO NETWORK ADMISSION
CoNTROL (NAC)

Kaspersky Administration Kit allows the administrator to associate the conditions of computer anti-virus protection and
the security statuses assigned by Cisco Network Admission Control (NAC).
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To do this, create the conditions that will be used to assign to client computers the security statuses of Cisco Network
Admission Control (NAC): Healthy, Checkup, Quarantine or Infected. If a client computer does not meet any of the above
conditions, it will be assigned the status Unknown. The status Healthy is assigned only if all the selected conditions are
met; and the statuses Checkup, Quarantine or Infected apply if at least one of the selected conditions is met.

COMPATIBILITY WITH ~ MICROSOFT NETWORK ACCESS
PROTECTION (NAP)

Kaspersky Administration Kit supports integration with the Microsoft Network Access Protection (NAP). Microsoft NAP
allows regulation of client computer access to the network. Microsoft NAP assumes that the network includes a dedicated
server with Microsoft Windows Server 2008 installed running the PVS (Posture Validation Server), and client computers
have NAP-compatible operating systems installed: Microsoft Windows Vista, Microsoft Windows XP with Service Pack 3
or Microsoft Windows 7.

®» Integration of Kaspersky Administration Kit requires the following steps:
1. Deploy Kaspersky Administration Kit in the network in a regular manner.

2. Install in PVS Kaspersky Lab System Health Validator (SHV). To do this, enable the Kaspersky Lab System
Health Validator (SHV) checkbox while selecting the components to install during setup of Kaspersky
Administration Kit.

The product will then install the Network Agent on client computers which functions as the Kaspersky Lab
System Health Agent (SHA) that will provide information about the settings of anti-virus protection and their
changes on the client computers to the Microsoft NAP agent.

As a result, Kaspersky Lab System Health Validator (SHV) will appear in the list of available SHV in the PVS
console, where the rules for evaluation of the client computer data collected by the Health Agent can be
configured.

CREATION OF THE CENTR  ALIZED MANAGEMENT SY  STEM
FOR ANTI -VIRUS P ROTECTION

The first step in creation of a centralized management system for anti-virus protection using Kaspersky Administration Kit
is the design of the administration groups structure. The following tasks should be solved on this stage:

1. Identify isolated network segments and determine how many Administration Servers must be installed.

2. Define which network computers will perform the functions of the primary Administration Server and slave
Servers, and which will function as administrator's workstations and client computers. Client computers must
include all the computers where Kaspersky Lab applications are to be installed.

3. Determine the sign that will be used for combining client computers into groups and the hierarchy of groups.
4. Choose the deployment method for the anti-virus protection system: remote or local installation.

During the next step the administrator must create the structure of Administration Server folders by installing the
appropriate software components of Kaspersky Administration Kit on corporate network computers, i.e.:

1. Install the Administration Server on computers within the corporate network.
2. Install Kaspersky Administration Console on the computers that will be used for management purposes.

3. Decide who the administrators of Kaspersky Administration Kit will be, determine other categories of users
allowed to work with the system and assign a list of performed functions to each category.
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The system allows different administrators to simultaneously work with the same resources. System settings will
use the latest applied values. In that case all operations that administrators perform must be coordinated.

4. Create user groups and provide to each group the access rights needed by its users for performance of their
responsibilities.

Then you should create the hierarchy of Administration Servers, build for each server the hierarchy of administration
groups and distribute computers into appropriate groups.

During the next step you should deploy to client computers the Network Agent, the necessary Kaspersky Lab
applications, and install the corresponding application management plug-ins on the administrator's workstation.

Remote installation on client computers is only possible for some (not all) of the Kaspersky Lab applications that can be
managed via Kaspersky Administration Kit. For details please refer to the Guides for the corresponding applications.

When remote deployment is used, the Network Agent can be installed together with any application. In this case, Network
Agent does not have to be installed separately.

During the last stage you have to configure the installed applications by defining and applying group policies (see section
"Managing policies" on page 48) and creating the necessary tasks (see section "Local application settings" on page 52).

The application allows creation of a centralized management system for anti-virus protection with the minimum required
settings using the Quick Start Wizard (see section "Quick Start Wizard" on page 39). The wizard creates the structure of
administration groups identical to the domain structure of the Windows network, and builds the system of anti-virus
protection using Kaspersky Anti-Virus for Windows Workstations 6.0 MP4.

After creation of the Administration Server folders structure, installation and configuration of anti-virus protection, the
administrators are advised to regularly perform network maintenance procedures (see section "Maintenance" on
page 66).

CONNECTION OF CLIENT ~ COMPUTERS TO THE
ADMINISTRATION  SERVER

Client computers and the Administration Server interact during connection of the clients to Server. That functionality is
provided for by the Network Agent installed on client computers.

Connection is established to perform the following operations:
e synchronize the list of applications installed on a client computer;
e synchronize the policies, application settings, tasks and task settings;
e submission to Server of current information about the status of applications and existing tasks;
e delivery of the events information to Server for processing.

The main method for connection between client computers and the Server implies that a client connects to Server. This
type of connection is used during automatic synchronization of the client and Server data and delivery of information
about application events to the Server.

Automatic synchronization is performed regularly in accordance with the Network Agent settings (e.g., every 15 minutes).
The interval between connections is defined by the administrator.

Information about an event is delivered to the Server as soon as it occurs.

The option Do not disconnect from the Administration Server is provided for client computers to define whether a
client will disconnect from the Server after completion of the operations listed above. Permanent connection is necessary
in cases when constant control of application status is required and the Server is unable to establish a connection to the
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client for some reason (connection is protected by a firewall, opening of ports on client is not allowed, client IP address is
unknown, etc.).

Synchronization can also be performed by administrators manually using the Synchronize command from the context
menu (see section "Context menu" on page 34) of the client computer. In that case the system uses an auxiliary
connection method where connection is initiated by the Server. A UDP port is opened on the client computer for that
purpose. The Server sends to the UDP port a connection request. In response, a check on Server rights is performed on
connection to the client (using the digital signature of the Administration Server) and if they are present, connection will
be established.

The second connection method is also used while accessing client data on Server: to obtain current information about the
status of applications, tasks and application statistics.

SECURE CONNECTIONTO THE ADMINISTRATION SERVER

Data exchange between client computers and Administration Server as well as Console connection to Administration
Server can be performed using the SSL (Secure Socket Layer) protocol. It can identify the interacting parties, encrypt the
transferred data and protect it against modification during transfer. SSL protocol used in secure connections is based on
authenticating the interacting parties and data encryption using public keys.

ADMINISTRATION  SERVER CERTIFICATE

Administration Server authentication during connection of Administration Console to it and data exchange with client
computers is based on the Administration Server certificate. The certificate is also used for authentication between
master and slave Administration Servers.

The Administration Server certificate is created during installation of the Administration Server component; it is stored on
Administration Server in the Cert subfolder of the program folder.

Administration Server certificate is created just once during installation. You are advised to use the setup wizard to
preserve it during installation of the Administration Server. If an Administration Server certificate gets lost, its restoration
requires reinstalling the Administration Server component and data recovery (see section "Backup copying and
restoration of Administration Server data" on page 85).

ADMINISTRATION  SERVER AUTHENTICATION DURIN G CLIENT
COMPUTER CONNECTION

At the first connection of a client computer to the Server its Network Agent downloads the Administration Server
certificate and saves it locally.

If the Network Agent is installed locally, the administrator can select the Administration Server certificate manually.

The downloaded copy of the certificate is used to verify the Administration Server rights and permissions during
subsequent connections.

After that the Network Agent requests the Administration Server certificate at each connection of the client computer to
the Server and compares it with the local copy. If the copies do not match, the client computer is not allowed access to
the Administration Server.

If connection is initiated by an Administration Server, then the request from the Administration Server for connection via a
UDP port is checked first in the same manner.
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ADMINISTRATION  SERVER AUTHENTICATION DURING CONSOLE
CONNECTION

During first connection to the Server after installation, the Administration Console requests the Administration Server
certificate and saves it locally on the administrator's workstation. The downloaded certificate copy will be used during
subsequent connections to the Administration Server with that name for Server authentication.

If the Administration Server certificate does not match the copy stored on the administrator's workstation, a prompt
appears with an offer to confirm connection to the Server with the specified name and download a new certificate. Upon
successful connection, the Administration Console saves a copy of the new Administration Server certificate, which will
be used to identify the Server in the future.

AUTHENTICATION OF CLI ENT COMPUTERS ON THE
ADMINISTRATION SERVER

Authentication of client computers is based on their names. A client computer name is unique among all the names of
computers connected to the Administration Server.

The name of a client computer is transferred to the Administration Server either when Windows network is polled and a
new computer is discovered in it, or during first connection of the Network Agent installed on a client computer. By
default, the name matches the computer name on the Windows network (NetBIOS name). If a client computer with this
name is already registered on the Administration Server, a suffix with the next number will be added to the new client
computer name, for example: <Name>-1, <Name>-2, etc. The client computer will be added to the administration group
under that name.

RIGHTS TO ACCESS THE  ADMINISTRATION SERVER AND
ITS OBJ ECTS

The Kaspersky Administration Kit supports the following types of permissions for access to the application functionality:
e Reading:
e connection to the Administration Server;
e viewing the structure of Administration Server folders;
e viewing the values of applications' policies, tasks, and settings.
e Writing:
e creation of administration groups, addition of child groups and client computers to them;
e installation of the Network Agent component on client computers;
e updating the version of applications installed on client computers;

e creation of policies and tasks for groups and for individual computers, and configuring the application
settings;

e centralized management of applications, receiving reports about their operation using services provided by
the Administration Server, the Network Agent and the Administration Console components.

e Execution: starting and stopping the existing group tasks and tasks for sets of computers; report generation.
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e Modify access privileges: granting to users, and groups of users, access rights to the functionality of
Kaspersky Administration Kit.

e Edit event log settings.
e Edit notification settings.
e Remote install of Kaspersky Lab applications.

e Remote install of external applications: preparation of installation packages and remote install of third-party
applications to the client computers.

e Edit Administration Server hierarchy settings.

After Administration Server installation, default rights to connect to the Server and work with its objects are granted to the
users included in the KLAdmins and KLOperators groups.

These groups are created during installation of the Administration Server component. Depending upon the account
selected for starting the Administration Server service:

e in the domain including the Administration Server and on the Administration Server host computer, if the Server
starts using the account belonging to the domain;

e only on the Administration Server host computer, if the Server starts using the local system account.

The KLAdmins group has all access rights, and the KLOperators group only has rights to read and execute. The set of
rights granted to the KLAdmins group cannot be modified.

Users included in the KLAdmins group will be referred to as Kaspersky Administration Kit administrators, users of
the KLOperators group are called Kaspersky Administration Kit operators.

The KLAdmins and KLOperators groups and introduction of the necessary modifications can be viewed in the standard
Windows administration tools i Computer management — Local Users and Groups.

Apart from the users of the KLAdmins group, administrator's rights are granted to:
e administrators of the domain including the computers of the administration group assigned to this Server;

e local administrators of computers with the installed Administration Server.

Local administrator can be excluded from the list of users allowed to manage the Administration Server.

All operations initiated by the administrators of Kaspersky Administration Kit will be performed using the rights of the
Administration Server account. For each Administration Server an individual KLAdmins group can be created; it will have
the necessary rights to work with that Server only.

If computers belonging to the same domain are included in administration groups of different Servers, then the domain
administrator is the Kaspersky Administration Kit administrator for all the groups. The KLAdmins group is common for
those administration groups; it is created during installation of the first Administration Server. It can be supplemented
using the administration tools of the operating systems. Operations initiated by the administrators of Kaspersky
Administration Kit will be performed using the rights of the Administration Server account.

User rights (see section "Granting rights" on page 36) in Kaspersky Administration Kit are defined based on Windows
authentication of users in the network.

After application setup an administrator of Kaspersky Administration Kit can:
¢ modify the rights granted to the KLOperators groups;

e grant the rights to access the functionality of Kaspersky Administration Kit to other user groups and individual
users registered on a computer on which Administration Console is installed;
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e grant various access rights to work in each administration group.

USER INTERFACE CONCEP T

Viewing, creation, modification and configuration of administration groups as well as centralized management of all
Kaspersky Lab applications installed on client computers are performed from the administrator's workstation. The
management interface is provided by the Kaspersky Administration Console component. It is a specialized independent
snap-in for Microsoft Management Console (MMC); so Kaspersky Administration Kit is a standard unified interface for
MMC.

The Administration Console allows connection to the remote Administration Server via Internet.

For local work with client computers the application supports remote connection to a computer via Kaspersky
Administration Console using the standard Microsoft Windows Remote Desktop Connection application.

To use this functionality, remote desktop connections must be allowed on the client computer.

CONFIGURING INTERFACE

Kaspersky Administration Kit allows the administrator to configure the Administration Console interface.
®» To change the specified interface settings:

1. Go tothe View — Configuring interface menu. This will open the corresponding window (see the figure
below).

Configuring interface llil

¥ Dizplay slave Administration Servers

¥ Dizplay security zettings tabs

v Display application reqistng

The rnasimurn number of computers displaved in console nodes: |2|:||:||:| _I:

ak. I Cancel |

Figure 2. Viewing the group properties. The Configuring interface window

2. In the window that opens, you can specify the following parameters:
o Display slave Administration Servers.
¢ Display security settings tabs.
e Display application registry.

e The maximum number of computers displayed in console nodes. This setting determines the number
of computers displayed in the Administration Console results pane. The default value is 2000.
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If the number of computers in the group exceeds the specified value, a corresponding notification will be
displayed on the screen. To view the list of all computers, increase the parameter value.

The parameter defined for the maximum number of displayed hosts in the settings of a group (or domain) applies to all
groups on all hierarchy levels and for all domains.

L AUNCHING THE APPLICA  TION

The Kaspersky Administration Kit can be launched by selecting Kaspersky Administration Kit from the Kaspersky
Administration Kit program group in the standard Start — Programs menu. This program group is created only on
administrator's workstations during the Kaspersky Administration Console installation.

To access the functionality of Kaspersky Administration Kit the Administration Server of Kaspersky Administration Kit
must be running.

M AIN PROGRAM WINDOW

The main program window (see the figure below) contains a menu, a toolbar, browsing pane and an informational panel,
which can display the task pane or results pane.

The menu provides controls for the windows and access to the help system. The Action submenu duplicates the context
menu commands for the console tree object.

The set of toolbar buttons allows direct access to some items of the main menu. ltems available on the toolbar depend on
the current node or folder of the console tree.

The browsing pane displays the namespace of Kaspersky Administration Kit as a console tree (see section "Console
tree" on page 28).

Informational area of the main window can display the task pane, results pane, or their combination. For some folders of
the console tree the informational area can offer two viewing modes: extended and standard. Switching between them is
performed using the corresponding tabs.

The task pane contains one or several tabs, which display pages containing links for fast access to basic operations
available for the object selected in the console tree. For more details about using the task pane please refer to the Task
pane section (on page 30).
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The results pane displays a list of items within the object selected in the console tree or a set of information panes. It can

's GUIDE

be a list of computers in groups, list of reports, event or computer selections, etc. For more details about using the task
pane please refer to the Task pane section (on page 33).

Menu

i Kaspersky Adininistration Kit

'ﬁ] Ele Action Vwew Window Help

Toolbar

Results pane

=
[JSEDE

e~ pE xR 2

K, Kaspersky Administration Kit

4 Reports and natifications

§ Kaspersky Administration Kit tasks
{i2§ Tasks for specific computers

[#- Event and computer selections

% Unassigned computers

{3y Repositories

View pane
(console tree)

Deployment

Kaspersky Anti-virus iz installed on all managed
computers

Install Kaspersky Anti-Virus

Protection

Kaspersky Anki-Virus not running: 1 computers,

O Edit protection policy for Windows
Workstations

O Edit protection policy for windows
Servers

Update

Updates repository last updated: 46 min. ago.
Modify update settings

P Introduction P Getting started

Extended A Standard

* Interface How To

P
o

View
computers

P

> Help

Computer management
Managed computers: 1. Mew computers discoverad: @
View managed computers structure

Virus Scan

Yirus scan runs on schedule
Edit virus scan task for Windows
Workstations

Edit virus scan task for Windows
Servers

O

Monitoring

Administration Server is OK, /

View protection status @
Edit notification settings

CONSOLE TREE

Figure 3. Main program window of Kaspersky Anti-Virus

Console tree (see the figure below) displays the hierarchy of Administration Servers existing in corporate network, the
structure of their administration groups and other objects of the application, such as repositories, selections, etc.
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The namespace of Kaspersky Administration Kit can contain several nodes including the names of servers
corresponding to the installed Administration Servers included in the hierarchy.

Figure 4. Console tree

The Administration Server x<Computer name> node is a container that reflects the structure of folders of the selected
Administration Server. The Administration Server +<Computer name> container includes the following folders:

e Managed computers.

e Reports and notifications.

e Kaspersky Administration Kit tasks.
e Tasks for specific computers.

e Event and computer selections.

e Unassigned computers.

e Repositories.

The Managed computers folder is intended for storage, display, configuration and modification of the structure of
administration groups, group policies and group tasks. It includes the Policies, Group tasks, Client computers and




































































































































































































